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Abst r act

The | EEE and ETSI have specified a type of end-entity certificate.
Thi s docunent defines an experinmental change to TLS to support |EEE
ETSI certificate types to authenticate TLS entities.
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publ i shed for exam nation, experinental inplenmentation, and
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i mpl ement ation or depl oynment. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.
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and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8902
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I ntroduction

The TLS protocol [RFC8446] allows the use of X 509 certificates and
raw public keys to authenticate servers and clients. This docunent
descri bes an experinental extension follow ng the procedures |aid out
by [RFC7250] to support use of the certificate format specified by
the IEEE in [| EEE1609. 2] and profiled by the European

Tel ecommuni cations Standards Institute (ETSI) in [TS103097]. These
st andards specify secure conmmuni cations in vehicul ar environments.
These certificates are referred to in this docunment as Intelligent
Transport Systems (ITS) Certificates.

The certificate types are optinized for bandwi dth and processing tine
to support del ay-sensitive applications and also to provide both

aut henti cati on and authorization information to enable fast access
control decisions in ad hoc networks found in Intelligent Transport
Systenms (ITS). The standards specify different types of certificates
to support a full Public Key Infrastructure (PKI) specification; the
certificates to be used in this context are end-entity certificates,
i.e., certificates that have the | EEE 1609. 2 appPermi ssions field
present.

Use of ITS certificates is becom ng wi despread in the ITS setting.

I TS communi cations, in practice, make heavy use of 10 MHz channel s
with a typical throughput of 6 Mips. (The 802.110CB nodul ati on that
gives this throughput is not the one that gives the highest
throughput, but it provides for a robust signal over a range up to
300-500 m which is the "sweet spot" comunications range for ITS
operations |like collision avoidance). The conpact nature of ITS
certificates as opposed to X. 509 certificates nakes them appropriate
for this setting.

The I TS certificates are also suited to the machi ne-to-machi ne (MM
ad hoc network setting because their direct encodi ng of perm ssions
(see Section 7.4) allows a receiver to make an i medi ate accept/deny
deci si on about an incom ng nessage without having to refer to a
renote identity and access managenent server. The EU has committed
to the use of ITS certificates in Cooperative Intelligent Transport
Systens deploynments. A multi-year project devel oped a certificate
policy for the use of ITS certificates, including a specification of
how different root certificates can be trusted across the system
(hosted at <https://ec.europa.eu/transport/thenes/its/c-its_en>,
direct link at <https://ec.europa.eu/transport/sites/transport/files/
c-its_certificate_policy_rel ease_ 1. pdf>).

The EU has committed funding for the first five years of operation of
the top-level Trust List Manager entity, enabling organi zations such
as notor vehicle original equipnent manufacturers (OEMs) and nationa
road authorities to create root certificate authorities (CAs) and
have themtrusted. In the US, the US Departnent of Transportation
(USDOT) published a proposed regul ation, active as of late 2019
though not rapidly progressing, requiring all light vehicles in the



US to inplement vehicle-to-everything (V2X) comunications, including
the use of ITS certificates (available at

<https://wwv f ederal regi ster. gov/docunents/ 2017/ 01/ 12/ 2016- 31059/

f eder al - not or - vehi cl e- saf et y- st andar ds- v2v- conmuni cati ons>). As of
2019, I TS depl oynments across the US, Europe, and Australia were using
I TS certificates. Vol kswagen has conmtted to depl oyi ng V2X using

I TS certificates. New York, Tanpa, and Wom ng are deploying traffic
managenent systens using I TS certificates. GM depl oyed V2X in the
Cadillac CTS, using ITS certificates.

ITS certificates are also used in a nunber of standards that build on
top of the foundational |EEE and ETSI standards, particularly the
Soci ety of Autonobile Engineers (SAE) J2945/x series of standards for
applications and 1SO 21177 [1SQ21177], which builds a framework for
exchanging nultiple authentication tokens on top of the TLS vari ant
specified in this docunent.

Experi ment Overview

Thi s docunent describes an experinmental extension to the TLS security
nmodel . It uses a formof certificate that has not previously been
used in the Internet. Systens using this Experinental approach are
segregated from systens using standard TLS by the use of a new
certificate type value, reserved through I ANA (see Section 9). An

i mpl ementation of TLS that is not involved in the Experiment will not
recogni ze this new certificate type and will not participate in the
experinent; TLS sessions will either negotiate the use of existing
X.509 certificates or fail to be established.

Thi s extensi on has been encouraged by stakehol ders in the Cooperative
I TS community in order to support |ITS use-case deployment, and it is
anticipated that its use will be w despread.

Requi renent s Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ext ensi on Overvi ew

The TLS extensions "client _certificate type" and

"server certificate type" [RFC7250] are used to negotiate the type of
Certificate nessages used in TLS to authenticate the server and,
optionally, the client. Using separate extensions allows for nixed
depl oynents where the client and server can use certificates of
different types. It is expected that ITS deploynents will see both
peers using I TS certificates due to the honpbgeneity of the ecosystem
but there is no barrier at a technical |evel that prevents m xed
certificate usage. This docunment defines a new certificate type,
1609Dot 2, for usage with TLS 1.3. The updated CertificateType
enuner ation and corresponding addition to the CertificateEntry
structure are shown below CertificateType values are sent in the
"server _certificate type" and "client _certificate_type" extensions,
and the CertificateEntry structures are included in the certificate
chain sent in the Certificate nessage. In the case of TLS 1.3, the
"client_certificate_type" SHALL contain a list of supported
certificate types proposed by the client as provided in the figure
bel ow.

/* Managed by | ANA */
enum {
X509(0),
RawPubl i cKey(2),



1609Dot 2( 3),
(255)
} CertificateType;

struct {
sel ect (certificate_type) {

/* certificate type defined in this docunent.*/
case 1609Dot 2:
opaque cert_data<l..2724-1>;

/* RawPubl i cKey defined in RFC 7250*/
case RawPubl i cKey:
opaque ASN. 1 subj ect Publ i cKeyl nf o<1..2"24-1>;

/* X. 509 certificate defined in RFC 8446*/
case X. 5009:
opaque cert_data<l..2724-1>;

}s

Ext ensi on ext ensi ons<0..2"16-1>;
} CertificateEntry;

As per [RFC7250], the server processes the received

[endpoint] certificate type extension(s) and sel ects one of the
offered certificate types, returning the negotiated value inits
Encrypt edExt ensi ons (TLS 1.3) nessage. Note that there is no
requirenent for the negotiated value to be the sane in
client_certificate_type and server_certificate_type extensions sent
in the same nessage

TLS dient and Server Handshake

Fi gure 1 shows the handshake message flow for a full TLS 1.3
handshake negoti ating both certificate types.

dient Server

Key ~ CientHello
Exch | + server_certificate_type*
| + client_certificate_type*
| + key_share*
v + signature_algorithms* ~  -------- >
ServerHello * Key
+ key_share* v Exch
{Encrypt edExt ensi ons} " Server
{+ server _certificate_type*}| Parans
{+ client_certificate_type*}|
{CertificateRequest*} v
{Certificate*} ~
I
v

{CertificateVerify*} Aut h
{Fi ni shed}
SRR [ Application Data*]

N {Certificate*}
Auth | {CertificateVerify*}
v {Finished} -------- >
[ Application Dat a] e > [Application Data]
+ Indicates noteworthy extensions sent in the
previ ously noted nessage.

* | ndicates optional or situation-dependent
nmessages/ extensi ons that are not always sent.

{} I'ndicates nessages protected using keys
derived froma [sender]_handshake_ traffic_secret.



[T I'ndicates nessages protected using keys
derived from|[sender] _application_traffic_secret N

Figure 1: Message Flow with Certificate Type Extension for Ful
TLS 1. 3 Handshake

In the case of TLS 1.3, in order to negotiate the support of ITS
certificate-based authentication, clients and servers include the
extension of type "client _certificate type" and

"server _certificate_type" in the extended Cient Hello and

" Encr ypt edExt ensi ons"

.1. dient Hello

In order to indicate the support of ITS certificates, a client MJST
i nclude an extension of type "client_certificate_type" or

"server _certificate_ type" in the extended Cient Hell o nessage as
described in Section 4.1.2 of [RFC8446] (TLS 1.3).

For TLS 1.3, the rules for when the Cient Certificate and
CertificateVerify messages appear are as foll ows:

* The client’s Certificate message is present if and only if the
server sent a CertificateRequest message.

* The client’s CertificateVerify nmessage is present if and only if
the client’s Certificate nessage is present and contains a non-
enpty certificate_list.

For maxi mum conpatibility, all inplenentati ons SHOULD be prepared to
handl e "potentially" extraneous certificates and arbitrary orderings
fromany TLS version, with the exception of the end-entity
certificate, which MJUST be first.

.2. Server Hello

When the server receives the Cient Hello containing the
client _certificate type extension and/or the server _certificate_ type
extension, the follow ng scenarios are possible:

* |f both the client and server indicate support for the ITS
certificate type, the server MAY select the first (nost preferred)
certificate type fromthe client’s list that is supported by both
peers.

* The server does not support any of the proposed certificate types
and term nates the session with a fatal alert of type
"unsupported_certificate".

* The server supports the certificate types specified in this
docunent. In this case, it MAY respond with a certificate of this
type. It MAY also include the client_certificate_type extension
in Encrypted Extension. Then, the server requests a certificate
fromthe client (via the CertificateRequest nessage).

The certificates in the TLS client or server certificate chain MAY be
sent as part of the handshake, MAY be obtained froman online
repository, or nmight already be known to and cached at the endpoint.

I f the handshake does not contain all the certificates in the chain,
and t he endpoi nt cannot access the repository and does not already
know the certificates fromthe chain, then it SHALL reject the other
endpoint’s certificate and cl ose the connection. Protocols to
support retrieving certificates froma repository are specified in
ETSI [TS102941].
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Certificate Verification

Verification of an I TS certificate or certificate chain is described
in section 5.1 of [IEEE1609.2]. |In the case of TLS 1.3, and when the
certificate type is 1609.2, the CertificateVerify contents and
processing are different than for the CertificateVerify nessage
specified for other values of certificate_type in [RFC8446]. 1In this
case, the CertificateVerify nmessage contains an | eeel609Dot 2Dat a
encoded with Canonical Cctet Encoding Rules (CER) [I TU-TX 696] of
type signed as specified in [I EEE1609. 2] and [| EEE1609. 2b], where:

* payl oad contains an extDataHash containing the SHA-256 hash of the
data that the signature is calculated over. This is identical to
the data that the signature is cal culated over in standard TLS,
whi ch is reproduced below for clarity.

* headerInfo.psid indicates the application activity that the
certificate is authorizing.

* headerInfo.generationTine is the tine at which the data structure
was gener at ed.

* header | nf o. pduFuncti onal Type (as specified in [|EEE1609.2b]) is
present and is set equal to tlsHandshake (1).

Al'l other fields in the headerinfo are omitted. The certificate
appPerm ssions field SHALL be present and SHALL pernit (as defined in
[ 1 EEE1609. 2]) signing of PDUs with the PSID indicated in the
HeaderInfo of the SignedData. |If the application specification for
that PSID requires Service Specific Perm ssions (SSP) for signing a
pduFunct i onal Type of tl sHandshake, this SSP SHALL al so be present.

For nore details on the use of PSID and SSP, see [|EEE1609. 2],
clauses 5.1.1 and 5.2.3.3.3. Al other fields in the headerlnfo are
om tted.

The certificate appPermi ssions field SHALL be present and SHALL
permt (as defined in [IEEE1609.2]) signing of PDUs with the PSID
indicated in the Headerlnfo of the SignedData. |If the application
specification for that PSID requires Service Specific Perm ssions
(SSP) for signing a pduFunctional Type of tlsHandshake, this SSP SHALL
al so be present.

The signature and verification are carried out as specified in
[ | EEE1609. 2] .

The input to the hash process is identical to the nmessage i nput for
TLS 1.3, as specified in Section 4.4.3 of [RFC8446], consisting of
pad, context string, separator, and content, where content is
Transcri pt - Hash(Handshake Context, Certificate).

Exanpl es
Sone of the nessage-exchange exanples are illustrated in Figures 2
and 3.

1. TLS Server and TLS Cient Use the ITS Certificate

This section shows an exanple where the TLS client as well as the TLS
server use I TS certificates. |In consequence, both the server and the
client populate the client_certificate_type and
server_certificate_type extension with the | EEE 1609 Dot 2 type as
mentioned in Figure 2.

dient Server



ClientHell o,
client _certificate_ type=1609Dot 2,
server _certificate type=1609Dot2, -------- > Server Hel | o,
{ Encr ypt edExt ensi ons}
{client _certificate_type=1609Dot 2}
{server _certificate_type=1609Dot 2}
{CertificateRequest}
{Certificate}
{CertificateVerify}

{Fi ni shed}
{Certificate} <------- [ Appl i cation Dat a]
{CertificateVerify}
{Finished} -------- >
[ Application Dat a] <------- > [ Application Dat a]

Figure 2: TLS Cient and TLS Server Use the ITS Certificate

6.2. TLS dient Uses the ITS Certificate and TLS Server Uses the X 509
Certificate

Thi s exanpl e shows the TLS aut hentication, where the TLS client
popul ates the server certificate type extension with the X 509
certificate and raw public key type as presented in Figure 3. The
client indicates its ability to receive and validate an X 509
certificate fromthe server. The server chooses the X 509
certificate to make its authentication with the client. This is
applicable in the case of a raw public key supported by the server

dient Server
ClientHello,
client_certificate_type=(1609Dot 2),
server_certificate_type=(1609Dot 2,
X509, RawPubl i cKey), = ----------- > Server Hel | o,
{ Encr ypt edExt ensi ons}
{client _certificate_type=1609Dot 2}
{server _certificate_type=X509}
{CertificateRequest}
{Certificate}
{CertificateVerify}

{Fi ni shed}
S [ Appl i cation Dat a]

{Finished} --------- >
[ Appl i cati on Dat a] S > [ Appl i cation Dat a]

Figure 3: TLS dient Uses the ITS Certificate and TLS Server Uses
the X. 509 Certificate

7. Security Considerations

Thi s section provides an overview of the basic security
considerations that need to be taken into account before inplenenting
the necessary security mechani sms. The security considerations
descri bed throughout [RFC8446] apply here as well.

7.1. Securely Obtaining Certificates froman Online Repository

In particular, the certificates used to establish a secure connection
MAY be obtained froman online repository. An online repository nmay
be used to obtain the CA certificates in the chain of either
participant in the secure session. ETSI TS 102 941 [TS102941]

provi des a mechani smthat can be used to securely obtain ITS
certificates.

7.2. Expiry of Certificates

Conventions around certificate lifetinme differ between |ITS



7

7

7

8.

certificates and X 509 certificates, and in particular, ITS
certificates may be relatively short lived conpared with typica
X.509 certificates. A party to a TLS session that accepts ITS
certificates MJUST check the expiry tinme in the received I TS
certificate and SHOULD term nate a session when the certificate
received in the handshake expires.

3. Algorithns and Cryptographic Strength

Al I TS certificates use public-key cryptographic algorithns with an
estimated strength on the order of 128 bits or nore, specifically,
Elliptic Curve Cryptography (ECC) based on curves with keys of length
256 bits or longer. An inplementation of the techniques specified in
this document SHOULD require that if X 509 certificates are used by
one of the parties to the session, those certificates are associ ated
with cryptographic algorithnms with (pre-quantum conputer) strength of
at | east 128 bits.

4. Interpreting ITS Certificate Perm ssions

I TS certificates in TLS express the certificate hol ders perm ssions
using two fields: a PSID, also known as an I TS Application Identifier
(ITS-AID), which identifies a broad set of application activities
that provide a context for the certificate holder’s perm ssions, and
a Service Specific Permissions (SSP) field associated with that PSID
which identifies which specific application activities the
certificate holder is entitled to carry out within the broad set of
activities identified by that PSID. For exanple, SAE [ SAEJ29453]
uses PSI D 0204099 to indicate activities around reporting weather and
managi ng weat her response activities, and an SSP that states whether
the certificate holder is a Wather Data Managenent System (VDVS,
i.e., a central road nmanager), an ordinary vehicle, or a vehicle

bel onging to a nanaged road nai ntenance fleet. For nore infornmation
about PSI Ds, see [| EEE1609.12], and for nore information about the
devel opnment of SSPs, see [ SAEJ29455].

5. Psid and Pdufunctionaltype in CertificateVerify

The CertificateVerify nessage for TLS 1.3 is an | eeel609Dot 2Dat a of
type signed, where the signhature contained in this | eeel609Dot 2Dat a
was generated using an I TS certificate. This certificate may include
multiple PSIDs. When a CertificateVerify nmessage of this formis
used, the Headerlnfo within the | eeel609Dot2Data MJST have the
pduFuncti onal Type field present and set to tlsHandshake. The
background to this requirenment is as follows: an ITS certificate may
(depending on the definition of the application associated with its
PSID(s)) be used to directly sign nessages or to sign TLS
CertificateVerify messages, or both. To prevent the possibility that
a signature generated in one context could be replayed in a different
context, i.e., that a nessage signature could be replayed as a
CertificateVerify, or vice versa, the pduFunctional Type field
provides a statenent of intent by the signer as to the intended use
of the signed nessage. |If the pduFunctional Type field is absent, the
message is a directly signed message for the application and MJST NOT
be interpreted as a CertificateVerify.

Note that each PSID is owned by an owni ng organi zation that has sole
rights to define activities associated with that PSID. |f an
application specifier wishes to expand activities associated with an
existing PSID (for exanple, to include activities over a secure
session such as specified in this docunent), that application
specifier nust negotiate with the PSID owner to have that
functionality added to the official specification of activities
associ ated with that PSID.

Privacy Consi derations
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For privacy considerations in a vehicular environnent, the ITS
certificate is used for many reasons:

* In order to address the risk of a personal data |eakage, nessages
exchanged for vehicl e-to-vehicle (V2V) comruni cati ons are signhed
using I TS pseudonym certifi cates.

* The purpose of these certificates is to provide privacy and
m nimze the exchange of private data.

| ANA Consi der ati ons

I ANA mai ntains the "Transport Layer Security (TLS) Extensions"
registry with a subregistry called "TLS Certificate Types".

Val ue 3 was previously assigned for "1609Dot2" and included a
reference to draft-tls-certieeel609. |ANA has updated this entry to
reference this RFC
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