I nternet Engineering Task Force (IETF) R Shekh- Yusef

Request for Comments: 8898 Aut hO
Updates: 3261 C. Hol nberg
Cat egory: Standards Track Eri csson
| SSN: 2070-1721 V. Pascua

Noki a

Sept ember 2020

Third-Party Token-Based Authentication and Authorization for Session
Initiation Protocol (SIP)

Abst ract

Thi s docunent defines the "Bearer" authentication scheme for the
Session Initiation Protocol (SIP) and a nmechani sm by whi ch user

aut hentication and SIP registration authorization is delegated to a
third party, using the QAuth 2.0 franework and Openl D Connect Core
1.0. This docunent updates RFC 3261 to provi de gui dance on how a SIP
User Agent Client (UAC) responds to a SIP 401/407 response that
contains nultiple WWVAut henti cate/Proxy-Authenticate header fields.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8898

Copyri ght Notice

Copyright (c) 2020 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction

1. Term nol ogy

2 Applicability

3 Token Types and Formats
.4. Exanpl e Flows
1

1

S

.1

PR

.4.1. Registration
.4.2. Registration with Preconfigured AS
| P Procedures

2. 1. UAC Behavi or



1.

1.

1.

1.

2

3.

2.1.1. ntaining Tokens and Respondi ng to Chal |l enges
2.1.2. Protecting the Access Token
2.1.3. REQ STER Request
2.1.4. Non-RREGQ STER Request
2.2 User Agent Server (UAS) and Regi strar Behavi or

2.3. Proxy Behavior
3. Access Token d ai ns
4. WAV Aut henti cate Response Header Field
5 Security Considerations
6. | ANA Consi derations
6.1. New Proxy-Authenticate Header Field Paraneters
6.2. New WWVM Aut henti cate Header Field Paraneters
7. Normative References
8. Informative References
Acknowl edgnent s
Aut hors’ Addr esses

I nt roducti on

The Session Initiation Protocol (SIP) [RFC3261] uses the sane
framework as HTTP [ RFC7230] to authenticate users: a sinple

chal | enge-response aut hentication nechanismthat allows a SIP User
Agent Server (UAS), proxy, or registrar to challenge a SIP User Agent
Client (UAC) request and allows the UAC to provide authentication
information in response to that chall enge.

QAuth 2.0 [ RFC6749] defines a token-based authorization franework to
allow an QAuth client to access resources on behalf of its user

The Openl D Connect Core 1.0 specification [OPENI D] defines a sinple
identity layer on top of the QAuth 2.0 protocol, which enables QAuth/
penlD clients to verify the identity of the user based on the

aut hentication perfornmed by a dedicated authorization server (AS),
referred to as Openl D Provider (OP), as well as to obtain basic
profile information about the user.

Thi s docunent defines the "Bearer" authentication scheme for SIP and
a nmechani sm by which user authentication and SIP registration
authorization is delegated to a third party, using the QAuth 2.0
framework and Openl D Connect Core 1.0. This kind of user

aut henti cati on enabl es single sign-on, which allows the user to

aut henti cate once and gain access to both SIP and non-SIP services.

Thi s docunent al so updates [ RFC3261] by defining the UAC procedures
when a UAC receives a 401/407 response with rmultiple WWW
Aut hent i cat e/ Proxy- Aut henti cat e header fields, providing chall enges
using different authentication schenes for the same realm

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Applicability

Thi s docunent covers cases where grants that allow the UAC to obtain
an access token fromthe AS are used. Cases where the UAC is not
able to obtain an access token (e.g., in the case of an authorization
code grant) are not covered.

Token Types and Formats



The tokens used in third-party authorization depend on the type of
AS.

An QAut h AS provides the follow ng tokens to a successfully
aut hori zed UAC.

Access Token:
The UAC will use this token to gain access to services by
providing the token to a SIP server.

Ref resh Token:
The UAC will present this token to the AS to refresh a stale
access token.

An OP returns an additional token:

| D Token:
This token contains a SIP URI associated with the user and ot her
user-specific details that will be consurmed by the UAC

Tokens can be represented in two different formats:

Structured Token:
A token that consists of a structured object that contains the
clains associated with the token, e.g., JSON Wb Token (JWI), as
defined in [ RFC7519].

Ref erence Token:
A token that consists of an opaque string that is used to obtain
the details of the token and its associated clains, as defined in
[ RFC6749] .

Access tokens are represented in one of the above two formats.
Refresh tokens usually are represented in a reference fornmat, as this
token is consunmed only by the AS that issued the token. The ID token
is defined as a structured token in the formof a JW.

1.4. Exanple Flows
1.4.1. Registration

Figure 1 bel ow shows an exanple of a SIP registration where the
registrar inforns the UAC about the AS from which the UAC can obtain
an access token.
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Figure 1: Exanpl e Registration Fl ow

In step [1], the UAC starts the registration process by sending a SIP
REQ STER request to the registrar w thout any credentials.

In step [2], the registrar challenges the UA by sending a SIP 401
(Unaut hori zed) response to the REA STER request. |In the response,
the registrar includes information about the AS to contact in order
to obtain a token.

In step [3], the UAC interacts with the AS via an out-of -scope
mechani sm potentially using the QAuth Native App mechani sm defi ned
in [RFC8252]. The AS authenticates the user and provi des the UAC
with the tokens needed to access the SIP service.

In step [4], the UACretries the registration process by sending a
new REGQ STER request that includes the access token that the UAC
obtained in the step above.

The registrar validates the access token. |If the access token is a
reference token, the registrar MAY perform an introspection

[ RFC7662], as in steps [5] and [6], in order to obtain nore

i nformati on about the access token and its scope, per [RFC7662].

O herwi se, after the registrar validates the token, it inspects its
clainms and acts upon it.

In step [7], once the registrar has successfully verified and
accepted the access token, it sends a 200 (OK) response to the
REG STER request.

1.4.2. Registration with Preconfigured AS

Figure 2 shows an exanple of a SIP registration where the UAC has
been preconfigured with information about the AS fromwhich to obtain
the access token.
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Figure 2: Exanple Registration Flow - AS Information Preconfigured

In step [1], the UAC interacts with the AS using an out-of-scope
mechani sm potentially using the QAuth Native App nmechani sm defi ned
in [ RFC8252]. The AS authenticates the user and provides the UAC
with the tokens needed to access the SIP service.

In step [2], the UACinitiates the registration process by sending a
new REGQ STER request that includes the access token that the UAC
obtained in the step above.

The registrar validates the access token. |If the access token is a
reference token, the registrar MAY perform an introspection

[ RFC7662], as in steps [4] and [5], in order to obtain nore

i nformati on about the access token and its scope, per [RFC7662].

O herwi se, after the registrar validates the token, it inspects its
clainms and acts upon it.

In step [5], once the registrar has successfully verified and
accepted the access token, it sends a 200 (OK) response to the
REAQ STER request.

2. S|P Procedures

Section 22 of [RFC3261] defines the SIP procedures for the D gest
aut henti cation mechanism The sanme procedures apply to the "Bearer"
aut henti cation nmechanism w th the changes described in this section

2.1. UAC Behavi or
2.1.1. ntaining Tokens and Respondi ng to Chal |l enges

When a UAC sends a request without credentials (or with invalid
credentials), it could receive either a 401 (Unauthorized) response
with a WWV Aut henticate header field or a 407 (Proxy Authentication
Requi red) response with a Proxy-Authenticate header field. If the
WAV Aut henti cate or Proxy-Authenticate header field indicates
"Bearer" schene authentication and contains an address to an AS, the
UAC contacts the AS in order to obtain tokens and includes the
requested scopes, based on a local configuration (Figure 1). The UAC
MUST check the AS URL received in the 401/ 407 response against a list
of trusted ASs configured on the UAC in order to prevent severa

cl asses of possible vulnerabilities when a client blindly attenpts to
use any provided AS.

The detail ed QAuth2 procedure to authenticate the user and obtain
these tokens is out of scope of this docunent. The address of the AS
m ght al ready be known to the UAC via configuration. In such cases,
the UAC can contact the AS for tokens before it sends a SIP request
(Figure 2). Procedures for native applications are defined in

[ RFC8252]. \When using the nechani smdefined in [ RFC8252], the user

of the UACwill be directed to interact with the AS using a web
browser, which allows the AS to pronpt the user for multi-factor

aut hentication, to redirect the user to third-party identity

provi ders, and to enable the use of single sign-on sessions.

The tokens returned to the UAC depend on the type of AS; an QAuth AS
provi des an access token and, optionally, a refresh token [ RFC6749].
The refresh token is only used between the UAC and the AS. |If the AS
provides a refresh token to the UAC, the UAC uses it to request a new



access token fromthe AS before the currently used access token
expires ([ RFC6749], Section 1.5). |If the AS does not provide a
refresh token, the UAC needs to reauthenticate the user in order to
get a new access token before the currently used access token
expires. An OP returns an additional |ID token that contains clainms
about the authentication of the user by an authorization server. The
I D token can potentially include other optional clains about the
user, e.g., the SIP URI, that will be consunmed by the UAC and | ater
used to register with the registrar.

If the UAC receives a 401/407 response with nultiple WW

Aut hent i cat e/ Proxy- Aut henti cat e header fields, providing chall enges
using different authentication schenmes for the sane realm the UAC
provides credentials for one of the schenes that it supports, based
on |l ocal policy.

| NOTE: At the tine of witing, detailed procedures for the cases
| where a UAC receives multiple different authentication schenes
| had not been defined. A future specification m ght define such
| procedures.

| NOTE: The address of the AS m ght be known to the UAC, e.g.,

| using nmeans of configuration, in which case the UAC can contact
| the AS in order to obtain the access token before it sends SIP
| request wthout credentials.

.1.2. Protecting the Access Token

[ RFC6749] mandates that access tokens are protected with TLS when in
transit. However, SIP rmakes use of internmediary SIP proxies, and TLS
only guarantees hop-to-hop protection when used to protect SIP
signaling. Therefore, the access token MJUST be protected in a way so
that only authorized SIP servers will have access to it. SIP

endpoi nts that support this docunent MJUST use encrypted JW's

[ RFC7519] for encoding and protecting access tokens when they are
included in SIP requests, unless sonme other nechanismis used to
guarantee that only authorized SIP endpoints have access to the
access token. TLS can still be used for protecting traffic between
SI P endpoints and the AS, as defined in [ RFC6749].

.1.3. REGQ STER Request

The procedures in this section apply when the UAC has received a
chal l enge that contains a "Bearer" schene and the UAC has obtained a
token, as specified in Section 2.1.1

The UAC sends a REG STER request with an Authorization header field
containing the response to the challenge, including the "Bearer”
schene carrying a valid access token in the request, as specified in
[ RFC6750] .

Note that if there were multiple challenges with different schenes,
then the UAC may be able to successfully retry the request using
non-"Bearer" credenti al s.

Typically, a UACwill obtain a new access token for each new bi ndi ng.
However, based on |ocal policy, a UAC MAY include an access token
that has been used for another binding associated with the sane
Address OF Record (AOR) in the request.

If the access token included in a REA STER request is not accepted
and the UAC receives a 401 response or a 407 response, the UAC
follows the procedures in Section 2.1.1



2.1.4. Non-REQ STER Request

The procedures in this section apply when the UAC has received a
chal l enge that contains a "Bearer" scheme and the UAC has obtained a
token, as specified in Section 2.1.1

When the UAC sends a request, it MJST include an Authorizati on header
field with a "Bearer" schene carrying a valid access token obtai ned
fromthe AS indicated in the challenge in the request, as specified
in [RFC6750]. Based on local policy, the UAC MAY include an access
token that has been used for another dialog, or for another stand-

al one request, if the target of the new request is the sane.

If the access token included in a request is not accepted and the UAC
receives a 401 response or a 407 response, the UAC foll ows the
procedures in Section 2.1.1.

2.2. User Agent Server (UAS) and Regi strar Behavior

When a UAS or registrar receives a request that fails to contain
aut hori zation credentials acceptable to it, the UAS/regi strar SHOULD

chal  enge the request by sending a 401 (Unauthorized) response. |If
the UAS/registrar chooses to challenge the request and is willing to
accept an access token as a credential, it MJST include a WWV

Aut henticate header field in the response that indicates a "Bearer"
schene and includes an AS address, encoded as an https URl [RFC7230],
fromwhich the UAC can obtain an access token.

When a UAS or registrar receives a SIP request that contains an

Aut hori zation header field with an access token, the UAS/registrar
MUST val i date the access token using the procedures associated with
the type of access token (structured or reference) used, e.g.,

[RFC7519]. If the token provided is an expired access token, then
the UAS/registrar MIST reply with a 401 (Unauthorized) response, as
defined in Section 3 of [RFC6750]. If the validation is successful,

the UAS/registrar can continue to process the request using nornma
SIP procedures. |If the validation fails, the UAS/regi strar MJST
reply with a 401 (Unauthorized) response.

2.3. Proxy Behavior

When a proxy receives a request that fails to contain authorization
credentials acceptable to it, it SHOULD chal |l enge the request by
sending a 407 (Proxy Authentication Required) response. |f the proxy
chooses to challenge the request and is willing to accept an access
token as a credential, it MJST include a Proxy-Authenticate header
field in the response that indicates a "Bearer" schene and incl udes
an AS address, encoded as an https URI [RFC7230], from which the UAC
can obtain an access token.

When a proxy wi shes to authenticate a received request, it MJST
search the request for Proxy-Authorization header fields with 'real m
paraneters that match its realm It then MJST successfully validate
the credentials fromat |east one Proxy-Authorization header field
for its realm Wen the schene is "Bearer", the proxy MJST validate
the access token using the procedures associated with the type of
access token (structured or reference) used, e.g., [RFC7519].

3. Access Token d ains

The type of services to which an access token grants access can be
determned using different nethods. The methods used and the access
provi ded by the token are based on |l ocal policy agreed between the AS



and the registrar.

If an access token is encoded as a JWI, it will contain a list of
clains [RFC7519], including both registered and application-specific
clains. The registrar can grant access to services based on such
clains, sone other mechanism or a conbination of clains and sone

ot her nechanism |If an access token is a reference token, the
registrar will grant access based on sonme ot her mechanism Exanpl es
of such other nechanisns are introspection [ RFC7662] and user profile
| ookups.

WAV Aut hent i cat e Response Header Field

Thi s section uses ABNF [ RFC5234] to describe the syntax of the WWV
Aut henti cate header field when used with the "Bearer" schene to
chal  enge the UAC for credentials by extending the ’chall enge

par anet er defined by [ RFC3261].

challenge =/ ("Bearer" LW5 bearer-cln *( COMWA bearer-cln))

bearer-cln = real m/ scope-param/ authz-server-param/ error-param/
aut h- par am

realm= <defined in RFC 3261>

scope-param = "scope" EQUAL DQUOTE scope DQUOTE

scope = <defined in RFC 6749>

aut hz-server-param = "authz_server" EQUAL DQUOTE aut hz-server DQUOTE

aut hz-server = https-UR

https-UR = <defined in RFC 7230>

error-param = "error" EQUAL DQUOTE error DQUOTE

error = <defined in RFC 6749>

aut h- param = <defined in RFC 3261>

Figure 3: "Bearer" Schene Syntax

The authz_server paraneter contains the HTTPS URI, as defined in
[ RFC7230], of the AS. The UAC can di scover netadata about the AS
using a mechanismlike the one defined in [ RFC3414].

The real m and aut h- param paraneters are defined in [ RFC3261].

Per [RFC3261], "the real mstring al one defines the protection

domai n". [RFC3261] states that the real mstring must be globally

uni que and reconmends that the real mstring contain a hostname or
domain nane. It also states that the real mstring should be a human-
readabl e identifier that can be rendered to the user

The scope and error paraneters are defined in [ RFC6749].

The scope paraneter can be used by the registrar/proxy to indicate to
the UAC the m ni mum scope that nmust be associated with the access
token to be able to get service. As defined in [RFC6749], the val ue
of the scope paraneter is expressed as a |list of space-delinited,
case-sensitive strings. The strings are defined by the AS. The

val ues of the scope paraneter are out of scope of this document. The
UAC wi Il use the scope provided by the registrar to contact the AS
and obtain a proper token with the requested scope.

The error paraneter could be used by the registrar/proxy to indicate
to the UAC the reason for the error, with possible val ues of
"invalid_token" or "invalid_scope"

Security Considerations

The security considerations for QAuth are defined in [ RFC6749]. The
security considerations for "Bearer" tokens are defined in [ RFC6750].
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The security considerations for JWs are defined in [RFC7519]. These
security considerations also apply to SIP usage of access tokens, as
defined in this docunent.

[ RFC6749] mandates that access tokens are protected with TLS when in
transit. However, SIP rmakes use of internmediary SIP proxies, and TLS
only guarantees hop-to-hop protection when used to protect SIP
signaling. Therefore, the access token MJUST be protected in a way so
that only authorized SIP servers will have access to it. SIP

endpoi nts that support this docunent MJUST use encrypted JW's

[ RFC7519] for encoding and protecting access tokens when they are
included in SIP requests, unless some other nechanismis used to
guarantee that only authorized SIP endpoints have access to the
access token. TLS can still be used for protecting traffic between
SI P endpoints and the AS, as defined in [ RFC6749].

Single Sign-On (SSO) enables the user to use one set of credentials
to authenticate once and gain access to nmultiple SIP and non-SIP
services using access token(s). |If the SSO login is conpronised,

that single point of conpronise has a much broader effect than is the
case without SSO Further, an attacker can often use a conproni sed
account to set up Single Sign-On for other services that the victim
has not established an account with and sonetinmes can even switch a
dedi cated account into SSO node, creating a still broader attack

Because of that, it is critical to make sure that extra security
nmeasures be taken to safeguard credentials used for Single Sign-On.
Exanpl es of such neasures include a | ong passphrase instead of a
password, enabling multi-factor authentication, and the use of the
native platform browser when possible, as defined in [ RFC3252].

Al though this is out of scope for this docunent, it is inportant to
carefully consider the clains provided in the tokens used to access
these services to make sure of the privacy of the user accessing
these services. As nentioned above, this docunment calls for
encrypting JWI's representing the access token

It is inportant that both parties participating in SSO provide
mechani sns for users to sever the SSO relationship so that it is
possi bl e without undue difficulty to nmitigate a conprom se that has
al ready happened.

The operator of an SSO aut hentication system has access to private

i nformati on about sites and services that their users log into and
even, to sone extent, their usage patterns. |It’s inportant to cal
these out in privacy disclosures and policies and to nake sure that
users can be aware of the trade-offs between conveni ence and privacy
when t hey choose to use SSO

When a registrar chooses to challenge a REG STER request, if the
registrar can provide access to different |levels of services, it is
RECOMVENDED t hat the registrar include a scope in the response in
order to indicate the m ni mum scope needed to regi ster and access
basi ¢ services. The access token m ght include an extended scope
that gives the user access to nmore advanced features beyond basic
services. In SIP, the AS adm nistrator will typically decide what

| evel of access is provided for a given user

The UAC MUST check the AS URL received in the 401/407 response
against a list of trusted ASs configured on the UAC in order to
prevent several classes of possible vulnerabilities when a client
blindly attenpts to use any provided AS.

| ANA Consi der ati ons



6.1. New Proxy-Authenticate Header Field Paraneters

This section defines new SIP header field paraneters in the "Header
Fi el d Paraneters and Paraneter Val ues" subregistry of the "Session
Initiation Protocol (SIP) Paraneters" registry:

<https://wwv. i ana. or g/ assi gnnent s/ si p- par anet er s>

+ o4 o4 oD =—=+4
| Parameter Nanme | Predefined Values | Reference |
E e oo el e e e e
| authz_server | No | RFC 8898 |
R F- - e m - - - R +
| error | No | RFC 8898 |
I I i I I S F-- - - - +
| scope | No | RFC 8898 |
I I I I IR R I +

Table 1: Header Field: Proxy-Authenticate
6.2. New WMWV Aut henti cate Header Field Paraneters

This section defines new SIP header field paraneters in the "Header
Fi el d Paraneters and Paraneter Val ues" subregistry of the "Session
Initiation Protocol (SIP) Paraneters" registry:

<https://wwv. i ana. or g/ assi gnnent s/ si p- par anet er s>

B el Sl ety e p—p——t—_ o
| Paraneter Nanme | Predefined Values | Reference |
E ool s s e g
| authz_server | No | RFC 8898 |
i T I I I R F--- - - - +
| error | No | RFC 8898 |
I I T I i I I R I +
| scope | No | RFC 8898 |
S I A ] I I I R I +

Tabl e 2: Header Field: WWVAuthenticate
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