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I ntroduction

The base Application-Layer Traffic Optimzation (ALTO protoco
specified in [ RFC7285] provi des gui dance to overlay applications that
need to select one or several hosts froma set of candidates able to
provide a desired resource. This guidance is based on paraneters
that affect performance and efficiency of the data transmni ssion

bet ween the hosts, such as the topol ogical distance. The goal of
ALTO is to inprove the Quality of Experience (QE) in the application
whil e optim zing resource usage in the underlying network
infrastructure

The ALTO protocol in [RFC7285] specifies a network map that defines
groupi ngs of endpoints in provider-defined network regions identified
by Provider-defined ldentifiers (PIDs). The Cost Map Servi ce,
Endpoi nt Cost Service (ECS), and Endpoi nt Ranki ng Service then
provi de | SP-defined costs and rankings for connections anong the
speci fied endpoints and PIDs and thus incentives for application
clients to connect to | SP-preferred | ocations, for instance, to
reduce their costs. For the reasons outlined in the ALTO probl em
statenment [RFC5693] and requirenment AR-14 of [RFC6708], ALTO does not
di ssem nate network metrics that change frequently. In a network,
the costs can fluctuate for many reasons having to do with

i nstantaneous traffic load or diurnal patterns of traffic demand or
pl anned events, such as network nmi ntenance, holidays, or highly
publicized events. Thus, an ALTO application wi shing to use the Cost
Map and Endpoint Cost Service at sonme future tine will have to
estimate the state of the network at that time, a process that is, at
best, fragile and brittle, since the application does not have any
visibility into the state of the network. Providing network costs
for only the current tinme thus may not be sufficient, in particular
for applications that can schedule their traffic in a span of tine,
for exanple, by deferring backups or other background traffic to off-
peak hours.



In case the ALTO cost val ue changes are predictable over a certain
period of tine and the application does not require i medi ate data
transfer, it can save tine to get the whole set of cost val ues over
this period in one single ALTO response. Using this set to schedul e
data transfers allows optim zing the network resources usage and (OE.
ALTO dients and Servers can also mnimze their workload by reducing
and accordi ngly scheduling their data exchanges.

Thi s docunent extends [ RFC7285] to allow an ALTO Server to provide
network costs for a given duration of time. A sequence of network
costs across a tine span for a given pair of network locations is
naned an "ALTO Cost Calendar”. The Filtered Cost Map Service and
Endpoi nt Cost Service are extended to provide Cost Calendars. In
addition to this functional ALTO enhancenent, we expect to further
save network and storage resources by gathering nultiple cost val ues
for one cost type into one single ALTO Server response.

In this docunment, an "ALTO Cost Calendar"” is specified in ternms of
informati on resource capabilities that are applicable to tine-
sensitive ALTO netrics. An ALTO Cost Cal endar exposes ALTO cost

val ues in JSON arrays, see [RFC8259], where each val ue corresponds to
a given tine interval. The tine intervals, as well as other Cal endar
attributes, are specified in the Informati on Resources Directory
(IRD) and in the Server response to allow the ALTO dient to
interpret the received ALTO val ues. Last, the extensions for ALTO
Cal endars are applicable to any cost node, and they ensure backwards
conmpatibility with legacy ALTO Clients -- those that only support

[ RFC7285] .

In the rest of this document, Section 3 provides the design
characteristics. Sections 4 and 5 define the formal specifications
for the IRD and the information resources. |ANA security

consi derations, and operational considerations are addressed
respectively in Sections 6, 7, and 8.

1.1. Some Recent Known Uses

A potential use case is inplenenting smart network services that

al l ow applications to dynam cally build end-to-end, virtual networks
to satisfy given denmands with no manual intervention. For exanple,
data-transfer automation applications may need a network service to
determne the availability of bandw dth resources to deci de when to
transfer their data sets. The SENSE project [ SENSE] supports such
applications by requiring that a network provi des services such as

t he Ti me- Bandwi dt h- Product (TBP) service, which inforns applications
of bandwi dth availability during a specific tine period. ALTO

Cal endars can support this service if the Calendar start date and
duration cover the period of interest of the requesting application

The need of future scheduling of large-scale traffic that can be
addressed by the ALTO protocol is also notivated by Unicorn, a
uni fied resource orchestration framework for multi-domain, geo-
distributed data anal ytics, see [ UNI CORN- FGCS] .

1.2. Term nol ogy
ALTO transacti on
A request/response exchange between an ALTO Cient and an ALTO

Server.

Client:
When used with a capital "C', this termrefers to an ALTO Cient.

Cal endar, Cost Cal endar, ALTO Cal endar
When used with capitalized words, these ternms refer to an ALTO



Cost Cal endar

Cal endar ed:
This adjective qualifies information resources providing Cost
Cal endars and information on costs that are provided in the form
of a Cost Cal endar.

Endpoi nt (EP):
An endpoint is defined as in Section 2.1 of [RFC7285]. It can be,
for exanple, a peer, a CDN storage |ocation, a physical server
involved in a virtual server-supported application, a party in a
resour ce-sharing swarm such as a conputation grid, or an online
mul ti-party gane.

ECM
An abbreviation for Endpoint Cost Map.

FCM
An abbreviation for Filtered Cost Map.

Server:
When used with a capital "S", this termrefers to an ALTO Server

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

When the words appear in | ower case, they are to be interpreted with
their natural |anguage neani ngs.

Overvi ew of ALTO Cost Cal endars and Term nol ogy

This section gives a high-level overview of the design. It assunes
the reader is famliar with the ALTO protocol [RFC7285] and its
Mul ti-Cost ALTO extension [ RFC8189].

.1. ALTO Cost Cal endar Overvi ew

An ALTO Cost Cal endar provided by the ALTO Server provides 2
information itens:

* an array of values for a given netric, where each val ue specifies
the metric corresponding to a tine interval, where the val ue array
can sonetimes be a cyclic pattern that repeats a certain nunber of
ti mes and

* attributes describing the tinme scope of the Cal endar, including
the size and nunber of the intervals and the date of the starting
poi nt of the Cal endar, allowing an ALTO Client to interpret the
val ues properly.

An ALTO Cost Cal endar can be used like a "tinme table" to figure out
the best tine to schedule data transfers and al so to proactively
manage application traffic given predictable events, such as an
expected spike in traffic due to crowd gathering (concerts, sports,
etc.), traffic-intensive holidays, and network mai ntenance. A

Cal endar may be viewed as a synthetic abstraction of, for exanple,
real measurenents gathered over previous periods on which statistics
have been conmputed. However, like for any schedul e, unexpected
network incidents may require the current ALTO Cal endar to be updated
and resent to the ALTO Clients needing it. The "ALTO I ncrenental
Updat es Using Server-Sent Events (SSE)" Service [RFC8895] can be used



to directly update the Cal endar upon val ue changes if supported by
both the Server and the Cient.

Most likely, the ALTO Cost Cal endar woul d be used for the Endpoint
Cost Service, assunming that a limted set of feasible endpoints for a
non-real time application is already identified, and that those
endpoints do not need to be accessed imedi ately and that their
access can be scheduled within a given time period. The Filtered
Cost Map Service is also applicable as long as the size of the Map
allows it.

3.2. ALTO Cost Cal endar Information Features

The Cal endar attributes are provided in the Information Resources
Directory (IRD) and in ALTO Server responses. The | RD announces
attributes without date values in its information resources
capabilities, whereas attributes with tine-dependent val ues are
provided in the "neta" section of Server responses. The ALTO Cost
Cal endar attributes provide the follow ng information

* attributes to describe the tine scope of the Cal endar val ue array:

"time-interval -size": the applicable tinme interval size for
each Cal endar val ue, defined in seconds, that can cover a w de
range of val ues.

- "nunber-of-intervals": the nunber of intervals provided in the
Cal endar .

* "calendar-start-tine": specifying when the Cal endar starts; that
is, to which date the first value of the Cost Cal endar is
appl i cabl e.

* "repeated": an optional attribute indicating how many iterations
of the provided Calendar will have the same values. The Server
may use it to allowthe Client to schedule its next request and
thus save its own workl oad by reducing processing of simlar
requests.

Attribute "repeated" nmay take a very high value if a Cal endar
represents a cyclic value pattern that the Server considers valid for
a long period. |In this case, the Server will only update the

Cal endar val ues once this period has el apsed or if an unexpected
event occurs on the network. See Section 8 for nore discussion

3.3. ALTO Cal endar Design Characteristics

The present document uses the notations defined in "Notation"
(Section 8.2 of [RFC7285]).

The extensions in this docunent encode requests and responses using
JSON [ RFC8259] .

In the base protocol [RFC7285], an ALTO cost is specified as a
generic JSONVal ue [ RFC8259] to all ow extensions. However, that
section (Section 11.2.3.6 of [RFC7285]) states:

| An inplenmentation of the protocol in this document SHOULD assune
| that the cost is a JSONNunber and fail to parse if it is not,

| unless the inplementation is using an extension to this docunent
| that indicates when and how costs of other data types are

| signal ed.

The present docunent extends the definition of a | egacy cost nap
given in [RFC7285] to allow a cost entry to be an array of val ues,
with one value per tine interval, instead of being just one nunber,



when the Cost Cal endar functionality is activated on this cost.
Therefore, the inplementor of this extension MUST consider that a
cost entry is an array of values if this cost has been queried as a
Cal endar .

Specifically, an inplenmentation of this extension MJST parse the
"nunmber-of -interval s" attribute of the Calendar attributes in an IRD
entry announcing a service providing a Cost Calendar for a given cost
type. The inplenentation then will know that a cost entry of the
service will be an array of values, and the expected size of the
array is that specified by the "nunber-of-intervals" attribute. The
following rules attenpt to ensure consistency between the array size
announced by the Server and the actual size of the array received by
the dient:

* The size of the array of values conveyed in a Cost Cal endar and
received by the dient MIST be equal to the value of attribute
"nunmber-of -interval s" indicated in the IRD for the requested cost

type.

* \When the size of the array received by the Cient is different
fromthe expected size, the Cient SHOULD i gnore the received
array.

To realize an ALTO Cal endar, this docunment extends the IRD and the
ALTO requests and responses for Cost Cal endars.

This extension is designed to be Iightweight and to ensure backwards
conmpatibility with base protocol ALTO Cients and with other
extensions. It relies on "Parsing of Unknown Fields" (Section 8.3.7
of [RFC7285]), which states: "Extensions may include additiona
fields within JSON objects defined in this docunent. ALTO

i mpl ement ati ons MJST i gnore unknown fiel ds when processi ng ALTO
messages. "

The Cal endar-specific capabilities are integrated in the information
resources of the IRD and in the "neta" nmenber of ALTO responses to
Cost Cal endars requests. A Calendar and its capabilities are
associated with a given information resource and within this

i nformati on resource with a given cost type. This design has severa
advant ages:

* it does not introduce a new node,
* it does not introduce new nedia types, and

* it allows an ALTO Server to offer, for a cost type, different
Cal endars with attributes that are specific to the informtion
resources providing a Calendar for this cost type, instead of
being globally specific to the cost type.

The applicabl e Cal endared information resources are:
* the Filtered Cost Map and
* the Endpoint Cost Map.

The ALTO Server can choose in which frequency it provides cost

Cal endars to ALTO Cients. It may either provide Cal endar updates
starting at the request date or carefully schedule its updates so as
to take profit froma potential repetition/periodicity of Cal endar
val ues.

Since Cal endar attributes are specific to an information resource, a
Server may adapt the granularity of the cal endared information so as
to noderate the volunme of exchanged data. For exanple, suppose a



Server provides a Cal endar for cost type name "routingcost”. The
Server may offer a Calendar in a Cost Map resource, which may be a
vol um nous resource, as an array of 6 intervals |asting each 4 hours.
It may also offer a Calendar in an Endpoint Cost Map resource, which
is potentially |ess voluminous, as a finer-grained array of 24
intervals lasting 1 hour each.

The ALTO Server does not support constraints on Cal endars, provided
Cal endars are requested for nunerical values, for two nain reasons:

* Constraints on an array of values nay be various. For instance,
some Clients may refuse Cal endars with one single value violating
a constraint, whereas other ones may tol erate Cal endars with
val ues violating constraints, for exanple, at given tines.
Therefore, expressing constraints in a way that covers al
possible Cient preferences is challenging.

* |f constraints were to be supported, the processing overhead woul d
be substantial for the Server as it would have to parse all the
val ues of the Cal endar array before returning a response.

As providing the constraint functionality in conjunction with the
Cal endar functionality is not feasible for the reasons described
above, the two features are mutually exclusive. The absence of
constraints on Filtered Cost Map and Endpoi nt Cost Map Cal endars
reflects a divergence fromthe non-cal endared information resources
defined in [ RFC7285] and extended in [ RFC8189], which support
optional constraints.

3.3.1. ALTO Cost Cal endar for Al Cost Mbdes

An ALTO Cost Calendar is well suited for values encoded in the
"nunerical" nmode. Actually, a Calendar can al so represent netrics in
ot her nodes considered as conpatible with tinme-varying values. For
exanpl e, types of cost values (such as JSONBool) can al so be

cal endared (as their value may be "true’ or ’'false’ depending on
given time periods or |ikew se) values represented by strings, such
as "nmediunt, "high", "low', "blue", and "open"

Note also that a Calendar is suitable as well for tine-varying
metrics provided in the "ordinal" node if these values are time-
varying and the ALTO Server provides updates of cost-val ue-based
pr ef er ences.

3.3.2. Conpatibility with Legacy ALTO Cients

The ALTO protocol extensions for Cost Cal endars have been defined so
as to ensure that Cal endar-capable ALTO Servers can provi de | egacy
ALTO Cdients with |l egacy information resources as well. That is, a
| egacy ALTO Cient can request resources and receive responses as
specified in [ RFC7285] .

A Cal endar - aware ALTO Server MJST inplenent the base protoco
specified in [ RFC7285] .

A Cal endar-aware ALTO Client MJST inpl enent the base protoco
specified in [ RFC7285] .

As a consequence, when a netric is available as a Calendar array, it
al so MUST be available as a single value, as required by [RFC7285].
The Server, in this case, provides the current value of the nmetric to
either Calendar-aware Cients not interested in future or time-based
values or Cients inplenenting [ RFC7285] only.

For compatibility with | egacy ALTO Cients specified in [ RFC7285],
cal endared informati on resources are not applicable for full cost



maps for the follow ng reason: a | egacy ALTO Cient would receive a
cal endared cost map via an HTTP ' GET' command. As specified in
Section 8.3.7 of [RFC7285], it will ignore the Calendar attributes
indicated in the "meta" of the responses. Therefore, |acking
informati on on Cal endar attributes, it will not be able to correctly
interpret and process the values of the received array of Cal endar
cost val ues.

Therefore, cal endared information resources MJST be requested via the
Filtered Cost Map Service or the Endpoint Cost Service using a POST
met hod.

ALTO Cal endar Specification: | RD Extensions

The Cal endar attributes in the IRD information resources capabilities
carry datel ess values. A Calendar is associated with an information
resource rather than a cost type. For exanple, a Server can provide
a "routingcost" Calendar for the Filtered Cost Map Service at a
granularity of one day and a "routingcost” Cal endar for the Endpoint
Cost Service at a finer granularity but for a limted nunber of
endpoints. An exanple IRD with Cal endar-specific features is
provided in Section 4. 3.

.1. Calendar Attributes in the I RD Resource Capabilities

A Cost Cal endar for a given cost type MJST be indicated in the I RD by
an object of type CalendarAttributes. A CalendarAttributes object is
represented by the "cal endar-attributes" nenber of a resource entry.
Menber "cal endar-attributes” is an array of Cal endarAttributes
objects. Each CalendarAttributes object lists a set of one or nore
cost types it applies to. A cost type name MJST NOT appear nore than
once in the "calendar-attributes" nenber of a resource entry;
mul ti pl e appearances of a cost type nane in the Cal endarAttributes
obj ect of the "cal endar-attributes" nmenber MJST cause the ALTO dient
to ignore any occurrences of this nane beyond the first encountered
occurrence. The Cient SHOULD consi der the Cal endarAttri butes object
in the array containing the first encountered occurrence of a cost
type as the valid one for this cost type. As an alternative, the
Client may want to avoid the risks of erroneous gui dance associ at ed
to the use of potentially invalid Calendar values. |In this case, the
Client MAY ignore the totality of occurrences of Cal endarAttributes
obj ects containing the cost type nane and query the cost type using

[ RFC7285] .

The encoding format for object Cal endarAttributes using JSON
[ RFC8259] is as follows:

Cal endar Attri butes cal endar-attri butes <1..*>;

obj ect{
JSONString cost-type-nanes <1..*>
JSONNunber tine-interval-size;
JSONNunber nunber - of -i nterval s;

} Cal endar Attri but es;

"cost-type-nanmes":
An array of one or nore elenents indicating the cost type nanes in
the IRD entry to which the values of "time-interval-size" and
"nunmber - of -i nterval s" apply.

"time-interval -size":
The duration of an ALTO Cal endar time interval in a unit of
seconds. A "tinme-interval-size" value contains a non-negative
JSONNumber. Exanpl e val ues are 300 and 7200, meani ng that each
Cal endar value applies on a time interval that lasts 5 m nutes and
2 hours, respectively. Since an interval size (e.g., 100 ms) can



4.

be smaller than the unit, the value specified may be a floating
point (e.g., 0.1). Both ALTO dients and Servers shoul d be aware
of potential precision issues caused by using floating point
nunbers; for exanmple, the floating nunber 0.1 cannot be
represented precisely using a finite nunber of binary bits. To

i mprove interoperability and be consistent with [ RFC7285] on the
use of floating point nunbers, the Server and the Cient SHOULD
use | EEE 754 doubl e-precision floating point [|EEE. 754.2019] to
store this val ue.

"nunber-of -i nterval s":
A strictly positive integer (greater or equal to 1) that indicates
the nunber of values of the Cost Cal endar array.

* An ALTO Server SHOULD specify the "tine-interval-size" in the IRD
as the smallest it is able to provide. A dient that needs a
| onger interval can aggregate nmultiple cost values to obtain it.

* Attribute "cost-type-nanes” is associated with "tine-interval -
size" and "nunber-of-interval s", because nmultiple cost types may
share the sanme values for attributes "time-interval-size" and

"nunmber-of -interval s". To avoid redundanci es, cost type nanes
sharing the sane values for "time-interval-size" and "nunber - of -
interval s" are grouped in the "cost-type-names" attribute. 1In the

exanple IRD provided in Section 4.3, the information resource
"filtered-cost-nmap-cal endar" provides a Cal endar for cost type
nanes "numroutingcost”, "numthroughputrating", and "string-
servicestatus". Cost type names "numroutingcost" and "num
throughputrating" are grouped in the "cost-type-nanes" attribute
because they share the sane values for "time-interval-size" and
"nunmber-of -i nterval s*, which are respectively 7200 and 12

* Miltiplying "tinme-interval -size" by "nunber-of-interval s" provides
the duration of the provided Cal endar. For exanple, an ALTO
Server may provide a Cal endar for ALTO val ues changi ng every

"time-interval -size" equal to 5 mnutes. |f "nunber-of-intervals"
has the value 12, then the duration of the provided Calendar is 1
hour .

Cal endars in a Delegate I RD

It may be useful to distinguish |IRD resources supported by the base
ALTO protocol fromresources supported by its extensions. To achieve
this, one option is that a "root" ALTO Server inplenmenting [ RFC7285]
resources and running at a given domain del egates "specialized"

i nformati on resources, such as the ones providing Cost Calendars, to
anot her ALTO Server running in a subdomain. The "root" ALTO Server
can provide a Cal endar-specific resource entry that has a nmedi a-type
of "application/alto-directory+json” and that specifies the UR
allowing to retrieve the location of a Cal endar-aware Server and

di scover its resources. This option is described in "Del egation
Using I RD' (Section 9.2.4 of [RFC7285]).

Thi s docunent provides an exanple where a "root" ALTO Server runs in
a domain called "alto.exanple.cont. It del egates the announcement of
Cal endars capabilities to an ALTO Server running in a subdomain
called "custom alto.exanple.conf. The location of the "del egate

Cal endar IRD' is assunmed to be indicated in the "root" IRD by the
resource entry: "custom cal endared-resources"”

Anot her benefit of delegation is that sone cost types for sone
resources may be nore advantageous as Cost Cal endars, and it makes
little sense to get themas a single value. For exanple, if a cost
type has predictable and frequently changi ng val ues cal endared in
short time intervals, such as a minute, it saves tinme and network
resources to track the cost values via a focused del egate Server



rather than the nore general "root" Server.
4.3. Exanple IRD with ALTO Cost Cal endars

Thi s section provides an exanple ALTO Server |IRD that supports
various cost netrics and cost nmodes. In particular, since [RFC7285]
makes it mandatory, the Server uses netric "routingcost” in the
“numerical " node

For illustrative purposes, this section introduces 3 other fictitious
exanpl e metrics and nodes that shoul d be understood as exanpl es and
shoul d not be used or considered as nornative.

The cost type names used in the exanple IRD are as foll ows:

"num routingcost":
Refers to netric "routingcost"” in the nunerical node, as defined
in [RFC7285] and registered with | ANA

"num owdel ay":
Refers to fictitious performance netric "owdel ay" in the
"nunerical" node to reflect the one-way packet transni ssion del ay
on a path. A vrelated performance nmetric is currently under
definition in [ ALTO METRI CS] .

"numt hr oughputrati ng"
Refers to fictitious netric "throughputrating"” in the "nunerical"
mode to reflect the provider preference in terns of end-to-end
t hr oughput .

"string-servicestatus":
Refers to fictitious netric "servicestatus" containing a string to
reflect the availability, defined by the provider, of, for
i nstance, path connectivity.

The exanmple IRD includes 2 particular URI's providing Cal endars:

"https://custom alto. exanpl e. conf cal endar/ cost map/filtered"
A Filtered Cost Map in which Cal endar capabilities are indicated
for cost type nanes "numroutingcost", "numthroughputrating”, and
"string-servicestatus" and

"https://custom alto. exanpl e. conl cal endar/ endpoi nt cost/| ookup":
An Endpoint Cost Map in which Cal endar capabilities are indicated
for cost type nanes "numroutingcost", "num owdel ay", "num
t hroughputrating”, and "string-servicestatus".

The design of the Cal endar capabilities allows some Cal endars with
the sane cost type nane to be available in several information
resources with different Calendar attributes. This is the case for
Cal endars on "numroutingcost"”, "numthroughputrating", and "string-
servicestatus", available in both the Filtered Cost Map and Endpoi nt
Cost Service but with different tine interval sizes for "num

t hroughputrating” and "string-servicestatus".

--- Client to Server request for IRD ----------

GET /cal endars-directory HITP/ 1.1

Host: custom al t 0. exanpl e. com

Accept: application/alto-directory+json, application/alto-error+json
--- Server response to Cient -----------------

HTTP/ 1.1 200 K

Cont ent - Lengt h: 2622
Cont ent - Type: application/alto-directory+json



"meta" : {
"defaul t-alto-network-map" : "ny-default-network-map",
"cost-types": {
"num routingcost": {

"cost-node" : "nunerical",
"cost-netric" : "routingcost"
},
"num owdel ay": {
"cost-node" : "nunerical",
"cost-netric": "owdel ay"
}
"numt hr oughputrating": {
"cost-node" : "nunerical",
"cost-netric": "throughputrating"”
},
"string-servicestatus": {
"cost-node" : "string",
"cost-netric": "servicestatus"
}
}
},
"resources" : {
"filtered-cost-map-cal endar” : {
“uri "
"https://custom al to. exanpl e. contf cal endar/ costmap/filtered",
"medi a-type" : "application/alto-costmap+json”,
"accepts" : "application/alto-costmapfilter+json",
"capabilities" : {
"cost-constraints" : true,
"cost-type-nanes" : [ "numroutingcost",
"numt hr oughputrating",
"string-servicestatus" ],
"cal endar-attributes" : |
{"cost-type-nanes"” : [ "numroutingcost",
"numt hr oughputrating” ],
"time-interval -size" : 7200,
"nunber-of -interval s" : 12
{"cost-type-nanes" : [ "string-servicestatus" ],
"time-interval -size" : 1800,
"nunmber-of -interval s" : 48
}
]
},
"uses": [ "ny-default-network-nmap" ]
},
"endpoi nt - cost - map- cal endar” : {
“uri "
"https://custom alto. exanpl e. cont cal endar/ endpoi nt cost/| ookup",
"medi a-type" : "application/alto-endpointcost+json",
"accepts" : "application/alto-endpointcostparans+j son",
"capabilities" : {
"cost-constraints" : true,
"cost-type-nanes" : [ "numroutingcost",
"num owdel ay",
"numt hr oughput rati ng",
"string-servicestatus" ],
"cal endar-attributes" : |
{"cost-type-names” : [ "numroutingcost” ],
"time-interval -size" : 3600,
"nunber-of -interval s" : 24
1
{"cost-type-nanes" : [ "num owdel ay" ],

"time-interval -size" : 300,



"nunber-of-interval s" : 12

b,

{"cost-type-nanes"” : [ "numthroughputrating" ],
"tinme-interval -size" : 60,
"nunber-of-intervals" : 60

b,

{"cost-type-nanmes” : [ "string-servicestatus" ],
"tinme-interval -size" : 120,
"nunber-of-intervals" : 30

}

In this exanple IRD, for the Filtered Cost Map Servi ce:

* the Cal endar for "numroutingcost” and "numthroughputrating” is
an array of 12 val ues, each provided on a tine interval |asting
7200 seconds (2 hours) and

* the Calendar for "string-servicestatus" is an array of 48 val ues,
each provided on a time interval |asting 1800 seconds (30
m nut es) .

For the Endpoint Cost Service:

* the Calendar for "numroutingcost" is an array of 24 val ues, each
provided on a time interval |asting 3600 seconds (1 hour),

* the Cal endar for "numowdelay" is an array of 12 val ues, each
provided on a tinme interval lasting 300 seconds (5 m nutes),

* the Calendar for "numthroughputrating” is an array of 60 val ues,
each provided on a time interval |asting 60 seconds (1 mnute),
and

* the Calendar for "string-servicestatus" is an array of 30 val ues,
each provided on a tine interval lasting 120 seconds (2 m nutes).

Note that in this exanple | RD, nenber "cost-constraints" is present
with a value set to "true" in both information resources "filtered-
cost - map- cal endar" and "endpoi nt-cost-nap-cal endar”. Al though a

Cal endar - aware ALTO Server does not support constraints for the
reasons explained in Section 3.3, it MJST support constraints on cost
types that are not requested as Cal endars but are requested as
specified in [ RFC7285] and [ RFC8189].

5. ALTO Cal endar Specification: Service Information Resources
Thi s section docunents extensions to two basic ALTO i nformation
resources (Filtered Cost Maps and Endpoi nt Cost Service) to provide
cal endared i nformation services for them
Bot h extensions return cal endar start tinme (cal endar-start-tine, a
point in tinme), which MIST be specified as an HTTP "Date" header
field using the | M--fixdate format specified in Section 7.1.1.1 of
[ RFC7231]. Note that the | M--fixdate format uses "GMI", not "UTC',
to designate the tine zone, as in this exanple:

Date: Tue, 15 Nov 2019 08:12:31 GMI
5.1. Calendar Extensions for Filtered Cost Maps (FCM

A legacy ALTO Client requests and gets Filtered Cost Map responses,



as specified in [ RFC7285].
5.1.1. Calendar Extensions in Filtered Cost Map Requests

The input paraneters of a "legacy" request for a Filtered Cost Map,
defined by object ReqFilteredCostMap in Section 11.3.2 of [RFC7285],
are augmented with one additional nmenmber. The same augnentation
applies to object ReqFilteredCost Map defined in Section 4.1.2 of

[ RFC8189] .

A Cal endar-aware ALTO Client requesting a Cal endar on a given cost
type for a Filtered Cost Map resource having Cal endar capabilities
MJST add the following field to its input paraneters:

JSONBool ean cal endar ed<1. . *>;

This field is an array of 1 to N bool ean val ues, where Nis the
nunber of requested netrics. N is greater than 1 when the dient and
the Server also inplenent [ RFC8189].

Each entry corresponds to the requested netric at the same array
position. Each bool ean val ue indicates whether or not the ALTO
Server should provide the values for this cost type as a Cal endar
The array MJST contain exactly N bool ean val ues, otherw se, the
Server returns an error.

This field MUST NOT be included if no nenber "cal endar-attributes" is
specified in this information resource.

If a value of field "calendared" is "true’ for a cost type nane for
whi ch no Cal endar attributes have been specified, an ALTO Server,
whether it inplenents the extensions of this docunent or only

i mpl ements [ RFC7285], MJUST ignore it and return a response with a
single cost value, as specified in [ RFC7285].

If this field is not present, it MJST be assuned to have only val ues
equal to 'false’

A Cal endar-aware ALTO Client that supports requests for only one cost
type at a tinme and wants to request a Cal endar MJST provi de an array
of 1 elenent:

"cal endared” : [true],

A Cal endar-aware ALTO Client that supports requests for nore than one
cost type at a tine, as specified in [ RFC8189], MJST provi de an array
of N values set to 'true’ or ’'false’, depending whether it wants the
appl i cabl e cost type values as a single or cal endared val ue.

5.1.2. Calendar Extensions in Filtered Cost Map Responses

In a calendared ALTO Filtered Cost Map, a cost val ue between a source
and a destination is a JSON array of JSON values. An ALTO Cal endar
val ues array has a nunber of values equal to the value of nenber
"nunmber-of -i nterval s" of the Calendar attributes that are indicated
in the IRD. These attributes will be conveyed as netadata in the
Filtered Cost Map response. Each elenment of the array is valid for
the time interval that matches its array position

The FCM response conveys netadata, anong which:

* sonme are not specific to Calendars and ensure conpatibility with
[ RFC7285] and [ RFC8189] and

* some are specific to Cal endars.



The non- Cal endar-specific "neta" fields of a calendared Filtered Cost
Map response MUST include at |east:

* if the ALTO dient requests cost values for one cost type at a
time, only the "neta" fields specified in [ RFC7285] for these
i nformati on service responses:

- "dependent -vtags" and
- "cost-type" field.

* if the ALTO dient inplements the Miulti-Cost ALTO extension
specified in [ RFC8189] and requests cost values for several cost
types at a tine, the "nmeta" fields specified in [ RFC8189] for
these infornation service responses:

- "dependent - vt ags",

- "cost-type" field with value set to '{}’, for backwards
conpatibility with [ RFC7285], and

- "multi-cost-types" field.

If the dient request does not provide nenber "cal endared” or if it
provides it with a value equal to 'false’ for all the requested cost
types, then the ALTO Server response is exactly as specified in

[ RFC7285] and [ RFCB8189].

If the value of nmenber "cal endared" is equal to 'false’ for a given
requested cost type, the ALTO Server MJST return, for this cost type,
a single cost value as specified in [ RFC7285].

If the value of menber "cal endared" is equal to "true’ for a given
requested cost type, the ALTO Server returns, for this cost type, a
cost val ue Cal endar, as specified above in this section. In addition
to the above cited non-Cal endar-specific "neta" menbers, the Server
MUST provide a Cal endar-specific nmetadata field.

The Cal endar-specific "nmeta" field that a cal endared Filtered Cost
Map response MUST include is a nenber called "cal endar-response-
attributes”, which describes properties of the Cal endar and where:

* menber "cal endar-response-attributes” is an array of one or nore
obj ects of type "Cal endar ResponseAttri butes",

* each "Cal endar ResponseAttri butes" object in the array is specified
for one or nore cost types for which the val ue of nenber
"cal endared”, in object RegFilteredCost Map provided in the Cient
request, is equal to 'true’ and for which a Cal endar is provided
for the requested information resource, and

* the "Cal endar ResponseAttri butes" object that applies to a cost
type nanme has a correspondi ng "Cal endarAttri butes" object defined
for this cost type nane in the IRD capabilities of the requested
i nformati on resource. This object is the entry in the "cal endar-
attributes" array nenber of the IRD resource entry, which includes
the nane of the requested cost type. This corresponding
"Cal endar Attributes" object has the sane val ues as object
" Cal endar ResponseAttri butes" for menbers "tinme-interval -size" and
"nunmber-of -interval s". The menbers of the
"Cal endar ResponseAttri butes” object include all the menmbers of the
correspondi ng "Cal endar Attri butes" object.

The format of nenber "Cal endar ResponseAttributes is defined as
fol | ows:



Cal endar ResponseAttri butes cal endar-response-attributes <1..*>;

obj ect{
[JSONString cost-type-nanes <1..*>;]
JSONString cal endar-start-timne;
JSONNunber tinme-interval-size;
JSONNunber nunber-of -i nterval s;
[ JSONNuber repeat ed; ]

} Cal endar ResponseAttri but es;

oj ect Cal endar ResponseAttri butes has the followi ng attributes:

"cost-type-names":
An array of one or nore cost type names to which the value of the
ot her nenbers of Cal endar ResponseAttributes apply and for which a
Cal endar has been requested. The value of this nenber is a subset
of the "cost-type-nanes" nenber of the abovementioned
correspondi ng "Cal endarAttri butes" object in the "cal endar-
attributes” array menber in the IRD. This nenmber MJST be present
when Cost Cal endars are provided for nore than one cost type.

"cal endar-start-tinme":
I ndicates the date at which the first value of the Cal endar
applies. The value is a string that, as specified in Section 5,
contains an HITP "Date" header field using the | M~fixdate format
specified in Section 7.1.1.1 of [RFC7231]. The val ue provided for
attribute "calendar-start-time" SHOULD NOT be |ater than the
request date.

me-interval -si ze":
As specified in Section 4.1 and with the same value as in the
abovenenti oned correspondi ng "Cal endar Attri butes" object.

"yt

"nunber-of -i nterval s":
As specified in Section 4.1 and with the same value as in the
abovenenti oned correspondi ng "Cal endar Attri butes" object.

"repeat ed":
An optional field provided for Calendars. It is an integer N
greater or equal to '1 that indicates how nany iterations of the
Cal endar value array starting at the date indicated by "cal endar-
start-tinme" have the same values. The nunber N includes the
iteration provided in the returned response.

For exanpl e, suppose the "cal endar-start-tinme" nenber has val ue "Mn
30 Jun 2019 00: 00: 00 Gvir*, the "tine-interval-size" menber has val ue
'3600', the "nunber-of-interval s" nenber has value ’'24’, and the

val ue of menber "repeated" is equal to 4. This neans that the

Cal endar val ues are the same on Mnday, Tuesday, Wdnesday, and
Thursday on a period of 24 hours starting at 00:00:00 GMI. The ALTO
Client thus may use the same Cal endar for the next 4 days starting at
"cal endar-start-tine" and will only need to request a new one for
Friday, July 4th at 00:00: 00 GV

Attribute "repeated" may take a very high value if a Cal endar
represents a cyclic value pattern that the Server considers valid for
a long period and hence will only update once this period has el apsed
or if an unexpected event occurs on the network. In the latter case,
the Client will be notified if it uses the "ALTO I ncrenental Updates
Usi ng Server-Sent Events (SSE)" Service, specified in [RFC8895]. To
this end, it is RECOMENDED t hat ALTO Servers providing ALTO

Cal endars al so provide the "ALTO I ncrenental Updates Using Server-
Sent Events (SSE)" Service, which is specified in [ RFC8895].

Li kewi se, ALTO Cients capable of using ALTO Cal endars SHOULD al so
use the SSE Service. See also discussion in Section 8 "Qperationa
Consi der ati ons".
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1.

3. Use Case and Exanmple: FCM with a Bandw dth Cal endar

An exampl e of non-real-tine information that can be provisioned in a
Cal endar is the expected path throughput. While the transm ssion
rate can be neasured in real tinme by end systens, the operator of a
data center is in the position of fornulating preferences for given
paths at given tine periods to avoid traffic peaks due to diurna
usage patterns. In this exanple, we assune that an ALTO Cdient
requests a Cal endar of network-provider-defined throughput ratings as
specified in the IRD to schedule its bulk data transfers as descri bed
in the use cases.

In the exanple IRD, Calendars for cost type name "num
throughputrating" are available for the information resources
"filtered-cost-cal endar-map" and "endpoi nt-cost-nmap-cal endar”. The
ALTO dient requests a Calendar for "numthroughputrating” via a POST
request for a Filtered Cost Map.

We suppose in the present exanple that the ALTO Client sends its
request on Tuesday, July 1st 2019 at 13:15. The Server returns

Cal endars with arrays of 12 nunbers for each source and destination
pair. The values for netric "throughputrating”, in this exanple, are
assuned to be encoded in 2 digits.

PCST /cal endar/costmap/filtered HTTP/ 1.1

Host: custom al to. exanpl e. com

Content - Lengt h: 217

Cont ent - Type: application/alto-costmapfilter+json

Accept: application/alto-costnmap+json, application/alto-error+json

{

"cost-type" : {"cost-node" : "nunerical",
"cost-netric" : "throughputrating"},

"cal endared" : [true],

"pids" : {

"srcs" : [ "PIDL", "PID2" 1],
"dsts" : [ "PID1", "PID2", "PID3" ]
}
}

HTTP/ 1.1 200 XK
Cont ent - Lengt h: 1043
Cont ent - Type: application/alto-costmap+json

{
"meta" : {
"dependent -vtags" : |
{"resource-id": "my-default-network-map",
"tag": "3ee2cb7e8d63d9f ab71b9b34chf 764436315542¢e"
}
1
"cost-type" : {"cost-node" : "nunerical",
"cost-netric" : "throughputrating"},
"cal endar-response-attributes” : [
{"calendar-start-tine" : "Tue, 1 Jul 2019 13:00: 00 GvI"
"time-interval -size" : 7200,
"nunber-of -i nterval s" : 12}
]
},
"cost - map"

"PIDL": { "PID1": [ 1, 12, 14, 18, 14, 14,
14, 18, 19, 20, 11, 12],

"PID2": [13, 4, 15, 16, 17, 18,

19, 20, 11, 12, 183, 14],

"PID3": [20, 20, 18, 14, 12, 12,



14, 14, 12, 12, 14, 16] },
"PID2": { "PIDL": [17, 18, 19, 10, 11, 12,
13, 14, 15, 16, 17, 18],
"PID2": [20, 20, 18, 16, 14, 14,

14, 16, 16, 16, 14, 16],
"PID3": [20, 20, 18, 14, 12, 12,

14, 14, 12, 12, 14, 16] }

5.2. Calendar Extensions in the Endpoint Cost Service

Thi s docunent extends the Endpoint Cost Service, as defined in
Section 11.5.1 of [RFC7285], by addi ng new i nput paraneters and
capabilities and by returning JSONArrays instead of JSONNunbers as
the cost values. The nmedia type (Section 11.5.1.1 of [RFC7285]) and
HTTP nethod (Section 11.5.1.2 of [RFC7285]) are unchanged.

5.2.1. Calendar-Specific Input in Endpoint Cost Requests

The extensions to the requests for cal endared Endpoint Cost Maps are
the same as for the Filtered Cost Map Service, specified in

Section 5.1.1 of this document. Likew se, the rules defined around
the extensions to ECM requests are the sanme as those defined in
Section 5.1.1 for FCM requests.

The ReqEndpoi nt Cost Map obj ect for a cal endared ECM request will have
the follow ng format:

obj ect {
[ Cost Type cost-type;]
[ Cost Type multi-cost-types<l..*>;]
[ JSONBool ean cal endared<1. . *>;]
Endpoi nt Fi | ter endpoints;

} ReqgEndpoi nt Cost Map;

obj ect {
[ TypedEndpoi nt Addr srcs<0..*>;]
[ TypedEndpoi nt Addr dst s<0..*>;]
} EndpointFilter;

Menber "cost-type" is optional because, in the RegEndpoi nt Cost Map
object definition of this docunent, it is jointly present with nmemnber
"multi-cost-types" to ensure conpatibility with [RFC8189]. In

[ RFC8189], nenbers "cost-type" and "nulti-cost-types" are both
optional and have to obey the rule specified in Section 4.1.2 of

[ RFC8189] stating that "the dient MJST specify either "cost-type" or
"mul ti-cost-types" but MJST NOT specify both".

The interpretation of nenber "cal endared" is the sane as for the
ReqFi | t eredCost Map obj ect defined in Section 5.1.1 of this docunent.
The interpretation of the other nmenbers is the sane as for object
ReqEndpoi nt Cost Map defined in [RFC7285] and [ RFC8189]. The type
TypedEndpoi nt Addr is defined in Section 10.4.1 of [RFC7285].

For the reasons explained in Section 3.3, a Cal endar-aware ALTO
Server does not support constraints. Therefore, nenber
"[constraints]" is not present in the ReqEndpoi nt Cost Map obj ect, and
menber "constraints" MJST NOT be present in the input paranmeters of a
request for an Endpoint Cost Calendar. |If this menber is present,
the Server MUST ignore it.

5.2.2. Calendar Attributes in the Endpoint Cost Response

The "nmeta" field of a cal endared Endpoi nt Cost response MJUST incl ude
at | east:



* if the ALTO dient supports cost values for one cost type at a
time only, the "neta" fields specified in Section 11.5.1.6 of
[ RFC7285] for the Endpoint Cost response:

- "cost-type" field.

* if the ALTO Cient supports cost values for several cost types at
atine, as specified in [RFC8189], the "neta" fields specified in
[ RFC8189] for the Endpoint Cost response:

- "cost-type" field with value set to '{}’, for backwards
compatibility with [ RFC7285].

- "multi-cost-types" field.

If the dient request does not provide nenber "cal endared"” or if it
provides it with a value equal to 'false', for all the requested cost
types, then the ALTO Server response is exactly as specified in

[ RFC7285] and [ RFCB8189].

If the ALTO dient provides nenber "cal endared" in the input
paraneters with a value equal to 'true’ for given requested cost
types, the "meta" menber of a cal endared Endpoi nt Cost response MJST
include, for these cost types, an additional nenber "cal endar-
response-attributes", the contents of which obey the sane rules as
for the Filtered Cost Map Service, specified in Section 5.1.2. The
Server response is thus changed as follows, with respect to [ RFC7285]
and [ RFC8189]:

* the "meta" nenber has one additional field
"Cal endar ResponseAttri butes", as specified for the Filtered Cost
Map Service, and

* the calendared costs are JSONArrays instead of the JSONNumbers
format used by | egacy ALTO i npl enentations. All arrays have a
nunber of values equal to ’'number-of-intervals’. Each value
corresponds to the cost in that interval

If the value of menber "cal endared" is equal to 'false’ for a given
requested cost type, the ALTO Server MJST return, for this cost type,
a single cost value as specified in [ RFC7285].

.2.3. Use Case and Exanple: ECS with a routingcost Cal endar

Let us assume an Application Client is |located in an end systemwth
limted resources and has access to the network that is either
intermttent or provides an acceptable quality in limted but
predictable time periods. Therefore, it needs to schedule both its
resour ce-greedy networking activities and its ALTO transacti ons.

The Application Cient has the choice to trade content or resources
with a set of endpoints and needs to decide with which one it wll
connect and at what tine. For instance, the endpoints are spread in
different tinme zones or have intermttent access. In this exanple,
the "routingcost’ is assuned to be tine-varying, with val ues provided
as ALTO Cal endars.

The ALTO Cient associated with the Application dient queries an
ALTO Cal endar on ’'routingcost’ and will get the Cal endar covering the
24-hour tinme period "containing" the date and tinme of the ALTO dient
request.

For cost type "numroutingcost", the solicited ALTO Server has
defined 3 different daily patterns, each represented by a Cal endar to
cover the week of Monday, June 30th at 00:00 to Sunday, July 6th



23: 59:
* Cl for Monday, Tuesday, Wdnesday, and Thursday (weekdays)
* C2 for Saturday and Sunday (weekends)

* C3 for Friday (maintenance outage on July 4, 2019 from 02: 00: 00
GMI to 04:00:00 GMTI or a big holiday that is widely cel ebrated and
generates a | arge nunber of connections).

In the follow ng exanple, the ALTO dient sends its request on
Tuesday, July 1st 2019 at 13:15.

The "routingcost” values are assunmed to be encoded in 3 digits.

POST / cal endar/ endpoi nt cost/| ookup HTTP/ 1.1
Host: custom al to. exanpl e. com
Cont ent - Lengt h: 304
Cont ent - Type: application/alto-endpoi nt cost par ans+j son
Accept: application/alto-endpoi ntcost+json,
appl i cation/alto-error+json

"cost-type" : {"cost-node" : "nunerical",
"cost-netric" : "routingcost"},
"cal endared" : [true],
"endpoi nts" : {
"srcs": [ "ipv4:192.0.2.2" ],
"dsts": |
"ipv4: 192.0. 2. 89",
"ipv4: 198. 51. 100. 34",
"ipv4: 203. 0. 113. 45",
"i pv6: 2001: db8: : 10"
]
}
}

HTTP/ 1.1 200 K

Content - Lengt h: 1351
Cont ent - Type: application/alto-endpoi ntcost+j son

{
"meta" |
"cost-type" : {"cost-node" : "nunerical",
"cost-netric" : "routingcost"},
"cal endar-response-attributes” : [
{"calendar-start-tine" : "Mn, 30 Jun 2019 00: 00: 00 Gwvr"
"time-interval -size" : 3600,
"nunber-of -i nterval s" : 24,
"repeated": 4
}
]
},
"endpoi nt-cost-map" : {
"ipv4:192.0.2.2": {
"ipv4: 192.0. 2. 89" . [100, 100, 100, 100, 100, 150,

200, 300, 300, 300, 300, 250,
250, 300, 300, 300, 300, 300,
400, 250, 250, 200, 150, 150],
"ipv4:198.51.100.34" : [ 80, 80, 80, 80, 150, 150,
250, 400, 400, 450, 400, 200,
200, 350, 400, 400, 400, 350,
500, 200, 200, 200, 100, 100],
"ipv4: 203.0.113.45" : [300, 400, 250, 250, 200, 150,
150, 100, 100, 100, 100, 100,



100, 100, 100, 100, 100, 150,
200, 300, 300, 300, 300, 250],
"ipv6: 2001: db8:: 10" : [200, 250, 300, 300, 300, 300,
250, 300, 300, 300, 300, 350,
300, 400, 250, 150, 100, 100,
100, 150, 200, 250, 250, 300]

}
}
}
When the dient gets the Calendar for "routingcost", it sees that the
"cal endar-start-tinme" is Monday at 00h00 GMI and menber "repeated” is
equal to "4’. It understands that the provided values are valid

until Thursday and will only need to get a Cal endar update on Fri day.

.2.4. Use Case and Exanple: ECS with a Miulti-cost Cal endar for
routi ngcost and owdel ay

In this example, it is assumed that the ALTO Server inplenents nulti-
cost capabilities, as specified in [RFC8189] . That is, an ALTO
Client can request and receive values for several cost types in one
single transaction. An illustrating use case is a path selection
done on the basis of 2 metrics: routingcost and owdel ay.

As in the previous exanmple, the IRD indicates that the ALTO Server
provides "routingcost” Calendars in terns of 24 tinme intervals of 1
hour (3600 seconds) each.

For metric "owdelay", the IRD indicates that the ALTO Server provides
Calendars in terns of 12 time interval values lasting 5 m nutes (300
seconds) each.

In the foll owi ng exanple transaction, the ALTO Client sends its
request on Tuesday, July 1st 2019 at 13:15.

Thi s exanpl e assunes that the values of netric "owdel ay" and
"routingcost"” are encoded in 3 digits.

PCST cal endar/ endpoi nt cost/ | ookup HTTP/ 1.1

Host: custom al t 0. exanpl e. com

Cont ent - Lengt h: 390

Cont ent - Type: application/alto-endpoi nt cost parans+j son

Accept: application/alto-endpointcost+json,
application/alto-error+json

"cost-type" : {},

"mul ti-cost-types" : |
{"cost-node" : "nunerical", "cost-netric" : "routingcost"},
{"cost-node" : "nunerical", "cost-netric" : "owdel ay"}

]

al endared" : [true, true],
"endpoi nts" : {
"srecs": [ "ipv4:192.0.2.2" ],
"dsts": |
"ipv4: 192.0. 2. 89",
"ipv4: 198. 51. 100. 34",
"ipv4: 203. 0. 113. 45",
"ipv6: 2001: db8: : 10"
]
}
}

HTTP/ 1.1 200 K
Content-Lengt h: 2165
Cont ent - Type: application/alto-endpoi ntcost +j son



"meta"

"multi-cost-types" : |
{"cost-node" : "nunerical", "cost-netric" : "routingcost"},
{"cost-node" : "nunerical", "cost-netric" : "owdel ay"}
"cal endar-response-attributes" : |
{"cost-type-nanmes" : [ "numroutingcost" ],
"cal endar-start-time" : "Mn, 30 Jun 2019 00: 00: 00 Gvur"
"time-interval -size" : 3600,
"nunber-of -i nterval s" : 24,
"repeated": 4 },
{"cost-type-names” : [ "num owdel ay" ],
"cal endar-start-tine" : "Tue, 1 Jul 2019 13:00: 00 Gvr"
"time-interval -size" : 300,
"nunber-of -i nterval s" : 12}
]
}
"endpoi nt-cost-map" : {
"ipv4: 192.0.2.2": {
"ipv4: 192.0. 2. 89" : [[100, 100, 100, 100, 100, 150,
200, 300, 300, 300, 300, 250,
250, 300, 300, 300, 300, 300,
400, 250, 250, 200, 150, 150],
[ 20, 400, 20, 80, 80, 90,
100, 90, 60, 40, 30, 20]],
"ipv4:198.51.100.34" : [[ 80, 80, 80, 80, 150, 150,
250, 400, 400, 450, 400, 200,
200, 350, 400, 400, 400, 350,
500, 200, 200, 200, 100, 100],
[ 20, 20, 50, 30, 30, 30,
30, 40, 40, 30, 20, 20]],
"ipv4: 203.0.113.45" : [[300, 400, 250, 250, 200, 150,
150, 100, 100, 100, 100, 100,
100, 100, 100, 100, 100, 150,
200, 300, 300, 300, 300, 250],
[100, 90, 80, 60, 50, 50,
40, 40, 60, 90, 100, 80]],
"ipv6: 2001: db8:: 10" : [[200, 250, 300, 300, 300, 300,
250, 300, 300, 300, 300, 350,
300, 400, 250, 150, 100, 100,
100, 150, 200, 250, 250, 300],
[ 40, 40, 40, 40, 50, 50,
50, 20, 10, 15, 30, 40]]
}
}

}

When receiving the response, the Cient sees that the Cal endar val ues
for metric "routingcost" are repeated for 4 iterations. Therefore,
inits next requests until the "routingcost" Calendar is expected to
change, the Cient will only need to request a Cal endar for

"owdel ay".

Wthout the ALTO Cal endar extensions, the ALTO Client would have no
clue on the dynamicity of the netric value change and woul d spend
needl ess tine requesting values at an inappropriate pace. In
addition, without the Miulti-Cost ALTO capabilities, the ALTO dient
woul d duplicate this waste of tine as it would need to send one
request per cost netric.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.



Security Considerations

As an extension of the base ALTO protocol [RFC7285], this docunent
fits into the architecture of the base protocol and hence the
security considerations (Section 15 of [RFC7285]) fully apply when
this extension is provided by an ALTO Server. For exanple, the sane
authenticity and integrity considerations (Section 15.1 of [RFC7285])
still fully apply; the same considerations for the privacy of ALTO
users (Section 15.4 of [RFC7285]) also still fully apply.

The cal endaring information provided by this extension requires

addi tional considerations on three security considerations di scussed
in [RFC7285]: potential undesirable guidance to dients (Section 15.2
of [RFC7285]), confidentiality of ALTO information (Section 15.3 of

[ RFC7285]), and availability of ALTO (Section 15.5 of [RFC7285]).

For exanple, by providing network information in the future in a

Cal endar, this extension may inprove availability of ALTO when the
ALTO Server is unavailable but related information is already
provided in the Cal endar.

For confidentiality of ALTO i nformation, an operator should be

cogni zant that this extension nmay introduce a new risk, a nalicious
ALTO dient may get information for future events that are schedul ed
through Cal endaring. Possessing such information, the malicious
Client may use it to generate nmassive connections to the network at
times where its load is expected to be high

To mitigate this risk, the operator should address the risk of ALTO
information being | eaked to malicious Clients or third parties. As
specified in "Protection Strategi es" (Section 15.3.2 of [RFC7285]),
the ALTO Server should authenticate ALTO Cients and use the
Transport Layer Security (TLS) protocol so that nman-in-the-mddle
(MTM attacks to intercept an ALTO Cal endar are not possi bl e.

"Aut hentication and Encryption" (Section 8.3.5 of [RFC7285]) ensures
the availability of such a solution. It specifies that "ALTO Server
i mpl ementations as well as ALTO dient inplenentations MJST support
the "https" URI schenme of [RFC2818] and Transport Layer Security
(TLS) of [RFC5246]".

Section 1 of TLS 1.3 [RFC8446] states: "Wiile TLS 1.3 is not directly
conmpatible with previous versions, all versions of TLS incorporate a
ver si oni ng nechani smwhich allows dients and Servers to

i nteroperably negotiate a conmon version if one is supported by both
peers". ALTO Cdients and Servers SHOULD support both TLS 1.3

[ RFC8446] and TLS 1.2 [RFC5246] and MAY support and use newer
versions of TLS as long as the negotiation process succeeds.

The operator should be cognizant that the precedi ng mechani sms do not
address all security risks. In particular, they will not help in the
case of "malicious Oients" possessing valid authentication
credentials. The threat here is that legitimate Cients have becone
subverted by an attacker and are now 'bots’ being asked to
participate in a DDoS attack. The Cal endar informati on now becones
val uabl e in know ng exactly when to perpetrate a DDoS attack. A
mechani sm such as a monitoring systemthat detects abnornal
behaviors, may still be needed.

To avoid nalicious or erroneous guidance from ALTO i nfornmation, an
ALTO dient should be cognizant that using cal endaring informtion
can have risks: (1) Cal endar values, especially in "repeated"

Cal endars, may be only statistical and (2) future events may change.
Hence, a nore robust ALTO dient shoul d adapt and extend protection
strategies specified in Section 15.2 of [RFC7285]. For exanple, to
be notified i mediately when a particular ALTO value that the dient
depends on changes, it is RECOWENDED that both the ALTO dient and
ALTO Server using this extension support "Application-Layer Traffic



Optim zation (ALTO Increnental Updates Using Server-Sent Events
(SSE)" [ RFC8895] .

Anot her risk of erroneous gui dance appears when the Server exposes an
occurrence of a same cost type nanme in different elenments of the

Cal endar objects array associated to an information resource. In
this case, there is no way for the Client to figure out which

Cal endar object in the array is valid. The specification in this
docunent recomends, in this case, that the Cdient uses the first
encount ered Cal endar object occurrence containing the cost type nane.
However, the Client nay want to avoid the risks of erroneous guidance
associated to the use of potentially invalid Cal endar values. To
this end, as an alternative to the recomendation in this docunent,
the Client MAY ignore the totality of occurrences of

Cal endar Attri butes objects containing the cost type nane and query
this cost type using [ RFC7285].

Oper ational Considerations

It is inportant that both the operator of the network and the
operator of the applications consider both the feedback aspect and
the prediction-based (uncertainty) aspect of using the Cost Cal endar

First, consider the feedback aspect and consider the Cost Cal endar as
a traffic-aware map service (e.g., Google Maps). Using the service
wi t hout considering its owm effect, a large fleet can turn a not-
congested road into a congested one; a |large nunber of individua

cars each choosing a road with light traffic ("cheap link") can also
result in congestion or result in a less-optinmal global outcone
(e.g., the Braess’ Paradox [ BRAESS PARADOX]) .

Next, consider the prediction aspect. Conveying ALTO Cost Cal endars
tends to reduce the on-the-wire data exchange vol une conpared to
mul ti ple single-cost ALTO transactions. An application using

Cal endars has a set of tine-dependent val ues upon which it can plan
its connections in advance with no need for the ALTO Client to query
information at each tine. Additionally, the Cal endar response
attribute "repeated", when provided, saves additional data exchanges
inthat it indicates that the ALTO Cient does not need to query

Cal endars during a period indicated by this attribute. The preceding
is true only when "accidents" do not happen

Al t hough i ndi vi dual network operators and application operators can
choose their own approaches to address the aforenentioned issues,
this docunment recomends the followi ng considerations. First, a
typical approach to reducing instability and handling uncertainty is
to ensure tinmely update of information. The SSE Service, as

di scussed in Section 7, can handl e updates if supported by both the
Server and the Client. Second, when a network operator updates the
Cost Cal endar and when an application reacts to the update, they
shoul d consi der the feedback effects. This is the best approach even
though there is theoretical analysis [ SELFI SH RTG 2002] and |nternet-
based eval uati on [ SELFI SH RTG 2003] showi ng t hat uncoordi nated

behavi ors do not always cause substantial suboptimal results.

Hi gh-resolution intervals nay be needed when val ues change, sonetines
during very small time intervals but in a significant manner. A way
to avoid conveying too many entries is to | everage on the "repeated"
feature. A Server can snartly set the Calendar start time and number
of intervals so as to declare them "repeated" for a | arge number of
periods until the Cal endar val ues change and are conveyed to
requesting dients.

The newer JSON Data | nterchange Fornmat specification [ RFC8259] used
in ALTO Cal endars replaces the ol der one [ RFC7159] used in the base
ALTO protocol [RFC7285]. The newer JSON mandates UTF-8 text encoding



to inmprove interoperability. Therefore, ALTO Cients and Servers
i npl ement ations using UTF-{16, 32} need to be cogni zant of the

subsequent

interoperability risks and MJST switch to UTF-8 encodi ng

if they want to interoperate with Cal endar-aware Servers and Cients.
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