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The Internet is for End Users
Abstract

Thi s docunent explains why the | AB believes that, when there is a
conflict between the interests of end users of the Internet and other
parties, |ETF decisions should favor end users. |t also explores how
the 1 ETF can nore effectively achieve this.
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1. I nt roducti on



Many who participate in the | ETF are nost confortable nmaki ng what we
believe to be purely technical decisions; our process favors
technical merit through our well-known mantra of "rough consensus and
runni ng code."

Nevert hel ess, the running code that results from our process (when
things work well) inevitably has an inpact beyond technica

consi derati ons, because the underlying decisions afford sonme uses
whi | e di scouraging others. Wile we believe we are naking only
technical decisions, in reality, we are defining (in sone degree)
what is possible on the Internet itself.

Thi s inpact has beconme significant. As the Internet increasingly
medi ates essential functions in societies, it has unavoi dably becone

profoundly political; it has hel ped people overthrow governnents,
revol utioni ze social orders, swing elections, control popul ations,
coll ect data about individuals, and reveal secrets. It has created

weal th for sone individuals and conpani es while destroying that of
ot hers.

Al'l of this raises the question: For whom do we go through the pain
of gathering rough consensus and writing running code?

After all, there are a variety of parties that standards can benefit,
such as (but not limted to) end users, network operators, schools,
equi pnent vendors, specification authors, specification inplenenters,
content owners, governnents, nongovernmental organizations, socia
movenent s, enpl oyers, and parents.

Successful specifications will provide sone benefit to all the

rel evant parties because standards do not represent a zero-sum gane.
However, there are sometimes situations where there is a conflict
bet ween the needs of two (or nore) parties.

In these situations, when one of those parties is an "end user" of
the Internet -- for exanple, a person using a web browser, nmai
client, or another agent that connects to the Internet -- the
Internet Architecture Board argues that the | ETF should favor their
interests over those of other parties.

Section 2 explains what is meant by "end users", Section 3 outlines
why | ETF work should prioritize them and Section 4 describes how we
can do that.

Wo Are "End Users"?

In this docunment, "end users" neans hunman users whose activities | ETF
st andards support, sonetinmes indirectly. Thus, the end user of a
protocol to manage routers is not a router admnistrator; it is the
peopl e using the network that the router operates wthin.

End users are not necessarily a honbgenous group; they m ght have
different views of how the Internet should work and m ght occupy
several roles, such as a seller, buyer, publisher, reader, service
provi der, and consunmer. An end user might browse the Wb, nonitor
renote equi pnent, play a ganme, videoconference with coll eagues, send
messages to friends, or performan operation in a renbte surgery
theater. They might be "at the keyboard" or represented by software
indirectly (e.g., as a daenon).

Li kewi se, an individual end user mght have many interests (e.g.,
privacy, security, flexibility, reachability) that are sometines in
t ensi on.

A person whose interests we need to consider night not directly be
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using a specific systemconnected to the Internet. For exanple, if a
child is using a browser, the interests of that child s parents or
guardi ans may be relevant. A person pictured in a photograph may
have an interest in systems that process that photograph; a person
entering a roomw th sensors that send data to the Internet may have
interests that may be involved in our deliberations about how t hose
sensor readi ngs are handl ed.

Wil e such | ess-direct interactions between people and the Internet
may be harder to evaluate, this docunent’s concept of "end user"
nonet hel ess i ncl udes such peopl e.

VWhy the | ETF Should Prioritize End Users

Even before the | ETF was established, the Internet technica
community has focused on user needs since at |east [RFCO001], which
stated that "One of our goals nust be to stinmulate the i nmedi ate and
easy use by a wide class of users."”

And, while we specialize in technical matters, the IETF is not
neutral about the purpose of its work in developing the Internet; in
"A Mssion Statenment for the | ETF" [ RFC3935], the definitions

i ncl ude:

| The IETF community wants the Internet to succeed because we

| believe that the existence of the Internet, and its influence on
| econonics, conmmunication, and education, will help us to build a
| better human society.

Later, in "The Scope of the Internet" (Section 4.1 of [RFC3935]), it
says:

| The Internet isn't value-neutral, and neither is the IETF. W

| want the Internet to be useful for conmmunities that share our

| conmmitnment to openness and fairness. W enbrace technica

| concepts such as decentralized control, edge-user enpowernent and
| sharing of resources, because those concepts resonate with the

| core values of the | ETF community. These concepts have little to
| do with the technology that's possible, and nuch to do with the

| technology that we choose to create.

In other words, the | ETF devel ops and maintains the Internet to
pronote the social good. The society that the IETF is attenpting to
enhance is conposed of end users, along with groups of themformng
busi nesses, governnents, clubs, civil society organizations, and
other institutions.

Merely advanci ng the neasurabl e success of the Internet (e.g.,

depl oynent size, bandw dth, |atency, nunber of users) is not an
adequat e goal; doing so ignores how technology is so often used as a
| ever to assert power over users, rather than enpower them

Beyond fulfilling the ETF s mission, prioritizing end users can al so
help to ensure the long-termhealth of the Internet and the | ETF s
rel evance to it. Perceptions of capture by vendors or other
providers harmboth; the IETFs work will (deservedly) |ose end
users’ trust if it prioritizes (or is perceived to prioritize)

others’ interests over them

Utimately, the Internet will succeed or fail based upon the actions
of its end users, because they are the driving force behind its
growh to date. Not prioritizing themjeopardizes the network effect
that the Internet relies upon to provide so nuch val ue.

How the | ETF Can Prioritize End Users



There are a few ways that the | AB believes the | ETF community can
prioritize end users, based upon our observations. This is not a
conplete |ist.

.1. Engaging the Internet Community

The | ETF comunity does not have any unique insight into what is
"good for end users", and it is not uncomon for us to be at a
further disadvantage because of our close understandi ng of sonme --
but not all -- aspects of the Internet.

At the same tinme, we have a culture of considerable deference to a
broader "Internet community" -- roughly what this docunent calls end
users -- in our decision-nmaking processes. Mere deference, however,
is not adequate; even with the best intentions, we cannot assune that
our experiences of the Internet are those of all of its end users or
that our decisions have a positive inmpact upon them

Therefore, we have not only a responsibility to anal yze and consi der
the inpacts of the IETF s work, but also a responsibility to consult
with that greater Internet commnity. |In particular, we should do so
when one of our decisions has a potential inpact upon end users.

The | ETF community faces significant hurdles in doing so. Qur work
is specialized and often esoteric, and processes for devel opi ng
standards often involve very long tinmescales. Affected parties are
rarely technical experts, and they often base their understanding of
the Internet upon inconmplete (and sonetines inaccurate) nodels.
O'ten, even when we try to engage a broader audi ence, their
participation is mnimal -- until a change affects someone in a way
they don’t like. Surprising the Internet comunity is rarely a good
out cone.

Gover nrent - sponsored i ndividual s sonetinmes participate in the | ETF
community. Wiile this is welconme, it should not be taken as
automatically representative of end users el sewhere, or even all end
users in the relevant jurisdiction. Furthernmore, what is desirable
in one jurisdiction (or at least to its adm nistrators) m ght be
detrinmental in others (see Section 4.4).

Wil e sone civil society organi zati ons specialize in technol ogy and
Internet policy, they rarely can participate broadly, nor are they
necessarily representative of the larger Internet community.
Nevert hel ess, their understandi ng of end-user needs is often
profound, and they are in many ways the best-infornmed advocates for
end-user concerns; they should be considered a prinmary channel for
engagi hg the broader Internet conmmunity.

A prom sing approach to help fill these gaps is to identify and
engage with specifically affected communities when nmaki ng deci sions
that mght affect them for exanple, one or nore industry

associ ations, user groups, or a set of individuals, though we can't
formally ensure that they are appropriately representative.

I'n doing so, we should not require themto "conme to us"; unless a

st akehol der community is already engaged in the | ETF process
effectively, the I ETF community should explore how to neet with them
on their terns -- take the initiative to contact them explain our
work, and solicit their feedback

In particular, while I AB workshops, BOFs, and Bar BOFs can be an
effective nmechanismto gather input within our community, they rarely
have the visibility into other communities that is required to
solicit input, much | ess effective participation.

I nstead, an event |ike a workshop may be nore effective if co-located



with -- and ideally hosted or co-hosted by -- a forumthat’s famliar
to that stakeholder community. W should also raise the visibility
of IETF work (or potential |IETF work) in such fora through conference
tal ks, panels, newsletter articles, etc.

For exanple, the | AB ESCAPE wor kshop [ RFC8752] solicited input from
I nternet publishers and advertisers about a proposal that night
affect them Wile the workshop was consi dered successful,
participation mght have been inproved by identifying an appropriate
i ndustry forumand working with themto host the event.

When we engage with the Internet community, we should also clearly
identify tailored feedback nmechani snms (e.g., subscribing to a mailing
list may not be appropriate) and assure that they are well known in
those comunities

The Internet Society can be an inval uable partner in these efforts;
their focus on the Internet community, policy expertise, and
resources can help to facilitate di scussions with the appropriate
parties.

Finally, we should remenber that the RFC Series contains Requests For
Conments; if there are serious inplications of our work, we should
docunent them and ask for feedback fromthe Internet comunity.

4.2. Creating User-Focused Systens

We should pay particular attention to the kinds of architectures we
create and whether they encourage or discourage an |Internet that
wor ks for end users.

For exanple, one of the nbst successful Internet applications is the
Web, which uses the HTTP application protocol. One of HITP s key

i npl ementation roles is that of the web browser -- called the "user
agent" in [RFC7230] and ot her specifications.

User agents act as intermedi aries between a service and the end user;
rat her than downl oadi ng an executable programfrom a service that has
arbitrary access into the users’ system the user agent only allows
limted access to display content and run code in a sandboxed
environment. End users are diverse and the ability of a few user
agents to represent individual interests properly is inperfect, but

this arrangement is an inprovenment over the alternative -- the need
to trust a website conpletely with all information on your systemto
browse it.

Defining the user agent role in standards al so creates a virtuous
cycle; it allows nultiple inplenmentations, allow ng end users to
switch between themw th relatively | ow costs (although there are
concerns about the conplexity of the Wb creating barriers to entry
for new inplenentations). This creates an incentive for inplenenters
to consider the users’ needs carefully, which are often reflected
into the defining standards. The resulting ecosystem has many
remai ni ng probl ens, but a distingui shed user agent role provides an
opportunity to inprove it.

In contrast, the Internet of Things (l10T) has not yet seen the broad
adoption of a simlar role; many current systens require opaque,
vendor-specific software or hardware for the user-facing conponent.
Perhaps as a result of this, that ecosystemand its end users face
serious chal |l enges.

4.3. ldentifying Negative End-User |npact

At its best, our work will unanbiguously build a better hunman
society. Sonetimes, we will consciously be neutral and open-ended,



all owing the "tussle" anmong stakehol ders to produce a range of
results (see [TUSSLE] for further discussion).

At the very | east, however, we nust exani ne our work for negative

i mpact on end users and take steps to mitigate it where encountered.
In particular, when we’ve identified a conflict between the interests
of end users and ot her stakehol ders, we should err on the side of
protecting end users.

Note that "negative inpact on end users" is not defined in this
docunent; that is sonmething that the rel evant body (e.g., working
group) needs to discuss and cone to consensus on. Merely asserting
that something is harnful is not adequate. The converse is also
true, though; it’s not good practice to avoid identifying harns, nor
is it acceptable to ignore them when brought to our attention

The 1 AB and | ETF have already established a body of gui dance for
situations where this conflict is common, including (but not limted
to) [RFC7754] on filtering, [RFC7258] and [ RFC7624] on pervasive
surveill ance, [RFC7288] on host firewalls, and [RFC6973] regarding
privacy consi derati ons.

Much of that advice has focused on maintaining the end-to-end
properties of a connection [RFC3724]. This does not mean that our
responsibility to end users stops there; decisions mght affect them
in other ways. For exanple, data collection by various applications
even inside otherw se secure connections is a najor problemon the
Internet today. Also, inappropriate concentration of power on the

I nternet has beconme a concerni ng phenonmenon -- one that protoco
desi gn m ght have some influence upon

4.4. Handling Conflicting End-User Needs

When the needs of different end users conflict (for exanple, two sets
of end users both have reasonabl e desires), we again should try to
m nimze negative inpact.

For exanple, when a decision inproves the Internet for end users in
one jurisdiction, but at the cost of potential harmto others

el sewhere, that is not a good trade-off. As such, we design the
Internet for the pessimal environment; if a user can be harnmed, they
probably will be, sonewhere

There may be cases where genui ne technical need requires conprom se.
However, such trade-offs are carefully exam ned and avoi ded when
there are alternate neans of achieving the desired goals. |If they
cannot be, these choices and reasoni ng ought to be thoroughly
docunent ed.

4.5. Deprioritizing Internal Needs
There are several needs that are very visible to us as specification
aut hors but should explicitly not be prioritized over the needs of
end users.

These include conveni ence for docunment editors, |ETF process natters,
and "architectural purity" for its own sake.

5. |1 ANA Consi derations
Thi s docunent has no | ANA acti ons.
6. Security Considerations

Thi s docunent does not have any direct security inpact; however
failing to prioritize end users nmight well affect their security



negatively in the long term
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