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Distributed Mbility Managenent sol utions allow networks to be set up
in such a way that traffic is distributed optinmally and centrally
depl oyed anchors are not relied upon to provide IP nmobility support.

There are many di fferent approaches to address Distributed Mbility
Managenent -- for exanple, extending network-based nmobility protocols
(l'ike Proxy Mbile IPv6) or client-based nobility protocols (like
Mobil e | Pv6), anpng others. This docunment follows the former
approach and proposes a sol ution based on Proxy Mbile |Pv6, in which
mobility sessions are anchored at the last I P hop router (called the
mobil ity anchor and access router). The nobility anchor and access
router is an enhanced access router that is also able to operate as a
| ocal nmobility anchor or nobility access gateway on a per-prefix
basis. The docunment focuses on the required extensions to
effectively support the sinultaneous anchoring several flows at
different distributed gateways.
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I nt roducti on

The Distributed Mbility Managenent (DMM) paradi gm ains at mnim zing
the inpact of currently standardi zed nobility nmanagenent sol utions,
which are centralized (at least to a considerable extent) [ RFC7333].

The two nost rel evant exanples of current IP nmobility solutions are
Mobil e | Pv6 [ RFC6275] and Proxy Mbile IPv6 (PM Pv6) [RFC5213].

These solutions offer nobility support at the cost of handling
operations at a cardinal point (i.e., the nmobility anchor) and
burdening it with data forwarding and control nechanisns for a |arge
number of users. The nmobility anchor is the hone agent for Mbile

I Pv6 and the local mobility anchor for PMPv6. As stated in

[ RFC7333], centralized nobility solutions are prone to severa
problenms and limtations: |onger (sub-optimal) routing paths,

scal ability problens, signaling overhead (and nost |ikely a |onger
associ at ed handover |atency), nore conpl ex network depl oynment, higher
vul nerability due to the existence of a potential single point of
failure, and lack of granularity of the nobility managenent service
(i.e., nobility is offered on a per-node basis because it is not
possible to define finer granularity policies, for exanple, on a per-
application basis).

The purpose of DM is to overcone the Iimtations of the traditional
centralized nobility managenent [ RFC7333] [RFC7429]; the main concept
behi nd DMM sol utions is indeed bringing the mobility anchor closer to
the mobile node (MV). Following this idea, the central anchor is
moved to the edge of the network and is deployed in the default
gateway of the MN. That is, the first elenents that provide IP
connectivity to a set of M\Ns are also the nobility managers for those
MNs. In this docunent, we call these entities Mbility Anchors and
Access Routers ( MAARs).



Thi s docunent focuses on network-based DMM hence, the starting point
is making PM Pv6 work in a distributed manner [ RFC7429]. Mobility is
handl ed by the network without the MN's involvenent. But differently
from PM Pv6, when the MN noves from one access network to another,
the router anchoring the MN s address may change, hence requiring
signaling between the anchors to retrieve the MN s previous

| ocation(s). Also, a key aspect of network-based DM is that a
prefix pool belongs exclusively to each MAAR in the sense that those
prefixes are assigned by the MMAR to the MNs attached to it and are
routable at that MMAR  Prefixes are assigned to MNs attached to a
MAAR at that tinme, but remain with those MNs as mobility occurs,

remai ni ng al ways routable at that MAAR as well as towards the WN
itself.

We consider partially distributed schenmes, where only the data pl ane
is distributed anong access routers simlar to nobile access gateways
(MAGs), whereas the control plane is kept centralized towards a

cardi nal node (used as an information store), which is discharged
fromany route managenent and MN' s data forwarding tasks.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy

The following terns used in this docunent are defined in the PM Pv6
speci fication [ RFC5213]:

BCE: Binding Cache Entry

LMA:  Local Mbility Anchor

MAG  Mobil e Access Gat eway

MN:  Mobil e Node

P- CoA: Proxy Care-of Address

PBA: Proxy Bindi ng Acknow edgenent
PBU. Proxy Binding Update

The following terns used in this docunent are defined in the Mbile
I Pv6 (M Pv6) specification [ RFC6275]:

CN:  Correspondent Node
The following terns are used in this docunent:

Hone Control - Pl ane Anchor (Home-CPA or H CPA):
The Hone- CPA function hosts the MN's nobility session. There can
be nore than one nobility session for an M\, and those sessions
may be anchored on the sane or different Hone-CPAs. The Hone- CPA
will interface with the Home-DPA for nanagi ng the forwarding
st at e.

Hone Data Pl ane Anchor (Hone-DPA or H DPA):
The Hone-DPA is the topol ogi cal anchor for the MN's | P addresses
and/ or prefixes. The Home-DPA is chosen by the Hone- CPA on a
session basis. The Hone-DPA is in the forwarding path for all the



MN's TP traffic.

Access Control Plane Node (Access-CPN or A-CPN):
The Access-CPN is responsible for interfacing with the MN's Hone-
CPA and the Access-DPN. The Access-CPN has a protocol interface
to the Home- CPA.

Access Data Pl ane Node (Access-DPN or A-DPN):
The Access-DPN function is hosted on the first-hop router where
the MN is attached. This function is not hosted on a Layer 2 (L2)
bridgi ng device such as an eNode(B) or Access Point.

The following terns are defined and used in this docunent:

MAAR (Mobility Anchor and Access Router):
First-hop router where the MNs attach. It also plays the role of
mobil ity manager for the IPv6 prefixes it anchors, running the
functionalities of PM P s MAG and LMA. Depending on the prefix,
it plays the role of Access-DPN, Home-DPA, and Access- CPN.

CVMD (Central Mobility Database):
The node that stores the BCEs allocated for the MNs in the
mobility domain. It plays the role of Hone- CPA.

P- MAAR ( Previ ous MAAR):
When an MN nobves to a new point of attachnment, a new MAAR ni ght be
all ocated as its anchor point for future |IPv6 prefixes. The MAAR
that served the MN prior to new attachnment becones the P-MAAR It
is still the anchor point for the IPv6 prefixes it had allocated
to the MN in the past and serves as the Hone-DPA for flows using
these prefixes. There m ght be several P-MAARs serving an MN in
cases when the MN is frequently sw tching points of attachnent
whi | e mai ntai ning long-lasting flows.

S- MAAR (Servi ng MAAR):
The MAAR to which the MNis currently attached. Depending on the
prefix, it plays the role of Access-DPN, Hone-DPA, and Access- CPN

Anchori ng MAAR:
A MAAR anchoring an | Pv6 prefix used by an M\

DLIF (Distributed Logical Interface):
It is alogical interface at the IP stack of the MMAR For each
active prefix used by the MN, the S-MAAR has a DLIF configured
(associated with each MAAR still anchoring flows). In this way,
an S- MAAR exposes itself towards each MN as nultiple routers, one
as itself and one per P-MAAR

PM Pv6 DWM Ext ensi ons

The sol ution consists of decoupling the entities that participate in
the data and the control planes: the data plane becones distributed
and nmanaged by the MAARs near the edge of the network, while the
control plane, besides those on the MAARs, relies on a central entity
called the Central Mbility Database (CMD). |In the proposed
architecture, the hierarchy present in PMPv6 between LMA and MAG i s
preserved but with the foll owi ng substantial variations:

* The LMA is discharged fromthe data forwarding role; only the
Bi ndi ng Cache and its managenent operations are maintained.
Hence, the LMA is renaned as "CMD', which is therefore a Home- CPA.
Also, the CMD is able to send and parse both PBU and PBA nessages.

* The MAGis enriched with the LMA functionalities, hence the nane
Mobility Anchor and Access Router (MAAR). It maintains a |ocal
Bi ndi ng Cache for the M\Ns that are attached to it, and it is able



to send and parse PBU and PBA messages.

* The Binding Cache will be extended to include infornmation
regardi ng P- MMARs where the MN was anchored and still retains
active data sessions

* Each MAAR has a unique set of global prefixes (which are
configurable) that can be allocated by the MAAR to the MNs but
must be exclusive to that MAAR, i.e., no other MAAR can allocate
the sane prefixes

The MAARs | everage the CVMD to access and update information rel ated
to the MNs, which is stored as nobility sessions; hence, a
centralized node naintains a global view of the network status. The
CVMD is queried whenever an MN is detected joining/leaving the
mobility domain. It nmight be a fresh attachment, a detachment, or a
handover, but as MAARs are not aware of past information related to a
mobility session, they contact the CVMD to retrieve the data of
interest and eventually take the appropriate action. The procedure
adopted for the query and the nessage exchange sequence night vary to
optinize the update | atency and/or the signaling overhead. Here, one
met hod for the initial registration and three different approaches
for updating the mobility sessions using PBUs and PBAs are presented.
Each approach assigns a different role to the CMD:

* The CVMD is a PBU PBA rel ay;
* The CMDis only a MAAR | ocator;
* The CMD is a PBU PBA proxy.

The solution described in this docunent allows per-prefix anchoring
decisions -- for exanmple, to support the anchoring of sone flows at a
central Hone-DPA (like a traditional LMA) or to enable an application
to switch to the locally anchored prefix to gain route optimnzation,
as indicated in [RFC8563]. This type of per-prefix treatnment woul d
potentially require additional extensions to the MAARs and signaling
bet ween the MAARs and the MNs to convey the per-flow anchor
preference (central, distributed), which are not covered in this
docunent .

Note that an MN may nove across different MAARs, which night result
in several P-MAARs existing at a given monent of tine, each of them
anchoring a different prefix used by the MN
.1. Initial Registration
Initial registration is performed when an MN attaches to a network
for the first tine (rather than attaching to a new network after
nmovi ng from a previous one).
In this description (shown in Figure 1), it is assumed that:
1. The MNis attaching to MAARL.
2. The MNis authorized to attach to the network
Upon MN attachnment, the foll owi ng operations take place:
1. MAARL assigns a global 1Pv6 prefix fromits own prefix pool to
the MN (Prefl). It also stores this prefix (Prefl) in the
|l ocally allocated tenporary BCE

2. MAARL sends a PBU [RFC5213] with Prefl and the MN's M\-ID to the
CWVD.



3. Since this is an initial registration, the CVD stores a BCE
containing the M\-I1D, Prefl, and MAARL's address (as a Proxy- CoA)
as the primary fields.

4. The CMD replies with a PBA with the usual options defined in
PM Pv6 [ RFC5213], neaning that the MN's registration is fresh and
no past status is avail able.

5. MAARL stores the BCE described in (1) and unicasts a Router
Advertisement (RA) to the MN with Prefl.

6. The MN uses Prefl to configure an | Pv6 address (I1Pl) (e.g., with
statel ess address autoconfiguration (SLAAC)).

Not e that:

1. Alternative |IPv6 autoconfiguration nechani sns can al so be used,
though this docunent describes the SLAAC- based one.

2. IPl1is routable at MMARL in the sense that it is on the path of
packets addressed to the MN

3. MAARL acts as a plain router for packets destined to the MN as no
encapsul ati on or special handling takes place.

In the diagram shown in Figure 1 (and subsequent diagrans), the flow

of packets is presented using '*'.

S + +-- -+ +- -+
| MAARL| | VO | CN|
+--- - - + +-- -+ +* -+
I I *
MN | * +o- -t
attach. | *ok kK |
det ecti on | flowl * [ +-+-+\
| * / | \
| ocal BCE | * / | \
al | ocati on | * / | \
| --- PBU -->| S +-- - -+ I SRR +
I BCE | = I I I I
| creation | MAARL+- - - - - - +MAAR2 +- - - - - +MAAR3
| <-- PBA ---| [ = I I I I
| ocal BCE | +o--Fo+ +----- + +----- +
finalized | *
| | Prefl *
| | +- 4
I I | MN|
| | +- -+

Qper ati ons sequence Packet fl ow

Figure 1: First Attachnment to the Network
Note that the registration process does not change regardl ess of the
CVMD s nodes (relay, locator, or proxy) described in the foll ow ng
sections. The procedure is depicted in Figure 1.

3.2. The CMD as PBU PBA Rel ay

Upon MN nobility, if the CVD behaves as a PBU PBA rel ay,

foll owi ng operations take place:

t he

1. Wen the MN noves fromits current point of attachment and
attaches to MAAR2 (now the S-MAAR), MAAR2 reserves an | Pv6 prefix
(Pref2), stores a tenporary BCE, and sends a PBU to the C\VD for

regi stration.



Upon PBU reception and BC | ookup, the CVD retrieves an already
existing entry for the MN and binds the MN-ID to its forner

| ocation; thus, the CVD forwards the PBU to the MAAR indi cated as
Pr oxy- CoA (MAAR1) and includes a new nmobility option to

communi cate the S-MAAR s gl obal address to MAARL (defined as the
Serving MAAR option in Section 4.6). The CVD updates the P-CoA
field in the BCE related to the MN with the S-MAAR s address.

Upon PBU reception, MAARL can install a tunnel on its side
towards MAAR2 and the related routes for Prefl. Then MAARL
replies to the CMD with a PBA (including the option nmentioned
before) to ensure that the new | ocation has successfully changed.
The PBA contains the prefix anchored at MAARL in the Home Network
Prefix option.

The CVD, after receiving the PBA, updates the BCE and popul ates
an instance of the P-MAAR list. The P-MAAR list is an additional
field on the BCE that contains an el enent for each P-MAAR
involved in the MN's nobility session. The list elenment contains
the P-MAAR s gl obal address and the prefix it has del egat ed.

Al so, the CVMD sends a PBA to the new S-MAAR, which contains the
previ ous Proxy-CoA and the prefix anchored to it enbedded into a
new nobility option called the Previous MAAR option (defined in
Section 4.5). Then, upon PBA arrival, a bidirectional tunnel can
be established between the two MAARs, and new routes are set
appropriately to recover the IP flow(s) carrying Prefl.

Now, packets destined for Prefl are first received by MAARL,
encapsul ated into the tunnel, and forwarded to MAAR2, which
finally delivers themto their destination. 1n the uplink, when
the MN transmits packets using Prefl as a source address, they
are sent to MMAR2 (as it is the MN's new default gateway) and
then tunneled to MAARL, which routes themtowards the next hop to
the destination. Conversely, packets carrying Pref2 are routed
by MAAR2 without any special packet handling both for the uplink
and downl i nk.

-+ — omm-- + +--+ +--+

| MAARL| | CVD| | MAARZ| | CN| | CN|

route |

-+ +---+ Hommm- + +* -+ +* -+
| | * *
| WN * +-- -+ *
| attach. *okok ko _|CovDl *
| det . flowl * [ +-+-+ 1\ *f1 ow2
| <-- PBU ---|
BCE |
check+ |
updat e |
<-- PBU---| I | I il I I
I
I
I
I

updat e | Prefl1 * *Pref2
| --- PBA*-->| +*- %+
| route ---nmove- - >| * M\ |
| updat e +----+

Oper ati ons sequence Dat a Packet fl ow

PBU PBA nessages with * contain

For

a new nobility option
Figure 2: Scenario after a Handover, CMD as Rel ay

MN' s next novements, the process is repeated, but the number of



P- MAARs i nvol ved increases (according to the nunber of prefixes that
the MN wi shes to maintain). Indeed, once the CVD receives the first
PBU fromthe new S-MAAR, it forwards copies of the PBUto all the

P- MAARs indicated in the BCE, nanely the P-MAAR regi stered as the
current P-CoA (i.e., the MAAR prior to handover) plus the ones in the
P-MAAR list. Those P-MAARs reply with a PBA to the CMD, which
aggregates all of the PBAs into one PBA to notify the S-MAAR, which
finally can establish the tunnels with the P-MAARs.

It should be noted that this design separates the nobility managenent
at the prefix granularity, and it can be tuned in order to erase old
mobility sessions when not required, while the MN is reachabl e
through the |latest prefix acquired. Mreover, the |atency associated
with the nmobility update is bound to the PBA sent by the furthest
P-MAAR, in terns of RTT, that takes the |ongest tine to reach the
CVD. The drawback can be mitigated by introducing a tinmeout at the
CVMD, by which, after its expiration, all the PBAs so far collected
are transnmitted, and the remaining are sent later upon their arrival.
Note that, in this case, the S-MAAR m ght receive nultiple PBAs from
the CMD in response to a PBU. The CVD SHOULD foll ow t he

retransm ssions and rate-limting considerations described in

Section 3.6, especially when aggregating and rel ayi ng PBAs.

When there are multiple P-MAARs, e.g., k MAARs, a single PBU received
by the CMD triggers k outgoing packets froma single incon ng packet.
This may | ead to packet bursts originating fromthe CVD, albeit to
different targets. Pacing nechani sns MJUST be introduced to avoid
bursts on the outgoing |ink.

3.3. The CVD as MAAR Locat or

The handover | atency experienced in the approach shown before can be
reduced if the P-MAARs are allowed to directly signal their
information to the new S-MAMR.  This procedure reflects what was
described in Section 3.2 up to the nonment the P-MAAR receives the PBU
with the Serving MAAR option. At that point, a P-MAAR is aware of
the new MN' s | ocation (because of the S-MAAR s address in the Serving
MAAR option), and, besides sending a PBAto the CVMD, it al so sends a
PBA to the S-MAAR, including the prefix it is anchoring. This latter
PBA does not need to include new options, as the prefix is enbedded
in the Home Network Prefix (HNP) option and the P-MAAR s address is
taken fromthe nmessage’s source address. The CMD is rel eased from
forwarding the PBAto the S-MAAR as the latter receives a copy
directly fromthe P-MAAR with the necessary information to build the
tunnel s and set the appropriate routes. Figure 3 illustrates the new
message sequence. The data forwarding is unaltered.

+--m - - + +---+ +--m - - + +--+ +--+
| MAARL| | VO | MAARZ| | CN| | CN|
+----- + +---+ +----- + +* -+ +* -+

I I I * *

| | MN * Ho- -+ *

| | attach. *ok ok ko _|CvD| *

| det. flowl * [ +-+-+\ *f1 ow2

I | <-- PBU ---| * / | \ o

| BCE | * / | *kkk k%%

| check+ | * / | * \

updat e | SR R C oo +

| <-- PBU*---| I | " I *| I I
route | | | MAARL| | MAAR2+- - - - - +MAAR3)|
updat e I I [ G ) I I

[--------- PBA -------- >| +--- - - + +-F oot +--- - - +

| --- PBA*-->| route * ok

| BCE updat e Prefl * *Pref2

| updat e | $E_ %y

I

| | ---nmove- - >| *MNY |



| | | ooaot
Qper ations sequence Dat a Packet fl ow
PBU PBA nessages with * contain
a new nobility option

Figure 3: Scenario after a Handover, CMD as Locator

3.4. The CMD as PBU PBA Proxy

A further enhancement of previous solutions can be achi eved when t he
CMVMD sends the PBA to the new S- MAAR before notifying the P-MAARs of
the | ocation change. |Indeed, when the CVD receives the PBU for the
new registration, it is already in possession of all the infornmation
that the new S-MAAR requires to set up the tunnels and the routes
Thus, the PBA is sent to the S-MAAR imedi ately after a PBU is
received, including the Previous MAAR option in this case. In
parallel, a PBUis sent by the CMD to the P-MAARs contai ni ng the
Serving MAAR option to notify them about the new MN s | ocation so
that they receive the information to establish the tunnels and routes
on their side. Wen P-MAARs conplete the update, they send a PBA to
the CVMD to indicate that the operation has concluded and the
information is updated in all network nodes. This procedure is
obtained fromthe first procedure rearrangi ng the order of the
messages, but the paraneters comruni cated are the same. This schene
is depicted in Figure 4, where, again, the data forwarding is kept
unt ouched.

S + +-- -+ S + +- -+ +- -+
| MAARL| | VO | MAARZ| | CN| | CN|
+--- - - + +---+ +--- - - + +* -+ +* -+

I I I * *

| | MN * $-- -+ *

| | attach. Rk ok K eV *

| | det . flowl * [ +-+-+ \ *fl ow2

| |<-- PBU ---| * / Vo

| BCE | * / | *kkkkk*%x

| check+ | * / | * \

| updat e | L oo 4-F+ I SRR +

| <-- PBU*---x--- PBA*-->| | % | *| | |
route | route | MMARL] | MAAR2+- - - - - +MAAR3
updat e | updat e | RO )*F* | |

| --- PBA*-->| | +----- + A +----- +

| BCE | * *

| updat e | Prefl * *Pref2

| | | o x

| | | ---nmove- - >| *MNF

| | | to o

Qper ati ons sequence Dat a Packet flow

PBU PBA nessages with * contain
a new nobility option

Figure 4: Scenario after a Handover, CMD as Proxy
De-registration

The de-registrati on mechani sm devi sed for PM Pv6 cannot be used as is
in this solution because each MAAR handl es an i ndependent nobility
session (i.e., a single prefix or a set of prefixes) for a given M\
whereas the aggregated session is stored at the CVMD. Indeed, if a
P-MAAR initiates a de-registration procedure because the MNis no

| onger present on the MAAR s access link, it renmpoves the routing
state for the prefix(es), that would be deleted by the CVMD as well,
hence defeating any prefix continuity attenpt. The sinplest approach
to overcome this linmtation is to deny a P-MAAR to de-register a



prefix, that is, allowing only an S-MAAR to de-register the whole M\
session. This can be achieved by first renoving any L2 detachnent
event so that de-registration is triggered only when the binding
lifetime expires, hence providing a guard interval for the MNto
connect to a new MAAR. Then, a change in the MAAR operations is
required, and at this stage, two possible solutions can be depl oyed:

* A P-MAAR stops the BCE tinmer upon receiving a PBU fromthe CVD
containing a "Serving MMAR' option. In this way, only the S MAAR
is allowed to de-register the nobility session, arguing that the
WN definitely left the domain.

* P-MAARs can, upon BCE expiry, send de-registration messages to the
CVD, which, instead of acknow edgi ng the nessage with a 0
lifetime, sends back a PBA with a non-zero lifetinme, hence
renewi ng the session if the MNis still connected to the donain.

3.6. Retransmissions and Rate Liniting

The node sending PBUs (the CMD or S-MAAR) SHOULD neke use of the
timeout to also deal with mssing PBAs (to retransnit PBUs). The

I NI TI AL_BI NDACK_TI MEQUT [ RFC6275] SHOULD be used for configuring the
retransmission tiner. The retransmi ssions by the node MJST use an
exponenti al backoff process in which the tineout period is doubled
upon each retransm ssion until either the node receives a response or
the tinmeout period reaches the val ue MAX BI NDACK TI MEQUT [ RFC6275] .
The node MAY continue to send these nessages at this slower rate
indefinitely. The node MJST NOT send PBU nessages to a particul ar
node nore than MAX UPDATE RATE tinmes within a second [ RFC6275].

3.7. The Distributed Logical Interface (DLIF) Concept

One of the main chall enges of a network-based DMM solution is howto
allow a MN to sinmultaneously send/receive traffic that is anchored at
different MAARs and how to influence the MN' s sel ection process of
its source | Pv6 address for a new fl ow w t hout requiring special
support fromthe MN's I P stack. This docunent defines the DLIF,
which is a software construct in the MAAR that can easily hide the
change of associ ated anchors fromthe M\

o m o m e e e +
( Qperator’s )
( core )
o +
I I
e + t unnel e +
| |P stack | :::::::::::::::l | P stack |
o m e e e oo - + N N +
| mlmar 1 | --+ (DLIFs) +--|mlmarl| mlmar2|--+
S + | AR, AR, +
| phy interface | | | | phy interface | |
. + | . +
MAARL (0) (0) MAAR2 (0)
X X
X X
prefA::/64 X X prefB::/64
(AdvPref Lft =0) X X
(|0)
Fomm - - +
prefA::MNL | MN1 | prefB:: WM\
(deprecated) +----- +

Figure 5. DLIF: Exposing Miltiple Routers (One per P-MAAR)

The basic idea of the DLIF concept is the follow ng: each S-MAAR



exposes itself to a given MN as nultiple routers,
Let’s consider the exanple shown in
configuring an | Pv6

associ ated with the M\
Figure 5: MN1 initially attaches to MAARIL,

one per P- MAAR

address (prefA :MN1) froma prefix locally anchored at MAARL

(prefA:/64). At this stage,

MAARL pl ays the role of both anchoring

and serving MAAR and al so behaves as a plain | Pv6 access router.

MAARL creates a DLIF to conmunicate (through a point-to-point
router with specific MAC and
pref A:: MMARL/ 64 and fe80:: MAARL/ 64) using the

t hese addresses represent the

"fol | ow

with M1,
| Pv6 addresses (e.g.,
DLIF mlmarl. As expl ai ned bel ow,
"logical" identity of MAARL for

exposing itself as a (logical)

MN1 and will
roaming within the domain (note that the place where all

i nk)

the MN whil e
this

information i s maintai ned and updated is out of scope of this

docunent ;
server --

pot enti al
HSS -- or the user’s profile).

exanples are to keep it on the home subscri ber

If MNL noves and attaches to a different MAAR of the domain (MAAR2 in

the exanple of Figure 5), this MAAR will

create a new | ogi cal

interface (mMmlmar2) to expose itself to MN1, providing it with a

| ocal ly anchored prefix (prefB::/64).

In this case,

since the MN1

has anot her active | Pv6 address anchored at MAARL, MAAR2 al so needs

to create an additional |ogical
one used by MAARL to communi cate with MNL.

interface mlmarl is created. However,
repeated if nore P-MAARs were invol ved.
anchored at MAARL reachabl e, a tunnel

established and the routing is nmodified accordingly.
signaling is used to set up the bidirectional

interface configured to resenble the
In this exanple,
the only P-MAAR (MAAR2 is the sane as S-MAAR),
the sanme process woul d be
In order to keep the prefix
bet ween MAARL and MAAR2 is

MAARL i s
so only the I ogical

The PBU PBA

tunnel between MAARL

and MAAR2, and it might also be used to convey the information about
the prefix(es) anchored at MAARL and the addresses of the associated

DLIF (i.e., milmarl) to MAAR2.
o e e e e e e e e e e e e e e e e e e e e e e e e e e mm - -
| MAARL
|+ ---------------------------------------- +
|| +------------------ T +|
[ ]]+------- - - - - H |+ - - - - + |
||| m3marl| | m3mar2| ||| m2mar 1| | m2mar 2| | |
[[11 LMACL || LMACZ ||| LMAC3 || LMACA |||
[ ] +------- R RN H|+------- R RN + |
[ 1] LI Fs of M\3 | LI Fs of M\2 |
|| +------------------ T +|
| ] MACL (phy i f MAARL) |
R e +
o e e e e e e e e e e e e e e e e e e e e e e e e e e mm - -
X X
X X
(|0) (|0)

+- -4+ +- -4+

| MN3 | | M\2 |

+----- + +----- +

Figure 6: Distributed Logi cal

Fi gure 6 shows the | ogical

i nterface concept

| + +|
| | mimar 1| | mlnar 2| |
|| LMACS || LMACE ||
| + +
I I

I nterface Concept

in nmore detail. The

figure shows two MAARs and three MNs. MAARL is currently serving M2

and MN3, while MAAR2 is serving M\L.

MAAR has one single physical
exanpl e.

As di scussed before,
-- one per anchoring MAAR --
From the point of view of the M\,

each MN al ways "sees" nultiple |ogical
i ndependent |y of
these MAARs are portrayed as

Note that an S-MAAR al ways
pl ays the role of anchoring MAAR for the attached (served) M\s.
wireless interface as depicted in this

Each

routers
its currently S-MAAR
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different routers, although the MNis physically attached to a single
interface. This is achieved by the S-MAAR configuring different
logical interfaces. ML is currently attached to MAAR2 (i.e., MAAR2
isits S-MAAR) and, therefore, it has configured an | Pv6 address from
MAAR2' s pool (e.g., prefB::/64). MMR2 has set up a | ogical
interface (mMmlmar2) on top of its wireless physical interface (phy if
MAAR2), which is used to serve MN1. This interface has a | ogical MAC
address (LMAC6) that is different fromthe hardware MAC address
(MAC2) of the physical interface of MMAR2. Over the mmlmar2
interface, MAAR2 advertises its locally anchored prefix prefB::/64.
Before attaching to MAAR2, MN1 was attached to MAARL and configured a
| ocally anchored address at that MAAR which is still being used by
MN1 in active comruni cations. M\l keeps "seeing" an interface
connecting to MAARL as if it were directly connected to the two
MAARs. This is achieved by the S-MAAR (MAAR2) configuring an
additional DLIF, mmlmar1, which behaves as the logical interface
configured by MAARL when MN1 was attached to it. This means that
both the MAC and | Pv6 addresses configured on this |ogical interface
remain the same regardl ess of the physical MAAR that is serving the
MN. The information required by an S-MAAR to properly configure this
| ogical interfaces can be obtained in different ways: as part of the
i nformati on conveyed in the PBA, from an external database (e.g., the
HSS) or by other means. As shown in the figure, each MAAR may have
several logical interfaces associated with each attached MN and

al ways has at | east one (since an S-MAAR is al so an anchoring MAAR
for the attached MN).

In order to enforce the use of the prefix locally anchored at the

S- MAAR, the RAs sent over those logical interfaces playing the role
of anchoring MAARs (different fromthe serving one) include a zero
preferred prefix lifetime (and a non-zero valid prefix lifetine, so
the prefix remains valid while being deprecated). The goal is to
deprecate the prefixes del egated by these MAARs (so that they will no
| onger be serving the MN). Note that ongoi ng comuni cati ons may keep
on using those addresses even if they are deprecated, so this only
affects the establishment of new sessions.

The DLIF concept al so enables the follow ng use case: suppose that
access to a local IP network is provided by a given MAAR (e.g., MAARL
in the exanple shown in Figure 5) and that the resources avail able at
that network cannot be reached from outside the |ocal network (e.g.,
cannot be accessed by an MN attached to MAAR2). This is sinilar to
the |l ocal |IP access scenario considered by 3GPP, where a | ocal
gateway node is selected for sessions requiring access to services
provided locally (instead of going through a central gateway). The
goal is to allowan MNto be able to roamwhile still being able to
have connectivity to this local |IP network. The solution adopted to
support this case makes use of nore specific routes, as discussed in
RFC 4191 [ RFC4191], when the MN noves to a MAAR different fromthe
one providing access to the local IP network (MAARL in the exanple).
These routes are advertised through the DLIF where the MAAR i s

provi ding access to the local network (MAARL in this exanple). In
this way, if MN1 noves from MAARL to MAAR2, any active session that
MN1 may have with a node on the | ocal network connected to MAARL wil |l
survive via the tunnel between MAARL and MAAR2. Al so, any potential
future connection attenpt to the local network will be supported even
though MNL is no | onger attached to MAARL, so |long as a source
address configured from MAARL is sel ected for new connections (see

[ RFC6724], rule 5.5).

Message For mat

This section defines extensions to the PM Pv6 [ RFC5213] protocol
nessages.

Proxy Bi ndi ng Updat e
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A new flag (D) is included in the PBUto indicate that the PBUis
coming froma MAMR or a CVMD and not froma MAG The rest of the PBU
format remains the sane as defined in [ RFC5213].

0 1 2 3

01234567890123456789012345678901
I S i it HIE RIE R TR e
| Sequence # |
B i i T e o ol S L i it I R S e R i e o R
AIHL KKMR P F|T|B S|D Rsrvd | Lifetime |
B i i T i e T i i T I T T S S e R e i i o R
|

Mobi lity Options

T S i T o S T i S SEp S A S

DW Fl ag (D)
The Dflag is set to indicate to the receiver of the nessage that
the PBUis froma MAAR or a CMD. Wen an LMA that does not
support the extensions described in this docunent receives a
message with the D flag set, the PBU in that case MUST NOT be
processed by the LMA, and an error MJUST be returned.

Mobi lity Options
Variable-1ength field of such length that the conplete Mbility
Header is an integer that is a nultiple of 8 octets long. This
field contains zero or nore TLV-encoded nobility options. The
encodi ng and format of the defined options are described in
Section 6.2 of [RFC6275]. The receiving node MJUST ignore and skip
any options that it does not understand.

Proxy Bi ndi ng Acknow edgenent

A new flag (D) is included in the PBA to indicate that the sender
supports operating as a MAAR or CVMD. The rest of the PBA fornmat
remai ns the sane as defined in [ RFC5213].

0 1 2
01234567890123456789012345678901

T

| St at us | KIRP|T| Bl S| D |

e S T T S S S T i S St S A S S S T

I

+

I

w

| Sequence # | Lifetinme

R i el S S R e el S R R S S O e S e ik ol S NI R

I

Mobility Options

I

R et e s i o e s i i

DW Fl ag (D)
The Dflag is set to indicate that the sender of the nessage
supports operating as a MAAR or CVMD. Wen a MAG that does not
support the extensions described in this docunent receives a

message with the D flag set, it MJST ignore the nmessage, and an
error MUST be returned.

Mobility Options
Vari able-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The encoding
and format of the defined options are described in Section 6.2 of
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[ RFC6275]. The MAAR MUST ignore and skip any options that it does
not under st and.

Anchored Prefix Option

A new Anchored Prefix option is defined for use with the PBU and PBA
messages exchanged between MAARs and CVDs. Therefore, this option
can only appear if the Dbit is set in a PBUPBA This option is
used for exchanging the MN' s prefix anchored at the anchoring MAAR
There can be multiple Anchored Prefix options present in the nessage.

The Anchored Prefix option has an alignnment requirenent of 8n+4. |Its
format is as follows:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
Type | Lengt h | Reserved | Prefix Length |
i T o T i e S S S i S e S

I

+-

I I
+ +
| _ |
+ Anchored Prefix +
I I
+ +
I I
TS S S SRS A A S SR WA WS

Type
65

Length
8-bit unsigned integer indicating the Iength of the option in
octets, excluding the type and length fields. This field MJIST be
set to 18.

Reserved
This field is unused at the tine of publication. The value MJST
be initialized to 0 by the sender and MJST be ignored by the
receiver.

Prefix Length
8-bit unsigned integer indicating the prefix length in bits of the
I Pv6 prefix contained in the option.

Anchored Prefix
A 16-octet field containing the MN's | Pv6 Anchored Prefix. Only
the first Prefix Length bits are valid for the Anchored Prefix
option. The rest of the bits MJST be ignored.

Local Prefix Option

A new Local Prefix option is defined for use with the PBU and PBA
messages exchanged between MAARs or between a MAAR and a CMD.
Therefore, this option can only appear if the Dbit is set in a PBU
PBA. This option is used for exchanging a prefix of a |ocal network
that is only reachable via the anchoring MAAR. There can be nultiple
Local Prefix options present in the nessage.

The Local Prefix option has an alignment requirenent of 8n+4. |Its
format is as follows:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Reserved | Prefix Length |



4. 5.

B i s T T i i o S o T Ji I
I I
+ +
| _ |
+ Local Prefix +
I I
+ +
I I
i i i T i I S i e s o o i i
Type
66
Length
8-bit unsigned integer indicating the Iength of the option in
octets, excluding the type and length fields. This field MIST be
set to 18.
Reserved

This field is unused at the tine of publication. The value MJST
be initialized to 0 by the sender and MJST be ignored by the
receiver.

Prefix Length
8-bit unsigned integer indicating the prefix length in bits of the
I Pv6 prefix contained in the option.

Local Prefix
A 16-octet field containing the IPv6 Local Prefix. Only the first
Prefix Length bits are valid for the I1Pv6 Local Prefix. The rest
of the bits MJST be ignored.

Previ ous MAAR Option

This new option is defined for use with the PBA nessages exchanged by
the CMD to a MMAR  This option is used to notify the S-MAAR about
the P-MAAR s gl obal address and the prefix anchored to it. There can
be multiple Previous MAAR options present in the nessage.

The Previous MAAR option has an alignnent requirenment of 8n+4. |Its
format is as foll ows:

0 1 2 3
01234567890123456789012345678901
e T S e S I

Type | Length | Reserved | Prefix Length |
B S T S e s I S i sl o SRR S

Pr evi ous MAAR

T S S i Sl S S S S T wi S S S e S A

Hone Network Prefix

+— T+t T +— +

I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

T

Type
67
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Length
8-bit unsigned integer indicating the Iength of the option in
octets, excluding the type and length fields. This field MIST be
set to 34.

Reserved
This field is unused at the tine of publication. The value MJST
be initialized to 0 by the sender and MJST be ignored by the
receiver.

Prefix Length
8-bit unsigned integer indicating the prefix length in bits of the
I Pv6 prefix contained in the option.

Previ ous MAAR
A 16-octet field containing the P-MAR s | Pv6 gl obal address.

Honme Network Prefix
A 16-octet field containing the MNs | Pv6 Hone Network Prefix.
Only the first Prefix Length bits are valid for the MNs | Pv6 Hone
Network Prefix. The rest of the bits MJST be ignored.

6. Serving MAAR Option

This new option is defined for use with the PBU nessage exchanged
between the CMD and a P-MAAR.  This option is used to notify the

P- MMAR about the current S-MAAR s gl obal address. |Its format is as
fol | ows:

The Serving MAAR option has an alignment requirenent of 8n+6. Its
format is as foll ows:

0 1 2 3

012345678901234567890123456789°01
B i T R R e i o ik SR e
| Type | Length |

Bl o T R ik st T o e b i T o S S e S it eI

S- MAAR' s Addr ess

+— T+ T+

I
+
I
+
I
+
I
+

B S N aE .

Type
68

Length
8-bit unsigned integer indicating the length of the option in
octets, excluding the type and length fields. This field MIST be
set to 16.

Servi ng MAAR
A 16-octet field containing the S-MAAR s | Pv6 gl obal address.

7. DLIF Link-Local Address Option

A new DLI F Li nk-Local Address option is defined for use with the PBA
message exchanged between MAARs and between a MAAR and a CMD. This
option is used for exchanging the link-1ocal address of the DLIF to
be configured on the S-MAAR so it resenbles the DLIF configured on

t he P- MAAR



The DLIF Li nk-Local Address option has an alignnment requirenent of
8n+6. Its format is as follows:

0 1 2 3

01234567890123456789012345678901
B i T R R e i o ik SR e
| Type | Length |

Bl o T R ik st T o e b i T o S S e S it eI

DLI F Li nk- Local Address

+— T+ T+

I
+
I
+
I
+
I
+

B S N aE .

Type
69

Length
8-bit unsigned integer indicating the length of the option in
octets, excluding the type and length fields. This field MIST be
set to 16.

DLI F Li nk-Local Address
A 16-octet field containing the |ink-local address of the |ogica
i nterface.

4.8. DLIF Link-Layer Address Option

A new DLI F Li nk-Layer Address option is defined for use with the PBA
message exchanged between MAARs and between a MAAR and a CMD. This
option is used for exchanging the link-layer address of the DLIF to
be configured on the S-MAAR so it resenbles the DLIF configured on

t he P- MAAR

The format of the DLIF Link-Layer Address option is shown bel ow.
Based on the size of the address, the option MJST be aligned
appropriately, as per the nobility option alignnment requirenents
specified in [ RFC6275] .

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Type | Length | Reserved |
R et e s i o e s i i
I
+

I
DLI F Li nk- Layer Address +

T T S S e e i S S U S S AR Tk ok e

Type
70

Length
8-bit unsigned integer indicating the length of the option in
octets, excluding the type and length fields.

Reserved
This field is unused at the tine of publication. The value MJST
be initialized to 0 by the sender and MJST be ignored by the
receiver.

DLI F Li nk-Layer Address
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A variable length field containing the |link-layer address of the
|l ogical interface to be configured on the S-MAAR

The content and format of this field (including octet and bit
ordering) is as specified in Section 4.6 of [RFC4861] for carrying
I'i nk-1ayer addresses. On certain access |inks where the |ink-

| ayer address is not used or cannot be determi ned, this option
cannot be used.

| ANA Consi der ati ons

Thi s docunent defines six new nobility options: Anchored Prefix,

Local Prefix, Previous MAAR, Serving MAAR, DLIF Link-Local Address,
and DLIF Li nk-Layer Address. |ANA has assigned Type val ues for these
options fromthe sane nunbering space as allocated for the other
mobility options in the "Mbility Options" registry defined in
http://ww. i ana. or g/ assi gnnent s/ nmobi | i ty- paranet ers.

Thi s docunent reserves a new flag (D) with a value of 0x0010 in the
"Bi nding Update Flags" registry and a new flag (D) with a val ue of
0x02 in the "Binding Acknow edgnent Fl ags" of the "Mobile | Pv6
paraneters" registry (http://ww.iana. org/assi gnments/nobility-

par anet ers).

Security Considerations

The protocol extensions defined in this docunent share the sane
security concerns of PMPv6 [RFC5213]. It is recommended that the
signal i ng nessages, PBU and PBA, exchanged between the MAARs be
protected using | Psec, specifically by using the established security
associ ation between them This essentially elimnates the threats
related to the inpersonation of a MAAR

When the CVD acts as a PBU PBA relay, the CMD nay act as a relay of a
single PBU to nultiple P-MAARs. In situations with many fast
handovers (e.g., with vehicular networks), multiple previous (e.g.,

k) MAARs may exist. In this situation, the CVD creates k outgoing
packets froma single incomng packet. This bears a certain
anplification risk. The CVMD MJUST use a paci ng approach in the

out goi ng queue to cap the output traffic (i.e., the rate of PBUs
sent) to limt this anplification risk

When the CVD acts as a MAAR | ocator, nobility signaling (PBAs) is

exchanged between P-MAARs and the current S-MAAR  Hence, security
associations are REQUI RED to exi st between the involved MAARs (in

addition to the ones needed with the CMVD).

Since de-registration is perforned by timeout, measures SHOULD be

i mpl emented to minimze the risks associated with continued resource
consunption (DoS attacks), e.g., inposing a linmt on the nunber of

P- MMARs associated with a given M\

The CVMD and the participating MMARsS MJUST be trusted parties
aut hori zed performall operations relevant to their role.

There are sone privacy considerations to consider. Wile the

i nvol ved parties trust each other, the signaling involves disclosing
i nformati on about the previous |ocations visited by each M\, as wel |
as the active prefixes they are using at a given point of tinme.
Ther ef ore, nmechani sns MJUST be in place to ensure that MAARs and CMDs
do not disclose this information to other parties or use it for other
ends than providing the distributed nmobility support specified in
thi s docunent.
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