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I nt roducti on

Thi s docunent summari zes sone research chall enges for coping with
nat ural or human-generated, |arge-scale disasters. 1In particular,
the docunent discusses potential research directions for applying
I nformation-Centric Networking (ICN) to address these chall enges.

Research and standardi zati on approaches exist (for instance, see the
wor k and di scussions in the concluded | RTF DTN Research G oup [dtnrg]
and in the | ETF DIN Working Group [dtnwg]). In addition, a published
Experinmental RFC in the I RTF Stream [ RFC5050] di scusses Del ay-

Tol erant Networking (DTN), which is a key necessity for comruni cating
in the disaster scenarios we are considering in this docunent.

" Di sconnection tol erance’ can thus be achieved with these existing
DTN approaches. However, while these approaches can provide

i ndependence from an existing comunication infrastructure (which

i ndeed may not work anynore after a di saster has happened), |CN

of fers key concepts, such as new nani ng schenes and innovative
mul ti cast communi cation, which together enable nmany essenti al

(publi sh/ subscri be-based) use cases for communication after a

di saster (e.g., message prioritization, one-to-many delivery of
messages, group communi cati on anong rescue teans, and the use cases
di scussed in Section 4). One could add such features to existing DIN
protocol s and sol utions; however, in this docunent, we explore the
use of ICN as a starting point for building a commnication
architecture that supports (sonewhat l|inited) comrunication
capabilities after a disaster. W discuss the relationship between
the 1 CN approaches (for enabling comruni cation after a disaster)

di scussed in this docunent with existing work fromthe DTN conmunity
in nore depth in Section 3.3.

" Emer gency Support and Di saster Recovery’ is also listed anong the

I CN Basel ine Scenarios in [ RFC7476] as a potential scenario that ’'can
be used as a base for the evaluation of different I CN approaches so
that they can be tested and conpared agai nst each other while
showcasi ng their own advantages’ [RFC7476] . In this regard, this
docunent conpl ements [RFC7476] by investigating the use of |ICN
approaches for ' Energency Support and Disaster Recovery’ in depth and
di scussing the relationship to existing work in the DTN comunity.

Thi s docunent focuses on | CN-based approaches that can enable
conmmuni cation after a disaster. These approaches reside nostly on
the network layer. Oher solutions for 'Energency Support and

Di saster Recovery’ (e.g., on the application | ayer) nay conpl enent
the 1 CN-based networ ki ng approaches di scussed in this docunent and
expand the solution space for enabling conmmuni cati ons anong users
after a disaster. |In fact, addressing the use cases explored in this
docunent woul d require correspondi ng applications that would exploit
the di scussed I CN benefits on the network | ayer for users. However,
the di scussion of applications or solutions outside of the network

| ayer are outside the scope of this docunent.



Thi s docunent represents the consensus of the Information-Centric
Net wor ki ng Research Group (ICNRG; it is not an | ETF product and it
does not define a standard. It has been revi ewed extensively by the
I CN Research Group (RG nenbers active in the specific areas of work
covered by the docunent.

Section 2 gives sonme exanpl es of what can be considered a | arge-scal e
di saster and what the effects of such disasters on comunication
networks are. Section 3 outlines why ICN can be beneficial in such
scenari os and provides a high-level overview on corresponding
research chall enges. Section 4 describes sone concrete use cases and
requirenents for disaster scenarios. In Section 5, sone concrete

| CN- based sol uti ons approaches are outli ned.

Di saster Scenari os

An enornous earthquake hit Northeastern Japan (Tohoku areas) on March
11, 2011 and caused extensive damages, including bl ackouts, fires,
tsunam s, and a nuclear crisis. The lack of information and neans of
conmuni cati on caused the isolation of several Japanese cities. This
i npacted the safety and well-being of residents and affected rescue
wor k, evacuation activities, and the supply chain for food and other
essential items. Even in the Tokyo area, which is 300 km away from
the Tohoku area, nore than 100, 000 peopl e becane ’'returner refugees
who could not reach their homes because they had no neans of public
transportation (the Japanese governnent has estinated that nore than
6.5 mllion people would beconme returner refugees if such a
catastrophic disaster were to hit the Tokyo area).

That earthquake in Japan al so showed that the current network is

vul nerabl e to disasters. Mbbile phones have becone the lifelines for
conmuni cation, including safety confirnation. Besides (energency)
phone calls, services in nobile networks comonly being used after a
di saster include network disaster SMS notifications (or SM5 ' Cel
Broadcast’ [cell broadcast]), available in nost cellul ar networks.

The aftermath of a disaster puts a high strain on avail abl e resources
due to the need for conmunication by everyone. Authorities, such as
the president or prinme mnister, local authorities, police, fire

bri gades, and rescue and nedical personnel, would like to informthe
citizens of possible shelters, food, or even of inpendi ng danger

Rel ati ves would like to conmunicate with each other and be informed
about their well-being. Affected citizens would Iike to make
inquiries about food distribution centers and shelters or report
trapped and nissing people to the authorities. Modreover, damage to
conmmuni cation equi pment, in addition to the already existing heavy
demand for comunication, highlights the issue of fault tol erance and
energy efficiency.

Additionally, disasters caused by humans (i.e., disasters that are
caused deliberately and willfully and have the el enent of human
intent such as a terrorist attack) may need to be considered. In
such cases, the perpetrators could be actively harm ng the network by
| aunchi ng a denial -of -service attack or by nmonitoring the network
passively to obtain information exchanged, even after the main

di saster itself has taken place. Unlike sone natural disasters that
are predictable to a snmall extent using weather forecasting
technol ogi es, may have a sl ower onset, and occur in known

geogr aphi cal regions and seasons, terrorist attacks al nbst al ways
occur suddenly w thout any advance warning. Neverthel ess, there
exi st many comonal ities between natural and human-induced di sasters,
particularly relating to response and recovery, conmmunication, search
and rescue, and coordi nation of volunteers.

The tinely dissemnation of information generated and requested by
all the affected parties during and in the i mediate aftermath of a
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disaster is difficult to provide within the current context of globa
i nformati on aggregators (such as Google, Yahoo, Bing, etc.) that need
to index the vast anounts of specialized information related to the
di saster. Specialized coverage of the situation and tinely

di ssem nation are key to successfully managi ng di saster situations.
We believe that network infrastructure capabilities provided by

I nformation-Centric Networks can be suitable, in conjunction with
application and m ddl eware assi stance.

Research Chal | enges and Benefits of ICN
1. High-Level Research Chall enges

G ven a disaster scenario as described in Section 2, on a high |level,
one can derive the followi ng (inconplete) list of correspondi ng
techni cal chal |l enges

Enabl i ng usage of functional parts of the infrastructure, even

when these are disconnected fromthe rest of the network:
Assumi ng that parts of the network infrastructure (i.e., cables/
links, routers, nobile bases stations, etc.) are functional after
a disaster has taken place, it is desirable to be able to continue
usi ng such components for conmunication as nuch as possible. This
i s chall engi ng when these conponents are di sconnected fromthe
backhaul , thus form ng fragmented networks. This is especially
true for today’'s nobile networks, which are conprised of a
centralized architecture, nmandating connectivity to centra
entities (which are located in the core of the nobile network) for
conmuni cation. But also in fixed networks, access to a nane
resolution service is often necessary to access some given
cont ent.

Decentralized authentication, content integrity, and trust:
In mobil e networks, users are authenticated via central entities.
Whi | e special services inportant in a disaster scenario exist and
may work without authentication (such as SM5 ' Cell Broadcast’
[cel | broadcast] or energency calls), user-to-user (or user-to-
authorities) communication is normally not possible wthout being
authenticated via a central entity in the network. |n order to
communi cate in fragnented or disconnected parts of a nobile
networ k, the chall enge of decentralizing user authentication
ari ses. Independently of the network being fixed or nobile, data
origin authentication and verifying the correctness of content
retrieved fromthe network may be chal |l engi ng when being 'offline
(e.g., potentially disconnected fromcontent publishers as well as
fromservers of a security infrastructure, which can provide
missing certificates in a certificate chain or up-to-date
i nformati on on revoked keys/certificates). As the network
suddenly becones fragnmented or partitioned, trust nodels may shift
accordingly to the change in authentication infrastructure being
used (e.g., one may switch froma PKI to a web-of-trust nodel
such as Pretty Good Privacy (PGP)). Note that bl ockchai n-based
approaches are, in nost cases, likely not suitable for the
di saster scenarios considered in this docunment, as the
communi cati on capabilities needed to find consensus for a new
block as well as for retrieving blocks at nodes will presunably
not be available (or too excessive for the remaining
infrastructure) after a disaster.

Del i vering/obtaining information and traffic prioritization in
congest ed networ ks:
Due to broken cables, failed routers, etc., it is likely that the
conmmuni cati on network has nmuch | ess overall capacity for handling
traffic in a disaster scenario. Thus, significant congestion can
be expected in parts of the infrastructure. It is therefore a
chal  enge to guarantee message delivery in such a scenario. This
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is even nore inportant because, in the case of a disaster
aftermath, it may be crucial to deliver certain information to
recipients (e.g., warnings to citizens) with higher priority than
ot her content.

ay/ di sruption-tol erant approach:

Fragnment ed networks make it difficult to support direct end-to-end
conmmuni cation with small or no delay. However, comunication in
general and especially during a disaster can often tolerate sone
formof delay. For exanple, in order to know if soneone’s
relatives are safe or not, a correspondi ng energency nessage need
not necessarily be supported in an end-to-end nanner but woul d

al so be helpful to the human recipient if it can be transported in
a hop-by-hop fashion with some delay. For these kinds of use
cases, it is sufficient to inprove communi cation resilience in
order to deliver such inportant nessages.

Energy efficiency:

Long-| asting power outages may |ead to batteries of conmmunication
devi ces running out, so designing energy-efficient solutions is
very inportant in order to nmaintain a usable comruni cation
infrastructure

Contextuality:

2

Li ke any communi cation in general, disaster scenarios are

i nherently contextual. Aspects of geography, the people affected,
the rescue communities involved, the | anguages bei ng used, and
many ot her contextual aspects are highly relevant for an efficient
realization of any rescue effort and, with it, the realization of
the required comunicati on.

How | CN Can be Benefi ci al

Several aspects of |ICN nake rel ated approaches attractive candi dates
for addressing the challenges described in Section 3.1. Belowis an
(incomplete) list of considerations why |CN approaches can be
beneficial to address these chall enges:

Rout i ng- by- nane:

I CN protocols natively route by naned data objects and can
identify objects by names, effectively noving the process of nane
resolution fromthe application layer to the network layer. This
functionality is very handy in a fragnented network where
reference to | ocation-based, fixed addresses nmay not work as a
consequence of disruptions. For instance, nane resolution with

I CN does not necessarily rely on the reachability of application-
| ayer servers (e.g., DNS resolvers). In highly decentralized
scenarios (e.g., in infrastructurel ess, opportunistic
environments), the ICN routing-by-name paradi gmeffectively may
lead to a 'replication-by-nane’ approach, where content is
replicated depending on its nane.

Integrity and authenticati on of named data objects:

ICN is built around the concept of named data objects. Severa
proposal s exist for integrating the concept of ’'self-certifying
data’ into a nam ng schene (e.g., see [RFC6920]). Wth such
approaches, object integrity of data retrieved fromthe network
can be verified without relying on a trusted third party or PKI

In addition, given that the correct object name is known, such
schenes can al so provide data origin authentication (for instance,
see the usage exanple in Section 8.3 of [RFC6920]).

Cont ent - based access contr ol

I CN pronptes a data-centric comuni cati on nodel that naturally
supports content-based security (e.g., allow ng access to content
only to a specific user or class of users). |In fact, in ICN, it
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is the content itself that is secured (encrypted), if desired,
rat her than the communication channel. This functionality could
facilitate trusted communi cati ons anpong peer users in isolated
areas of the network where a direct conmunication channel nmay not
al ways or continuously exist.

Cachi ng:
Caching content along a delivery path is an inherent concept in
ICN. Caching hel ps in handling huge anounts of traffic and can
help to avoid congestion in the network (e.g., congestion in
backhaul 1|inks can be avoided by delivering content from caches at
access nodes).

Sessi onl ess:
I CN does not require full end-to-end connectivity. This feature
facilitates a seam ess aggregati on between a nornmal network and a
fragmented network, which needs DIN-|like nessage forwarding.

Potential to run traditional |IP-based services (lIP-over-1CN):
While ICN and DTN pronote the devel opnent of novel applications
that fully utilize the new capabilities of the | CN DTN networKk,
work in [Trossen2015] has shown that an | CN-enabl ed network can
transport | P-based services, either directly at IP or even at HITP
level. Wth this, IP- and | CN DTN-based services can coexi st,
provi di ng the necessary support of |egacy applications to affected
users while reaping any benefits fromthe native support for ICN
in future applications.

Qpportunities for traffic engineering and traffic prioritization:
I CN provides the possibility to performtraffic engineering based
on the nane of desired content. This enables priority-based
replication depending on the scope of a given nessage
[ Psaras2014]. |In addition, as [Trossen2015], anobng others, have
poi nted out, the realization of ICN services and particularly of
| P-based services on top of ICN provide further traffic
engi neering opportunities. The latter not only relate to the
utilization of cached content, as outlined before, but to the
ability to flexibly adapt to route changes (inportant in
unreliable infrastructure, such as in disaster scenarios),
mobi l ity support without anchor points (again, inportant when
parts of the infrastructure are likely to fail), and the inherent
support for multicast and multi hom ng delivery.

ICN as Starting Point vs. Existing DTN Sol utions

There has been quite some work in the DTN (Del ay- Tol erant Networ ki ng)
community on disaster communi cation (for instance, see the work and
di scussions in the concluded | RTF DIN Research Group [dtnrg] and in
the 1 ETF DTN Wrking Goup [dtnwg]). However, nost DTN work | acks

i mportant features, such as publish/subscribe (pub/sub) capabilities,
caching, nulticast delivery, and nmessage prioritization based on
content types, which are needed in the disaster scenarios we
consider. One could add such features to existing DTN protocols and
sol utions, and indeed individual proposals for adding such features
to DTN protocols have been made (e.g., [Geifenberg2008] and

[ Yoneki 2007] propose the use of a pub/sub-based multicast
distribution infrastructure for DTN based opportuni stic networking
envi ronnent s).

However, arguably ICN -- having these intrinsic properties (as al so
outlined above) -- nakes a better starting point for building a
communi cation architecture that works well before and after a

di saster. For a disaster-enhanced ICN system this would inply the
foll owi ng advantages: a) ICN data mul es woul d have built-in caches
and can thus return content for interests straight on, b) requests do
not necessarily need to be routed to a source (as with existing DIN



protocol s), instead any data nmule or end user can in principle
respond to an interest, c¢) built-in nulticast delivery inplies
energy-efficient, large-scale spreading of inportant information that
is crucial in disaster scenarios, and d) pub/sub extension for
popul ar 1 CN i npl enent ati ons exi st [ COPSS2011], which are very
suitable for efficient group communication in disasters and provide
better reliability, tinmeliness, and scalability, as conpared to

exi sting pub/sub approaches in DIN [ Grei fenberg2008] [ Yoneki 2007]

Finally, nmost DTN routing al gorithms have been sol ely designed for
particul ar DTN scenarios. By extending |ICN approaches for DIN-Ii ke
scenari os, one ensures that a solution works in regular (i.e., well-
connected) settings just as well (which can be inportant in reality,
where a routing al gorithmshould work before and after a disaster).
It is thus reasonable to start with existing |ICN approaches and
extend themw th the necessary features needed in disaster scenarios.
In any case, solutions for disaster scenarios need a conbination of

| CN-features and DTN-capabilities.

Use Cases and Requirenents

This section describes some use cases for the aforenmentioned disaster
scenario (as outlined in Section 2) and di scusses the correspondi ng
techni cal requirements for enabling these use cases.

Del i veri ng Messages to Rel atives/Friends:
After a disaster strikes, citizens want to confirmto each other
that they are safe. For instance, shortly after a |large disaster
(e.g., an earthquake or a tornado), people have noved to different
refugee shelters. The nobile network is not fully recovered and
is fragnented, but some base stations are functional. This use
case inposes the followi ng high-level requirenents: a) people nust
be able to communicate with others in the sane network fragnent
and b) people nust be able to communicate with others that are
|l ocated in different fragnented parts of the overall network.
More concretely, the followi ng requirenments are needed to enable
the use case: a) a nechanismfor a scal able nessage forwarding
schene that dynamically adapts to changing conditions in
di sconnect ed networks, b) DITN-Ii ke nechanisns for getting
informati on fromone disconnected island to another di sconnected
i sland, c) source authentication and content integrity so that
users can confirmthat the nmessages they receive are indeed from
their relatives or friends and have not been tanpered with, and d)
the support for contextual caching in order to provide the right
information to the right set of affected people in the nost
ef ficient manner.

Spreading Crucial Information to Ctizens:
State authorities want to be able to convey inportant information
(e.g., warnings or information on where to go or how to behave) to
citizens. These kinds of information shall reach as nany citizens
as possible, i.e., crucial content fromlegal authorities shal
potentially reach all users in tine. The technical requirenents
that can be derived fromthis use case are a) source
aut hentication and content integrity, such that citizens can
confirmthe correctness and authenticity of messages sent by
authorities, b) mechanisns that guarantee the tineliness and | oss-
free delivery of such information, which may include techniques
for prioritizing certain nmessages in the network dependi ng on who
sent them and c) DTIN-like nechanisns for getting information from
di sconnected island to another disconnected i sl and.

It can be observed that different key use cases for disaster
scenarios inply overlapping and simlar technical requirenments for
fulfilling them As discussed in Section 3.2, |ICN approaches are
envi sioned to be very suitable for addressing these requirenments with
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actual technical solutions. |In [Robitzsch2015], a nore el aborate set
of requirenents is provided that addresses, anobng di saster scenari os,
a conmuni cation infrastructure for communities facing severa
geographi c, econonic, and political challenges.

| CN- Based Research Approaches and Open Research Chal | enges

This section outlines sone | CN-based research approaches that aim at
fulfilling the previously nentioned use cases and requirenents
(Section 5.1). Most of these works provide proof-of-concept type

sol utions, addressing singular challenges. Thus, several open issues
remai n, which are summari zed in Section 5. 2.

Suggest ed | CN- Based Research Approaches

The research community has investigated | CN-based solutions to
address the aforenentioned chall enges in disaster scenari os.

Overall, the focus is on delivery of nmessages and not real-tine
comuni cation. \While nost users would probably |ike to conduct real -
time voice/video calls after a disaster, in the extrene scenario we
consider (with users being scattered over different fragnented
networks as can be the case in the scenarios described in Section 2),
somewhat del ayed nessage delivery appears to be inevitable, and full -
dupl ex real -tinme conmmuni cati on seens infeasible to achi eve (unless

users are in close proximty). Thus, the assunption is that -- for a
certain anbunt of time at least (i.e., the initial period until the
regul ar communi cation infrastructure has been repaired) -- users

woul d need to live with nessage delivery and publish/subscribe
services but without real-time comruni cati on. Note, however, that a)
in principle, ICN can support Voice over IP (VolP) calls; thus, if
users are in close proximty, (duplex) voice comrunication via ICNis
possi bl e [ Gusev2015], and b) del ayed nessage delivery can very wel

i nclude (recorded) voice nessages.

ICN "data nules’:
To facilitate the exchange of nessages between different network
fragments, nobile entities can act as ICN "data mules’, which are
equi pped with storage space and nove around the disaster-stricken
area gathering information to be disseninated. As the mules nove
around, they deliver nessages to other individuals or points of
attachnent to different fragments of the network. These 'data
mul es’ could have a predeterm ned path (an anbul ance going to and
froma hospital), a fixed path (drone/robot assigned specifically
to do so), or a conpletely random path (doctors noving from one
canp to another). An exanple of a nany-to-nany comruni cation
service for fragmented networks based on I CN data nmul es has been
proposed in [ Tagam 2016] .

Priority-dependent or popul arity-dependent, name-based

replication:
By all owi ng spatial and tenporal scoping of naned nessages,
priority-based replication depending on the scope of a given
message is possible. Cdearly, spreading information in disaster
cases involves space and tine factors that have to be taken into
account as nessages spread. A concrete approach for such scope-
based prioritization of ICN nessages in disasters, called 'NREP ,
has been proposed [ Psaras2014], where | CN nessages have
attributes, such as user-defined priority, space, and tenporal
validity. These attributes are then taken into account when
prioritizing messages. |In [Psaras2014], evaluations show how this
approach can be applied to the use case 'Delivering Messages to
Rel ati ves/ Friends’ described in Section 4. In [Seedorf2016], a
schene is presented that enables estimating the popularity of |ICN
i nterest nessages in a conpletely decentralized manner anong data
mules in a scenario with random unpredictable nmovenents of | CN
data mul es. The approach exploits the use of nonces associ ated



with end user requests, comon in nost ICN architectures. It
enables for a given ICN data nmule to estimate the overal

popul arity (anmong end users) of a given ICN interest nessage.
This enables data nmules to optinize content dissenination with
limted caching capabilities by prioritizing interests based on
their popularity.

Information resilience through decentralized forwarding:
In a dynamic or disruptive environnent, such as the aftermath of a
di saster, both users and content servers may dynamically join and
| eave the network (due to nobility or network fragnentation).
Thus, users night attach to the network and request content when
the network is fragnented and the corresponding content originis
not reachable. |In order to increase information resilience,
content cached both in in-network caches and in end-user devices
shoul d be exploited. A concrete approach for the exploitation of
content cached in user devices is presented in [Sourlas2015] . The
proposal in [Sourlas2015] includes enhancenents to the Named Data
Net wor ki ng (NDN) router design, as well as an alternative
I nterest-forwardi ng scheme that enables users to retrieve cached
content when the network is fragnented and the content originis
not reachable. Evaluations show that this approach is a valid
tool for the retrieval of cached content in disruptive cases and
can be applied to tackle the challenges presented in Section 3.1 .

Energy efficiency:
A |l arge-scal e di saster can cause a | arge-scal e bl ackout; thus, a
nunber of base stations (BSs) will be operated by their batteries.
Capacities of such batteries are not |arge enough to provide
cel lular communi cation for several days after the disaster. In
order to prolong the batteries’ life fromone day to several days,
different techniques need to be explored, including priority
control, cell zooning, and coll aborative upload. Cell zoom ng
swi tches off some of the BSs because switching off is the only way
to reduce power consuned at the idle time. |In cell zoom ng, areas
covered by such inactive BSs are covered by the active BSs.
Col | aborative comunication is conplementary to cell zoom ng and
reduces power proportional to a load of a BS. The |oad represents
cellular frequency resources. |n collaborative comunication, end
devi ces del egate sendi ng and recei ving nessages to and froma BS
to a representative end device of which radi o propagation quality
is better. The design of an | CN-based publish/subscribe protoco
that incorporates collaborative upload is ongoing work. In
particular, the integration of collaborative upl oad techniques
into the COPSS (Content Oriented Publish/Subscribe Systen)
framework i s envisioned [ COPSS2011].

Dat a-centric confidentiality and access control
In ICN, the requested content is no | onger associated to a trusted
server or an endpoint location, but it can be retrieved from any
network cache or a replica server. This calls for 'data-centric’
security, where security relies on information exclusively
contained in the message itself, or if extra information provided
by trusted entities is needed, this should be gathered through
of fli ne, asynchronous, and noninteractive comunication, rather
than froman explicit online interactive handshake with trusted
servers. The ability to guarantee security w thout any online
entities is particularly inportant in disaster scenarios with
fragmented networks. One concrete cryptographic technique is
" Ci phertext-Policy Attribute Based Encryption (CP-ABE)’, allow ng
a party to encrypt a content specifying a policy that consists in
a Bool ean expression over attributes that nust be satisfied by
those who want to decrypt such content. Such encryption schenes
tie confidentiality and access control to the transferred data,
whi ch can also be transnitted in an unsecured channel. These
schenes enabl e the source to specify the set of nodes allowed to
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| ater on decrypt the content during the encryption process.

Decentral i zed aut hentication of nessages:
Sel f-certifying names provide the property that any entity in a
distributed system can verify the binding between a correspondi ng
public key and the self-certifying name without relying on a
trusted third party. Self-certifying nanes thus provide a
decentralized formof data origin authentication. However, self-
certifying names lack a binding with a corresponding real-world
identity. G ven the decentralized nature of a disaster scenario,
a PKI - based approach for binding self-certifying nanes with real -
world identities is not feasible. Instead, a Wb of Trust can be
used to provide this binding. Not only are the cryptographic
signatures used within a Wb of Trust independent of any centra
authority, but there are also technical neans for making the
i nherent trust relationships of a Web of Trust available to
network entities in a decentralized, 'offline fashion, such that
i nformati on recei ved can be assessed based on these trust
rel ati onships. A concrete schenme for such an approach has been
publ i shed in [Seedorf2014], in which concrete exanples for
fulfilling the use case 'Delivering Messages to Rel atives/Friends
with this approach are al so given.

Open Research Chal | enges

The proposed solutions in Section 5.1 investigate how | CN approaches
can, in principle, address sone of the outlined challenges. However,
several research challenges renain open and still need to be
addressed. The follow ng (inconplete) list sunmarizes sone
unanswer ed research questions and itens that are being investigated
by researchers:

* Eval uating the proposed nechanisns (and their scalability) in
realistic, large-scale testbeds with actual, mature
i mpl ementations (conpared to sinulations or emrul ations).

* To specify, for each nmechani sm suggested, what woul d be the user
equi pnent required or necessary before and after a disaster and to
what extent | CN should be deployed in the network.

* How can DTN and | CN approaches be best used for an optinmal overal
combi nation of techniques?

* How do data-centric encryption schemes scale and performin |arge-
scale, realistic evaluations?

* Building and testing real (i.e., not early-stage prototypes) |ICN
data mul es by neans of inplementation and integration with | ower-
| ayer hardware; conducting eval uations of decentralized forwarding
schenmes in real environments with these actual |CN data mul es

* How to derive concrete, nane-based policies allowing prioritized
spreadi ng of information.

* Further investigating, developing, and verifying of mechani snms
that address energy efficiency requirements for comruni cation
after a disaster.

* How to properly dissem nate authenticated object names to nodes
(for decentralized integrity verification and authentication)
before a disaster or how to retrieve new authenti cated object
nanes by nodes during a disaster

Security Considerations

Thi s docunent does not define a new protocol (or protocol extension)



or a particular nmechanism therefore, it introduces no specific new
security considerations. General security considerations for |ICN
whi ch al so apply when using ICN techniques to conmuni cate after a
di saster, are discussed in [ RFC7945].

The after-di saster comunication scenario, which is the focus of this
docunent, raises particular attention to decentralized

aut hentication, content integrity, and trust as key research
chal l enges (as outlined in Section 3.1). The correspondi ng use cases
and | CN-based research approaches discussed in this docunent thus
inmply certain security requirenents. In particular, data origin

aut hentication, data integrity, and access control are key
requirenents for many use cases in the aftermath of a disaster (see
Section 4).

In principle, the kinds of disasters discussed in this document can
happen as a result of a natural disaster, accident, or human error
However, intentional actions can also cause such a disaster (e.g., a
terrorist attack, as nentioned in Section 2). |In this case (i.e.,
intentionally caused disasters by attackers), special attention needs
to be paid when re-enabling communi cati ons as tenporary, sonmewhat
unreliabl e communi cations with potential limted security features
may be antici pated and abused by attackers (e.g., to circulate false
messages to cause further intentional chaos anong the hunman

popul ation, to | everage this |l ess secure infrastructure to refine
targeting, or to track the responses of security/police forces).
Potential solutions on howto cope with intentionally caused

di sasters by attackers and on how to enabl e a secure comuni cati ons
infrastructure after an intentionally caused disaster are out of
scope of this docunent.

The use of data-centric security schenes, such as 'Ci phertext-Policy
Attribute Based Encryption’ (as nentioned in Section 5.1), which
encrypt the data itself (and not the comunication channel), in
principle, allows for the transm ssion of such encrypted data over an
unsecured channel. However, mnetadata about the encrypted data being
retrieved still arises. Such netadata may discl ose sensitive
information to a network-based attacker, even if such an attacker
cannot decrypt the content itself.

Thi s docunent has summari zed research directions for addressing these
chal  enges and requirenents, such as efforts in data-centric
confidentiality and access control, as well as recent works for
decentralized authentication of nessages in a disaster-struck
networking infrastructure with nonfunctional routing |inks and
limted conmunication capabilities (see Section 5).

Concl usi on

Thi s docunment has outlined sone research directions for ICNwth
respect to applying | CN approaches for coping with natural or hunman-
generated, |arge-scale disasters. The docunent has described high-

| evel research chall enges for enabling communication after a disaster
has happened, as well as a general rationale why |ICN approaches coul d
be beneficial to address these challenges. Further, concrete use
cases have been descri bed and how these can be addressed with | CN
based approaches has been di scussed.

Finally, this docunent provides an overvi ew of exanples of existing
| CN- based sol utions that address the previously outlined research
chal  enges. These concrete solutions denonstrate that indeed the
conmmuni cation challenges in the aftermath of a disaster can be
addressed with techni ques that have |ICN paradigns at their base,

val idating our overall reasoning. However, further, nore-detailed
chal | enges exist, and nore research is necessary in all areas

di scussed: efficient content distribution and routing in fragnented
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networks, traffic prioritization, security, and energy efficiency.
An inconpl ete, high-level list of such open research chall enges has
concl uded the docunent.

In order to deploy ICN-based solutions for disaster-aftermath
communi cation in actual nobile networks, standardi zed |ICN baseline
protocols are a nmust. It is unlikely to expect all user equipnent in
a |l arge-scale nobile network to be fromthe sane vendor. |In this
respect, the work being done in the IRTF ICNRG is very useful as it
wor ks toward standards for concrete |ICN protocols that enable
interoperability anong solutions fromdifferent vendors. These
protocols -- currently being developed in the | RTF | CNRG as
Experimental specifications in the |RTF Stream-- provide a good
foundation for deploying | CN-based, disaster-aftermath communication
and t hereby address key use cases that arise in such situations (as
outlined in this docunment).
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