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Abst r act

Net wor k nodes nmay di scard packets if they are unable to process
protocol headers of packets due to processing constraints or limts.
When such packets are dropped, the sender receives no indication, so
it cannot take action to address the cause of discarded packets.

Thi s specification defines several new | CMPv6 errors that can be sent
by a node that discards packets because it is unable to process the
protocol headers. A node that receives such an |CMPv6 error nay use
the informati on to di agnose packet |oss and may nodi fy what it sends
in future packets to avoid subsequent packet discards.
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I ntroduction

Thi s document specifies several new | CMPv6 errors that can be sent
when a node di scards a packet due to it being unable to process the
necessary protocol headers because of processing constraints or
limts. New |ICWPv6 code points are defined to suppl erent those
defined in [RFC4443]. Six of the errors are specific to the
processi ng of extension headers; another error is used when the
aggregate protocol headers in a packet exceed the processing limts
of a node.

.1. Extension Header Limts

In IPv6, optional internet-layer information is carried in one or
more | Pv6 extension headers [ RFC8200]. Extension headers are placed
between the | Pv6 header and the upper-|ayer header in a packet. The
term "header chain" refers collectively to the I Pv6 header, extension
headers, and upper-layer headers occurring in a packet. Individua
ext ensi on headers may have a maxi mum | ength of 2048 octets and nust
fit into a single packet. Destination Options and Hop-by-Hop Options
contain a list of options in type-length-value (TLV) format. Each
option includes a length of the data field in octets: the m nimm
size of an option (non-pad type) is two octets, and the nmaxi mum si ze
is 257 octets. The nunber of options in an extension header is only
limted by the I ength of the extension header and the Path MIU from
the source to the destination. Options nay be skipped over by a
receiver if they are unknown and the Option Type indicates to skip
(first two high order bits are 00).

Per [ RFC8200], except for Hop-by-Hop Options, extension headers are
not exam ned or processed by internedi ate nodes. However, in

depl oyed networks, nmany internedi ate nodes do exam ne extension
headers for various purposes. For instance, a node nay exam ne all
ext ensi on headers to |locate the transport header of a packet in order
to inmplenent transport-layer filtering or to track connections to

i mpl ement a stateful firewall.

Destination hosts are expected to process all extension headers and
options in Hop-by-Hop and Destination Options.



Due to the variable | engths, high maxi mum | engths, or potential for a
deni al -of -service attack of extension headers, many devices inpose
operational limts on extension headers in packets they process.

[ RFC7045] discusses the requirenents of intermediate nodes that

di scard packets because of unrecogni zed extensi on headers. [RFC38504]
discusses limts that nay be applied to the number of options in Hop-
by-Hop Options or Destination Options extension headers. Both

i ntermedi ate nodes and end hosts nay apply limts to extension header
processing. Wwen a limt is exceeded, the typical behavior is to
silently discard the packet.

Thi s specification defines six Paraneter Problem codes that may be
sent by a node that discards a packet due to the processing limts of
ext ensi on headers being exceeded. The information in these | CMPv6
errors may be used for diagnhostics to deternine why packets are being
dropped. Additionally, a source node that receives these | CMPv6
errors may be able to nodify its use of extension headers in
subsequent packets sent to the destination in order to avoid further
occurrences of packets being discarded.

1.2. Aggregate Header Linmits
Sone hardware devices inplenment a parsing buffer of a fixed size to

process packets. The parsing buffer is expected to contain all the
headers (often up to a transport-|layer header for filtering) that a

device needs to examne. |f the aggregate length of headers in a
packet exceeds the size of the parsing buffer, a device will either
di scard the packet or defer processing to a software slow path. In

any case, no indication of a problemis sent back to the sender

Thi s docunent defines one code for | CMPv6 Destination Unreachabl e
that is sent by a node that is unable to process the headers of a
packet due to the aggregate size of the packet headers exceeding a
processing limt. The information in this ICVMPv6 error may be used
for diagnostics to determ ne why packets are being dropped.
Additionally, a source node that receives this ICVWPv6 error may be
able to nodify the headers used in subsequent packets to try to avoid
further occurrences of packets being discarded.

1.3. Nonconformant Packet Di scard

The I1CVWP errors defined in this specification may be applicable to
scenarios in which a node is dropping packets outside the auspices of
any standard specification. For instance, an internedi ate node night
send a "Headers too long" code in a case where it drops a packet
because it is unable to parse deeply enough to extract the transport-
| ayer information needed for packet filtering. Such behavior night
be consi dered nonconformant (with respect to [ RFC8200], for

i nstance).

Thi s specification does not advocate behaviors that night be

consi dered nonconformant. However, packet discard does occur in rea
depl oynents, and the intent of this specification is to provide
visibility as to why packets are being discarded. |In the spirit that
provi ding sone reason is better than a silent drop, the sending of
ICVWP errors i's RECOMMENDED even in cases where a node m ght be

di scardi ng packets per a nonconformant behavi or

1.4. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here



| CMPv6 Errors for Extension Header Linmts
Si x new codes are defined for the Paraneter Problemtype.
.1. Format

The format of the | CMPv6 Paraneter Probl em nessage [ RFC4443] for an
extension header limt exceeded error is:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Code | Checksum |
el i I e i it T e e e e i i T o S e e S e T R R
| Poi nt er |
R o o e e el i S S S S i S i ol S S e e e s

I I
| As much of the invoking packet |
+ as possible without the | CMPv6 packet +
| exceeding the mninmum | Pv6 MIU [ RFC8200] |

| Pv6 Header Fi el ds:
Destinati on Address:
Copied fromthe Source Address field of the invoking packet.

| CWPv6 Fi el ds:

Type:
4 (Paraneter Problemtype)

Code:
(pertinent to this specification)

| 5 | Unrecognized Next Header type |
| | encountered by internedi ate node

o e e e e e e e e e e e e e e e e e e mmeamao - +
| 6 | Extension header too big |
oo s e o e e e e e e oo oo +
| 7 | Extension header chain too |ong

S +
| 8 | Too many extension headers |
o e e e e e e e e e e e e e e e e e e mmeamao - +
| 9 | Too many options in extension |
| | header |
i +
| 10 | Option too big |
Fom e e e e e e e e e e e aa oo +

Table 1

Poi nt er:
Identifies the octet offset within the invoking packet where
the probl em occurred.

The pointer will point beyond the end of the I Pv6 packet if the
field exceeding the limt is beyond what can fit in the nmaxi mum
size of an ICMPv6 error nessage. |f the pointer is used as an
offset to read the data in the invoking packet, then a node
MUST first validate that the pointer value is |less than the

I ength of the invoking packet data.

.2. Unrecogni zed Next Header Type Encountered by Internedi ate Node
(Code 5)

Thi s code SHOULD be sent by an intermedi ate node that discards a
packet because it encounters a Next Header type that is unknown in



its exam nation. The ICWMPv6 Pointer field is set to the offset of
the unrecogni zed Next Header value within the original packet.

Note that this code is sent by internediate nodes and SHOULD NOT be
sent by a final destination. |If a final destination node observes an
unrecogni zed header, then it SHOULD send an | CMP Paraneter Probl em
message with an | CMP Code value of 1 ("unrecogni zed Next Header type
encountered") as specified in [ RFC8200].

2.3. Extension Header Too Big (Code 6)

An | CWPv6 Paraneter Problemw th code for "Extension header too big"
SHOULD be sent when a node discards a packet because the size of an
ext ensi on header exceeds its processing limt. The |CMPv6 Pointer
field is set to the offset of the first octet in the extensi on header
that exceeds the linit.

2.4. Extension Header Chain Too Long (Code 7)

An | CMPv6 Paraneter Problemw th code for "Extension header chain too
| ong" SHOULD be sent when a node discards a packet with an extension
header chain that exceeds a linmt on the total size in octets of the
header chain. The |ICvWv6 Pointer is set to the first octet beyond
the limt.

2.5. Too Many Extension Headers (Code 8)

An | CWPv6 Paraneter Problemw th code for "Too many extension
headers" SHOULD be sent when a node di scards a packet with an
extensi on header chain that exceeds a |limt on the nunber of
extension headers in the chain. The ICWv6 Pointer is set to the
offset of the first octet of the first extension header that is
beyond the limt.

2.6. Too Many Options in Extension Header (Code 9)

An | CVMPv6 Parameter Problemw th code for "Too many options in

ext ensi on header"” SHOULD be sent when a node discards a packet with
an extension header that has a nunber of options that exceeds the
processing linits of the node. This code is applicable for
Destination Options and Hop-by-Hop Options. The |ICMPv6 Pointer field
is set to the first octet of the first option that exceeds the limt.

2.7. Option Too Big (Code 10)

An | CVMPv6 Paranmeter Problemwith code for "Option too big" is sent in
two di fferent cases: when the I ength of an individual Hop-by-Hop or
Destination Option exceeds a limt, or when the |Iength or nunber of
consecuti ve Hop-by-Hop or Destination paddi ng opti ons exceeds a

limt. 1In a case where the length of an option exceeds a processing
limt, the ICMPv6 Pointer field is set to the offset of the first
octet of the option that exceeds the linmt. In cases where the

I ength or nunber of padding options exceeds a limt, the | CMPv6
Pointer field is set to the offset of the first octet of the padding
option that exceeds the limt.

Possible limts related to padding include:

* The nunber of consecutive PADLl options in Destination Options or
Hop- by-Hop Options is linmted to seven octets [ RFC3504].

* The | ength of PADN options in Destination Options or Hop-by-Hop
Options is limted seven octets [ RFC8504].

* The aggregate length of a set of consecutive PAD1 or PADN options
in Destination Options or Hop-by-Hop Options is limted to seven



octets.
3. 1CwWPv6 Error for Aggregate Header Limts

One code is defined for the Destination Unreachable type for
aggregate header limts.

This ICMP error may be applied to other headers in a packet than just
the I Pv6 header or |Pv6 extension headers. Therefore, a Destination
Unreachable type with a multi-part | CMPv6 nessage format is used in
lieu of the Parameter Problemtype, which only indicates errors
concerning | Pv6 headers.

3. 1. For mat

The error for aggregate header limts enploys a nulti-part | CVMPv6
message format as defined in [RFC4884]. The extension object class
"Extended Information" is defined to contain objects for ancillary
information pertaining to an | CMP Destination Unreachabl e error
Wthin this object class, the sub-type "Pointer" is defined, which
contains a Pointer field with sinmlar semantics to the Pointer field
in | CMP Paraneter Problemerrors.

The format of the | CMPv6 nessage for an aggregate header limt
exceeded i s:

0 1 2 3

01234567890123456789012345678901
e e L e e S e e e Tk ks ok NI S R R S
| Type | Code | Checksum | |
e et T e e T RIS TR S S S S S e e e il ik ot TIE TR R R T |
| Lengt h | Unused | C
e L i e T e e S R e
I | P
~ As much of the invoking packet ~

| as possible without the | CMPv6 packet |

| exceeding the m nimum | Pv6 MIU [ RFC8200] |/
B i T T S R T T e i S S Tk i N Sy |
| Ver si on| Reserved | Checksum |\
i e R e e o i i S T ik it S N o
| Length | G ass-Num | C Type |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Poi nt er |

R o o T e e i i e R S S S s o S S S S S i i e R

E
X
T
|
/

| Pv6 Header Fi el ds:
Destinati on Address:
Copied fromthe Source Address field of the invoking packet.

| CWPv6 Fi el ds:

Type:
1 - Destination Unreachabl e

Code: (pertinent to this specification)
8 - Headers too |ong

Lengt h:
Length of the padded invoking packet data measured in 64-bit
words. The | CVP extension structure i mediately follows the
padded i nvoki ng packet dat a.

I nvoki ng Packet :
Contai ns as nmuch of the invoking packet as possible wthout the
| CMPv6 packet exceeding the mnimum | Pv6 MIU. The invoking
packet data MUST be zero padded to the nearest 64-bit boundary
[ RFC4884]. If the original invoking packet did not contain 128



octets, the invoking packet data MJST be zero padded to 128
octets.

| CMP Ext ensi on Fi el ds:
Ver si on:
2 - per [RFC4884]

Reser ved
0

Checksum
The one’s conpl emrent checksum of the | CMP extension [ RFC4884]

Lengt h:
8 - length of the object header and Pointer field
Cl ass- Num
4 - Extended Information
C Type:
1 - Pointer
Poi nt er:

Identifies the octet offset within the invoking packet where a
limt was exceeded.

The pointer will point beyond the end of the invoking packet
data if the field exceeding the limt is beyond what can fit in
the maxi mum si ze of an | CMPv6 error nmessage with the | CwP
extension. |If the pointer is used as an offset to read the
data in the invoking packet, then a node MJIST first validate
that the pointer value is less than the I ength of the invoking
packet dat a.

. 2. Usage

An | CMPv6 Destination Unreachable error with code for "Headers too

| ong" SHOULD be sent when a node di scards a packet because the
aggregate length of the headers in the packet exceeds the processing
limts of the node. The Pointer in the extended | CMPv6 structure is
set to the offset of the first octet that exceeds the limt.

This error is sent in response to a node droppi ng a packet because

t he aggregate header chain exceeds the processing limts of a node.
The aggregate header chain may be conposed of protocol headers other
than an | Pv6 header and | Pv6 extension headers. For instance, in the
case of a node parsing a UDP encapsul ati on protocol, the
encapsul ati ng UDP header woul d be considered to be in the aggregate
header chai n.

As noted in Section 4.1, the |ICWv6 Destination Unreachable error
with code for "Headers too | ong" has the | owest precedence of the
ICMP errors discussed in this specification. |f a packet contains an
error corresponding to a Paraneter Problem code, then a node SHOULD
send the Paraneter Problemerror instead of sending the | CVPv6
Destination Unreachable error with code for "Headers too | ong"

Qperation

Nodes that send or receive |ICVMPv6 errors due to header processing
limts MJUST comply with | CMPv6 processing as specified in [ RFC4443].

.1. Priority of Reporting

More than one | CMPv6 error may be applicable to report for a packet.
For instance, the number of extension headers in a packet night



exceed a limt, and the aggregate |length of protocol headers m ght
al so exceed a limt. Only one |CVWPv6 error SHOULD be sent for a
packet, so a priority is defined to determ ne which error to report.

The RECOMMENDED reporting priority of 1CMPv6 errors for processing
limts is listed fromhighest to | owest priority:

1. Existing ICWP errors defined in [ RFC4443].
2. "Unrecogni zed Next Header type encountered by internedi ate node"
3. "Extension header too big"

4. "Option too big" for length or nunber of consecutive padding
options exceeding a limt.

5. "Option too big" for the length of an option exceeding a limt.
6. "Too many options in an extension header"

7. "Extension header chain too |ong" headers exceeding a limt.

8. "Too nany extension headers"

9. "Headers too | ong"

4.2. Host Response

When a source host receives an | CMPv6 error for a processing linit
bei ng exceeded, it SHOULD verify the ICMPv6 error is valid and take
appropriate action as suggested bel ow.

The general validations for |CVP as described in [RFC4443] are
appl i cable. The packet in the | CMP data SHOULD be validated to nmatch
the upper-1layer process or connection that generated the origina
packet. Qher validation checks that are specific to the upper

| ayers may be perforned and are out of the scope of this

speci fication.

The 1 CMPv6 error SHOULD be | ogged with sufficient detail for
debuggi ng packet loss. The details of the error, including the
addresses and the of fendi ng extensi on header or data, should be
retained. This, for instance, would be useful for debuggi ng when a
node is msconfigured and unexpectedly di scarding packets or when a
new ext ensi on header is being depl oyed.

A host MAY nodify its usage of protocol headers in subsequent packets
to avoid repeated occurrences of the same error.

For I CMPv6 errors caused by extension header linits being exceeded:

* An error SHOULD be reported to an application if the application
enabl ed extension headers for its traffic. |In response, the
application may term nate comruni cati ons if extension headers are
required, stop using extension headers in packets to the
destination indicated by the |CMPv6 error, or attenpt to nodify
its use of headers or extension headers to avoid further packet
di scar ds.

* A host system SHOULD take appropriate action if it is creating
packets with extension headers on behalf of the application. |If
t he of fendi ng extension header is not required for communication,
the host may either stop sending it or otherwise nodify its use in
subsequent packets sent to the destination indicated in the | CMPv6
error.
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Applicability and Use Cases
Reliability of I|ICWwW

ICWP is fundanentally an unreliable protocol and, in real deploynent,
it may consistently fail over some paths. As with any other use of
ICMP, it is assuned that the errors defined in this docunment are only
the best effort to be delivered. No protocol should be inplenented
that relies on reliable delivery of |CVWP nessages. |f necessary,
alternative or additional nechani snms may be enpl oyed to augnent the
processes used to deduce the reason that packets are being di scarded.
For instance, |ICVP error nmessages may be correlated with informtion
attai ned through Packetization Layer Path MIU Di scovery (PLPMIuUD)

[ RFC4821] or Happy Eyeballs for 1 Pv6 [ RFC8305]. Details of the
interaction with alternative nechani sns are out of scope of this
speci fication.

Processing Linits

This section discusses the trends and notivations of processing
limts that warrant | CVMP errors.

1. Long Headers and Header Chains

The trend towards | onger and nore conpl ex headers and header chains
needing to be processed by end nodes, as well as internedi ate nodes,
is driven by:

* Increasing preval ence of deep packet inspection in middl eboxes.
In particular, many intermedi ate nodes now parse network-| ayer
encapsul ati on protocols or transport-|ayer protocols.

* Deploynent of routing headers. For instance, [RFC8754] defines an
ext ensi on header format that includes a |ist of |Pv6 addresses
whi ch may consunme a consi derabl e nunber of bytes.

* Devel opment of in situ OAM headers that allow a rich set of
measurenents to be gathered in the data path at the cost of
addi ti onal header overhead, which may be significant [ OAM | PV6].

* Other emerging use cases of Hop-by-Hop and Destination Options.
2. At End Hosts

End hosts may inplenment linmts on processing extension headers as
described in [ RFC8504]. Host inplenentations are usually software
stacks that typically don't have inherent processing limtations.
Limts inposed by a software stack are nore likely to be for denial -
of -service mtigation or performance

3. At Internedi ate Nodes

Har dwar e devi ces that process packet headers may have linmits as to
how many headers or bytes of headers they can process. For instance,
a m ddl ebox hardware inplenmentation mght have a parsing buffer that
contai ns sone nunber of bytes of packet headers to process. Parsing
buffers typically have a fixed size such as 64, 128, or 256 bhytes.

In addition, hardware inplenmentations (and some software

i mpl erent ati ons) often don’t have | oop constructs. Processing of a
TLV Iist mght be inplemented as an unrolled | oop so that the nunber
of TLVs that can be processed is linted.

Security Considerations

The security considerations for |CMPv6 described in [RFC4443] are
applicable. The ICWP errors described in this docunment MAY be



filtered by firewalls in accordance with [ RFC4890].

In sone circunstances, the sending of ICMP errors mght conceptually
be exploited as a neans to covertly deduce the processing
capabilities of nodes. Accordingly, an inplenentation SHOULD al |l ow a
configurable policy to withhold sending of the ICMP errors described
in this specification in environments where the security of |CW
errors is a concern

7. | ANA Consi derations
7. 1. Par aret er Pr obl em Codes

| ANA has assigned the followi ng codes in the "Type 4 - Paraneter
Problemt registry within the | CMPv6 Paraneters registry [| ANA-|I CVP] :

| Code | Name |
& ool oo s s s s s s s s s sy o}
| 5 | Unrecogni zed Next Header type
| | encountered by internedi ate node
Fomm o - o e e e e e e e e e e eee— oo n +
| 6 | Extension header too big |
Fom e e - - o e e e e e e e e e e e e e m e e o +
| 7 | Extension header chain too |ong
+o-m - - T +
| 8 | Too many extension headers |
Fomm o - o e e e e e e e e e e eee— oo n +
| 9 | Too many options in extension |
| | header |
R T +
| 10 | Option too big |
Femmm o - o m e e e e e e e e e eee o on +
Tabl e 2

7.2. Desti nati on Unreachabl e Codes

| ANA has assigned the following code in the "Type 1 - Destination
Unreachabl e" registry within the | CMPv6 Paraneters registry
[ 1 ANA- | CVP] :

B Sty el

| Code | Nane |

b ety Pl

| 8 | Headers too |ong

+------ I I I +
Table 3

7.3. | CWP Extension hject Casses and C ass Sub-types

I ANA has assigned the following Cass value in the "I CMP Extension
hj ect C asses and O ass Sub-types" registry within the | CW
Paraneters registry [| ANA-|I CMPEXT] :

e Pttty e e el ]

| dass Value | Cass Nane |

[ ool s s g

| 4 | Extended Information

F-- - - - - - R i +
Tabl e 4

| ANA has created a sub-type registry for the "Extended | nformation"
| CMP extensi on object class. The registration procedure for this



8.

8.

8.
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2.

registry is "Standards Action". The sub-type value of 0 is reserved,
val ues greater than zero may be assi gned.

| ANA has assigned the follow ng sub-type within the "Sub-types -
Class 4 - Extended Information" registry within the | CVP Paraneters
registry:

[ b~ oo e pe e
| Value | Description |
[ el oo e
| 1 | Pointer |
N o m e e e oo - +
Table 5
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