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Various network protocols nmake use of binary-encoded tinestanps that
are incorporated in the protocol packet format, referred to as
"packet tinmestanps" for short. This docunent specifies guidelines
for defining packet timestanp formats in networking protocols at
various layers. It also presents three recomended tinestanp
formats. The target audience of this docunent includes network
protocol designers. It is expected that a new network protocol that
requires a packet tinestanp will, in nost cases, use one of the
recomended tinmestanp formats. |f none of the recomended formats
fits the protocol requirenents, the new protocol specification should
specify the format of the packet tinestanp according to the

gui delines in this docunent.
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I ntroduction
1. Background

Ti mestanps are widely used in network protocols for various purposes:
for logging or reporting the tinme of an event, for nmessages in delay
measur enent and cl ock synchroni zati on protocols, and as part of a
value that is unlikely to repeat (nonce) in security protocols.

Ti mestanps are represented in the RFC series in one of two forns:
text-based tinestanps and packet timestanps. Text-based tinmestanps
[ RFC3339] are represented as user-friendly strings and are widely
used in the RFC series -- for exanple, in information objects and
data nodels, e.g., [RFC5646], [RFC6991], and [ RFC7493]. Packet

ti mestanps, on the other hand, are represented by a conpact binary
field that has a fixed size and are not intended to have a human-
friendly format. Packet tinestanps are also very comon in the RFC
series and are used, for exanple, for neasuring delay and for
synchroni zi ng cl ocks, e.g., [RFC5905], [RFC4656], and [ RFC7323].

2. Scope of this Docunent

Thi s docunent presents guidelines for defining a packet tinestanp
format in network protocols. Three reconmended tinestanp formats are

presented. It is expected that a new network protocol that requires
a packet tinestanmp will, in npbst cases, use one of these reconmended
timestanp formats. |n some cases, a network protocol may use nore

than one of the recommended timestanp formats. However, if none of
the recomrended formats fits the protocol requirenments, the new
protocol specification should specify the format of the packet

ti mestanp according to the guidelines in this docunent.

The rational e behind defining a relatively small set of recomended
formats is that it enables significant reuse; network protocols can
typically reuse the timestanp format of the Network Tinme Protoco
(NTP) [ RFC5905] or the Precision Tinme Protocol (PTP) [I|EEE1588],
allowing a straightforward integration with an NTP- or PTP-based
timer. Mreover, since accurate timnmestanping nmechani sns are often
i mpl erented in hardware, a new network protocol that reuses an
existing tinmestanp format can be quickly depl oyed using existing
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hardwar e ti mestanpi ng capabilities.
3. How to Use This Documnent

Thi s docunent is intended as a reference for network protocol
designers. Wen defining a network protocol that uses a packet

ti mestanp, the recommended tinestanp formats shoul d be consi dered
first (Section 4). |If one of these formats is used, it should be
referenced along the lines of the exanples in Sections 6.1 and 6. 2.
If none of the recommended formats fits the required functionality,
then a new tinestanp format shoul d be defined using the tenplate in
Section 3.

Ter mi nol ogy
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Abbreviations

NTP Net work Ti nme Protocol [RFC5905]
PTP Precision Time Protocol [I|EEE1588]
TAI International Atomc Tine

utc Coor di nat ed Uni versal Tine

2.3. Terns Used in This Docunent

Ti mest anp: A value that represents a point in tine,
corresponding to an event that occurred or is
schedul ed to occur.

Ti mestanmp error: The difference between the tinmestanp val ue and
the value of a reference clock at the time of
the event that the tinestanp was intended to
i ndi cate.

Ti mestanp fornat: The specification of a tinestanp, which is
represented by a set of attributes that
unanbi guously defines the syntax and semantics
of a timestanp.

Ti mest anp accuracy: The nean over an ensenbl e of nmeasurenents of
the tinestanp error.

Ti mest anp preci si on: The variation over an ensenbl e of neasurenents
of the tinestanp error.

Timestanp resolution: The mninmal time unit used for representing
the tinestanp.

Packet Timestanp Specification Tenplate

Thi s docunent recomends using the tinmestanp formats defined in
Section 4. In cases where these tinestanp fornmats do not satisfy the
protocol requirenents, the tinmestanp specification should clearly
state the reasons for defining a new format. Moreover, it is
recommended to derive the new timestanp format from an existing
timestanp format, either a tinestanp format fromthis docunent or any
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ot her previously defined tinestanp format.

The tinmestanp specification nmust unanbi guously define the syntax and
semantics of the tinestanp. The current section defines the nminimum
set of attributes, but it should be noted that in some cases,
additional attributes or aspects will need to be defined in the

ti mestanp specification

This section defines a tenplate for specifying packet tinestanps. A
timestanp format specification MJST include at |east the follow ng
aspects:

Ti mest anp synt ax:

Size: The nunber of bits (or octets) used to represent the packet
timestanp field. |If the tinmestanp is conprised of nore than
one field, the size of each field is specified. Network order
(big endian) is assumed by default; if this is not the case,
then this section explicitly specifies the endianity.

Ti mestanp semanti cs:

Units: The units used to represent the tinestanp. |If the
timestanp is conprised of nore than one field, the units of
each field are specified. |If afieldis linted to a specific
range of values, this section specifies the permtted range of
val ues.

Resol ution: The tinmestanp resolution; the resolution is equal to
the timestanp field unit. |If the tinestanp consists of two or
more fields using different tinme units, then the resolution is
the smallest time unit.

W aparound: The wraparound period of the tinmestanp; any further
wr apar ound-rel ated consi derations shoul d be described here.

Epoch: The origin of the tinescale used for the tinmestanp; the
monent in tine used as a reference for the timestanp val ue.
For exanple, the epoch may be based on a standard tine scale,
such as UTC. Another exanple is a relative timestanp, in which
the epoch could be the tine at which the device using the
ti mestanp was powered up and is not affected by | eap seconds
(see the next attribute).

Leap seconds: This subsection specifies whether the tinmestanp is
affected by | eap seconds. |If the tinmestanp is affected by | eap
seconds, then it represents the tine el apsed since the epoch
m nus the nunber of |eap seconds that have occurred since the
epoch.

Synchroni zati on aspects:
The specification of a network protocol that makes use of a packet
timestanp is expected to include the synchronization aspects of
using the timestanp. While the synchronization aspects are not
strictly part of the timestanp format specification, these aspects
provi de the necessary context for using the tinestanp within the

scope of the protocol. |In sonme cases, tinmestanps are used w thout
synchroni zation, e.g., a tinestanp that indicates the nunber of
seconds since power-up. In such cases, the Synchroni zation

Aspects section will specify that the tinmestanp does not
correspond to a synchronized time reference and may di scuss how
this affects the usage of the tinmestanp. Further details about
synchroni zati on aspects are di scussed in Section 5

Recomended Ti nestanp Formats

Thi s docunent defines a set of reconmended tinestanp fornmats.
Clearly, different network protocols may have different requirements
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and constraints; consequently, they may use different tinestanp
formats. The choice of a specific tinestanp format for a given
protocol may depend on various factors. A few exanples of factors
that may affect the choice of the tinmestanp format include the
fol | owi ng:

* Timestanp size: Wile sone network protocols use a |large tinmestanp
field, in sonme cases, there may be constraints with respect to the
ti mestanp size, affecting the choice of the tinmestanp fornat.

* Resolution: The tine resolution is another factor that nmay
directly affect the selected tinmestanp format. A potentially
inmportant factor in this context is extensibility; it may be
desirable to allow a tinestanp format to be extensible to a higher
resolution by extending the field. For exanple, the resolution of
the NTP 32-bit tinmestanp format can be inproved by extending it to
the NTP 64-bit tinestanp format in a straightforward way.

* Waparound period: The length of the tine interval in which the
timestanp is unique may al so be an inportant factor in choosing
the tinmestanp format. Along with the tinmestanp resol ution, these
two factors determine the required nunber of bits in the
ti mestanp.

*  Comon format for nultiple protocols: If there are two or nore
network protocols that use tinestanps and are often used together
in typical systens, using a comon tinmestanp format shoul d be
preferred if possible. For example, if the network protocol that
is being defined typically runs on a PC, then an NTP-based
timestanp format may allow easier integration with an NTP-
synchroni zed timer. |In contrast, a protocol that is typically
depl oyed on a hardwar e-based platform nmay nmake better use of a
PTP-based tinmestanp, allowi ng nore efficient integration with a
PTP-synchroni zed ti mer.

1. Using a Recommended Ti nestanp Format

A specification that uses one of the recommended timestanp fornats
shoul d specify explicitly that this is a recomended tinmestanp fornat
and point to the relevant section in the current document.

2. NTP Timestanp Formats
2.1. NTP 64-Bit Tinestanp Format

The Network Tine Protocol (NTP) 64-bit timestanp format is defined in
[ RFC5905]. This timestanp format is used in several network
protocol s, including [RFC6374], [RFC4656], and [RFC5357]. Since this
timestanp format is used in NTP, it should be preferred in network
protocols that are typically deployed in concert with NTP.

The format is presented in this section according to the tenplate
defined in Section 3.

0 1 2 3
01234567890123456789012345678901
R e T e i S R ek ko S NN S
| Seconds |
e e T i i T i e e e o N
| Fraction |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 1: NTP 64-Bit Tinestanp Fornmat

Tinmestanmp field format:
Seconds: Specifies the integer portion of the nunmber of seconds



since the epoch.
Size: 32 bits.
Units: Seconds.

Fraction: Specifies the fractional portion of the number of
seconds since the epoch.

Size: 32 bits.

Units: The unit is 27(-32) seconds, which is roughly equal to
233 pi coseconds.

Epoch:
The epoch is 1 January 1900 at 00: 00 UTC

Note: As pointed out in [RFC5905], strictly speaking, UTC did not
exist prior to 1 January 1972, but it is convenient to assune it
has existed for all eternity. The current epoch inplies that the
ti mestanp specifies the nunber of seconds since 1 January 1972 at
00: 00 UTC plus 2272060800 (which is the nunber of seconds between
1 January 1900 and 1 January 1972).

Leap seconds:
This timestanp format is affected by | eap seconds. The tinestanp
represents the nunber of seconds el apsed since the epoch nminus the
nunber of |eap seconds. Thus, during and possibly before and/ or
after the occurrence of a |leap second, the value of the tinestanp
may tenporarily be anbi guous, as further discussed in Section 5

Resol uti on:
The resolution is 2"(-32) seconds.

W apar ound:
This time format wraps around every 27°(32) seconds, which is
roughly 136 years. The next waparound will occur in the year
2036.

.2.2. NTP 32-Bit Tinmestanp Fornat

The Network Tine Protocol (NTP) 32-bit timestanp format is defined in
[ RFC5905]. This timestanp format is used in [ METRICS] and [ NSHMVD] .
This timestanp format should be preferred in network protocols that
are typically deployed in concert with NTP. The 32-bit format can be
used either when space constraints do not allow the use of the 64-bit
format or when the 32-bit format satisfies the resolution and

wr apar ound requirenents.

The format is presented in this section according to the tenplate
defined in Section 3.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Seconds | Fraction |
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Figure 2: NTP 32-Bit Timestanp For mat
Timestanmp field format:
Seconds: Specifies the integer portion of the nunber of seconds
since the epoch.

Size: 16 bits.



Units: Seconds.

Fraction: Specifies the fractional portion of the nunber of
seconds since the epoch.

Si ze: 16 bits.

Units: The unit is 27(-16) seconds, which is roughly equal to
15. 3 mi croseconds.

Epoch:
The epoch is 1 January 1900 at 00: 00 UTC

Note: As pointed out in [RFC5905], strictly speaking, UTC did not
exist prior to 1 January 1972, but it is convenient to assune it
has existed for all eternity. The current epoch inplies that the
ti mestanp specifies the nunber of seconds since 1 January 1972 at
00: 00 UTC pl us 2272060800 (which is the nunmber of seconds between
1 January 1900 and 1 January 1972).

Leap seconds:
This timestanp format is affected by | eap seconds. The tinestanp
represents the nunber of seconds el apsed since the epoch nminus the
nunber of |eap seconds. Thus, during and possibly before and/or
after the occurrence of a |leap second, the value of the tinestanp
may tenporarily be anbi guous, as further discussed in Section 5.

Resol uti on:
The resolution is 2°(-16) seconds.

W apar ound:
This time format wraps around every 27~(16) seconds, which is
roughly 18 hours.

4.3. The PTP Truncated Ti nmestanp For nat

The Precision Time Protocol (PTP) [|EEE1588] uses an 80-bit timestanp
format. The truncated tinestanp format is a 64-bit field, whichis
the 64 least significant bits of the 80-bit PTP tinestanp. Since
this tinmestanp format is simlar to the one used in PTP, this
timestanp format should be preferred in network protocols that are
typically depl oyed in PTP-capabl e devi ces.

The PTP truncated tinmestanp format was defined in [| EEE1588v1l] and is
used in several protocols, such as [ RFC6374], [RFC7456], [RFC8186],
and [I TU-T-Y.1731].

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Seconds |
i e e R e o o e i ol S N B S
| Nanoseconds |
B i s T T i i o S o T Ji I

Figure 3: PTP Truncated Ti nestanp Format
Tinmestanmp field format:
Seconds: Specifies the integer portion of the nunmber of seconds
since the epoch.

Size: 32 bits.

Units: Seconds.



Nanoseconds: Specifies the fractional portion of the number of
seconds since the epoch.

Size: 32 bits.

Units: Nanoseconds. The value of this fieldis in the range 0
to (107(9))-1.

Epoch:
The PTP [| EEE1588] epoch is 1 January 1970 00: 00: 00 TAI.

Leap seconds:
This timestanp format is not affected by | eap seconds.

Resol uti on:
The resolution is 1 nanosecond.

W apar ound:
This time format wraps around every 2°(32) seconds, which is
roughly 136 years. The next waparound will occur in the year
2106.

Synchroni zati on Aspects

A specification that defines a new tinestanp format or uses one of
the recomended tinmestanp formats shoul d i nclude a Synchroni zati on
Aspects section. Note that the recommended tinestanp formats defined
in this docunent (Section 4) do not include the synchronization
aspects of these tinestanp formats, but it is expected that

speci fications of network protocols that make use of these formats
shoul d i nclude the synchronizati on aspects. Exanples of a
Synchroni zati on Aspects section can be found in Section 6

The Synchroni zati on Aspects section should specify all the
assunptions and requirenments related to synchronization. For
exanpl e, the synchronization aspects may speci fy whet her nodes

popul ating the tinestanps shoul d be synchroni zed anong t hensel ves and
whet her the timestanp is neasured with respect to a central reference
clock such as an NTP server. If tine is assuned to be synchronized
to a time standard such as UTC or TAI, it should be specified in this
section. Further considerations may be discussed in this section,
such as the required timestanp accuracy and precision

Anot her aspect that should be discussed in this section is |eap
second [ RFC5905] considerations. The tinestanp specification

tenpl ate (Section 3) specifies whether the tinestanp is affected by
| eap seconds. It is often the case that further details about |eap
seconds will need to be defined in the Synchronization Aspects
section. Generally speaking, a |leap second is a one-second
adjustnent that is occasionally applied to UTC in order to keep it
aligned with solar tinme. A |leap second nay be either positive or
negative, i.e., the clock may either be shifted one second forward or
backward. Al |eap seconds that have occurred up to the publication
of this docunent have been in the backward direction, and although
forward | eap seconds are theoretically possible, the text throughout
this docunment focuses on the commobn case, which is the backward | eap
second. In a tinekeeping systemthat considers | eap seconds, the
system cl ock may be affected by a | eap second in one of three
possi bl e ways:

* The clock is turned backwards one second at the end of the |eap
second.

* The clock is frozen during the duration of the | eap second.

* The clock is sl owed down during the | eap second and adj acent tine



intervals until the new time value catches up. The interval for
this process, comonly referred to as "leap snear", can range from
several seconds to several hours before, during, and/or after the
occurrence of the | eap second.

The way | eap seconds are handl ed depends on the synchronization
protocol and is thus not specified in this document. However, if a
timestanp format is defined with respect to a tinmescale that is
af fected by | eap seconds, the Synchroni zation Aspects section should
specify how the use of |eap seconds affects the tinmestanp usage.

Ti mestanp Use Cases

Packet tinestanps are used in various network protocols. Typica
applications of packet tinestanps include delay neasurenent, clock
synchroni zation, and others. The followi ng table presents a (non-
exhaustive) list of protocols that use packet tinestanps and the
timestanp formats used in each of these protocols.

B ey s e s el ety o
| | Recomended For mat s | O her

F oo oo e e e e e e e =}
| Pr ot ocol | NTP 64-Bit | NTP 32-Bit | PTP Trunc. | |
o oo o4 o4 ===+
| NTP [ RFC5905] | + | | | |
I i T I i I i I i +------- +
| OMAMP [ RFC4656] | + | | | |
I I I I I +------- +
| TWAMP [ RFC5357] | + | | | |
| TWAMP [ RFC8186] | + | | + | |
I e I T R I R I R I +------- +
| TRILL [ RFC7456] | | | + | |
I I I I +------- +
| MPLS [ RFC6374] | | | + | |
I i IR I I I +----- - +
| TCP [RFC7323] | | | | + |
I e I T R I R I R I +------- +
| RTP [ RFC3550] | + | | | + |
I I I I +------- +
| 1 PFIX [RFC7011] | | | |+
I i IR I I I +----- - +
| Bi naryTi ne | | | | + |
I [ RFC6019] I I I I I
I i T I i I i I i +------- +
I [ METRI CS] I + I + I I I
I I I I I +------- +
I [ NSHMD] I I + I + I I
I I I R R R +------- +

Table 1. Protocols That Use Packet Ti nestanps

The rest of this section presents two hypot hetical exanpl es of
network protocol specifications that use one of the recomended
timestanp formats. The exanples include the text that specifies the
information related to the timestanp format.

.1. Exanple 1

Ti mest anp:
The tinmestanp format used in this specification is the NTP
[ RFC5905] 64-bit format, as described in Section 4.2.1 of RFC
8877.

Synchroni zati on aspects:
It is assuned that the nodes that run this protocol are
synchroni zed to UTC using a synchroni zati on mechanismthat is
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out side the scope of this docunent. |In typical deploynents, this
protocol will run on a nmachine that uses NTP [ RFC5905] for
synchroni zati on. Thus, the tinestanp nay be derived fromthe NTP-
synchroni zed clock, allowing the tinestanp to be neasured with
respect to the clock of an NTP server. Since the NTP tine format
is affected by | eap seconds, the current tinestanp format is
simlarly affected. Thus, the value of a timestanp during and
possi bly before and/or after a | eap second may be tenporarily

i naccurat e.

2. Exanple 2

Ti mest anp:
The tinmestanp fornmat used in this specification is the PTP
[ EEE1588] truncated format, as described in Section 4.3 of RFC
8877.

Synchroni zati on aspects:
It is assuned that the nodes that run this protocol are
synchroni zed anong thensel ves. Nodes nmay be synchronized to a
gl obal reference tine. Note that if PTP [| EEE1588] is used for
synchroni zation, the tinmestanp nmay be derived fromthe PTP-
synchroni zed clock, allowing the tinestanp to be nmeasured with
respect to a PTP grandmaster cl ock.

Packet Tinestanp Control Field

In some cases, it is desirable to have a control field that describes
the structure, format, content, and properties of timestanps.

Control information about the timestanp format can be conveyed in
some protocols using a dedicated control plane protocol or may be
made avail abl e at the managenent plane, for exanple, using a YANG
data nodel. An optional control field allows sone of the contro
informati on to be attached to the tinestanp.

An exanpl e of a packet timestanmp control field is the Error Estimate
field, defined by Section 4.1.2 of [RFC4656], which is used in the
One-\Way Active Measurenent Protocol (OMM) [ RFC4656] and Two- Wy
Active Measurenent Protocol (TWAMP) [RFC5357]. The Root Di spersion
and Root Delay fields in the NTP header [ RFC5905] are two exanpl es of
fields that provide information about the timestanp precision

Anot her exanple of an auxiliary field is the Correction Field in the
PTP header [IEEE1588]; its value is used as a correction to the
timestanp and may be assigned by the sender of the PTP nessage and
updated by transit nodes (Transparent C ocks) in order to account for
the del ay al ong the path.

This section defines high-level guidelines for defining packet
timestanp control fields in network protocols that can benefit from
such timestanp-related control information. The word "requirenents”
is used inits informal context in this section

1. High-Level Control Field Requirenents

A control field for packet tinestanps nmust offer an adequate feature
set and fulfill a series of requirenents to be usable and accepted.
The following |ist captures the main high-level requirenents for
timestanp fields.

1. Extensible Feature Set: Protocols and applicati ons depend on
various timestanp characteristics. A tinestanp control field
must support a variabl e nunber of elenents (conponents) that
either describe or quantify tinestanp-specific characteristics or
paraneters. Exanples of potential elenents include tinestanp
size, encodi ng, accuracy, |eap seconds, reference clock
identifiers, etc.



2. Size: Essential for an efficient use of tinestanp control fields
is the trade-of f between supported features and control field
size. Protocols and applications may sel ect the specific contro
field elements that are needed for their operation fromthe set
of avail abl e el enents.

3. Conposition: Applications nay depend on specific control field
el ements being present in nessages. The status of these elenents
may be either mandatory, conditional mandatory, or optional,
dependi ng on the specific application and context. A contro
field specification nmust support applications in conveying or
negotiating (a) the set of control field el enents along with (b)
the status of any elenent (i.e., mandatory, conditiona
mandat ory, or optional) by defining appropriate data structures
and identity codes.

4. Category: Control field elenments can characterize either static
timestanp information (e.g., tinmestanp size in bytes and
timestanp semantics: NTP 64-bit format) or runtime tinestanp
information (e.g., estinated timestanp accuracy at the tine of
sanmpling: 20 microseconds to UTC). For efficiency reasons, it
may be neani ngful to support separation of these two concepts:
while the forner (static) information is typically valid
t hroughout a protocol session and nmay be conveyed only once, at
session establishnent tinme, the latter (runtinme) information
augnents any tinmestanp i nstance and may cause substanti al
overhead for high-traffic protocols.

Proposal s for timestanp control fields will be defined in separate
docunents and are out of scope of this docunent.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

A network protocol that uses a packet timestanp MJST specify the
security considerations that result fromusing the tinestanp. This
section provides an overview of some of the conmon security

consi derations of using timestanps.

Any netadata that is attached to control or data packets, and
specifically packet tinestanps, can facilitate network

reconnai ssance; by passively eavesdroppi ng on tinmestanped packets, an
attacker can gather information about the network performance and the
| evel of synchronization between nodes.

In sone cases, tinmestanps could be spoofed or nodified by on-path
attackers, thus attacking the application that uses the tinestanps.
For exanple, if tinestanps are used in a delay neasurenment protocol
an attacker can nodify en route tinmestanps in a way that mani pul ates
the measurenent results. |Integrity protection nmechanisns, such as
Message Aut henticati on Codes (MACs), can mitigate such attacks. The
specification of an integrity protection nmechanismis outside the
scope of this docunent as, typically, integrity protection will be
defined on a per-network-protocol basis and not specifically for the
timestanp field.

Anot her potential threat that can have a simlar inpact is delay
attacks. An attacker can naliciously delay sone or all of the en
route nmessages, with the sanme harnful inplications as described in
the previous paragraph. Mtigating delay attacks is a significant
chal l enge; in contrast to spoofing and nodification attacks, the
del ay attack cannot be prevented by cryptographic integrity
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protection mechanisnms. |n some cases, delay attacks can be mtigated
by sending the tinestanped information through nultiple paths,

all owi ng detection of and resistance to an attacker that has access
to one of the paths.

In many cases, timestanping relies on an underlying synchronization
mechani sm Thus, any attack that conprom ses the synchroni zation
mechani sm can al so conprom se protocols that use tinestanping.
Attacks on tine protocols are discussed in detail in [RFC7384].
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