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Abstract

The Real -tinme Transport Protocol (RTP) is a flexible protocol that
can be used in a wide range of applications, networks, and system
topol ogies. That flexibility makes for wi de applicability but can
complicate the application design process. One particul ar design
question that has received nuch attention is how to support multiple
media streans in RTP. This neno di scusses the avail abl e options and
design trade-offs, and provi des guidelines on howto use the

mul tiplexing features of RTP to support multiple nedia streans.
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I nt roduction

The Real -tine Transport Protocol (RTP) [RFC3550] is a commonly used

protocol for real-ti
provi des great flexi

me nmedia transport. It is a protocol that
bility and can support a |large set of different

applications. Fromthe beginning, RTP was designed for nultiple
participants in a conmunication session. |t supports nmany topol ogy
par adi gns and usages, as defined in [RFC7667]. RTP has severa

mul ti pl exi ng points

designed for different purposes; these points

enabl e support of multiple RTP streanms and switching between
di fferent encodi ng or packetization techniques for the nedia. By
using multiple RTP sessions, sets of RTP streans can be structured
for efficient processing or identification. Thus, to nmeet an

application’s needs,
how best to use the

an RTP application designer needs to understand
RTP session, the RTP streamidentifier

(synchroni zati on source (SSRC)), and the RTP payl oad type.

There has been increased interest in nore-advanced usage of RTP. For



exanple, nultiple RTP streans can be used when a single endpoint has
mul tiple nedia sources (like nmultiple cameras or m crophones) from
whi ch streans of nmedia need to be sent sinultaneously. Consequently,
questions are raised regarding the nost appropriate RTP usage. The
limtations in sonme inplenentations, RTP/RTCP extensions, and
signaling have al so been exposed. This document ains to clarify the
useful ness of some functionalities in RTP that, hopefully, wll
result in future inplenentations that are nore conplete.

The purpose of this document is to provide clear information about
the possibilities of RTP when it conmes to nmultiplexing. The RTP
appl i cation designer needs to understand the inplications arising
froma particul ar usage of the RTP multiplexing points. This
docunent provides sonme guidelines and recomends agai nst sonme usages
as being unsuitable, in general or for particular purposes.

Thi s docunent starts with some definitions and then goes into

exi sting RTP functionalities around multiplexing. Both the desired
behavi or and the inplications of a particul ar behavi or depend on

whi ch topol ogi es are used; therefore, this topic requires sone
consideration. W then discuss sonme choices regarding nultiplexing
behavi or and the inpacts of those choices. Sone designs of RTP usage
are al so discussed. Finally, sone guidelines and exanpl es are

provi ded.

Definitions

.1. Term nol ogy

The definitions in Section 3 of [ RFC3550] are referenced normatively.
The taxonony defined in [ RFC7656] is referenced normatively.

The following terms and abbreviations are used in this document:

Mul ti-party:
Conmuni cation that includes nultiple endpoints. In this docunent,
"multi-party" will be used to refer to scenarios where nore than
two endpoi nts commruni cat e.

Mul ti pl exi ng:
An operation that takes nultiple entities as input, aggregating
them onto some common resource while keeping the individua
entities addressable such that they can |later be fully and
unanbi guously separated (denultipl exed) again.

RTP Recei ver:
An endpoi nt or m ddl ebox receiving RTP streams and RTCP messages.
It uses at | east one SSRC to send RTCP nessages. An RTP receiver
may al so be an RTP sender

RTP Sender:
An endpoi nt sendi ng one or nore RTP streans but al so sendi ng RTCP
messages.

RTP Sessi on G oup:
One or nore RTP sessions that are used together to perform sone
function. Exanples include multiple RTP sessions used to carry
different layers of a |ayered encoding. In an RTP Session G oup,
CNAMEs are assuned to be valid across all RTP sessions and
desi gnate synchroni zati on contexts that can cross RTP sessions;
i.e., SSRCs that map to a common CNAME can be assuned to have RTCP
Sender Report (SR) timng information derived froma comon cl ock
such that they can be synchronized for playout.

Si gnal i ng:
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The process of configuring endpoints to participate in one or nore
RTP sessi ons.

| Note: The above definitions of "RTP receiver" and "RTP sender"
| are consistent with the usage in [ RFC3550].

Focus of This Docunent

This docunent is focused on issues that affect RTP. Thus, issues
that involve signaling protocols -- such as whether SIP [ RFC3261],
Jingle [JINGE], or sonme other protocol is in use for session
configuration; the particular syntaxes used to define RTP session
properties; or the constraints inposed by particular choices in the
signaling protocols -- are nentioned only as exanples in order to
describe the RTP issues nore precisely.

Thi s docunent assunes that the applications will use RTCP. Wile
there are applications that don’t send RTCP, they do not conformto
the RTP specification and thus can be regarded as reusing the RTP
packet format but not inplenenting RTP.

RTP Mul tipl exi ng Overvi ew
Reasons for Miltiplexi ng and G oupi ng RTP Streans

There are several reasons why an endpoint mght choose to send
multiple nedia streans. In the discussion below, please keep in mnd
that the reasons for having multiple RTP streans vary and i ncl ude,

but are not limted to, the follow ng:

* There might be nmultiple nedia sources.

* Miltiple RTP streans m ght be needed to represent one nedia
source, for example:

- To carry different |ayers of a scal able encoding of a media
source

- Alternative encodings during sinmulcast, using different codecs
for the same audi o stream

- Alternative formats during sinmulcast, multiple resolutions of
the same video stream

* A retransm ssion stream m ght repeat sone parts of the content of
anot her RTP stream

* A Forward Error Correction (FEC) stream m ght provide materia
that can be used to repair another RTP stream

For each of these reasons, it is necessary to deci de whether each
additional RTP streamis sent within the same RTP session as the
other RTP streams or it is necessary to use additional RTP sessions
to group the RTP streanms. For a conbination of reasons, the suitable
choice for one situation nmight not be the suitable choice for another
situation. The choice is easiest when multiplexing multiple nedia
sources of the sane nedia type. However, all reasons warrant

di scussion and clarification regarding howto deal with them As the
di scussion below will show, a single solution does not suit all
purposes. To utilize RTP well and as efficiently as possible, both
are needed. The real issue is knowi ng when to create nultiple RTP
sessions versus when to send multiple RTP streans in a single RTP
sessi on.

RTP Ml ti pl exi ng Points



This section describes the nultiplexing points present in RTP that
can be used to distinguish RTP streans and groups of RTP streans.
Figure 1 outlines the process of denultiplexing i ncom ng RTP streans,
starting with one or nore sockets representing the reception of one
or nore transport flows, e.g., based on the UDP destination port. It
al so demul ti pl exes RTP/ RTCP from any ot her protocols, such as Session
Traversal Uilities for NAT (STUN) [ RFC5389] and DTLS- SRTP [ RFC5764]
on the sane transport as described in [RFC7983]. The Processing and
Buffering (PB) step in Figure 1 terminates RTP/RTCP and prepares the
RTP payl oad for input to the decoder
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Figure 1: RTP Demul tipl exi ng Process
3.2.1. RTP Session

An RTP session is the highest semantic layer in RTP and represents an
associ ation between a group of communicating endpoints. RTP does not
contain a session identifier, yet different RTP sessions nust be
possible to identify both across a set of different endpoints and
fromthe perspective of a single endpoint.

For RTP session separation across endpoints, the set of participants
that forman RTP session is defined as those that share a single SSRC
space [ RFC3550]. That is, if a group of participants are each aware
of the SSRC identifiers belonging to the other participants, then
those participants are in a single RTP session. A participant can
becone aware of an SSRC identifier by receiving an RTP packet
containing the identifier in the SSRC field or contributing source
(CSRC) list, by receiving an RTCP packet listing it in an SSRC fi el d,
or through signaling (e.g., the Session Description Protocol (SDP)

[ RFC4566] "a=ssrc:" attribute [RFC5576]). Thus, the scope of an RTP
session is determned by the participants’ network interconnection
topol ogy, in conbination with RTP and RTCP forwardi ng strategies

depl oyed by the endpoints and any m ddl eboxes, and by the signaling.

For RTP session separation within a single endpoint, RTP relies on
the underlying transport layer and the signaling to identify RTP



sessions in a manner that is nmeaningful to the application. A single
endpoi nt can have one or nore transport flows for the same RTP
session, and a single RTP session can span nultiple transport-I|ayer
flows even if all endpoints use a single transport-Ilayer flow per
endpoint for that RTP session. The signaling [ayer night give RTP
sessions an explicit identifier, or the identification m ght be
inmplicit based on the addresses and ports used. Accordingly, a
singl e RTP session can have nmultiple associated identifiers, explicit
and inplicit, belonging to different contexts. For exanple, when
running RTP on top of UDP/IP, an endpoint can identify and delinit an
RTP session from other RTP sessions by their UDP source and
destination |IP addresses and their UDP port nunbers. A single RTP
session can be using multiple I1P/UDP flows for receiving and/or
sendi ng RTP packets to other endpoints or mddl eboxes, even if the
endpoi nt does not have nultiple IP addresses. Using multiple IP
addresses only makes it nore likely that multiple IP/UDP flows will
be required. Another exanple is SDP nedi a descriptions (the "m="
l'ine and the subsequent associated lines) that signal the transport

fl ow and RTP session configuration for the endpoint’s part of the RTP
session. The SDP grouping framework [ RFC5888] allows |abeling of the
medi a descriptions to be used so that RTP Session Goups can be
created. Through the use of "Negotiating Media Miltiplexing Using
the Session Description Protocol (SDP)" [RFC8843], multiple nedia
descriptions becone part of a common RTP session where each nedi a
description represents the RTP streams sent or received for a nmedia
sour ce.

RTP makes no normative statenents about the rel ationship between
different RTP sessions; however, applications that use nore than one
RTP session need to understand how the different RTP sessions that
they create relate to one another

3.2.2. Synchronization Source (SSRC)

An SSRC identifies a source of an RTP stream or an RTP receiver when
sendi ng RTCP. Every endpoint has at |east one SSRC identifier, even
if it does not send RTP packets. RTP endpoints that are only RTP
receivers still send RTCP and use their SSRC identifiers in the RTCP
packets they send. An endpoint can have nultiple SSRC identifiers if
it sends nultiple RTP streanms. Endpoints that function as both RTP
sender and RTP receiver use the same SSRC(s) in both roles.

The SSRC is a 32-bit identifier. It is present in every RTP and RTCP
packet header and in the payl oad of sone RTCP packet types. It can
al so be present in SDP signaling. Unless presignaled, e.g., using
the SDP "a=ssrc:" attribute [ RFC5576], the SSRC is chosen at random
It is not dependent on the network address of the endpoint and is

i ntended to be unique within an RTP session. SSRC collisions can
occur and are handl ed as specified in [ RFC3550] and [ RFC5576],
resulting in the SSRC of the colliding RTP streans or receivers
changing. An endpoint that changes its network transport address
during a session has to choose a new SSRC identifier to avoi d being
interpreted as a | ooped source, unless a nechani sm providing a
virtual transport (such as Interactive Connectivity Establishnent

(I CE) [RFCB445]) abstracts the changes.

SSRC identifiers that belong to the sane synchronization context
(i.e., that represent RTP streans that can be synchroni zed using
information in RTCP SR packets) use identical CNAVE chunks in
correspondi ng RTCP source description (SDES) packets. SDP signaling
can al so be used to provide explicit SSRC groupi ng [ RFC5576] .

In some cases, the sane SSRC identifier value is used to relate
streans in tw different RTP sessions, such as in RTP retransm ssion
[RFC4588]. This is to be avoided, since there is no guarantee that
SSRC val ues are uni que across RTP sessions. |In the case of RTP



retransm ssion [ RFC4588], it is recommended to use explicit binding
of the source RTP stream and the redundancy stream e.g., using the
Repai redRt pStreaml d RTCP SDES item [ RFC8852]. The
RepairedRtpStreamid is a rather recent nechanism so one cannot
expect ol der applications to follow this recomendation

Note that the RTP sequence nunber and RTP tinestanp are scoped by the
SSRC and are thus specific per RTP stream

Different types of entities use an SSRC to identify thenselves, as
fol |l ows:

* Areal media source uses the SSRC to identify a "physical" media
source.

* A conceptual nedia source uses the SSRC to identify the result of
appl ying sone filtering function in a network node -- for exanple,
a filtering function in an RTP m xer that provides the nost active
speaker based on sone criteria, or a mx representing a set of
ot her sources.

* An RTP receiver uses the SSRCto identify itself as the source of
its RTCP reports.

An endpoint that generates nore than one nedia type, e.g., a
conference participant sending both audi o and vi deo, need not (and,

i ndeed, should not) use the sane SSRC val ue across RTP sessi ons.
Usi ng RTCP compound packets contai ning the CNAME SDES itemis the
desi gnated nethod for binding an SSRC to a CNAME, effectively cross-
correlating SSRCs w thin and between RTP sessions as coming fromthe
same endpoint. The main property attributed to SSRCs associated with
the sane CNAME is that they are froma particular synchronization
context and can be synchroni zed at pl ayback

An RTP receiver receiving a previously unseen SSRC val ue will
interpret it as a new source. It mght in fact be a previously

exi sting source that had to change its SSRC nunber due to an SSRC
conflict. Using the nedia identification (MD) extension [ RFC3843]
hel ps to identify which nmedia source the new SSRC represents, and
using the restriction identifier (RID) extension [RFC8851] helps to
i dentify what encoding or redundancy streamit represents, even

t hough the SSRC changed. However, the originator of the previous
SSRC ought to have ended the conflicting source by sending an RTCP
BYE for it prior to starting to send with the new SSRC, maki ng the
new SSRC a new source

3.2.3. Contributing Source (CSRC)

The CSRC is not a separate identifier. Rather, an SSRC identifier is
listed as a CSRC in the RTP header of a packet generated by an RTP

m xer or video Multipoint Control Unit (MCU) / switch, if the
correspondi ng SSRC was i n the header of one of the packets that
contributed to the output.

It is not possible, in general, to extract nmedia represented by an

i ndividual CSRC, since it is typically the result of a nmedia nerge
(e.g., mx) operation on the individual nedia streans correspondi ng
to the CSRC identifiers. The exception is the case where only a
single CSRC is indicated, as this represents the forwarding of an RTP
streamthat might have been nodified. The RTP header extension ("A
Real -time Transport Protocol (RTP) Header Extension for

M xer-to-Cient Audio Level Indication" [RFC6465]) expands on the
receiver’'s information about a packet with a CSRC list. Due to these
restrictions, a CSRC will not be considered a fully qualified

mul tiplexing point and will be disregarded in the rest of this
docunent .
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3.

2. 4. RTP Payl oad Type

Each RTP streamutilizes one or nore RTP payload formats. An RTP
payl oad format describes how the output of a particular nedia codec
is framed and encoded into RTP packets. The payload format is
identified by the payload type (PT) field in the RTP packet header
The conbi nati on of SSRC and PT therefore identifies a specific RTP
streamin a specific encoding format. The format definition can be
taken from [ RFC3551] for statically allocated payl oad types but ought
to be explicitly defined in signaling, such as SDP, for both static
and dynam c payl oad types. The term"format" here includes those
aspects described by out-of-band signaling neans; in SDP, the term
"format" includes nedia type, RTP tinestanp sanpling rate, codec,
codec configuration, payload format configurations, and various
robust ness nechani sns such as redundant encodi ngs [ RFC2198].

The RTP payl oad type is scoped by the sending endpoint within an RTP
session. PT has the same neaning across all RTP streans in an RTP
session. Al SSRCs sent froma single endpoint share the sane

payl oad type definitions. The RTP payload type is designed such that
only a single payload type is valid at any instant in tine in the RTP
streami s timestanp tineline, effectively time-nultiplexing different
payl oad types if any change occurs. The payl oad type can change on a
per - packet basis for an SSRC -- for example, a speech codec making
use of generic confort noise [RFC3389]. |If there is a true need to
send nmultiple payload types for the sane SSRC that are valid for the
same instant, then redundant encodi ngs [ RFC2198] can be used.

Several additional constraints, other than those nentioned above,
need to be nmet to enable this usage, one of which is that the

combi ned payl oad sizes of the different payl oad types ought not
exceed the transport MU

O her aspects of using the RTP payl oad format are described in "How
to Wite an RTP Payl oad Format" [ RFC8088].

The payl oad type is not a multiplexing point at the RTP | ayer (see
Appendi x A for a detail ed discussion of why using the payload type as
an RTP mul tipl exi ng point does not work). The RTP payload type is,
however, used to determnmi ne how to consume and decode an RTP stream
The RTP payl oad type number is sonetinmes used to associate an RTP
streamw th the signaling, which in general requires that uni que RTP
payl oad type nunbers be used in each context. Using MD, e.g., when
bundl i ng "m" sections [ RFC8843], can replace the payload type as a
signaling association, and uni que RTP payl oad types are then no

| onger required for that purpose.

3. Issues Related to RTP Topol ogi es
The inpact of how RTP nultiplexing is perforned will in general vary

with how the RTP session participants are interconnected, as
described in "RTP Topol ogi es" [ RFC7667].

Even the nost basic use case -- "Topo-Point-to-Point" as described in
[ RFC7667] -- raises a nunmber of considerations, which are discussed
in detail in the follow ng sections. They range over such aspects as

the foll ow ng:

* Does ny conmmuni cation peer support RTP as defined with nultiple
SSRCs per RTP session?

* Do | need network differentiation in the formof QS
(Section 4.2.1)?

* Can the application nore easily process and handl e the media
streans if they are in different RTP sessions?



* Do | need to use additional RTP streans for RTP retransm ssion or
FEC?

For some point-to-nultipoint topologies (e.g., Topo-ASM and Topo- SSM
[ RFC7667]), multicast is used to interconnect the session
participants. Special considerations (docunented in Section 4.2.3)
are then needed, as nulticast is a one-to-many distribution system

Somet i mes, an RTP communi cati on session can end up in a situation
where the comunicating peers are not conpatible, for various
reasons:

* No common nedia codec for a nedia type, thus requiring
transcodi ng.

* Different support for nultiple RTP streans and RTP sessi ons.

* Usage of different nedia transport protocols (i.e., one peer uses
RTP, but the other peer uses a different transport protocol).

* Usage of different transport protocols, e.g., UDP, the Datagram
Congestion Control Protocol (DCCP), or TCP

* Different security solutions (e.g., |Psec, TLS, DTLS, or the
Secure Real -tinme Transport Protocol (SRTP)) with different keying
mechani sns.

These conpatibility issues can often be resolved by the inclusion of
a translator between the two peers -- the Topo-PtP-Transl ator, as
described in [RFC7667]. The translator’s main purpose is to nake the
peers | ook conpatible to each other. There can also be reasons other
than conpatibility for inserting a translator in the formof a

m ddl ebox or gateway -- for exanple, a need to nonitor the RTP
streans. Beware that changing the streamtransport characteristics
in the translator can require a thorough understandi ng of aspects
rangi ng from congestion control and nedi a-1evel adaptations to
application-layer semantics.

Wthin the uses enabled by the RTP standard, the point-to-point

topol ogy can contain one or nore RTP sessions with one or nore nedia
sources per session, each having one or nore RTP streams per nedia
source.

3.4. |Issues Related to RTP and RTCP

Using multiple RTP streans is a well-supported feature of RTP.
However, for nost inplenenters or people witing RTP/ RTCP
applications or extensions attenpting to apply nmultiple streans, it
can be unclear when it is nost appropriate to add an additional RTP
streamin an existing RTP session and when it is better to use
mul ti ple RTP sessions. This section discusses the various

consi derations that need to be taken into account.

3.4.1. The RTP Specification

RFC 3550 contains sone recomendati ons and a nunbered |i st

(Section 5.2 of [RFC3550]) of five argunents regarding different
aspects of RTP multiplexing. Please review Section 5.2 of [RFC3550].
Five i mportant aspects are quoted bel ow.

1. | |If, say, two audio streans shared the sane RTP session and the
| sane SSRC val ue, and one were to change encodi ngs and t hus

| acquire a different RTP payl oad type, there would be no

| general way of identifying which stream had changed encodi ngs.
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Thi s argunent advocates the use of different SSRCs for each
i ndividual RTP stream as this is fundamental to RTP operation

| An SSRC is defined to identify a single timng and sequence
| nunber space. Interleaving nultiple payload types would

| require different timng spaces if the nedia clock rates

| differ and would require different sequence nunber spaces to
| tell which payload type suffered packet | oss.

Thi s argunent advocates agai nst derul tiplexing RTP streans within
a session based only on their RTP payload type nunbers; it stil
stands, as can be seen by the extensive list of issues discussed
in Appendi x A

3. | The RTCP sender and receiver reports (see Section 6.4) can
| only describe one timng and sequence nunber space per SSRC
| and do not carry a payload type field.

This argunent is yet another argunment agai nst payl oad type
mul ti pl exi ng.

4. | An RTP m xer would not be able to combine interleaved streans
| of inconpatible nmedia into one stream

Thi s argunent advocates against nultiplexi ng RTP packets that
require different handling into the sane session. |In nost cases,
the RTP m xer nust enbed application logic to handle streans; the
separation of streans according to streamtype is just another

pi ece of application |logic, which might or mght not be
appropriate for a particular application. One type of
application that can mx different nedia sources blindly is the
audi o-only tel ephone bridge, although the ability to do that
comes fromthe well-defined scenario that is aided by the use of
a single nedia type, even though individual streans may use

i nconpati bl e codec types; nost other types of applications need
application-specific logic to performthe mx correctly.

| Carrying nultiple media in one RTP session precludes: the use
| of different network paths or network resource allocations if

| appropriate; reception of a subset of the media if desired,

| for exanple just audio if video would exceed the avail able

| bandwi dth; and receiver inplementations that use separate

| processes for the different nedia, whereas using separate RTP
| sessions permits either single- or nultiple-process

| inplenentations.

Thi s argunent di scusses network aspects that are described in
Section 4.2. It also goes into aspects of inplenmentation, |ike
split conmponent termnals (see Section 3.10 of [RFC7667]) --
endpoi nts where different processes or interconnected devices
handl e different aspects of the whole nmultinedia session

To sumari ze, RFC 3550's view on multiplexing is to use uni que SSRCs
for anything that is its own nedia/ packet stream and use different
RTP sessions for nmedia streans that don’t share a nedia type. This
docunent supports the first point; it is very valid. The latter
needs further discussion, as inposing a single solution on all usages
of RTP is inappropriate. "Sending Miltiple Types of Media in a
Singl e RTP Session" [ RFC8860] updates RFC 3550 to allow multiple
medi a types in an RTP session and provides a detailed analysis of the
potential benefits and issues related to having multiple nedia types
in the sane RTP session. Thus, [RFC8860] provides a w der scope for
an RTP session and considers nmultiple nmedia types in one RTP session
as a possible choice for the RTP application designer

2. Miltiple SSRCs in a Session



Using nmultiple SSRCs at one endpoint in an RTP session requires that
sonme uncl ear aspects of the RTP specification be resolved. These
items could potentially lead to some interoperability issues as well
as sonme potential significant inefficiencies, as further discussed in
"Sending Multiple RTP Streans in a Single RTP Session" [RFC3108]. An
RTP application designer should consider these issues and the
application’s possible inpact caused by a |l ack of appropriate RTP
handl ing or optim zation in the peer endpoints.

Using multiple RTP sessions can potentially nmitigate application
i ssues caused by nultiple SSRCs in an RTP session

3.4.3. Binding Rel ated Sources

A comon problemin a nunber of various RTP extensions has been how
to bind related RTP streanms together. This issue is common to both
usi ng additional SSRCs and multiple RTP sessions.

The solutions can be divided into a few groups:
* RTP/ RTCP based

* Signaling based, e.g., SDP

* @Gouping related RTP sessions

* @Gouping SSRCs within an RTP session

Most solutions are explicit, but some inplicit nethods have al so been
applied to the probl em

The SDP-based signaling solutions are:

SDP medi a description grouping:
The SDP grouping framework [ RFC5888] uses various semantics to
group any nunber of media descriptions. SDP nedia description
grouping has primarily been used to group RTP sessions, but in
conbi nation with [ RFC8843], it can also group nmultiple nedia
descriptions within a single RTP session

SDP nedi a nul ti pl exi ng:
"Negotiating Media Multiplexing Using the Session Description
Protocol (SDP)" [RFC8843] uses information taken from both SDP and
RTCP to associate RTP streans to SDP nedia descriptions. This
all ows both SDP and RTCP to group RTP streams bel onging to an SDP
medi a description and group nultiple SDP nedia descriptions into a
singl e RTP sessi on.

SDP SSRC gr oupi ng:
"Source-Specific Media Attributes in the Session Description
Protocol (SDP)" [RFC5576] includes a solution for grouping SSRCs
in the same way that the grouping framework groups nedia
descriptions.

The above groupi ng constructs support nany use cases. Those

sol utions have shortcom ngs in cases where the session’s dynamc
properties are such that it is difficult or a drain on resources to
keep the list of related SSRCs up to date.

One RTP/ RTCP-based grouping solution is to use the RTCP SDES CNAME to
bind related RTP streans to an endpoint or a synchronization context.
For applications with a single RTP stream per type (nedia, source, or
redundancy stream), the CNAME is sufficient for that purpose,

i ndependent of whether one or nore RTP sessions are used. However,
some applications choose not to use a CNAME because of perceived



complexity or a desire not to inplenent RTCP and instead use the same
SSRC value to bind rel ated RTP streans across nultiple RTP sessions.
RTP retransm ssion [ RFC4588], when configured to use multiple RTP
sessions, and generic FEC [ RFC5109] both use the CNAME nethod to
relate the RTP streans, which may work but m ght have sonme downsi des
in RTP sessions with many participating SSRCs. It is not reconmended
to use identical SSRC val ues across RTP sessions to relate RTP
streans; when an SSRC collision occurs, this will force a change of
that SSRC in all RTP sessions and will thus resynchronize all of the
streams instead of only the single nmedia stream experiencing the
col l'i sion.

Anot her nethod for inplicitly binding SSRCs is used by RTP
retransm ssi on [ RFC4588] when using the sane RTP session as the
source RTP streamfor retransmissions. A receiver that is nmssing a
packet issues an RTP retransni ssion request and then awaits a new
SSRC carrying the RTP retransm ssion payl oad, where that SSRC is from
the sanme CNAME. This linmts a requester to having only one

out st andi ng retransm ssi on request on any new SSRCs per endpoint.

"RTP Payl oad Format Restrictions" [RFC8851] provides an RTP/ RTCP-
based mechani smto unanbi guously identify the RTP streans within an
RTP session and restrict the streans’ payload format paraneters in a
codec- agnosti c way beyond what is provided with the regul ar payl oad
types. The mapping is done by specifying an "a=rid" value in the SDP
of fer/ answer signaling and having the corresponding RtpStream d val ue
as an SDES item and an RTP header extension [RFC8852]. The RID
solution also includes a solution for binding redundancy RTP streans
to their original source RTP streans, given that those streans use
RID identifiers. The redundancy stream uses the RepairedRtpStream d
SDES item and RTP header extension to declare the RipStream d val ue
of the source streamto create the binding.

Experi ence has shown that an explicit binding between the RTP
streanms, agnostic of SSRC val ues, behaves well. That way, solutions
using multiple RTP streans in a single RTP session and in multiple
RTP sessions will use the sane type of binding.

3.4.4. Forward Error Correction

There exi st a nunmber of FEC- based schenes designed to mitigate packet
loss in the original streams. Myst of the FEC schenes protect a
single source flow This protection is achieved by transmtting a
certain amount of redundant information that is encoded such that it
can repair one or nore instances of packet |oss over the set of
packets the redundant information protects. This sequence of
redundant information needs to be transnmitted as its own nmedia stream
or, in sone cases, instead of the original nedia stream Thus, many
of these schenmes create a need for binding related flows, as

di scussed above. Looking at the history of these schenes, there are
schenes using nmultiple SSRCs and schenes using multiple RTP sessions,
and sone schenes that support both nodes of operation

Using multiple RTP sessions supports the case where sonme set of
receivers might not be able to utilize the FEC i nformation. By
placing it in a separate RTP session and if separating RTP sessions
at the transport level, FEC can easily be ignored at the transport

| evel, without considering any RTP-layer infornation.

I n usages involving multicast, sending FEC information in a separate
mul ticast group allows for simlar flexibility. This is especially
useful when receivers see heterogeneous packet |oss rates. A

recei ver can deci de, based on neasurenent of experienced packet | oss
rates, whether to join a nulticast group with suitable FEC data
repair capabilities



4.

4.

4.

4.

4.

Consi derations for RTP Multiplexing
1. Interworking Considerations

There are several different kinds of interworking, and this section
di scusses two: interworking directly between different applications
and the interworking of applications through an RTP translator. The
di scussion includes the inplications of potentially different RTP

mul ti pl exi ng point choices and Iimtations that have to be consi dered
when working with some | egacy applications.

1.1. Application Interworking

It is not uncommon that applications or services of simlar but not
i dentical usage, especially those intended for interactive
communi cati on, encounter a situation where one wants to interconnect
two or nore of these applications.

In these cases, one ends up in a situation where one mght use a
gateway to interconnect applications. This gateway nust then either
change the nultiplexing structure or adhere to the respective
limtations in each application

There are two fundanental approaches to building a gateway: using RTP
translator interworking (RTP bridging), where the gateway acts as an
RTP translator with the two interconnected applications bei ng nenbers
of the sane RTP session; or using gateway interworking

(Section 4.1.3) with RTP ternination, where there are independent RTP
sessi ons between each interconnected application and the gateway.

For interworking to be feasible, any security solution in use needs
to be conpatible and capabl e of exchangi ng keys with either the peer
or the gateway under the trust nodel being used. Secondly, the
applications need to use nedia streans in a way that nakes sense in
bot h applicati ons.

1.2. RITP Transl ator Interworking

From an RTP perspective, the RTP transl ator approach could work if
all the applications are using the sane codecs with the sane payl oad
types, have made the same nultipl exi ng choices, and have the sane
capabilities regarding the number of sinmultaneous RTP streans
conmbined with the same set of RTP/ RTCP extensions being supported.
Unfortunately, this mght not always be true.

Wien a gateway is inplemented via an RTP translator, an inportant
consideration is if the two applications being interconnected need to
use the sane approach to nultiplexing. |If one side is using RTP
session multiplexing and the other is using SSRC nmultiplexing with
BUNDLE [ RFC8843], it may be possible for the RTP translator to map
the RTP streans between both sides using sonme nethod, e.g., based on
the nunmber and order of SDP "n¥" lines fromeach side. There are

al so challenges related to SSRC collision handling, since, unless
SSRC translation is applied on the RTP translator, there may be a
collision on the SSRC nultiplexing side that the RTP session
multiplexing side will not be aware of. Furthernore, if one of the
applications is capable of working in several nobdes (such as being
able to use additional RTP streans in one RTP session or multiple RTP
sessions at will) and the other one is not, successfu

i nt erconnecti on depends on | ocking the nmore flexible application into
the operating node where interconnection can be successful, even if
none of the participants are using the I ess flexible application when
the RTP sessions are being created.

1.3. Gateway | nterworking



VWhen one term nates RTP sessions at the gateway, there are certain
tasks that the gateway has to carry out:

* Cenerating appropriate RTCP reports for all RTP streans (possibly
based on incom ng RTCP reports) originating from SSRCs controll ed
by the gateway.

* Handling SSRC collision resolution in each application’s RTP
sessi ons.

* Signaling, choosing, and policing appropriate bitrates for each
sessi on.

For applications that use any security nechanism e.g., in the form
of SRTP, the gateway needs to be able to decrypt and verify source
integrity of the inconing packets and then re-encrypt, integrity
protect, and sign the packets as the peer in the other application's
security context. This is necessary even if all that’'s needed is a
simpl e remappi ng of SSRC nunbers. If this is done, the gateway al so
needs to be a nmenber of the security contexts of both sides and thus
a trusted entity.

The gateway ni ght al so need to apply transcodi ng (for inconpatible
codec types), nedia-level adaptations that cannot be sol ved through
medi a negotiation (such as rescaling for inconpatible video size
requi renents), suppression of content that is known not to be handl ed
in the destination application, or the addition or renoval of
redundancy coding or scalability layers to fit the needs of the
destination donain.

From t he above, we can see that the gateway needs to have an intinmate
know edge of the application requirenents; a gateway is by its nature
application specific and not a commodity product.

These gateways m ght therefore potentially bl ock application
evol ution by bl ocking RTP and RTCP extensions that the applications
have been extended with but that are unknown to the gateway.

If one uses a security nechanismlike SRTP, the gateway and the
necessary trust in it by the peers pose an additional risk to

communi cati on security. The gateway al so incurs additiona
complexities in the formof the decrypt-encrypt cycles needed for
each forwarded packet. SRTP, due to its keying structure, also
requires that each RTP session need different naster keys, as the use
of the sane key in two RTP sessions can, for sonme ciphers, result in
a reuse of a one-tine pad that conpletely breaks the confidentiality
of the packets.

.1.4. Legacy Considerations for Miltiple SSRCs

Hi storically, the nbst commbn RTP use cases have been point-to-point
Voi ce over |IP (VolP) or stream ng applications, comonly with no nore
than one nedi a source per endpoint and nedia type (typically audio or
video). Even in conferencing applications, especially voice-only,
the conference focus or bridge provides to each participant a single
streamcontaining a mx of the other participants. It is also comopn
to have individual RTP sessions between each endpoint and the RTP

m xer, neaning that the mxer functions as an RTP-term nating

gat eway.

Applications and systens that aren’t updated to handle multiple
streans follow ng these recomendati ons can have issues with
participating in RTP sessions containing nultiple SSRCs within a
singl e session, such as:

1. The need to handl e nore than one stream simultaneously rather



than repl acing an al ready-existing streamw th a new one.
2. Being capable of decoding nultiple streans sinultaneously.
3. Being capable of rendering multiple streans sinmultaneously.

This indicates that gateways attenpting to interconnect to this class
of devices have to nmake sure that only one RTP stream of each nedi a
type gets delivered to the endpoint if it’'s expecting only one and
that the multiplexing format is what the device expects. It is

hi ghly unlikely that RTP transl ator-based interworking can be rmade to
function successfully in such a context.

4.2. Network Considerations

The RTP inpl ementer needs to consider that the RTP multipl exi ng
choi ce al so inpacts network-Ievel mechanisns.

4.2.1. Qality of Service

QS nechani sns are either flow based or packet marking based. RSVP
[ RFC2205] is an exanple of a flow based nechanism while Diffserv
[ RFC2474] is an exanple of a packet-narking-based nmechani sm

For a fl ow based schene, additional SSRCs will receive the sane QS
as all other RTP streans being part of the same 5-tuple (protocol
source address, destination address, source port, destination port),
which is the nost common sel ector for flow based QoS.

For a packet - marki ng- based schene, the nethod of nultiplexing wll
not affect the possibility of using QS. Different Differentiated
Servi ces Code Points (DSCPs) can be assigned to different packets
within a transport flow (5-tuple) as well as within an RTP stream
assuning the usage of UDP or other transport protocols that do not
have issues with packet reordering within the transport flow
(5-tuple). To avoid packet-reordering issues, packets belonging to
the sanme RTP flow should limt their use of DSCPs to packets whose
correspondi ng Per-Hop Behavior (PHB) do not enable reordering. |If
the transport protocol being used assunes in-order delivery of
packets (e.g., TCP and the Stream Control Transm ssion Protoco
(SCTP)), then a single DSCP should be used. For nore di scussion on
this topic, see [ RFC7657].

The nethod for assigning marking to packets can inpact what nunber of
RTP sessions to choose. |f this marking is done using a network
ingress function, it can have issues discrimnating the different RTP
streanms. The network APl on the endpoint also needs to be capabl e of
setting the marking on a per-packet basis to reach ful

functionality.

4.2.2. NAT and Firewal| Traversa

In today’'s networks, there exist a |arge nunber of niddl eboxes.
Those that nornally have the nost inpact on RTP are Network Address
Transl ators (NATs) and Firewal |l s (FW).

Bel ow, we anal yze and commrent on the inmpact of requiring nore
underlying transport flows in the presence of NATs and FW:

Endpoi nt Port Consunption
A given | P address only has 65536 avail able | ocal ports per
transport protocol for all consuners of ports that exist on the
machine. This is normally never an issue for an end-user machi ne.
It can beconme an issue for servers that handle a | arge nunber of
simul t aneous streans. However, if the application uses ICE to
aut henticate STUN requests, a server can serve multiple endpoints



fromthe sane | ocal port and use the whole 5-tuple (source and
destination address, source and destination port, protocol) as the
identifier of flows after having securely bound themto the renote

endpoi nt address using the STUN request. |In theory, the mininm
nunber of nedia server ports needed is the maxi mum nunber of
si mul t aneous RTP sessions a single endpoint can use. In practice,

i npl ementations will probably benefit fromusing nore server ports
to sinplify inplementation or avoi d performance bottl enecks.

NAT St at e:
If an endpoint sits behind a NAT, each flow it generates to an
external address will result in a state that has to be kept in the
NAT. That state is a limted resource. In honme or Small

Ofice/Honme Ofice (SOHO NATs, the nost limted resource is
menory or processing. For |arge-scale NATs serving nmany interna
endpoints, avail able external ports are |likely the scarce
resource. Port limtations are primarily a problemfor |arger
central i zed NATs where endpoi nt-i ndependent mapping requires each
flow to use one port for the external |IP address. This affects

t he maxi mum nunber of internal users per external |P address.
However, as a conparison, a real-tinme video conference session
with audio and video |ikely uses less than 10 UDP fl ows, conpared
to certain web applications that can use 100+ TCP flows to vari ous
servers froma single browser instance.

Extra Del ay Added by NAT Traversal
Perform ng the NAT/ FWtraversal takes a certain amount of tine for
each flow. The best-case scenario for additional NAT/FWtraversa
time after finding the first valid candidate pair follow ng the
specified | CE procedures is 1.5*RTT + Ta*(Additional _Fl ows-1),
where Ta is the pacing timer. That assunes a nmessage in one
direction, imediately followed by a return nessage in the
opposite direction to confirmreachability. It isn't nore,
because I CE first finds one candidate pair that works, prior to
attenpting to establish multiple flows. Thus, there is no extra
time until one has found a working candi date pair. Based on that
working pair, the extra time is needed to establish the additiona
flows (two or three, in nbst cases) in parallel. However, packet
| oss causes extra del ays of at |east 500 ns (the m ninal
retransm ssion tinmer for |CE)

NAT Traversal Failure Rate:
Due to the need to establish nore than a single flow through the
NAT, there is sone risk that establishing the first flow will
succeed but one or more of the additional flows will fail. The
risk of this happening is hard to quantify but should be fairly
Il ow, as one flow fromthe sane interfaces has just been
successfully established. Thus, only such rare events as NAT
resource overl oad, selecting particular port nunmbers that are
filtered, etc., ought to be reasons for failure.

Deep Packet Inspection and Miultiple Streans:
FW differ in how deeply they inspect packets. Previous
experience using FW and Session Border Gateways (SBGs) with RTP
shows that there is a significant risk that the FW and SBGs wil |
reject RTP sessions that use nmultiple SSRCs.

Using additional RTP streans in the same RTP session and transport

fl ow does not introduce any additional NAT traversal conplexities per
RTP stream This can be conpared with (normally) one or two
additional transport flows per RTP session when using nultiple RTP
sessions. Additional |ower-layer transport flows will be needed,

unl ess an explicit denultiplexing |layer is added between RTP and the
transport protocol. At the time of this witing, no such nechani sm
was defi ned.
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3. Mul ti cast

Mul ticast groups provide a powerful tool for a nunber of real-tine
applications, especially those that desire broadcast-|ike behaviors
with one endpoint transmitting to a | arge nunber of receivers, like
in |PTV. An RTP/RTCP extension to better support Source-Specific
Multicast (SSM [RFC5760] is also available. Mny-to-nmany
conmmuni cati on, which RTP [ RFC3550] was originally built to support,
has several linmitations in common with multicast.

One limtation is that, for any group, sender-side adaptations with
the intent to suit all receivers would have to adapt to the nost
limted receiver experiencing the worst conditions anobng the group
partici pants, which inposes degradation for all participants. For
broadcast-type applications with a |arge nunber of receivers, this is
not acceptable. |Instead, various receiver-based solutions are

enpl oyed to ensure that the receivers achi eve the best possible
performance. By using scal abl e encodi ng and pl aci ng each scalability
layer in a different multicast group, the receiver can control the
anmount of traffic it receives. To have each scalability layer in a
different nulticast group, one RTP session per nulticast group is
used.

In addition, the transport flow considerations in nulticast are a bit
different fromunicast; NATs with port translation are not useful in
the nulticast environnent, nmeaning that the entire port range of each
mul ti cast address is avail able for distinguishing between RTP

sessi ons.

Thus, when using broadcast applications it appears easiest and nost
straightforward to use multiple RTP sessions for sending different
medi a flows used for adapting to network conditions. It is also
common that streans inproving transport robustness are sent in their
own nulticast group to allow for interworking with | egacy
applications or to support different levels of protection.

Many-to- many applications have different needs, and the nost
appropriate nmultiplexing choice will depend on how the actua
application is realized. Milticast applications that are capabl e of
usi ng sender-si de congestion control can avoid the use of nultiple
mul ti cast sessions and RTP sessions that result fromthe use of
recei ver-side congestion control

The properties of a broadcast application using RTP nulticast are as
fol |l ows:

1. The application uses a group of RTP sessions -- not just one.
Each endpoint will need to be a nmenber of a nunber of RTP
sessions in order to performwell.

2. Wthin each RTP session, the nunber of RTP receivers is likely to
be much larger than the nunber of RTP senders

3. The application needs signaling functions to identify the
rel ati onshi ps between RTP sessions.

4. The application needs signaling or RTP/RTCP functions to identify
the rel ati onshi ps between SSRCs in different RTP sessions when
more conpl ex relations than those that can be expressed by the
CNAME exi st.

Bot h broadcast and many-to-nmany nulticast applications share a
signaling requirenent; all of the participants need the sane RTP and
payl oad type configuration. Qherw se, A could, for exanple, be
usi ng payl oad type 97 as the video codec H 264 while B thinks it is
MPEG 2. SDP offer/answer [RFC3264] is not appropriate for ensuring



this property in a broadcast/nulticast context. The signaling
aspects of broadcast/multicast are not explored further in this neno.

Security solutions for this type of group conmunication are al so
chal l enging. First, the key-managenent mnechani sm and the security
protocol need to support group conmunication. Second, source

aut henti cation requires special solutions. For nore discussion on
this topic, please review "Options for Securing RTP Sessions”

[ RFC7201] .

4.3. Security and Key-Managenent Consi derations

When dealing with point-to-point two-nenber RTP sessions only, there
are few security issues that are relevant to the choice of having one
RTP session or nultiple RTP sessions. However, there are a few
aspects of nulti-party sessions that m ght warrant consideration.

For general information regardi ng possi ble methods of securing RTP

pl ease review [ RFC7201] .

4.3.1. Security Context Scope

When using SRTP [ RFC3711], the security context scope is inportant
and can be a necessary differentiation in some applications. As
SRTP's crypto suites are (so far) built around synmmetric keys, the
receiver will need to have the sane key as the sender. As a result,
no one in a nulti-party session can be certain that a received packet
was really sent by the clainmed sender and not by another party having
access to the key. The single SRTP al gorithmnot having this
property is Timed Efficient Stream Loss-Tol erant Authentication
(TESLA) source authentication [ RFC4383]. However, TESLA adds del ay
to achi eve source authentication. |In nost cases, symretric ciphers
provide sufficient security properties, but in a few cases they can
create issues.

The first case is when soneone |l eaves a nulti-party session and one
wants to ensure that the party that left can no | onger access the RTP
streans. This requires that everyone rekey w t hout disclosing the
new keys to the excluded party.

A second case is when security is used as an enforcing mechani sm for
stream access differentiation between different receivers. Take, for
exanpl e, a scalable layer or a high-quality sinulcast version that
only users paying a premumare allowed to access. The nechani sm
preventing a receiver fromgetting the high-quality stream can be
based on the stream being encrypted with a key that users can't
access without paying a prem um using the key-nmanagenent mechani sm
to limt access to the key.

As specified in [ RFC3711], SRTP uses uni que keys per SSRC, however,
the original assunption was a single-session naster key from which
SSRC-speci fic RTP and RTCP keys were derived. However, that
assunpti on was proven incorrect, as the application usage and the
devel oped key-nmanagenent nechani snms have chosen nany different

met hods for ensuring uni que keys per SSRC. The key-managenent
functions have different abilities to establish different sets of
keys, normally on a per-endpoint basis. For exanple, DILS-SRTP

[ RFC5764] and Security Descriptions [ RFC4568] establish different
keys for outgoing and incoming traffic froman endpoint. This key
usage has to be witten into the cryptographic context, possibly
associated with different SSRCs. Thus, limtations do exist,
dependi ng on the chosen key-managenent method and due to the
integration of particular inplenentations of the key-nmanagenent

met hod and SRTP.

4.3.2. Key Managenent for Milti-party Sessions



The capabilities of the key-managenent method conbined with the RTP
mul ti pl exi ng choices affect the resulting security properties,
control over the secured nedia, and who has access to it.

Mil ti-party sessions contain at |east one RTP streamfrom each active
participant. Depending on the multi-party topol ogy [ RFC7667], each
partici pant can both send and receive nultiple RTP streans.

Transport transl ator-based sessions (Topo-Trn-Translator) and
mul ti cast sessions (Topo-ASM can use neither Security Descriptions

[ RFC4568] nor DTLS- SRTP [ RFC5764] wi t hout an extension, because each
endpoi nt provides its own set of keys. |In centralized conferences,
the signaling counterpart is a conference server, and the transport
translator is the nmedi a-pl ane uni cast counterpart (to which DILS
messages woul d be sent). Thus, an extension |like Encrypted Key
Transport [RFC8870] or a solution based on Multinedia |Internet KEYing
(M KEY) [RFC3830] that allows for keying all session participants
with the sane master key is needed.

Pri vacy- Enhanced RTP Conferencing (PERC) al so enables a different
trust nodel with sem -trusted nedi a-sw tching RTP ni ddl eboxes
[ RFC8871] .

4.3.3. Complexity Inplications

There can be complex interactions between the choice of nultiplexing
and topol ogy and the security functions. This becones especially
evi dent in RTP topol ogi es having any type of m ddl ebox that processes
or nodi fies RTP/ RTCP packets. Wiile the overhead of an RTP
translator or mixer rewiting an SSRC val ue in the RTP packet of an
unencrypted session is low, the cost is higher when using
cryptographic security functions. For exanple, if using SRTP

[ RFC3711], the actual security context and exact crypto key are
determned by the SSRC field value. |f one changes the SSRC val ue,
the encryption and authenticati on nmust use another key. Thus,
changing the SSRC value inplies a decryption using the old SSRC and
its security context, followed by an encryption using the new one.

5. RTP Multiplexing Design Choices
Thi s section discusses how sonme RTP nul tipl exi ng design choi ces can
be used in applications to achieve certain goals and sumari zes the
i mplications of such choices. The benefits and downsi des of each
design are al so discussed
5.1. Miltiple Media Types in One Session
This design uses a single RTP session for nultiple different nmedia
types, like audio and video, and possibly al so transport robustness
mechani sms | i ke FEC or retransm ssion. An endpoint can send zero,
one, or multiple nedia sources per nedia type, resulting in a nunber
of RTP streans of various nedia types for both source and redundancy
streans.
Advant ages:
1. Only a single RTP session is used, which inplies:
* Mnimal need to keep NAT/ FW state.
*  Mnimal NAT/FWtraversal cost.
* Fate-sharing for all nedia flows.
* Mnimal overhead for security association establishnent.

2. Dynamic allocation of RTP streams can be handl ed al nost entirely



at the RTP level. The extent to which this allocation can be
kept at the RTP | evel depends on the application’s needs for an
explicit indication of streamusage and in how tinely a fashion
that information can be signal ed.

Di sadvant ages:

1. It is less suitable for interworking with other applications that
use individual RTP sessions per nedia type or nultiple sessions
for a single nedia type, due to the risk of SSRC collisions and
thus a potential need for SSRC translation

2. Negotiation of individual bandwi dths for the different nedia
types is currently only possible in SDP when using R D [ RFC8851].

3. It is not suitable for split conponent term nals (see
Section 3.10 of [RFC7667]).

4. Fl ow based QS cannot be used to provide separate treatnent of
RTP streans conpared to others in the single RTP session

5. If there is significant asymmetry between the RTP streans’ RTCP
reporting needs, there are some challenges related to
configuration and usage to avoid wasting RTCP reporting on the
RTP streamthat does not need such frequent reporting.

6. It is not suitable for applications where sone receivers like to
receive only a subset of the RTP streans, especially if nulticast
or a transport translator is being used.

7. There are sonme additional concerns regarding | egacy
i npl ementations that do not support the RTP specification fully
when it conmes to handling nultiple SSRCs per endpoint, as
mul tiple simultaneous nedia types are sent as separate SSRCs in
the same RTP session

8. If the applications need finer control over which session
participants are included in different sets of security
associ ations, nost key-managenent nechani snms will have
difficulties establishing such a session

.2. Miltiple SSRCs of the Sane Media Type

In this design, each RTP session serves only a single nedia type.
The RTP session can contain nmultiple RTP streans, fromeither a
singl e endpoint or multiple endpoints. This commonly creates a | ow
nunber of RTP sessions, typically only one for audio and one for
video, with a corresponding need for two listening ports when using
RTP/ RTCP mul ti pl exi ng [ RFC5761] .

Advant ages:

1. It works well with split conponent terninals (see Section 3.10 of
[ RFC7667]) where the split is per nedia type.

2. It enables flowbased QS with different prioritization |evels
bet ween nedi a types.

3. For applications with dynani c usage of RTP streans (i.e., streans
are frequently added and renoved), having rmuch of the state
associated with the RTP session rather than per individual SSRC
can avoid the need for in-session signaling of nmeta-information

about each SSRC. |In sinple cases, this allows for unsignal ed RTP
streans where session-level information and an RTCP SDES item
(e.g., CNAME) are sufficient. In the nore conplex cases where

nmore source-specific metadata needs to be signal ed, the SSRC can



be associated with an internediate identifier, e.g., the MD
conveyed as an SDES itemas defined in Section 15 of [ RFC8843].

4. The overhead of security association establishment is |ow.
Di sadvant ages:

1. A slightly higher nunber of RTP sessions are needed, conpared to
multiple nedia types in one session (Section 5.1). This inplies
the follow ng:

* NMre NAT/FWstate i s needed.

*  The cost of NAT/FWtraversal is increased in terns of both
processi ng and del ay.

2. There is sone potential for concern regarding |egacy
i mpl ementations that don’t support the RTP specification fully
when it conmes to handling multiple SSRCs per endpoint.

3. It is not possible to control security associations for sets of
RTP streans within the sane nedia type with today’'s key-
managenment mechani sms, unless these are split into different RTP
sessions (Section 5.3).

For RTP applications where all RTP streans of the sane nedia type
share the same usage, this structure provides efficiency gains in the
amount of network state used and provides nore fate-sharing with
other nedia flows of the sane type. At the sane tine, it stil

mai ntains alnost all functionalities for the negotiation signaling of
properties per individual nmedia type and al so enabl es fl ow based QS
prioritization between nedia types. It handles multi-party sessions
wel |, independently of multicast or centralized transport

di stribution, as additional sources can dynamically enter and | eave

t he sessi on.

5.3. Miltiple Sessions for One Media Type

Thi s design goes one step further than the design discussed in
Section 5.2 by also using multiple RTP sessions for a single nedia
type. The nmain reason for going in this direction is that the RTP
appl i cation needs separation of the RTP streans according to their
usage, such as, for exanple, scalability over nulticast, sinulcast,
the need for extended QoS prioritization, or the need for fine-
grai ned signaling using RTP session-focused signaling tools.

Advant ages:

1. This design is nmore suitable for nulticast usage where receivers
can individually select which RTP sessions they want to
participate in, assum ng that each RTP session has its own
mul ti cast group.

2. Wien multiple different usages exist, the application can
indicate its usage of the RTP streans at the RTP session |evel

3. There is less need for SSRC-specific explicit signaling for each
medi a stream and thus a reduced need for explicit and timely
signal i ng when RTP streans are added or renoved

4. 1t enables detailed QoS prioritization for flow based nechani sns.

5. 1t works well with split conponent terminals (see Section 3.10 of
[ RFC7667]) .

6. The scope for who is included in a security association can be



structured around the different RTP sessions, thus enabling such
functionality with existing key-nanagenment mechani sns.

D sadvant ages:

1. There is an increased amobunt of session configuration state
conmpared to nmultiple SSRCs of the same nedia type (Section 5.2),
due to the increased anount of RTP sessions.

2. For RTP streans that are part of scalability, simulcast, or
transport robustness, a nethod for binding sources across
mul tiple RTP sessions is needed.

3. There is sonme potential for concern regarding | egacy
i npl ementations that don’'t support the RTP specification fully
when it comes to handling multiple SSRCs per endpoint.

4. The overhead of security association establishnent is higher, due
to the increased nunber of RTP sessions.

5. If the applications need finer control over which participants in
a given RTP session are included in different sets of security
associ ations, nost of today’'s key-managenent nechanisns will have

difficulties establishing such a session

For nore-conpl ex RTP applications that have several different usages
for RTP streans of the sane nedia type or that use scalability or
simul cast, this solution can enable those functions, at the cost of

i ncreased overhead associated with the additional sessions. This
type of structure is suitable for nore-advanced applications as well
as nmulticast-based applications requiring differentiation to
different participants.

5.4. Single SSRC per Endpoi nt

In this design, each endpoint in a point-to-point session has only a
singl e SSRC; thus, the RTP session contains only two SSRCs -- one

| ocal and one renote. This session can be used either
unidirectionally (i.e., one SSRC sends an RTP streamthat is received
by the other SSRC) or bidirectionally (i.e., the two SSRCs both send
an RTP stream and receive the RTP stream sent by the other endpoint).
If the application needs additional nedia fl ows between the
endpoints, it will have to establish additional RTP sessions

Advant ages:

1. This design has great potential for interoperability with | egacy
applications, as it will not tax any RTP stack inplenmentations.

2. The signaling systemnakes it possible to negotiate and descri be
the exact formats and bitrates for each RTP stream especially
using today's tools in SDP

3. It is possible to control security associations per RTP stream
with current key-managenent functions, since each RTP streamis
directly related to an RTP session and the nost commonly used
keyi ng nechani sns operate on a per-session basis.

D sadvant ages:

1. The anmount of NAT/FWstate grows linearly with the nunber of RTP
streans.

2. NAT/FWtraversal increases delay and resource consunption.

3. There are likely nore signaling message and signaling processing



requirenents due to the increased anpbunt of session-related
i nfornation.

4. There is higher potential for a single RTP streamto fail during
transport between the endpoints, due to the need for a separate
NAT/ FWtraversal for every RTP stream since there is only one
stream per session.

5. The anpunt of explicit state for relating RTP streans grows,
dependi ng on how the application relates RTP streans.

6. Port consunption mght beconme a problemfor centralized services,
where the central node’s port or 5-tuple filter consunption grows
rapidly with the nunber of sessions.

7. For applications where RTP streamusage is highly dynamc, i.e.,
entities frequently enter and | eave sessions, the amount of
signaling can becone high. Issues can also arise fromthe need

for tinmely establishnment of additional RTP sessions.

8. If, against the recomendation in [ RFC3550], the sanme SSRC val ue
is reused in multiple RTP sessions rather than being randomy
chosen, interworking with applications that use a different
mul tiplexing structure will require SSRC transl ation

RTP applications with a strong need to interwork with | egacy RTP
applications can potentially benefit fromthis structure. However, a
| arge number of media descriptions in SDP can also run into issues
with existing inplenentations. For any application needing a |arger
nunber of nedia flows, the overhead can becone very significant.
This structure is also not suitable for non-mxed nulti-party
sessions, as any given RTP stream from each participant, although
havi ng the sane usage in the application, needs its own RTP session
In addition, the dynanic behavior that can arise in nulti-party
applications can tax the signaling systemand nake tinely nedia
establi shnent nore difficult.

.5, Summary

Both the "single SSRC per endpoint" (Section 5.4) and "multiple nedia
types in one session" (Section 5.1) cases require full explicit
signaling of the nedia streamrel ationships. However, they operate
on two different levels, where the first primarily enabl es session-

| evel binding and the second needs SSRC-1evel binding. From another
perspective, the two solutions are the two extrenes when it cones to
t he nunmber of RTP sessions needed.

The two other designs -- multiple SSRCs of the sanme nmedia type
(Section 5.2) and nmultiple sessions for one nedia type (Section 5.3)
-- are two exanples that primarily allow for sonme inplicit mappi ng of
the role or usage of the RTP streans based on which RTP session they
appear in. Thus, they potentially allow for |less signaling and, in
particular, reduce the need for real-time signaling in sessions with
a dynam cal |l y changi ng nunber of RTP streans. They al so represent
poi nts between the first two designs when it comes to the anount of
RTP sessions established, i.e., they represent an attenpt to bal ance
the amobunt of RTP sessions with the functionality the comrunication
session provides at both the network | evel and the signaling |evel

Cui del i nes

This section contains a nunber of multi-stream guidelines for
i npl ementers, system designers, and specification witers.

Do not require the use of the same SSRC val ue across RTP sessions:
As discussed in Section 3.4.3, there are downsides to using the



same SSRC in multiple RTP sessions as a nechanismto bind rel ated
RTP streans together. It is instead recomended to use a
mechanismto explicitly signal the relationship, in either

RTP/ RTCP or the signaling nechanismused to establish the RTP
session(s).

Use additional RTP streanms for additional nedia sources
In the cases where an RTP endpoint needs to transmt additiona
RTP streans of the sane nmedia type in the application, with the
same processing requirenments at the network and RTP | ayers, it is
suggested to send themin the sane RTP session. For exanple, in
the case of a tel epresence roomwhere there are three cameras and
each camera captures two persons sitting at the table, we suggest
that each canera send its own RTP streamw thin a single RTP
sessi on.

Use additional RTP sessions for streans with different

requirenents
VWhen RTP streans have different processing requirenents fromthe
network or the RTP | ayer at the endpoints, it is suggested that
the different types of streans be put in different RTP sessions.
This includes the case where different participants want different
subsets of the set of RTP streans.

Use groupi ng when using multiple RTP sessions:
When using nultiple RTP session solutions, it is suggested to
explicitly group the involved RTP sessions when needed using a
signaling nmechanism-- for exanple, see "The Session Description
Prot ocol (SDP) G ouping Framework" [RFC5888] -- using some
appropriate grouping semantics.

Ensure that RTP/ RTCP extensions support nultiple RTP streans as
well as nmultiple RTP sessions:
When defining an RTP or RTCP extension, the creator needs to
consider if this extension is applicable for use with additiona
SSRCs and nultiple RTP sessions. Any extension intended to be
generic nmust support both. Extensions that are not as generally

applicable will have to consider whether interoperability is
better served by defining a single solution or providing both
options.

Provi de adequat e extensions for transport support:
VWhen defini ng new RTP/ RTCP extensions intended for transport
support, like the retransm ssion or FEC nechani sns, they nust
i nclude support for both nultiple RTP streans in the sane RTP
session and nultiple RTP sessions, such that application
devel opers can choose freely fromthe set of mechani sms w t hout
concerni ng thenselves with which of the nultiplexing choices a
particul ar sol ution supports.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The security considerations discussed in the RTP specification

[ RFC3550]; any applicable RTP profile [RFC3551] [ RFC4585] [RFC3711];
and the extensions for sending multiple nmedia types in a single RTP
session [ RFC8860], RI D [RFC8851], BUNDLE [ RFC8843], [RFC5760], and

[ RFC5761] apply if selected and thus need to be considered in the
eval uati on.

Section 4.3 discusses the security inplications of choosing multiple
SSRCs vs. mnultiple RTP sessions.
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Appendi x A, Dism ssing Payl oad Type Ml tipl exi ng

Thi s section docunents a nunber of reasons why using the payload type
as a multiplexing point is unsuitable for nost issues related to
multiple RTP streanms. Attenpting to use payl oad type nultipl exing
beyond its defined usage has wel |l -known negative effects on RTP, as
di scussed below. To use the payload type as the single discrimnnator
for multiple streams inplies that all the different RTP streans are
bei ng sent with the same SSRC, thus using the sanme tinmestanp and
sequence nunber space. The many effects of using payl oad type

mul tiplexing are as foll ows:

1.

Constraints are placed on the RTP tinestanp rate for the

mul ti pl exed media. For exanple, RTP streams that use different
RTP timestanmp rates cannot be comnbined, as the tinestanp val ues
need to be consistent across all nultiplexed media franes.

Thus, streans are forced to use the same RTP tinmestanp rate.
When this is not possible, payload type nultiplexing cannot be
used.

Many RTP payl oad formats can fragment a nedi a object over

mul tiple RTP packets, like parts of a video frame. These

payl oad formats need to determne the order of the fragments to
correctly decode them Thus, it is inportant to ensure that al
fragnments related to a frane or a simlar nedia object are
transmtted in sequence and without interruptions within the
object. This can be done relatively easily on the sender side
by ensuring that the fragnents of each RTP streamare sent in
sequence.

Sone nmedia formats require uninterrupted sequence nunber space
bet ween nmedia parts. These are nmedia formats where any missing
RTP sequence number will result in decoding failure or invoking
a repair nechanismw thin a single nedia context. The text/t140
payl oad format [ RFC4103] is an example of such a format. These
formats will need a sequence nunbering abstraction function

bet ween RTP and the individual RTP stream before being used with
payl oad type mul ti pl exi ng.

Sending multiple nedia streans in the same sequence nunber space
makes it inpossible to determ ne which media stream|ost a
packet. Such a scenario causes difficulties, since the receiver
cannot determne to which streamit should apply packet-Ioss
conceal ment or other streamspecific |oss-mtigation nechanisns.

If RTP retransm ssion [RFC4588] is used and packet |oss occurs,



it is possible to ask for the m ssing packet(s) by SSRC and
sequence nunber -- not by payload type. |If only sone of the

payl oad type multiplexed streans are of interest, there is no
way to tell which mssing packet or packets belong to the stream
or streanms of interest, and all |ost packets need to be
requested, wasting bandw dt h.

6. The current RTCP feedback nechani snms are built around providing
f eedback on RTP streans based on stream | D (SSRC), packet
(sequence nunbers), and time interval (RTP tinmestanps). There
is alnmobst never a field to indicate which payload type is
reported, so sending feedback for a specific RTP payl oad type is
difficult wthout extending existing RTCP reporting.

7. The current RTCP nedia control nessages specification [ RFC5104]
is oriented around controlling particular nedia flows, i.e.,
requests are done by addressing a particular SSRC. Such
mechani sms woul d need to be redefined to support payl oad type
mul ti pl exi ng.

8. The nunber of payload types is inherently linmted. Accordingly,
using payload type nultiplexing limts the nunber of streans
that can be multiplexed and does not scale. This limtation is
exacerbated if one uses solutions |like RTP and RTCP mul ti pl exi ng
[ RFC5761] where a nunmber of payl oad types are bl ocked due to the
overl ap between RTP and RTCP

9. At tinmes, there is a need to group multiplexed streanms. This is
currently possible for RTP sessions and SSRCs, but there is no
defined way to group payl oad types.

10. It is currently not possible to signal bandw dth requirenents
per RTP stream when using payl oad type nul tipl exing.

11. Mpst existing SDP nedia-level attributes cannot be applied on a
per - payl oad-type basis and would require redefinition in that
cont ext .

12. A legacy endpoint that does not understand the indication that
different RTP payload types are different RTP streans ni ght be
slightly confused by the | arge anount of possibly overl apping or
identically defined RTP payl oad types.

Appendi x B. Signaling Considerations

Signhaling is not an architectural consideration for RTP itself, so
thi s di scussion has been noved to an appendi x. However, it is
extrenely inportant for anyone buil ding conplete applications, so it
i s deserving of discussion

We docunent sone issues here that need to be addressed when using
some formof signaling to establish RTP sessions. These issues
cannot be addressed by sinply tweaking, extending, or profiling RTP
rather, they require a dedicated and in-depth | ook at the signaling
primtives that set up the RTP sessions.

There exi st various signaling solutions for establishing RTP
sessions. Mny are based on SDP [ RFC4566]; however, SDP
functionality is al so dependent on the signaling protocols carrying
the SDP. The Real -Tine Stream ng Protocol (RTSP) [ RFC7826] and the
Sessi on Announcemnent Protocol (SAP) [ RFC2974] both use SDP in a

decl arative fashion, while SIP [ RFC3261] uses SDP with the additiona
definition of offer/answer [ RFC3264]. The inpact on signaling, and
especially on SDP, needs to be considered, as it can greatly affect
how to deploy a certain nultiplexing point choice.



B. 1.

B. 2.

Session-Oiented Properties

One aspect of existing signaling protocols is that they are focused
on RTP sessions or, in the case of SDP, the concept of nedia
descriptions. A nunber of things are signaled at the nmedia
description level, but those are not necessarily strictly bound to an
RTP session and could be of interest for signaling, especially for a
particular RTP stream (SSRC) within the session. The follow ng
properties have been identified as being potentially useful for
signaling, and not only at the RTP session |evel

* Bitrate and/or bandwi dth can be specified today only as an
aggregate limt, or as a conmon "any RTP streant limt, unless
either codec-specific bandwidth limting or RTCP signaling using
Tenporary Maxi mum Media Stream Bit Rate Request (TMVBR) nessages
[ RFC5104] is used.

* VWhich SSRC will use which RTP payload type (this information wll
be visible in the first nmedi a packet but is sonetinmes useful to
have before the packet arrives).

Sone of these issues are clearly SDP's problemrather than RTP
limtations. However, if the aimis to deploy a solution that uses
several SSRCs and contains several sets of RTP streans with different
properties (encodi ng/ packetization parameters, bitrate, etc.),
putting each set in a different RTP session would directly enabl e
negoti ati on of the paraneters for each set. [If insisting on

addi tional SSRCs only, a nunber of signaling extensions are needed to
clarify that there are multiple sets of RTP streams with different
properties and that they in fact need to be kept different, since a
single set will not satisfy the application’ s requirenents.

For some paraneters, such as RTP payl oad type, resolution, and frane
rate, an SSRC-1inked mechani sm has been proposed in [ RFC8851].

SDP Prevents Miltiple Media Types

SDP uses the "nm" line to both delineate an RTP session and specify
the top-level nmedia type: audio, video, text, inage, application
This nmedia type is used as the top-level nedia type for identifying
the actual payload format and is bound to a particul ar payl oad type
using the "a=rtpmap:" attribute. This binding has to be | oosened in
order to use SDP to describe RTP sessions containing nultiple top-

| evel nedia types

[ RFC8843] describes howto let multiple SDP nedia descriptions use a
single underlying transport in SDP, which allows the definition of
one RTP session with different top-level nedia types.

B.3. Signaling RTP Stream Usage

RTP streans being transported in RTP have a particular usage in an

RTP application. In many applications to date, this usage of the RTP
streamis inplicitly signaled. For exanple, an application m ght
choose to take all incom ng audio RTP streans, mx them and play

them out. However, in nore-advanced applications that use nultiple
RTP streans, there will be nore than a single usage or purpose anong
the set of RTP streans being sent or received. RTP applications wll
need to sonehow signal this usage. The signaling that is used wll
have to identify the RTP streans affected by their RTP-Ieve
identifiers, which nmeans that they have to be identified by either
their session or their SSRC + session.

In some applications, the receiver cannot utilize the RTP stream at
all before it has received the signaling nessage describing the RTP
streamand its usage. |In other applications, there exists a default



handl i ng met hod that is appropriate.

If all RTP streans in an RTP session are to be treated in the sane
way, identifying the session is enough. |f SSRCs in a session are to
be treated differently, signaling needs to identify both the session
and t he SSRC.

If this signaling affects how any RTP central node, |ike an RTP m xer
or translator that selects, mnixes, or processes streans, treats the
streans, the node will also need to receive the sane signaling to
know how to treat RTP streans with different usages in the right

f ashi on.
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