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I nt roducti on

Swi t ched conferencing is an increasingly popular nodel for nultinmedia
conferences with nultiple participants using a conbination of audio,
vi deo, text, and other nedia types. Wth this nodel, real-tinme nedia
flows fromconference participants are not m xed, transcoded,

transl ated, reconposed, or otherw se nanipul ated by a Media
Distributor, as mght be the case with a traditional media server or
Mul tipoint Control Unit (MCU). Instead, nedia flows transmtted by
conference participants are sinply forwarded by Media Distributors to
each of the other participants. Media Distributors often forward
only a subset of flows based on voice activity detection or other
criteria. In some instances, Media Distributors may nmake limited
nmodi fi cations to RTP headers [RFC3550], for example, but the actua
medi a content (e.g., voice or video data) is unaltered

An advant age of switched conferencing is that Media Distributors can
be nore easily depl oyed on general - purpose conputing hardware,
including virtualized environments in private and public clouds.
Virtualized public cloud environnents have been viewed as | ess
secure, since resources are not always physically controlled by those
who use them This docunent defines inproved security so as to | ower
the barrier to taking advantage of those environnents.

Thi s docunent defines a solution framework wherein nedia privacy is
ensured by making it inpossible for a Media Distributor to gain
access to keys needed to decrypt or authenticate the actual nedia
content sent between conference participants. At the sane tine, the
franmework allows for the Media Distributors to nodify certain RTP
headers; add, renpbve, encrypt, or decrypt RTP header extensions; and
encrypt and decrypt RTP Control Protocol (RTCP) packets [ RFC3550].
The framework al so prevents replay attacks by authenticating each



packet transm tted between a given participant and the Media
Distributor using a unique key per endpoint that is independent from
the key for nedia encryption and aut hentication

This solution franmework provides for enhanced privacy in RTP-based
conferencing environments while utilizing existing security
procedures defined for RTP with m ni mal enhancemnents.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Additionally, this solution framework uses the following terns and
abbrevi ati ons:

End-to-End (E2E): Conmuni cations from one endpoi nt through one or
nmore Media Distributors to the endpoint at the other end.

Hop- by-Hop (HBH): Conmuni cati ons between an endpoint and a Media
Di stributor or between Media Distributors.

Trusted Endpoint (or sinply endpoint): An RTP flowtermnating
entity that has possession of E2E nedi a encryption keys and
term nates E2E encryption. This may include enbedded user
conferenci ng equi prent or browsers on conputers, nedia gateways,
MCUs, medi a recording devices, and nore, that are in the trusted
domain for a given deploynent. In the context of WbRTC
[ WVBC. CR-webrtc], where control of a session is divided between a
JavaScri pt application and a browser, the browser acts as the
Trust ed Endpoint for purposes of this framework (just as it acts
as the endpoint for DTLS-SRTP [ RFC5764] in one-to-one calls).

Media Distributor (MD): An RTP m ddl ebox that forwards endpoint

medi a content (e.g., voice or video data) unaltered -- either a
subset or all of the flows at any given tinme -- and i s never
all oned to have access to E2E encryption keys. |t operates

according to the Sel ective Forwardi ng M ddl ebox RTP topol ogi es

[ RFC7667] per the constraints defined by the Private Media in

Pri vacy- Enhanced RTP Conferencing (PERC) system which includes,
but is not limted to, having no access to RTP nedi a plaintext and
having linmts on what RTP header fields it can alter. The header
fields that may be nodified by a Media Distributor are enumerated
in Section 4 of the double cryptographic transform specification

[ RFC8723] and chosen with respect to utility and the security
considerations outlined in this docunent.

Key Distributor: An entity that is a logical function that
distributes keying material and related information to Trusted
Endpoi nts and Media Distributor(s) -- only what is appropriate for
each. The Key Distributor m ght be co-resident wi th another
entity trusted with E2E keying materi al

Conference: Two or nobre participants comunicating via Trusted
Endpoi nts to exchange RTP flows through one or nore Media
Di stributors.

Call Processing: Al Trusted Endpoints connect to a conference via a
call processing dialog, e.g., with the "focus" as defined in "A
Framewor k for Conferencing with the Session Initiation Protoco
(SIP)" [RFC4353].

Third Party: Any entity that is not an endpoint, Media Distributor,
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Key Distributor, or call processing entity as described in this
docunent .

PERC Entities and Trust Model

Figure 1 depicts the trust relationships, direct or indirect, between
entities described in the subsequent subsections. Note that these
entities may be co-located or further divided into nultiple, separate
physi cal devi ces.

Pl ease note that sone entities classified as untrusted in the sinple,
general depl oynent scenario used nost comonly in this docunent night
be considered trusted in other deploynents. This docunent does not
precl ude such scenarios, but it keeps the definitions and exanples
focused by only using the sinple, nost general deploynent scenario.

Fomm e e e oo + I o e e e e e o +
| Endpoint | | | Call Processing
TS + | o e e e e oo +
I
I
. + | - +
| Key Distributor| | | Media Distributor |
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I
Trust ed | Untrust ed
Entities | Entities
I

Figure 1: Trusted and Untrusted Entities in PERC
1. Untrusted Entities

The architecture described in this framework docunent enabl es
conferencing infrastructure to be hosted in domains, such as in a
cloud conferencing provider’s facilities, where the trustworthiness
is below the | evel needed to assune that the privacy of the
participant’s nmedia is not conprom sed. The conferencing
infrastructure in such a domain is still trusted with reliably
connecting the participants together in a conference but is not
trusted with keying material needed to decrypt any of the
participant’s media. Entities in such |l ess-trustworthy domains are
referred to as untrusted entities fromthis point forward.

It is inmportant to understand that "untrusted" in this document does
not mean that an entity is not expected to function properly.

Rather, it means only that the entity does not have access to the E2E
medi a encryption keys.

1.1. Media Distributor

A Media Distributor forwards RTP fl ows between endpoints in the
conference while perform ng per-hop authentication of each RTP
packet. The Media Distributor may need access to one or nore RTP
headers or header extensions, potentially adding or nodifying a
certain subset. The Media Distributor also relays secured nessagi ng
bet ween the endpoints and the Key Distributor and acquires per-hop
key information fromthe Key Distributor. The actual media content
must not be decryptable by a Media Distributor, as it is not trusted
to have access to the E2E nedi a encrypti on keys. The key exchange
mechani sns specified in this framework prevent the Media Distributor
from gai ning access to the E2E nedi a encryption keys.

An endpoint’s ability to connect to a conference serviced by a Media
Distributor inplies that the endpoint is authorized to have access to



the E2E nedi a encryption keys, although the Media Distributor does
not have the ability to determ ne whether an endpoint is authorized.
Instead, the Key Distributor is responsible for authenticating the
endpoint (e.g., using WebRTC identity assertions [RFC8827]) and
determining its authorization to receive E2ZE and HBH nmedi a encryption
keys.

A Media Distributor nust performits role in properly forwarding
medi a packets while taking nmeasures to mtigate the adverse effects
of denial -of-service attacks (refer to Section 8) to a level equal to
or better than traditional conferencing (non-PERC) depl oynments.

A Media Distributor or associated conferencing infrastructure may
also initiate or term nate various nessagi ng techniques related to
conference control. This topic is outside the scope of this
framewor k document .

3.1.2. Call Processing

Call processing is untrusted in the sinple, general deploynent
scenario. Wien a physical subset of call processing resides in
facilities outside the trusted donmain, it should not be trusted to
have access to E2E key i nformation.

Call processing may include the processing of call signaling
messages, as well as the signing of those nessages. It may al so
aut henticate the endpoints for the purpose of call signaling and of
subsequently joining a conference hosted through one or nore Mudia
Distributors. Call processing nmay optionally ensure the privacy of
call signaling messages between itself (call processing), the
endpoi nt, and other entities.

3.2. Trusted Entities

From t he PERC nodel systemis perspective, entities considered trusted
(refer to Figure 1) can be in possession of the E2E medi a encryption
keys for one or nore conferences.

3.2.1. Endpoint

An endpoint is considered trusted and has access to E2E key
information. While it is possible for an endpoint to be conpronm sed,
subsequently perform ng in undesired ways, defining endpoint
resistance to conpromse is outside the scope of this docunent.

Endpoi nts take neasures to nitigate the adverse effects of denial-of-
service attacks (refer to Section 8) fromother entities, including
fromother endpoints, to a level equal to or better than traditiona
conference (non-PERC) depl oyments.

3.2.2. Key Distributor

The Key Distributor, which nay be co-located with an endpoint or
exi st standal one, is responsible for providing key information to
endpoints for both E2E and HBH security and for providing key
information to Media Distributors for HBH security.

I nteraction between the Key Distributor and call processing is
necessary for proper conference-to-endpoint nmappings. This is
described in Section 5. 3.

The Key Distributor needs to be secured and managed in a way that
prevents exploitation by an adversary, as any kind of conprom se of
the Key Distributor puts the security of the conference at risk

The Key Distributor needs to know whi ch endpoi nts and whi ch Medi a
Distributors are authorized to participate in the conference. How



the Key Distributor obtains this information is outside the scope of
this docunment. However, Key Distributors MJUST reject DILS
associ ations with any unauthorized endpoint or Media Distributor.

4. Framewor k for PERC

The purpose of this framework is to define a neans through which
medi a privacy is ensured when comunicating within a conferencing
envi ronnment consi sting of one or nore Media Distributors that only
switch, and hence do not ternminate, nedia. |t does not otherw se
attenpt to hide the fact that a conference between endpoints is

t aki ng pl ace.

This framework reuses several specified RTP security technol ogi es,
including the Secure Real -tine Transport Protocol (SRTP) [RFC3711],
Encrypted Key Transport (EKT) [RFC8870], and DTLS- SRTP.

4.1. E2E-Authenticated and HBH Aut henticated Encryption

This solution framework focuses on the E2E privacy and integrity of
the participant’s nedia by Iimting access to only trusted entities
to the E2E key used for authenticated E2E encryption. However, this
framework does give a Media Distributor access to RTP header fields
and header extensions, as well as the ability to modify a certain
subset of the header fields and to add or change header extensions.
Packets received by a Media Distributor or an endpoint are

aut henti cated hop by hop.

To enable all of the above, this framework defines the use of two
security contexts and two associ ated encryption keys: an "inner" key
(a distinct E2E key for each transmitted nedia flow) for

aut henti cated encryption of RTP nedia between endpoints and an
"outer" key (a HBH key) known only to a Media Distributor or the

adj acent endpoint for the hop between an endpoint and a Media

Di stributor or peer endpoint. An endpoint will receive one or nore
E2E keys from every other endpoint in the conference that correspond
to the nedia flows transnmitted by those other endpoints, while HBH
keys are derived fromthe DTLS- SRTP association with the Key
Distributor. Two comunicating Media Distributors use DILS- SRTP
associations directly with each other to obtain the HBH keys they
will use. See Section 4.5 for nore details on key exchange.

S + S +
| | #HHHHHHBHHHHH PR |
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Fi gure 2: E2E and HBH Keys Used for Authenticated Encryption of
SRTP Packet s



The doubl e transform [ RFC8723] enabl es endpoints to perform
encryption using both the E2E and HBH contexts while still preserving
the same overall interface as other SRTP transforns. The Mdia
Distributor sinply uses the correspondi ng normal (single) AES-GCM
transform keyed with the appropriate HBH keys. See Section 6.1 for
a description of the keys used in PERC and Section 7 for a di agram of
how encrypted RTP packets appear on the wre.

RTCP is only encrypted hop by hop -- not end to end. This franmework
does not provide an additional step for RTCP-authenticated
encryption. Rather, inplenmentations utilize the existing procedures
specified in [RFC3711]; those procedures use the same outer, HBH
crypt ographi c context chosen in the double transform operation
descri bed above. For this reason, endpoints MJST NOT send
confidential information via RTCP

4.2. E2E Key Confidentiality

To ensure the confidentiality of E2E keys shared between endpoints,
endpoi nts use a common Key Encryption Key (KEK) that is known only by
the trusted entities in a conference. That KEK, defined in the EKT
specification [ RFC8870] as the EKT Key, is used to subsequently
encrypt the SRTP master key used for E2E-authenticated encryption of
medi a sent by a given endpoint. Each endpoint in the conference
creates an SRTP master key for E2E-authenticated encryption and keeps
track of the E2E keys received via the Full EKT Tag for each distinct
synchroni zati on source (SSRC) in the conference so that it can
properly decrypt received nmedia. An endpoint nmay change its E2E key
at any tine and advertise that new key to the conference as specified
in [ RFC8870] .

4.3. E2E Keys and Endpoi nt Operations

Any given RTP media flowis identified by its SSRC, and an endpoi nt
m ght send nore than one at a time and change the mix of nedia flows
transmitted during the lifetine of a conference.

Thus, an endpoint MJST nmaintain a list of SSRCs fromreceived RTP
flows and each SSRC s associ ated E2E key information. An endpoint
MUST di scard ol d E2E keys no later than when it |eaves the

conf erence.

If the packet is to contain RTP header extensions, it should be noted
that those extensions are only encrypted hop by hop per [RFC8723].

For this reason, endpoints MJST NOT transmit confidential information
via RTP header extensions.

4.4. HBH Keys and Per-Hop Operations

To ensure the integrity of transmtted nedia packets, it is REQU RED
that every packet be authenticated hop by hop between an endpoi nt and
a Media Distributor, as well as between Media Distributors. The

aut henti cation key used for HBH authentication is derived froman
SRTP master key shared only on the respective hop. Each HBH key is
di stinct per hop, and no two hops ever use the sane SRTP naster key.

Whi | e endpoints al so perform HBH authentication, the ability of the
endpoints to reconstruct the original RTP header al so enables the
endpoints to authenticate RTP packets end to end. This design yields
flexibility to the Media Distributor to change certain RTP header

val ues as packets are forwarded. Values that the Media Distributor
can change in the RTP header are defined in [RFC8723]. RTCP can only
be encrypted hop by hop, giving the Media Distributor the flexibility
to (1) forward RTCP content unchanged, (2) transmt conmpound RTCP
packets, (3) initiate RTCP packets for reporting statistics, or



(4) convey other information. Performng HBH authentication for all
RTP and RTCP packets al so hel ps provide replay protection (see
Section 8). The use of the replay protection nechani smspecified in
Section 3.3.2 of [RFC3711] is REQUI RED at each hop.

If there is a need to encrypt one or nmore RTP header extensions hop
by hop, the endpoint derives an encryption key fromthe HBH SRTP
master key to encrypt header extensions as per [RFC6904]. This stil
gives the Media Distributor visibility into header extensions, such
as the one used to deternine the audio | evel [RFC6464] of conference
participants. Note that when RTP header extensions are encrypted,
all hops need to decrypt and re-encrypt these encrypted header
extensions. Please refer to Sections 5.1, 5.2, and 5.3 of [RFC8723]
for procedures to perform RTP header extension encryption and
decrypti on.

4.5. Key Exchange

In brief, the keys used by any given endpoints are determ ned as
foll ows:

* The HBH keys that the endpoint uses to send and receive SRTP nedi a
are derived froma DTLS handshake that the endpoint perforns with
the Key Distributor (follow ng normal DTLS- SRTP procedures).

* The E2E key that an endpoint uses to send SRTP nedi a can be either
set fromthe DTLS-SRTP association with the Key Distributor or
chosen by the endpoint. It is then distributed to other endpoints
in a Full EKT Tag, encrypted under an EKT Key provided to the
client by the Key Distributor within the DILS channel they
negoti ated. Note that an endpoint MAY create a different E2E key
per nedia flow, where a nedia flowis identified by its SSRC
val ue.

* Each E2E key that an endpoint uses to receive SRTP nedia is set by
receiving a Full EKT Tag from anot her endpoint.

*  The HBH keys used between two Media Distributors are derived via
DTLS- SRTP procedures enpl oyed directly between them

4.5.1. Initial Key Exchange and Key Distributor

The Media Distributor maintains a tunnel with the Key Distributor
(e.g., using the tunnel protocol defined in [PERC-DTLS]), making it
possible for the Media Distributor to facilitate the establishnent of
a secure DTLS associ ati on between each endpoi nt and the Key
Distributor as shown in Figure 3. The DITLS associ ati on between
endpoints and the Key Distributor enables each endpoint to generate
E2E and HBH keys and receive the KEK. At the sane tinme, the Key
Distributor securely provides the HBH key infornmation to the Medi a
Distributor. The key information summari zed here nmay include the
SRTP nmaster key, the SRTP naster salt, and the negotiated
cryptographic transform

KEK info | Key | HBH Key info to
to Endpoints |Distributor| Endpoints & Media Distributor

S + S + S +
| Endpoint | DTLS | Medi a | DTLS | Endpoint |
| KEK | <---mmmmeme - | Distributor|------------ >| KEK |
| HBH Key | to Key Dist | HBH Keys | to Key Dist | HBH Key |



Figure 3: Exchanging Key Infornmation between Entities

In addition to the secure tunnel between the Media Distributor and
the Key Distributor, there are two additional types of security
associations utilized as a part of the key exchange, as discussed in
the followi ng paragraphs. One is a DILS-SRTP associ ati on between an
endpoint and the Key Distributor (with packets passing through the
Media Distributor), and the other is a DILS-SRTP associ ati on between
peer Media Distributors.

Endpoi nts establish a DTLS- SRTP associ ati on over the RTP session with
the Media Distributor and its media ports for the purposes of key

i nformati on exchange with the Key Distributor. The Media Distributor
does not term nate the DTLS signaling but instead forwards DTLS
packets received froman endpoint on to the Key Distributor (and vice
versa) via a tunnel established between the Media Distributor and the
Key Distributor.

When establishing the DILS associ ati on between endpoints and t he Key
Distributor, the endpoint MJUST act as the DTLS client, and the Key
Distributor MIUST act as the DTLS server. The KEK is conveyed by the
Key Distributor over the DILS association to endpoints via procedures
defined in EKT [ RFC8870] via the EKTKey nessage.

The Key Distributor MJUST NOT establish DTLS- SRTP associations with
endpoints without first authenticating the Media Distributor
tunneling the DTLS- SRTP packets fromthe endpoint.

Note that followi ng DILS- SRTP procedures for the cipher defined in

[ RFC8723], the endpoint generates both E2E and HBH encrypti on keys
and salt values. Endpoints MJST either use the DILS- SRTP-gener ated
E2E key for transm ssion or generate a fresh E2E key. 1In either
case, the generated SRTP master salt for E2E encrypti on MJST be
replaced with the salt value provided by the Key Distributor via the
EKTKey message. That is because every endpoint in the conference
uses the sanme SRTP nmaster salt. The endpoint only transmts the SRTP
master key (not the salt) used for E2E encryption to other endpoints
in RTP/ RTCP packets per [RFC8870].

Media Distributors use DILS-SRTP directly with a peer Media
Distributor to establish the HBH key for transmitting RTP and RTCP
packets to that peer Media Distributor. The Key Distributor does not
facilitate establishing a HBH key for use between Media Distributors.

4.5.2. Key Exchange during a Conference

Following the initial key information exchange with the Key
Distributor, an endpoint is able to encrypt nedia end to end with an
E2E key, sending that E2E key to ot her endpoints encrypted with the
KEK, and is able to encrypt and authenticate RTP packets using a HBH
key. This framework does not allow the Media Distributor to gain
access to the KEK information, preventing it from gai ning access to
any endpoint’s E2E key and subsequently decrypting nedi a.

The KEK may need to change fromtinme to tinme during the lifetinme of a
conference, such as when a new participant joins or |eaves a
conference. Dictating if, when, or how often a conference is to be
rekeyed i s outside the scope of this docunent, but this franmework
does acconmodate rekeying during the lifetine of a conference.

When a Key Distributor decides to rekey a conference, it transmits a
new EKTKey nessage contai ning the new EKT Key to each of the
conference participants. Upon receipt of the new EKT Key, the

endpoi nt MJUST create a new SRTP naster key and prepare to send that
key inside a Full EKTFi el d using the new EKT Key as per Section 4.5 of



[RFC8870]. In order to allowtime for all endpoints in the
conference to receive the new keys, the sender should follow the
recomendations in Section 4.6 of [RFC8870]. On receiving a new EKT
Key, endpoints MJST be prepared to decrypt EKT Tags using the new
key. The EKT Security Paraneter Index (SPl) field is used to
differentiate between EKT Tags encrypted with the old and new keys.

After rekeying, an endpoint SHOULD retain prior SRTP naster keys and
EKT Keys for a period of tinme sufficient for the purpose of ensuring
that it can decrypt late-arriving or out-of-order packets or packets
sent by other endpoints that used the prior keys for a period of tine
after rekeying began. An endpoint MAY retain old keys until the end
of the conference.

Endpoi nts MAY follow the procedures in Section 5.2 of [RFC5764] to
renegoti ate HBH keys as desired. |f new HBH keys are generated, the
new keys are also delivered to the Media Distributor followi ng the
procedures defined in [ PERC-DTLS] as one possi bl e met hod.

At any time, endpoints MAY change the E2E encryption key bei ng used.
An endpoi nt MJST generate a new E2E encrypti on key whenever it
receives a new EKT Key. After switching to a new key, the new key is
conveyed to other endpoints in the conference in RTP/ RTCP packets per
[ RFC8870] .

5. Authentication

It is inportant that entities can validate the authenticity of other
entities, especially the Key Distributor and endpoints. Details on
this topic are outside the scope of this specification, but a few
possibilities are discussed in the follow ng sections. The critica
requirenents are that (1) an endpoint can verify that it is connected
to the correct Key Distributor for the conference and (2) the Key
Distributor can verify that the endpoint is the correct endpoint for
t he conference.

Two possi bl e approaches to resolve this situation are identity
assertions and certificate fingerprints.

5.1. ldentity Assertions

A WDbRTC identity assertion [RFC8827] is used to bind the identity of
the user of the endpoint to the fingerprint of the DILS- SRTP
certificate used for the call. This certificate is unique for a
given call and a conference. This certificate is unique for a given
call and a conference, allowing the Key Distributor to ensure that
only authorized users participate in the conference. Simlarly, the
Key Distributor can create a WebRTC identity assertion to bind the
fingerprint of the unique certificate used by the Key Distributor for
this conference so that the endpoint can verify that it is talking to
the correct Key Distributor. Such a setup requires an ldentity
Provider (1dP) trusted by the endpoints and the Key Distributor

5.2. Certificate Fingerprints in Session Signaling

Entities managi ng session signaling are generally assuned to be
untrusted in the PERC franmework. However, there are sone depl oynent
scenari os where parts of the session signaling my be assuned
trustworthy for the purposes of exchanging, in a manner that can be
aut henticated, the fingerprint of an entity’'s certificate.

As a concrete exanple, SIP [RFC3261] and the Session Description

Prot ocol (SDP) [ RFC4566] can be used to convey the fingerprint
informati on per [RFC5763]. An endpoint’s SIP User Agent woul d send
an | NVI TE nessage contai ning SDP for the nmedia session along with the
endpoint’s certificate fingerprint, which can be signed using the



procedures described in [RFC8224] for the benefit of forwarding the
message to other entities by the focus [ RFC4353]. O her entities can
verify that the fingerprints nmatch the certificates found in the
DTLS- SRTP connections to find the identity of the far end of the
DTLS- SRTP connection and verify that it is the authorized entity.

Utimately, if using session signaling, an endpoint’s certificate
fingerprint would need to be securely mapped to a user and conveyed
to the Key Distributor so that it can check that the user in question
is authorized. Simlarly, the Key Distributor’s certificate
fingerprint can be conveyed to an endpoint in a manner that can be
aut henti cated as being an authorized Key Distributor for this

conf erence.

5.3. Conference Identification
The Key Distributor needs to know what endpoints are being added to a
gi ven conference. Thus, the Key Distributor and the Media
Di stributor need to know endpoi nt -t o-conf erence mappi ngs, which are
enabl ed by exchangi ng a conference-specific unique identifier as
described in [PERC-DTLS]. How this unique identifier is assigned is
out side the scope of this docunent.

6. PERC Keys
Thi s section describes the various keys enpl oyed by PERC

6.1. Key Inventory and Managenent Consi derations

This section summari zes the several different keys used in the PERC
framewor k, how they are generated, and what purpose they serve.

The keys are described in the order in which they would typically be
acqui red

The vari ous keys used in PERC are shown in Table 1 bel ow

[ ettt —— Cp—p—p—p—p—(———————————————————————————————————————
| Key | Description |
| HBH Key | SRTP master key used to encrypt nedia hop |
| | by hop.

R oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| KEK | Key shared by all endpoints and used to |
| (EKT Key) | encrypt each endpoint’s E2E SRTP master key |
| | so receiving endpoints can decrypt mnedi a. |
S IR T T T +
| E2E Key | SRTP master key used to encrypt nedia end |
| | to end. |
S oo e e e e e e e e e e e e e e e e e e e e oo +

Tabl e 1: Key Inventory
Wil e the nunmber of key types is very small, it should be understood

that the actual nunmber of distinct keys can be |arge as the
conference grows in size.

As an exanmple, with 1,000 participants in a conference, there would
be at least 1,000 distinct SRTP master keys, all of which share the
same master salt. FEach of those keys is passed through the Key
Derivation Function (KDF) as defined in [RFC3711] to produce the
actual encryption and authentication keys.

Conplicating key nmanagenent is the fact that the KEK can change and,
when it does, the endpoints generate new SRTP nmaster keys that are
associated with a new EKT SPI. Endpoints might retain old keys for a



period of tine to ensure that they can properly decrypt late-arriving
or out-of-order packets, which neans that the nunber of keys held
during that period of tine m ght be substantially higher

A nore detail ed explanation of each of the keys follows.
6.2. DILS- SRTP Exchange Yi el ds HBH Keys

The first set of keys acquired are for HBH encryption and decryption.
Per the doubl e transform procedures [ RFC8723], the endpoint perforns
a DTLS- SRTP exchange with the Key Distributor and receives a key that
is, in fact, "double" the size that is needed. The E2E part is the
first half of the key, so the endpoint discards that information when
generating its own key. The second half of the keying material is
for HBH operations, so that half of the key (corresponding to the

| east significant bits) is assigned internally as the HBH key.

The Key Distributor inforns the Media Distributor of the HBH key.
Specifically, the Key Distributor sends the | east significant bits
corresponding to the half of the keying material determ ned through
DTLS-SRTP with the endpoint to the Media Distributor. A salt val ue
is generated along with the HBH key. The salt is also |onger than
needed for HBH operations; thus, only the |least significant bits of
the required length (half of the generated salt material) are sent to
the Media Distributor. One way to transmit this key and salt
information is via the tunnel protocol defined in [PERC DILS].

No two endpoi nts have the sane HBH key; thus, the Media Distributor
MUST keep track of each distinct HBH key (and the corresponding salt)
and use it only for the specified hop.

The HBH key is al so used for HBH encryption of RTCP. RTCP is not
E2E- encrypted i n PERC

6.3. The Key Distributor Transmits the KEK (EKT Key)

The Key Distributor sends the KEK (the EKT Key per [RFC8870]) to the
endpoint via the aforenenti oned DILS- SRTP association. This key is
known only to the Key Distributor and endpoints; it is the nost
important entity to protect, since having know edge of this key (and
the SRTP master salt transmtted as a part of the sane nessage)
allows an entity to decrypt any nedia packet in the conference.

Note that the Key Distributor can send any nunber of EKT Keys to
endpoints. This infornmation is used to rekey the entire conference.
Each key is identified by an SPI value. Endpoints MJST expect that a
conference m ght be rekeyed when a new participant joins a conference
or when a participant | eaves a conference, in order to protect the
confidentiality of the conversation before and after such events.

The SRTP naster salt to be used by the endpoint is transnitted al ong
with the EKT Key. Al endpoints in the conference utilize the sane
SRTP master salt that corresponds with a given EKT Key.

The Full EKT Tag in nmedia packets is encrypted using a cipher
specified via the EKTKey nessage (e.g., AES Key Wap with a 128-bit
key). This cipher is different than the cipher used to protect nedia
and is only used to encrypt the endpoint’s SRTP naster key (and other
EKT Tag data as per [RFC8870]).

The KEK is not given to the Media Distributor
6.4. Endpoints Fabricate an SRTP Master Key

As stated earlier, the E2E key determined via DTLS- SRTP MAY be
discarded in favor of a locally generated E2E SRTP master key. Wile



the DTLS- SRTP-derived SRTP master key can be used initially, the
endpoi nt m ght choose to change the SRTP nmaster key periodically and
MUST change the SRTP naster key as a result of the EKT Key changi ng.

A locally generated SRTP naster key is used along with the nmaster
salt transmitted to the endpoint fromthe Key Distributor via the
EKTKey message to encrypt nedia end to end

Since the Media Distributor is not involved in E2E functions, it does
not create this key, nor does it have access to any endpoint’s E2E
key. Note, too, that even the Key Distributor is unaware of the

| ocal |y generated E2E keys used by each endpoint.

The endpoint transmits its E2E key to other endpoints in the
conference by periodically including it in SRTP packets in a Full EKT
Tag. Wen placed in the Full EKT Tag, it is encrypted using the EKT
Key provided by the Key Distributor. The master salt is not
transmtted, though, since all endpoints receive the sane master salt
via the EKTKey nmessage fromthe Key Distributor. The reconmended
frequency with which an endpoint transmts its SRTP master key is
specified in [ RFC8870].

6.5. Summary of Key Types and Entity Possession
Al'l endpoi nts have know edge of the KEK

Every HBH key is distinct for a given endpoint; thus, Endpoint A and
Endpoi nt B do not have know edge of the other’'s HBH key. Since HBH
keys are derived froma DTLS- SRTP association, there is at nobst one
HBH key per endpoint. (The only exception is where the DILS- SRTP
associ ation mght be rekeyed per Section 5.2 of [RFC5764] and a new
key is created to replace the forner key.)

Each endpoint generates its own E2E key (SRTP master key); thus,
there is a distinct E2E key per endpoint. This key is transnitted
(encrypted) via the Full EKT Tag to other endpoints. Endpoints that
receive media froma given transmtting endpoi nt gain know edge of
the transmtter’s E2E key via the Full EKT Tag.

Tabl e 2 sunmari zes the various keys and which entity is in possession
of a given key.

B ety e st sy et
| Key/Entity | Endpoint A| MD X | MDY | Endpoint B

=4 ————————————+d——————t——————{————————————+
| KEK (EKT Key) | Yes | No | No | Yes |
I T R R I +------ +------ I +
| E2E Key (A and B) | Yes | No | No | Yes |
B i e R I +------ +------ R I +
| HBH Key (A<=>NMND X) | Yes | Yes | No | No |
I I I I I ] I +------ +------ I +
| HBH Key (B<=>MD Y) | No | No | Yes | Yes |
I T R R I +------ +------ I +
| HBH Key (MD X<=>MD YY) | No | Yes | Yes | No |
B i e R I +------ +------ R I +

Tabl e 2: Key Types and Entity Possession
7. Encrypted Medi a Packet Fornat
Figure 4 presents a conplete picture of what an encrypted medi a
packet per this framework | ooks |ike when transmtted over the wre.
The packet format shown in the figure is encrypted using the double
cryptographic transformwi th an EKT Tag appended to the end.
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Figure 4: Encrypted Medi a Packet For mat
Security Considerations
1. Third-Party Attacks

Third-party attacks are attacks attenpted by an adversary that is not
supposed to have access to keying material or is otherw se not an
aut hori zed participant in the conference.

On-path attacks are nmitigated by HBH integrity protection and
encryption. The integrity protection mtigates packet nodification
Encrypti on makes sel ective bl ocki ng of packets harder, but not

i mpossi bl e.

Of-path attackers could try connecting to different PERC entities to
send specifically crafted packets with an aim of forcing the receiver
to forward or render bogus nedi a packets. Endpoints and Media
Distributors mtigate such an attack by perform ng HBH aut hentication
and di scardi ng packets that fail authentication

Anot her attack vector is a third party clainming to be a Medi a
Distributor, fooling endpoints into sending packets to the false
Media Distributor instead of the correct one. The deceived sending
endpoints could incorrectly assune that their packets have been
delivered to endpoints when they in fact have not. Wile this attack
is possible, the result is a sinple denial of service with no | eakage
of confidential information, since the false Media Distributor would
not have access to either HBH or E2E encryption keys.



A third party could cause a denial of service by transmtting many
bogus or replayed packets toward receiving devices and ultimtely
degradi ng conference or device performance. Therefore,

i npl erent ations might wish to devise nmechani sns to saf eguard agai nst
such illegitimte packets, such as utilizing rate-limting or
perform ng basic sanity checks on packets (e.g., |ooking at packet

| ength or expected sequence nunber ranges), before perform ng
decryption operations that are nore expensive.

The use of nutual DTLS authentication (as required by DTLS-SRTP) al so
hel ps to prevent a denial -of-service attack by preventing a fal se
endpoint or false Media Distributor fromsuccessfully participating
as a perceived valid nedia sender that could otherw se carry out an
on-path attack. Wen nutual authentication fails, a receiving
endpoi nt would know that it could safely discard nedi a packets
received fromthe endpoint w thout inspection

8. 2. Medi a Di stributor Attacks

A malicious or conprom sed Media Distributor can attack the session
in a nunber of possible ways, as di scussed bel ow.

8.2.1. Denial of Service

A simple formof attack is discarding received packets that should be
forwarded. This solution framework does not provide any mtigation
mechani sns for Media Distributors that fail to forward nmedi a packets.

Anot her form of attack is nodifying received packets before
forwarding. Wth this solution framework, any nodification of the
E2E- aut henticated data results in the receiving endpoint getting an
integrity failure when perform ng authentication on the received
packet .

The Media Distributor can also attenpt to performresource
consunption attacks on the receiving endpoint. One such attack woul d
be to insert random SSRC/ CSRC val ues in any RTP packet along with a
Ful | EKT Tag. Since such a nessage would trigger the receiver to
forma new cryptographic context, the Media Distributor can attenpt
to consune the receiving endpoint’s resources. Wile E2E

aut hentication would fail and the cryptographic context would be
destroyed, the key derivation operati on woul d nonet hel ess consune
some conput ational resources. Wile resource consunption attacks
cannot be nmitigated entirely, rate-limting packets m ght help reduce
the inpact of such attacks.

8.2.2. Replay Attacks

A replay attack is an attack where an al ready-received packet froma
previous point in the RTP streamis replayed as a new packet. This
could, for exanple, allow a Media Distributor to transnt a sequence
of packets identified as a user saying "yes", instead of the "no" the
user actually said.

A replay attack is mtigated by the requirement to inplenment replay
protection as described in Section 3.3.2 of [RFC3711]. E2E replay
protection MJST be provided for the duration of the conference.

8.2.3. Delayed Playout Attacks
A del ayed playout attack is an attack where nedia is received and
held by a Media Distributor and then forwarded to endpoints at a
|ater point in tine.

This attack is possible even if E2E replay protection is in place.
Because the Media Distributor is allowed to sel ect a subset of



streans and not forward the rest to a receiver, such as in forwarding
only the nost active speakers, the receiver has to accept gaps in the
E2E packet sequence. The problemhere is that a Media Distributor
can choose to not deliver a particular streamfor a while.

VWile the Media Distributor can purposely stop forwardi ng nedia
flows, it can also select an arbitrary starting point to resune
forwardi ng those nedia flows, perhaps forwarding old packets rather
than current packets. As a consequence, what the nedia source sent
can be substantially del ayed at the receiver with the receiver
believing that newy arriving packets are delayed only by transport
del ay when the packets may actually be mnutes or hours old.

Wiile this attack cannot be elimnated entirely, its effectiveness
can be reduced by rekeying the conference periodically, since
significantly del ayed nedia encrypted with expired keys would not be
decrypted by endpoints.

8.2.4. Splicing Attacks

A splicing attack is an attack where a Media Distributor receiving
mul tiple nedia sources splices one nedia streaminto the other. |If
the Media Distributor were able to change the SSRC wit hout the

recei ver having any nethod for verifying the original source ID, then
the Media Distributor could first deliver stream A and then | ater
forward stream B under the sane SSRC that stream A was previously
using. By including the SSRC in the integrity check for each packet
-- both HBH and E2E -- PERC prevents splicing attacks.

8.2.5. RTCP Att acks

PERC does not provide E2E protection of RTCP nessages. This allows a
conprom sed Media Distributor to inpact any nessage that night be
transmtted via RTCP, including nedia statistics, picture requests,

or loss indication. It is also possible for a conprom sed Media
Distributor to forge requests, such as requests to the endpoint to
send a new picture. Such requests can consune significant bandwi dth
and i npair conference perfornance.

8.3. Key Distributor Attacks

As stated in Section 3.2.2, the Key Distributor needs to be secured,
since exploiting the Key Server can allow an adversary to gain access
to the keying material for one or nore conferences. Having access to
that keying material would then allow the adversary to decrypt nedia
sent from any endpoint in the conference.

As a first line of defense, the Key Distributor authenticates every
security association -- associations with both endpoints and Media
Distributors. The Key Distributor knows which entities are

aut hori zed to have access to which keys, and inspection of
certificates will substantially reduce the risk of providing keys to
an adversary.

Bot h physical and network access to the Key Distributor should be
severely restricted. This may be nore difficult to achi eve when the
Key Distributor is enbedded within, for exanple, an endpoint.
Nonet hel ess, consi deration should be given to shielding the Key

Di stributor from unauthorized access or any access that is not
strictly necessary for the support of an ongoing conference.

Consi deration should be given to whether access to the keying
material will be needed beyond the conclusion of a conference. |If
not needed, the Key Distributor’'s policy should be to destroy the
keying material once the conference concludes or when keying materi al
changes during the course of the conference. |If keying material is



needed beyond the lifetime of the conference, further consideration
shoul d be given to protecting keying material from future exposure.
Wiile it mght seemobvious, it is worth nmaking this point, to avoid
any doubt that if an adversary were to record the nedia packets
transmtted during a conference and then gain unauthorized access to
the keying material |left unsecured on the Key Distributor even years
| ater, the adversary could decrypt the content of every packet
transmitted during the conference.

8.4. Endpoint Attacks

A Trusted Endpoint is so naned because conference confidentiality
relies heavily on the security and integrity of the endpoint. If an
adversary successfully exploits a vulnerability in an endpoint, it

m ght be possible for the adversary to obtain all of the keying
material used in the conference. Wth that keying material, an
adversary could decrypt any of the nedia flows received from any
other endpoint, either in real time or at a later point in tine
(assum ng that the adversary makes a copy of the nedia packets).

Additionally, if an adversary successfully exploits an endpoint, the
adversary could inject nmedia into the conference. For exanple, an
adversary could mani pul ate the RTP or SRTP software to transmt

what ever medi a the adversary wi shes to send. This could involve the
reuse of the conprom sed endpoint’s SSRC or, since all conference
participants share the sane KEK, the use of a new SSRC or the SSRC
val ue of another endpoint. Only a single SRTP cipher suite defined
provi des source authentication properties that allow an endpoint to
cryptographically assert that it sent a particular E2E-protected
packet (nanmely, Timed Efficient Stream Loss-Tol erant Authentication
(TESLA) [RFC4383]), and its usage is presently not defined for PERC
The suite defined in PERC only all ows an endpoint to determ ne that
whoever sent a packet had received the KEK

However, attacks on the endpoint are not limted to the PERC specific
software within the endpoint. An attacker could inject nedia or
record nedia by mani pul ating the software that sits between the PERC
enabl ed application and the hardware m crophone of a video canera,
for exanple. Likew se, an attacker could potentially access
confidential nedia by accessing nenory, cache, disk storage, etc. if
the endpoint is not secured.

9. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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