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I nt roducti on

This meno describes the guidelines to help with eval uati ng new
congestion control algorithns for interactive point-to-point real-
time nedia. The requirenents for the congestion control algorithm
are outlined in [RFC8836]. This docunent buil ds upon previous work
at the I ETF: Specifying New Congestion Control Al gorithms [RFC5033]
and Metrics for the Evaluation of Congestion Control Al gorithns

[ RFC5166] .

The gui del i nes proposed in the docunent are intended to hel p prevent
a congestion collapse, to pronote fair capacity usage, and to
optinmize the media flow s throughput. Furthernore, the proposed
congestion control algorithns are expected to operate within the
envel ope of the circuit breakers defined in RFC 8083 [ RFC8083].

Thi s docunent only provides the broad set of network paraneters and
traffic nodels for evaluating a new congestion control al gorithm
The nini mal requirenent for congestion control proposals is to
produce or present results for the test scenarios described in

[ RFC8867] (Basic Test Cases), which also defines the specifics for
the test cases. Additionally, proponents may produce eval uation
results for the wirel ess test scenarios [ RFC38869].

Thi s docunent does not cover application-specific inplications of
congestion control algorithns and how t hose coul d be eval uat ed.
Therefore, no quality netrics are defined for performance eval uation;
quality metrics and the algorithns to infer those vary between nedi a
types. Metrics and algorithnms to assess, e.g., the quality of
experience, evolve continuously so that determ ning suitable choices
is left for future work. However, there is consensus that each
congestion control algorithmshould be able to showthat it is usefu
for interactive video by perform ng anal ysis using real codecs and

vi deo sequences and state-of-the-art quality netrics.

Beyond optim zing individual metrics, real-time applications may have
further options to trade off performance, e.g., across multiple
medi a; refer to the RMCAT requirenents [ RFC8836] document. Such
trade-offs may be defined in the future.

Ter mi nol ogy

The terminol ogy defined in RTP [ RFC3550], RTP Profile for Audio and
Vi deo Conferences with Mnimal Control [RFC3551], RTCP Extended
Report (XR) [RFC3611], Extended RTP Profile for RTCP-Based Feedback
(RTP/ AVPF) [ RFC4585] and Support for Reduced-Size RTCP [ RFC5506]
appl i es.

Metrics



Thi s docunent specifies testing criteria for evaluating congestion
control algorithms for RTP nedia flows. Proposed algorithns are to
prove their performance by nmeans of sinulation and/or emnul ation
experinents for all the cases descri bed.

Each experiment is expected to | og every incom ng and out goi hg packet
(the RTP logging format is described in Section 3.1). The |ogging
can be done inside the application or at the endpoints usi ng PCAP
(packet capture, e.g., tcpdunp [tcpdunp], Wreshark [w reshark]).

The following netrics are cal cul ated based on the information in the
packet | ogs:

1. Sending rate, receiver rate, goodput (neasured at 200ns
i nterval s)

2. Packets sent, packets received

3. Bytes sent, bytes received

4. Packet del ay

5. Packets | ost, packets discarded (fromthe playout or de-jitter
buffer)

6. If using retransmi ssion or FEC. post-repair |oss

7. Self-fairness and fairness with respect to cross traffic:

Experinments testing a given congestion control proposal nust
report on relative ratios of the average throughput (rneasured at
coarser time intervals) obtained by each RTP nedia stream In
the presence of background cross-traffic such as TCP, the report
must al so include the relative rati o between average throughput
of RTP media streans and cross-traffic streans.

During static periods of a test (i.e., when bottleneck bandwi dth
is constant and no arrival/departure of streans), these reports
on relative ratios serve as an indicator of how fairly the RTP
streans share bandw dth anongst thensel ves and agai nst cross-
traffic streans. The throughput neasurenent interval should be
set at a few values (for example, at 1 s, 5s, and 20 s) in
order to measure fairness across different timescal es.

As a general guideline, the relative ratio between congesti on-
controlled RTP flows with the sane priority level and simlar

path RTT shoul d be bounded between 0.333 and 3. For exanpl e,

see the test scenarios described in [ RFC8867].

8. Convergence time: The time taken to reach a stable rate at
startup, after the available |link capacity changes, or when new
flows get added to the bottleneck |ink

9. Instability or oscillation in the sending rate: The frequency or
nunber of instances when the sending rate oscill ates between an
hi gh watermark |l evel and a | ow watermark |l evel, or vice-versa in
a defined time window. For exanple, the watermarks can be set
at 4x interval: 500 Kbps, 2 Mips, and a tinme wi ndow of 500 ns.

10. Bandwidth utilization, defined as the ratio of the instantaneous
sending rate to the instantaneous bottleneck capacity: This
metric is useful only when a congestion-controlled RTP flow is
by itself or is conmpeting with simlar cross-traffic.

Note that the above netrics are all objective application-independent
metrics. Refer to Section 3 of [netvc-testing] for objective netrics
for eval uating codecs.



Fromthe logs, the statistical neasures (mn, max, mean, standard
devi ation, and variance) for the whole duration or any specific part
of the session can be calculated. Al so the netrics (sending rate,
receiver rate, goodput, l|latency) can be visualized in graphs as
variation over time; the nmeasurenents in the plot are at one-second
intervals. Additionally, fromthe logs, it is possible to plot the
hi st ogram or cunul ative distribution function (CDF) of packet del ay.

.1. RTP Log For nat

Havi ng a comon | og format sinplifies running anal yses across
di fferent measurenent setups and conparing their results.

Send or receive timestanp (Unix): <int> <int> -- sec.usec decinal
RTP payl oad type <int> -- deci nal

SSRC <int> -- hexadeci nal

RTP sequence no <int> -- decima

RTP ti mestanmp <i nt> -- deci mal

mar ker bi t 0|1 -- character

Payl oad size <int> -- # bytes, decinal

Each line of the log file should be termnated with CRLF, CR, or LF
characters. Enpty lines are disregarded

If the congestion control inplenents retransm ssions or Forward Error
Correction (FEC), the evaluation should report both packet |oss
(before applying error resilience) and residual packet |oss (after
applying error resilience).

These data shoul d suffice to conpute the medi a- encodi ng i ndependent
metrics described above. Use of a common log will allow sinplified
post - processi ng and anal ysis across different inplenentations.

Li st of Network Paraneters

The i npl enentors are encouraged to choose eval uati on settings from
the following values initially:

.1. One-Way Propagation Del ay

Experiments are expected to verify that the congestion control is
able to work across a broad range of path characteristics, including
chal  engi ng situations, for exanple, over transcontinental and/or
satellite links. Tests thus account for the follow ng different

| at enci es:

1. Very low latency: 0-1 ns
2. Low |l atency: 50 ns
3. High latency: 150 ns
4. Extrene latency: 300 ns

.2. End-to-End Loss
Many paths in the Internet today are |l argely | ossless; however, in
scenarios featuring interference in wireless networks, sending to and
receiving fromrenote regions, or high/fast nobility, nedia fl ows may
exhi bit substantial packet |oss. This variety needs to be reflected
appropriately by the tests.
To nodel a wide range of lossy links, the experinents can choose one

of the following loss rates; the fractional loss is the ratio of
packets | ost and packets sent:



4. 3.

4. 4.

4.5.

1. no loss: 0%

2. 1%
3. 5%
4. 10%
5. 20%
Drop-Tail Router Queue Length

Rout ers shoul d be configured to use drop-tail queues in the
experinments due to their (still) prevalent nature. Experinentation
with Active Queue Managenent (AQVW) schenes is encouraged but not
mandat ory.

The router queue length is neasured as the tinme taken to drain the

FI FO queue. It has been noted in various discussions that the queue
length in the currently deployed Internet varies significantly.

Wil e the core backbone network has very short queue | ength, the hone
gat eways usual |y have | arger queue | ength. Those various queue

| engt hs can be categorized in the follow ng way:

1. QS-aware (or short): 70 ns
2. Nom nal: 300-500 s
3. Buffer-bloated: 1000-2000 ns

Here the size of the queue is nmeasured in bytes or packets. To
convert the queue length neasured in seconds to queue length in
byt es:

QueueSi ze (in bytes) = QueueSize (in sec) x Throughput (in bps)/8
Loss Ceneration Mdel

Many nodels for generating packet |oss are avail abl e: sone generate
correl ated packet |osses, others generate independent packet | osses.
In addition, packet |osses can al so be extracted from packet traces.
As a (sinple) minimmloss nodel with mniml paraneterization (i.e.,
the |l oss rate), independent random | osses nust be used in the

eval uati on.

It is known that independent |oss nodels may reflect reality poorly,
and hence nore sophisticated | oss nodels could be consi dered.
Suitable nodels for correlated | osses include the Glbert-ElIiot

nmodel [gilbert-elliott] and nodels that generate | osses by nodeling a
queue with its (different) drop behaviors.

Jitter Mbdels

This section defines jitter nmodels for the purposes of this docunent.
VWhen jitter is to be applied to both the congestion-controlled RTP
fl ow and any conpeting flow (such as a TCP conpeting flow), the
conpeting floww |l use the jitter definition below that does not
all ow for reordering of packets on the conpeting flow (see NR- BPDV
definition bel ow).

Jitter is an overloaded termin communications. It is typically used
to refer to the variation of a netric (e.g., delay) with respect to
sone reference netric (e.g., average delay or mninmumdelay). For
exanple in RFC 3550, jitter is conmputed as the snoothed difference in
packet arrival tines relative to their respective expected arriva
times, which is particularly neaningful if the underlying packet



del ay variation was caused by a Gaussi an random process.

Because jitter is an overloaded term we use the term Packet Del ay
Variation (PDV) instead to describe the variation of delay of

i ndi vi dual packets in the same sense as the | ETF | P Perfornmance
Metrics (1 PPM working group has defined PDV in their documents
(e.g., RFC 3393) and as the ITU T SGL6 has defined | P Packet Del ay
Variation (IPDV) in their docunments (e.g., Y.1540).

Most PDV distributions in packet network systens are one-sided

di stributions, the measurenent of which with a finite nunber of
measur enent sanples results in one-sided histograns. In the usua
packet network transport case, there is typically one packet that
transited the network with the mnimumdelay; a (large) nunber of
packets transit the network within sone (snaller) positive variation
fromthis mninmmdelay, and a (srmall) nunber of the packets transit
the network with del ays hi gher than the nedian or average transit
time (these are outliers). Al though infrequent, outliers can cause
significant del eterious operation in adaptive systens and shoul d be
considered in rate adaptati on designs for RTP congestion control

In this section we define two different bounded PDV characteristics,
1) Random Bounded PDV and 2) Approxi mately Random Subj ect to No-
Reor deri ng Bounded PDV.

The former, 1) Random Bounded PDV, is presented for information only,
while the latter, 2) Approxinmately Random Subject to No- Reordering
Bounded PDV, nust be used in the eval uation

.1. Random Bounded PDV ( RBPDV)

The RBPDV probability distribution function (PDF) is specified to be
of sonme mathematically describable function that includes sone
practical mnimum and maxi mum di screte val ues suitable for testing.
For exanpl e, the mnimnmumvalue, x_nin, mght be specified as the
mninmumtransit time packet, and the maxi num val ue, x_max, night be
defined to be two standard devi ati ons hi gher than the nmean

Since we are typically interested in the distribution relative to the
mean del ay packet, we define the zero nean PDV sanple, z(n), to be
z(n) = x(n) - x_nmean, where x(n) is a sanple of the RBPDV random
variable x and x_nean is the nean of x.

We assune here that s(n) is the original source tine of packet n and
the post-jitter induced em ssion tinme, j(n), for packet n is:

j(n) ={[z(n) + x_nean] + s(n)}.

It follows that the separation in the post-jitter tine of packets n
and n+l is {[s(n+1l)-s(n)] - [z(n)-z(n+1)]}. Since the first termis
al ways a positive quantity, we note that packet reordering at the
receiver is possible whenever the second termis greater than the
first. Said another way, whenever the difference in possible zero
mean PDV sanple delays (i.e., [x_max-x_min]) exceeds the inter-
departure tinme of any two sent packets, we have the possibility of
packet reordering.

There are inportant use cases in real networks where packets can
become reordered, such as in | oad-bal anci ng topol ogi es and during
route changes. However, for the vast nmajority of cases, there is no
packet reordering because nost of the time packets follow the sane
path. Due to this, if a packet becones overly del ayed, the packets
after it on that flow are also delayed. This is especially true for
mobile wireless links where there are per-flow queues prior to base
station scheduling. Owning to this inmportant use case, we define
another PDV profile simlar to the above, but one that does not allow



for reordering within a flow

4.5.2. Approximately Random Subj ect to No-Reordering Bounded PDV ( NR-
BPDV)

No Reordering BPDV, NR-BPDV, is defined sinmlarly to the above with
one inportant exception. Let serial(n) be defined as the
serialization delay of packet n at the | owest bottleneck link rate
(or other appropriate rate) in a given test. Then we produce all the

post-jitter values for j(n) for n =1, 2, ... N, where Nis the
I ength of the source sequence s to be offset. The exception can be
stated as follows: W revisit all j(n) beginning fromindex n=2, and

if j(n) is determned to be less than [j(n-1)+serial(n-1)], we
redefine j(n) to be equal to [j(n-1)+serial(n-1)] and continue for

all remaining n (i.e., n=3, 4, .. N. This nodels the case where
the packet n is sent imediately after packet (n-1) at the bottl eneck
link rate. Although this is generally the theoretical nmininmmin
that it assumes that no other packets fromother flows are in between
packet n and n+l at the bottleneck link, it is a reasonable
assunption for per-flow queui ng.

We note that this assunption holds for sone inportant exception
cases, such as packets immediately following outliers. There are a
mul titude of software-controlled el enents common on end-to-end
Internet paths (such as firewalls, application-Ilayer gateways, and

ot her m ddl eboxes) that stop processing packets while servicing other
functions (e.g., garbage collection). Oten these devices do not
drop packets, but rather queue themfor |ater processing and cause
many of the outliers. Thus NR-BPDV nodels this particular use case
(assum ng serial (n+l) is defined appropriately for the device causing
the outlier) and is believed to be inportant for adaptation

devel opment for congestion-controll ed RTP streans.

4.5.3. Recomrended Distribution

Whet her Random Bounded PDV or Approxi matel y Random Subj ect to No-
Reor deri ng Bounded PDV, it is recommended that z(n) is distributed
according to a truncated Gaussian for the above jitter nodels:

z(n) ~ |max(mn(N(O, std™(2)), N_STD * std), -N_STD * std)|

where N(O, std”(2)) is the Gaussian distribution with zero mean and
std is standard deviation. Reconmmended val ues:

std = 5 ns
N STD = 3
5. Traffic Mdels
5.1. TCP Traffic Mdel

Long-lived TCP flows wi |l downl oad data throughout the session and
are expected to have infinite anmount of data to send or receive
This roughly applies, for exanple, when downl oadi ng software

di stributions.

Each short TCP flow is nodel ed as a sequence of file downl oads
interleaved with idle periods. Not all short TCP flows start at the
sanme time, i.e., some start in the ON state while others start in the
CFF state.

The short TCP flows can be nodel ed as foll ows: 30 connections start
simul taneously fetching small (30-50 KB) ampunts of data, evenly
distributed. This covers the case where the short TCP flows are
fetching web page resources rather than video files.



The idle period between bursts of starting a group of TCP flows is
typically derived froman exponential distribution with the nean
val ue of 10 seconds.

| These val ues were picked based on the data avail abl e at

| <https://httparchive.org/reports/state-of-the-

| web?start=2015_10_01&end=2015_11_01&vi ew=l i st> as of Cctober
| 2015.

Many different TCP congestion control schenmes are depl oyed today.
Therefore, experinentation with a range of different schenes,
especially including CUBIC [ RFC8312], is encouraged. Experiments
must docunent in detail which congestion control schenmes they tested
agai nst and which paraneters were used.

5.2. RTP Video Mbdel

[ RFC8593] describes two types of video traffic nodels for eval uating
candi date al gorithns for RTP congestion control. The first nodel
statistically characterizes the behavior of a video encoder, whereas
the second nodel uses video traces.

Sanpl e video test sequences are available at [xiph-seq]. The
followi ng two video streanms are the reconmended mini mum for testing:
Foreman (Cl F sequence) and Four Peopl e (720p); both cone as raw video
data to be encoded dynamically. As these video sequences are short
(300 and 600 frames, respectively), they shall be stitched together
repeatedly until the desired length is reached.

5.3. Background UDP

Background UDP flow is nodel ed as a constant bit rate (CBR) flow It
wi |l downl oad data at a particular CBR for the conpl ete session, or
will change to particular CBR at predefined intervals. The inter-
packet interval is cal cul ated based on the CBR and the packet size
(typically set to the path MIU size, the default value can be 1500
byt es).

Not e that new transport protocols such as QU C nay use UDP; however
due to their congestion control algorithnms, they will exhibit
behavi or conceptually simlar in nature to TCP fl ows above and can
thus be subsuned by the above, including the division into short-
lived and long-lived flows. As QU C evol ves independently of TCP
congestion control algorithns, its future congestion control should
be considered as conpeting traffic as appropriate.

6. Security Considerations

Thi s docunent specifies evaluation criteria and paraneters for
assessing and conparing the performance of congestion contro
protocols and algorithnms for real-tine conmunication. This nmeno
itself is thus not subject to security considerations but the
protocols and algorithnms evaluated may be. |In particular, successfu
operation under all tests defined in this docunment may suffice for a
conparative evaluation but nust not be interpreted that the protoco
is free of risks when deployed on the Internet as briefly described
in the followi ng by exanpl e.

Such eval uations are expected to be carried out in controlled
environments for limted nunbers of parallel flows. As such, these
eval uations are by definition limted and will not be able to
systematically consider possible interactions or very |arge groups of
conmmuni cati ng nodes under all possible circunstances, so that carefu
protocol design is advised to avoid incidentally contributing traffic
that could | ead to unstable networks, e.g., (local) congestion



8.

8.

8.

col | apse.

Thi s specification focuses on assessing the regul ar operation of the

protocol s and al gorithns under consideration. |t does not suggest
checks agai nst malicious use of the protocols -- by the sender, the
receiver, or internmediate parties, e.g., through faked, dropped,
replicated, or nodified congestion signals. It is up to the protocol

specifications thenselves to ensure that authenticity, integrity,
and/ or plausibility of received signals are checked, and the
appropriate actions (or non-actions) are taken.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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