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Abst ract

During the process of establishing peer-to-peer connectivity,
Interactive Connectivity Establishnent (1CE) agents can encounter
situations where they have no candidate pairs to check, and, as a
result, conclude that | CE processing has failed. However, because
addi tional candi date pairs can be discovered during | CE processing,
declaring failure at this point my be premature. This docunent

di scusses when these situations can occur

Thi s docunent updates RFCs 8445 and 8838 by requiring that an | CE
agent wait a mninumanount of time before declaring ICE failure,
even if there are no candidate pairs left to check

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8863
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docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
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I ntroduction
[ RFC8445] describes a protocol, Interactive Connectivity
Establi shment (I CE), for Network Address Transl ator (NAT) traversa

f or UDP-based communi cati on.

When using I CE, endpoints will typically exchange | CE candi dat es,
forma list of candidate pairs, and then test each candidate pair to

see if connectivity can be established. |If the test for a given pair
fails, it is marked accordingly, and if all pairs have failed, the
overall ICE process typically is considered to have failed

During the process of connectivity checks, additional candi dates may
be created as a result of successful inbound checks fromthe renote
peer. Such candidates are referred to as peer-reflexive candi dates;
once di scovered, these candidates will be used to form new candi date
pairs, which will be tested |like any other. However, there is an

i nherent problemhere; if, before |earning about any peer-reflexive
candi dat es, an endpoint runs out of candidate pairs to check, either
because it has none or it considers themall to have failed, it wll
prematurely declare failure and term nate | CE processing. This
probl em can occur in many conmon situations.

Thi s specification updates [ RFC8445] and [ RFC8838] by sinply
requiring that an I CE agent wait a m ni mum anount of tinme before
declaring ICE failure, even if there are no candidate pairs to check
or all candidate pairs have failed. This delay provides enough tine
for the discovery of peer-reflexive candi dates, which may eventually
|l ead to | CE processing conpleting successfully.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Rel evant Scenari os

As noted above, the core problemthis specification attenpts to
address is the situation where even after |ocal gathering and renote
candi dat e signaling have conpleted, the |ICE agent imedi ately ends up
with no valid pairs and no candidate pairs left to check, resulting
ina premature ICE failure. This failure is premature because not
enough time has elapsed to allow for discovery of peer-reflexive
candi dates frominbound connectivity checks; if discovered, these
candidates are very likely to result in a valid pair.

In nmost | CE scenarios, the lengthy timeouts for connectivity check
transactions, typically tens of seconds, will prevent this problem
fromoccurring. However, there are certain specific cases where this
problemw Il frequently occur.

.1.  No Candidates from Peer
Per [ RFC8838], an |ICE agent can provide zero candi dates of its own.

If the agent sonehow knows that the renote endpoint is directly
reachabl e, gathering |ocal candidates is unnecessary and will only



cause del ays; the peer agent can discover the appropriate |oca
candi date via connectivity checks.

However, follow ng the procedures from[RFC8445] strictly will result
in imrediate ICE failure, since the checklist at the peer agent will

be enpty.
.2. Al Candi dates Di scarded

Even if the | CE agent provides candi dates, they may be di scarded by
the peer agent if it does not know what to do with them For
exanpl e, candi dates may use an address famly that the peer agent
does not support (e.g., a host candidate with an | Pv6 address in a
NAT64 scenario) or that may not be usable for some other reason

In these scenarios, when the candi dates are discarded, the checkli st
at the peer agent will once again be enpty, leading to i nmrediate | CE
failure.

.3. I mmediate Candidate Pair Failure

Section 7.2.5.2 of [RFCB445] describes several situations in which a
candidate pair will be considered to have failed, well before the
connectivity check transaction tineout.

As a result, even if the | CE agent provides usabl e candi dates, the
pairs created by the peer agent nmay fail inmmediately when checked,
e.g., a check to a non-routable address that receives an inmediate
| CMP error.

In this situation, the checklist at the peer agent may contain only
failed pairs, resulting in imediate |ICE failure.

Update to RFC 8445

In order to avoid the problemraised by this docunent, the |ICE agent
needs to wait enough tine to allow peer-reflexive candi dates to be

di scovered. Accordingly, when a full ICE inplenentation begins its

| CE processing, as described in [RFC8445], Section 6.1, it MJST set a
timer, henceforth known as the "PAC timer" (Patiently Awaiting
Connectivity), to ensure that ICE will run for a mni mrum anount of
time before determining failure

Specifically, the ICE agent will start its timer once it believes ICE
connectivity checks are starting. This occurs when the agent has
sent the val ues needed to perform connectivity checks (e.g., the

User name Fragnent and Password denoted in [ RFC8445], Section 5.3) and
has received sone indication that the rempte side is ready to start
connectivity checks, typically via receipt of the values mentioned
above. Note that the agent will start the tinmer even if it has not
sent or received any | CE candi dates.

The RECOMMENDED duration for the PACtimer is equal to the agent’s
connectivity check transaction timeout, including al

retransm ssions. Wen using default values for retransm ssion
timeout (RTO and Rc, this anpunts to 39.5 seconds, as explained in

[ RFC5389], Section 7.2.1. This tineout value is chosen to roughly
coincide with the maxi mum possi bl e duration of |CE connectivity
checks fromthe renote peer, which, if successful, could create peer-
refl exi ve candi dates. Because the |ICE agent doesn’'t know the exact
nunber of candidate pairs and pacing interval in use by the renote
side, this timeout value is sinply a guess, albeit an educated one.
Regardl ess, for this particular problem the desired benefits will be
realized as long as the agent waits sone reasonabl e anobunt of tine,
and, as usual, the application is in the best position to determne
what is reasonable for its scenario.



8.

While the tinmer is still running, the | CE agent MJUST NOT update a
checklist state fromRunning to Failed, even if there are no pairs
left in the checklist to check. As a result, the ICE agent will not
renove any data streams or set the state of the |ICE session to Failed
as long as the tiner is running.

When the tiner period eventually el apses, the | CE agent MJST resune
typical |ICE processing, including setting the state of any checklists
to Failed if they have no pairs left to check and handling any
consequences as indicated in [ RFC8445], Section 8.1.2. Naturally, if
there are no such checklists, no action is necessary.

One consequence of this behavior is that in cases where |ICE should
fail, e.g., where both sides provide candi dates w th unsupported
address famlies, ICEwill no longer fail inmediately -- it will only
fail when the PAC tinmer expires. However, because nost | CE scenarios
require an extended period of time to determne failure, the fact
that some specific scenarios no |onger fail quickly should have

m ni mal application inpact, if any.

Note also that the PACtimer is potentially relevant to the ICE

noni nati on procedure described in [RFC8445], Section 8.1.1. That
speci fication does not define a m nimum duration for | CE processing
prior to nomnation of a candidate pair, but in order to select the
best candi date pair, ICE needs to run for enough tine in order to
al | ow peer-refl exive candidates to be di scovered and checked, as

not ed above. Accordingly, the controlling | CE agent SHOULD wait a
sufficient amount of time before nonminating candidate pairs, and it
MAY use the PACtiner to do so. As always, the controlling I CE agent
retains full discretion and MAY deci de, based on its own criteria, to
nom nate pairs prior to the PAC tiner period el apsing.

Update to RFC 8838

Trickle I CE [ RFC8838] considers a simlar problem nanely whether an
| CE agent should allow a checklist to enter the Failed state if nore
candi dates mght still be provided by the renote peer. The solution,
specified in [RFC8838], Section 8, is to wait until an end-of -
candi dat es i ndication has been received before determning I CE
failure.

However, for the same reasons descri bed above, the |ICE agent may
di scover peer-reflexive candidates after it has received the end-of -
candi dates indication, and so the solution proposed by this docunent
MUST still be used even when the I CE agent is using Trickle ICE

Not e al so that sending an end-of-candidates indication is only a
SHOULD- strength requi renent, which nmeans that | CE agents will need to
i mpl ement a backup nmechani smto deci de when all candi dates have been
received, typically a tinmer. Accordingly, |ICE agents MAY use the PAC
timer to al so serve as an end-of -candi dates fall back

Security Considerations
The security considerations for ICE are defined in [RFC8445]. This
specification only recoomends that |ICE agents wait for a certain
period of tine before they declare ICE failure; it does not introduce
new security considerations.

I ANA Consi derati ons

Thi s docunent has no | ANA acti ons.

Nor mat i ve Ref erences



[ RFC2119]

[ RFC5389]

[ RFC8174]

[ RFC8445]

[ RFC3838]

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://ww. rfc-editor.org/info/rfc2119>.

Rosenberg, J., Mahy, R, Matthews, P., and D. Wng,
"Session Traversal Utilities for NAT (STUN", RFC 5389,
DO 10.17487/ RFC5389, Cctober 2008,

<https://www. rfc-editor.org/info/rfc5389>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Keranen, A., Holnberg, C, and J. Rosenberg, "Interactive
Connectivity Establishment (I1CE): A Protocol for Network
Address Transl ator (NAT) Traversal", RFC 8445,

DA 10.17487/ RFC8445, July 2018,
<https://www.rfc-editor.org/info/rfc8445>.

Ivov, E., Woerti, J., and P. Saint-Andre, "Trickle |ICE

I ncremental Provisioning of Candidates for the Interactive
Connectivity Establishment (ICE) Protocol", RFC 8838,

DO 10.17487/ RFC8838, January 2021,
<https://www.rfc-editor.org/info/rfc8838>.

Acknowl edgenent s

Roman Shpount, Nils Ohlneier, and Peter Thatcher provided |lots of
useful input and coments.

Aut hors’ Addr esses

Chri ster
Eri csson

Hol nber g

H rsalantie 11
FI - 02420 Jorvas

Fi nl and

Enmai | : christer. hol mberg@ricsson.com

Justin Uberti

Googl e

747 6th St W
Ki rkl and, WA 98033
United States of Anerica

Emai | : justin@berti.nanme



