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Al t hough the Session Initiation Protocol (SIP) includes a suite of
security services that has been expanded by numerous specifications
over the years, there is no single place that explains howto use SIP
to establish confidential nedia sessions. Additionally, existing
mechani snms have sone feature gaps that need to be identified and
resolved in order for themto address the pervasive nonitoring threat
model .  This specification describes best practices for negotiating
confidential nmedia with SIP, including a conprehensive protection
solution that binds the nedia layer to SIP layer identities.
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I ntroduction

The Session Initiation Protocol (SIP) [RFC3261] includes a suite of
security services, including Digest Authentication [RFC7616] for
authenticating entities with a shared secret, TLS [ RFC8446] for
transport security, and (optionally) S/MME [ RFC8551] for body
security. SIP is frequently used to establish nedia sessions -- in
particul ar, audi o or audi ovi sual sessions, which have their own
security nechani sns avail abl e, such as the Secure Real -tinme Transport
Protocol (SRTP) [RFC3711]. However, the practices needed to bind
security at the media |ayer to security at the SIP | ayer, to provide
an assurance that protection is in place all the way up the stack,
rely on a great nmany external security mechani sns and practices

Thi s docunent provides docunentation to explain their optinml use as
a best practice.

Revel ati ons about w despread pervasive nonitoring of the Internet
have |led to a greater desire to protect |Internet comunications

[ RFC7258]. In order to maxim ze the use of security features,
especially of nedia confidentiality, opportunistic neasures serve as
a stopgap when a full suite of services cannot be negotiated all the
way up the stack. Opportunistic media security for SIP is described
in [RFC8643], which builds on the prior efforts of
[Best-Effort-SRTP]. Wth opportunistic encryption, there is an
attenpt to negotiate the use of encryption, but if the negotiation
fails, then cleartext is used. Opportunistic encryption approaches
typically have no integrity protection for the keying material

Thi s docunent contains the SIP Best-practi ce Recormendati ons Agai nst
Net wor k Dangers to privacY (SIPBRANDY) profile of Secure Tel ephone
ldentity Revisited (STIR) [ RFC8224] for nedia confidentiality,

provi ding a conprehensive security solution for SIP nedia that
includes integrity protection for keying material and offers
application-layer assurance that media confidentiality is in place.
Various specifications that User Agents (UAs) must inplenent to
support media confidentiality are given in the sections below, a
sunmmary of the best current practices appears in Section 8.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Security at the SIP and SDP Layer

There are two approaches to providing confidentiality for nedia
sessions set up with SIP: conprehensive protection and opportunistic
security (as defined in [RFC7435]). This docunent only addresses
conpr ehensi ve protection.



Conpr ehensi ve protection for medi a sessions established by SIP
requires the interaction of three protocols: the Session Initiation
Protocol (SIP) [RFC3261], the Session Description Protocol (SDP)

[ RFC4566], and the Real -tine Transport Protocol (RTP) [ RFC3550] --

in particular, its secure profile SRTP [ RFC3711]. Broadly, it is the
responsibility of SIP to provide integrity protection for the nedia
keying attributes conveyed by SDP, and those attributes will in turn
identify the keys used by endpoints in the RTP nedi a session(s) that
SDP negoti at es.

Note that this framework does not apply to keys that also require
confidentiality protection in the signaling |ayer, such as the SDP
"k=" line, which MJUST NOT be used in conjunction with this profile.

In that way, once SIP and SDP have exchanged the necessary
information to initiate a session, nedia endpoints will have a strong
assurance that the keys they exchange have not been tampered with by
third parties and that end-to-end confidentiality is avail able.

To establish the identity of the endpoints of a SIP session, this
specification uses STIR [RFC8224]. The STIR Identity header has been
designed to prevent a class of inpersonation attacks that are
commonly used in robocal ling, voicenmail hacking, and related threats.
STIR generates a signhature over certain features of SIP requests,

i ncludi ng header field values that contain an identity for the
originator of the request, such as the From header field or

P- Asserted-ldentity field, and al so over the nedia keys in SDP if
they are present. As currently defined, STIR provides a signhature
over the "a=fingerprint" attribute, which is a fingerprint of the key
used by DTLS- SRTP [ RFC5763]; consequently, STIR only offers

compr ehensi ve protection for SIP sessions in concert with SDP and
SRTP when DTLS-SRTP is the nedia security service. The underlying
Personal Assertion Token (PASSporT) object [RFC8225] used by STIR s
extensi bl e, however, and it would be possible to provide signatures
over other SDP attributes that contain alternate keying material. A
profile for using STIR to provide media confidentiality is given in
Section 4.

STIR Profile for Endpoint Authentication and Verification Services

STIR [ RFC8224] defines the lIdentity header field for SIP, which

provi des a cryptographic attestation of the source of comunications.
Thi s docunent includes a profile of STIR, called the SIPBRANDY
profile, where the STIR verification service will act in concert with
an SRTP nedi a endpoint to ensure that the key fingerprints, as given
in SDP, match the keys exchanged to establish DILS-SRTP. To satisfy
this condition, the verification service function would in this case
be inplemented in the SIP User Agent Server (UAS), which would be
conmposed with the nmedia endpoint. |If the STIR authentication service
or verification service functions are inplenented at an internediary
rat her than an endpoint, this introduces the possibility that the
intermediary could act as a nan in the niddle, altering key
fingerprints. As this attack is not in STIR s core threat nodel,

whi ch focuses on inpersonation rather than man-in-the-m ddl e attacks,
STIR offers no specific protections agai nst such interference.

The S| PBRANDY profile for nmedia confidentiality thus shifts these
responsibilities to the endpoints rather than the internediaries.
Whil e intermedi ari es MAY provide the verification service function of
STIR for SIPBRANDY transactions, the verification needs to be
repeated at the endpoint to obtain end-to-end assurance.

I nternediari es supporting this specification MJST NOT bl ock or
otherwi se redirect calls if they do not trust the signing credential
The SIPBRANDY profile is based on an end-to-end trust nodel, so it is
up to the endpoints to deternine if they support signing credentials,
not internediaries.



In order to be conpliant with best practices for SIP nedia
confidentiality with conprehensive protection, UA inplenentations
MUST i npl enent both the authentication service and verification
service roles described in [ RFC8224]. STIR authentication services
MUST signal their conpliance with this specification by including the
"nmsec” claimdefined in this specification to the PASSporT payl oad.

I mpl enent ati ons MJST provide key fingerprints in SDP and the
appropriate signatures over themas specified in [ RFC8225].

When generating either an offer or an answer [RFC3264], conpliant
i mpl ement ati ons MJST include an "a=fingerprint" attribute containing
the fingerprint of an appropriate key (see Section 4.1).

4.1. Credentials

In order to inplenment the authentication service function in the UA
SIP endpoints will need to acquire the credentials needed to sign for
their own identity. That identity is typically carried in the From
header field of a SIP request and contains either a greenfield SIP
URI (e.g., "sip:alice@xanple.con) or a tel ephone nunber (which can
appear in a variety of ways, e.g.,

"sip: +17004561212@xanpl e. com user =phone"). Section 8 of [RFC8224]
cont ai ns gui dance for separating the two and determ ni ng what sort of
credential is needed to sign for each

To date, few comrercial certification authorities (CAs) issue
certificates for SIP URIs or tel ephone nunmbers; though work is
ongoi ng on systenms for this purpose (such as [ ACME- Aut h- Token]), it
is not yet mature enough to be recommended as a best practice. This
is one reason why STIR pernmits internediaries to act as an

aut hentication service on behalf of an entire domain, just as in SIP
a proxy server can provi de domain-level SIP service. Wile CAs that
of fer proof-of-possession certificates simlar to those used for

email could be offered for SIP -- for either greenfield identifiers
or tel ephone numbers -- this specification does not require their
use.

For users who do not possess such certificates, DTLS SRTP [ RFC5763]
permits the use of self-signed public keys. The profile of STIRIin
this document, called the SIPBRANDY profile, enploys the nore rel axed
authority requirenents of [RFC8224] to allow the use of self-signed
public keys for authentication services that are conposed with UAs,
by generating a certificate (per the guidance in [RFC8226]) with a
subj ect corresponding to the user’s identity. To obtain
conprehensive protection with a self-signed certificate, some out-of-
band verification is needed as well. Such a credential could be used
for trust on first use (see [RFC7435]) by relying parties. Note that
relying parties SHOULD NOT use certificate revocati on nechani sns or
real -tine certificate verification systens for self-signed
certificates, as they will not increase confidence in the
certificate.

Users who wi sh to remain anonynous can instead generate sel f-signed
certificates as described in Section 4. 2.

General | y speaking, wi thout access to out-of-band information about
which certificates were issued to whom it will be very difficult for
relying parties to ascertain whether or not the signer of a SIP
request is genuinely an "endpoint". Even the term"endpoint"” is a
probl ematic one, as SIP UAs can be conposed in a variety of
architectures and nmay not be devices under direct user control

Wiile it is possible that techni ques based on certificate
transparency [ RFC6962] or similar practices could help UAs to
recogni ze one another’s certificates, those operational systenms will
need to ranp up with the CAs that issue credentials to end-user



4. 2.

4. 3.

devi ces goi ng forward.
Anonynous Conmuni cati ons

In sone cases, the identity of the initiator of a SIP session may be
wi t hhel d due to user or provider policy. Follow ng the
recomrendat i ons of [RFC3323], this may involve using an identity such
as "anonynobus@nonynous.invalid' in the identity fields of a SIP
request. [RFC8224] does not currently permt authentication services
to sign for requests that supply this identity. It does, however
permit signing for valid domai ns, such as "anonynous@xanpl e.conl', as
a way of inplenenting an anonynization service as specified in

[ RFC3323] .

Even for anonynous sessions, providing nedia confidentiality and

partial SDP integrity is still desirable. One-tine self-signed
certificates for anonynous comuni cations SHOULD i ncl ude a
subj ect Al t Name of "si p: anonymobus@nonynous.invalid". After a session

is termnated, the certificate SHOULD be di scarded, and a new one,
with fresh keying material, SHOULD be generated before each future
anonynous call. As with self-signed certificates, relying parties
SHOULD NOT use certificate revocati on nechani sns or real-tine
certificate verification systens for anonynmous certificates, as they
wi |l not increase confidence in the certificate.

Not e that when using one-tinme anonynous self-signed certificates, any
man in the mddle could strip the Identity header and replace it with
one signed by its own one-time certificate, changing the "nky"
paraneters of PASSporT and any "a=fingerprint" attributes in SDP as
it chooses. This signature only provides protection against
non-ldentity-aware entities that m ght nmodify SDP wi thout altering
the PASSporT conveyed in the Identity header

Connected ldentity Usage

STIR [ RFC8224] provides integrity protection for the fingerprint
attributes in SIP request bodies but not SIP responses. Wen a
session is established, therefore, any SDP body carried by a

200-cl ass response in the backwards direction will not be protected
by an authentication service and cannot be verified. Thus, sending a
secured SDP body in the backwards direction will require an extra
RTT, typically a request sent in the backwards direction

[ RFC4916] explored the problem of providing "connected identity" to
i mpl ementations of [RFC4474] (which is obsol eted by [ RFC8224]);

[ RFC4916] uses a provisional or md-dial og UPDATE request in the
backwards (reverse) direction to convey an ldentity header field for
the recipient of an INVITE. The procedures in [RFC4916] are largely
compatible with the revision of the lIdentity header in [RFC3224].
However, the foll owi ng need to be considered:

* The UPDATE carrying signed SDP with a fingerprint in the backwards
direction needs to be sent during dialog establishment, follow ng
the receipt of a Provisional Response Acknow edgenent (PRACK)
after a provisional 1xx response.

* For use with this SIPBRANDY profile for nedia confidentiality, the
UAS that responds to the INVITE request needs to act as an
aut henti cation service for the UPDATE sent in the backwards
direction.

* Per the text in Section 4.4.1 of [RFC4916] regarding the receipt
at a User Agent dient (UAC) of error code 428, 436, 437, or 438
in response to a md-dialog request, it is RECOMVENDED t hat the
dialog be treated as term nated. However, Section 6.1.1 of
[ RFC8224] allows the retransm ssion of requests with repairable



error conditions. In particular, an authentication service m ght
retry a md-dialog rather than treating the dialog as tern nated,
al though only one such retry is pernitted.

* Note that the exanples in [ RFC4916] are based on [ RFC4474] and
wi Il not match signatures using [ RFC8224].

Future work may be done to revise [ RFC4916] for STIR, that work
shoul d take into account any inpacts on the SIPBRANDY profile
described in this docunent. The use of [RFC4916] has sone further
interactions with Interactive Connectivity Establishnment (ICE)

[ RFC8445]; see Section 7.

4.4. Authorization Decisions

[ RFC8224] grants STIR verification services a great deal of latitude
when naki ng aut hori zati on deci si ons based on the presence of the
ldentity header field. It is largely a matter of local policy

whet her an endpoint rejects a call based on the absence of an
Identity header field, or even the presence of a header that fails an
integrity check agai nst the request.

For this SI PBRANDY profile of STIR however, a conmpliant verification
service that receives a dialog-formng SIP request containing an
ldentity header with a PASSporT type of "nsec", after validating the
request per the steps described in Section 6.2 of [RFC8224], MJST
reject the request if there is any failure in that validation process
with the appropriate status code per Section 6.2.2 of [RFC8224]. |If
the request is valid, then if a terninating user accepts the request,
it MUST then follow the steps in Section 4.3 to act as an

aut henti cation service and send a signed request with the "nsec”
PASSporT type in its ldentity header as well, in order to enable
end-to-end bidirectional confidentiality.

For the purposes of this profile, the "nsec" PASSporT type can be
used by authentication services in one of two ways: as a mandatory
request for nedia security or as a nmerely opportunistic request for
medi a security. As any verification service that receives an
Identity header field in a SIP request with an unrecogni zed PASSporT
type will sinply ignore that Identity header, an authentication
service will know whether or not the term nating side supports "nsec"
based on whether or not its UA receives a signed request in the
backwards direction per Section 4.3. If no such requests are
received, the UA may do one of two things: shut down the dialog, if
the policy of the UA requires that "nsec" be supported by the
terminating side for this dialog; or, if policy pernits (e.g., an
explicit acceptance by the user), allow the dialog to continue

wi t hout nedia security.

5. Media Security Protocols
As there are several ways to negotiate nedia security with SDP, any
of which mght be used with either opportunistic or conprehensive
protection, further guidance to inplenmenters is needed. In
[ RFC8643], opportunistic approaches consi dered include DILS- SRTP
security descriptions [ RFC4568], and ZRTP [ RFC6189].
Support for DTLS-SRTP is REQUI RED by this specification
The "nky" cl aimof PASSporT provides integrity protection for
"a=fingerprint” attributes in SDP, including cases where multiple
"a=fingerprint" attributes appear in the sane SDP

6. Relayed Media and Conferencing

Provi ding end-to-end nedia confidentiality for SIP is conplicated by



the presence of many forns of media relays. Wile many nmedia rel ays
merely proxy nmedia to a destination, others present thenselves as
medi a endpoints and terninate security associations before
re-originating nedia to its destination

Centralized conference bridges are one type of entity that typically
term nates a nedia session in order to mux nmedia frommultiple
sources and then to re-originate the nuxed nedia to conference
participants. In many such inplenentations, only hop-by-hop nedia
confidentiality is possible. Wrk is ongoing to specify a neans to
encrypt both (1) the hop-by-hop nedi a between a UA and a centralized
server and (2) the end-to-end nedia between UAs, but it is not
sufficiently mature at this tine to becone a best practice. Those
protocols are expected to identify their own best-practice
recomendat i ons as they nature.

Anot her class of entities that mght relay SIP nedia are Back-to-Back
User Agents (B2BUAs). If a B2BUA foll ows the guidance in [RFC7879],
it may be possible for B2BUAs to act as nmedia relays while stil
permtting end-to-end confidentiality between UAs.

Utimately, if an endpoint can decrypt nedia it receives, then that
endpoint can forward the decrypted nedia w thout the know edge or
consent of the media's originator. No media confidentiality
mechani sm can protect against these sorts of relayed disclosures or
against a legitimte endpoint that can legitimtely decrypt nmedia and
record a copy to be sent el sewhere (see [RFC7245]).

| CE and Connected Identity

Providing confidentiality for nmedia wi th conprehensive protection
requires careful timng of when nedia streans should be sent and when
a user interface should signify that confidentiality is in place.

In order to best enable end-to-end connectivity between UAs and to
avoi d nedia relays as nuch as possible, inplenentations of this

speci fication MIST support | CE [ RFC8445] [RFC8839]. To speed up cal
establishnent, it is RECOMMENDED that inpl enentations support Trickle
| CE [ RFC8838] [ RFC8840].

Note that in the conprehensive protection case, the use of connected
identity [RFC4916] with ICE inplies that the answer containing the
key fingerprints, and thus the STIR signature, will conme in an UPDATE
sent in the backwards direction, a provisional response, and a PRACK
rather than in any earlier SDP body. Only at such a tine as that
UPDATE is received will the nedia keys be consi dered exchanged in
this case.

Simlarly, in order to prevent, or at |least mtigate, the denial-of-
service attack described in Section 19.5.1 of [RFC8445], this
specification incorporates best practices for ensuring that

reci pients of nmedia fl ows have consented to receive such flows.

I mpl enentati ons of this specification MJST inplenment the Session
Traversal Uilities for NAT (STUN) usage for consent freshness
defined in [ RFC7675].

Best Current Practices

The following are the best practices for SIP UAs to provide nedia
confidentiality for SIP sessions.

* | nplenmentati ons MUST support the SIPBRANDY profile as defined in
Section 4 and signal such support in PASSporT via the "nsec"
header el enent.

* I mplenentati ons MIUST foll ow the authorization decision behavior



9.

10.

11.

11.

descri bed in Section 4. 4.

* | nplenmentati ons MJUST support DTLS-SRTP for managenent of keys, as
described in Section 5.

* I mpl enentati ons MUST support | CE and the STUN consent freshness
mechani sm as specified in Section 7.

| ANA Consi der ati ons

This specification defines a new value for the "Personal Assertion
Token (PASSporT) Extensions" registry called "nmsec". |ANA has added
the entry to the registry with a value pointing to this docunent.

Security Considerations

Thi s docunent describes the security features that provide nedia
sessions established with SIP with confidentiality, integrity, and
aut henti cati on.
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