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I nt roducti on

The Real -tinme Transport Protocol [RFC3550] was designed to use
separate RTP sessions to transport different types of nedia. This
inplies that different transport-layer flows are used for different
RTP streams. For exanmple, a video conferencing application m ght
send audio and video traffic RTP fl ows on separate UDP ports. Wth
i ncreased use of network address/port translation, firewalls, and
ot her m ddl eboxes, it is, however, beconming difficult to establish
mul tiple transport-layer flows between endpoints. Hence, there is
pressure to reduce the nunber of concurrent transport flows used by
RTP appl i cations.

Thi s menmo updates [ RFC3550] and [ RFC3551] to allow nmultiple nmedia
types to be sent in a single RTP session in certain cases, thereby
reduci ng the nunber of transport-layer flows that are needed. It
makes no changes to RTP behavi our when using multiple RTP streans
containing nedia of the same type (e.g., multiple audio streans or
multiple video streans) in a single RTP session. However, [RFC8108]
provides inportant clarifications to RTP behaviour in that case.

This meno is structured as follows. Section 2 defines term nol ogy.
Section 3 further describes the background to, and notivation for,
this neno; Section 4 describes the scenarios where this nenmo is
applicable. Section 5 discusses issues arising fromthe base RTP and
RTP Control Protocol (RTCP) specifications [RFC3550] [RFC3551] when
using multiple types of nedia in a single RTP session, while

Section 6 considers the inpact of RTP extensions. W discuss
signalling in Section 7. Finally, security considerations are

di scussed in Section 8.

Ter mi nol ogy

The terns "encoded streant, "endpoint", "media source", "RTP
session", and "RTP streant are used as defined in [ RFC7656]. W al so
define the follow ng terns:

Medi a Type: The general type of nmedia data used by a real-tinme
application. The nedia type corresponds to the value used in the

<nmedi a> field of a Session Description Protocol (SDP) "m=" |ine.
The nedia types defined at the tinme of this witing are "audi 0",
"video", "text", "inmage", "application", and "nmessage" [RFC4566]
[ RFC6466] .

Quality of Service (QS): Network nmechanisnms that are intended to
ensure that the packets within a flow or with a specific marking
are transported with certain properties.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Background and Mbtivation



RTP was designed to support nultinmedia sessions, containing nultiple
types of media sent simultaneously, by using nultiple transport-I|ayer
flows. The existence of network address translators, firewalls, and
ot her m ddl eboxes conplicates this, however, since a nmechanismis
needed to ensure that all the transport-layer flows needed by the
appl i cation can be established. This has three consequences:

1. increased delay to establish a conplete session, since each of
the transport-layer flows needs to be negotiated and establi shed;

2. increased state and resource consunption in the m ddl eboxes that
can | ead to unexpected behavi our when ni ddl ebox resource linits
are reached; and

3. increased risk that a subset of the transport-layer flows wll
fail to be established, thus preventing the application from
communi cat i ng.

Using fewer transport-layer flows can hence be seen to reduce the
ri sk of comrunication failure and can lead to inproved reliability
and performance.

One of the benefits of using multiple transport-layer flows is that
it makes it easy to use network-layer QoS mechanisnms to give
differentiated performance for different flows. However, we note
that many applications that use RTP don’t use network QoS features
and don’'t expect or desire any separation in network treatnment of
their nedi a packets, independent of whether they are audi o, video, or
text. Wien an application has no such desire, it doesn't need to
provide a transport flow structure that sinplifies fl ow based QoS.

G ven the above issues, it mght seem appropriate for RTP-based
applications to send all their RTP streans bundl ed into one RTP
session, running over a single transport-layer flow However, this
is prohibited by the RTP specifications [ RFC3550] [RFC3551], because
the design of RTP makes certain assunptions that can be inconpatible
with sending nultiple nmedia types in a single RTP session.
Specifically, the RTCP timng rules assunme that all RTP nedia flows
in a single RTP session have broadly simlar RTCP reporting and

f eedback requirenents, which can be problenmatic when different types
of media are multiplexed together. Various RTP extensions al so nake
assunpti ons about Synchroni sation Source (SSRC) use and RTCP
reporting that are inconpatible with sending different nedia types in
a single RTP session

Thi s meno updates [RFC3550] and [ RFC3551] to allow RTP sessions to
contain nore than one nedia type in certain circunmstances and gives
gui dance on when it is safe to send multiple nmedia types in a single
RTP sessi on.

Applicability

This specification has linmted applicability, and anyone intending to
use it needs to ensure that their application and use case neet the
followi ng criteria:

Equal treatment of media: The use of a single RTP session normally
results in simlar network treatnment for all types of nedia used
within the session. Applications that require significantly
different network QoS or RTCP configuration for different RTP
streans are better suited to sending those RTP streans in separate
RTP sessions, using separate transport-layer flows for each, since
that nmethod provides greater flexibility. Further guidance on how
to provide differential treatnent for some nedia streanms is given
in [ RFC8872] and [ RFC7657].



Conpati bl e RTCP behaviour: The RTCP timng rules enforce a single

RTCP reporting interval for all participants in an RTP session
Flows with very different nmedia sending rates or RTCP feedback
requi renents cannot be nultiplexed together, since this leads to
ei ther excessive or insufficient RTCP for some flows, depending on
how t he RTCP sessi on bandw dth, and hence the reporting interval,
are configured. For exanple, it is likely infeasible to find a
singl e RTCP configuration that simultaneously suits both a | ow
rate audio flow with no feedback and a high-quality video flow

wi th sophisticated RTCP-based feedback. Thus, conbining these
into a single RTP session is difficult and/or inadvisable.

Signal l ed support: The extensions defined in this neno are not

conpatible with unnodi fied endpoints that are conpatible with

[ RFC3550]. Their use requires signalling and nutual agreenment by
all participants within an RTP session. This requirenment can be a
problem for signalling solutions that can’'t negotiate with al
participants. For declarative signalling solutions, mandating
that the session use nmultiple nedia types in one RTP session can
be a way of attenpting to ensure that all participants in the RTP
session follow the requirenent. However, for signalling solutions
that lack methods for enforcing a requirenment that a receiver
support a specific feature, this can still cause issues.

Consi stent support for nmultiparty RTP sessions: If it is desired to

g

send multiple types of nedia in a multiparty RTP session, then all
participants in that session need to support sending multiple
types of media in a single RTP session. It is not possible, in
the general case, to inplenent a gateway that can interconnect an
endpoint that uses nultiple types of nmedia sent using separate RTP
sessions with one or nore endpoints that send nultiple types of
media in a single RTP session

One reason for this is that the same SSRC val ue can safely be used
for different streans in multiple RTP sessions, but when coll apsed
to a single RTP session there is an SSRC collision. This would
not be an issue, since SSRC collision detection will resolve the
conflict, except that sone RTP payload formats and extensi ons use
mat ching SSRCs to identify related flows and will break when a
singl e RTP session is used.

A m ddl ebox that remaps SSRC val ues when comnbining multiple RTP
sessions into one al so needs to be aware of all possible RTCP
packet types that mght be used, so that it can remap the SSRC

val ues in those packets. This is inpossible to do w thout
restricting the set of RTCP packet types that can be used to those
that are known by the m ddl ebox. Such a m ddl ebox m ght al so have
difficulty due to differences in configured RTCP bandw dt h and

ot her paraneters between the RTP sessions.

Finally, the use of a middlebox that translates SSRC val ues can
negatively inpact the possibility of |oop detection, as SSRC/ CSRC
(Contributing Source) can’t be used to detect the |oops; instead,
some other RTP stream or nedia source identity namespace that is
common across all interconnected parts is needed.

ility to operate with linited payl oad type space: An RTP session

has only a single 7-bit payl oad type space for all its payl oad
type nunbers. Some applications mght find this space to be
limting (i.e., overly restrictive) when using different nedia
types and RTP payl oad formats within a single RTP session

Avoi dance of inconpatible extensions: Sone RTP and RTCP extensions

rely on the existence of nultiple RTP sessions and relate RTP
streans between sessions. Qhers report on particular nedia types
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and cannot be used with other nedia types. Applications that send
multiple types of media into a single RTP session need to avoid
such ext ensi ons.

Using Multiple Media Types in a Single RTP Session

Thi s section defines what needs to be done or avoided to make an RTP
session with multiple nedia types function w thout issues.

1. Alowing Miltiple Media Types in an RTP Session

Section 5.2 of "RTP: A Transport Protocol for Real-Time Applications"
[ RFC3550] states:

For exanple, in a teleconference conposed of audio and vi deo nedi a
encoded separately, each nmedi um SHOULD be carried in a separate
RTP session with its own destination transport address.

I
I
|
| Separate audio and video streams SHOULD NOT be carried in a single
| RTP session and demul ti pl exed based on the payl oad type or SSRC

| fields.

Thi s specification changes both of these sentences. The first
sentence i s changed to:

| For exanple, in a tel econference conposed of audio and video nedia
| encoded separately, each nedi um SHOULD be carried in a separate

| RTP session with its own destination transport address, unless the
| guidelines specified in [ RFC8860] are followed and the application
| meets the applicability constraints.

The second sentence is changed to:

| Separate audi o and video nedia sources SHOULD NOT be carried in a
| single RTP session, unless the guidelines specified in [ RFC8860]
| are foll owed.

The second paragraph of Section 6 of "RTP Profile for Audio and Vi deo
Conferences with Mnimal Control" [RFC3551] says

| The payl oad types currently defined in this profile are assigned

| to exactly one of three categories or nmedia types: audio only,

| video only and those conbi ning audi o and video. The media types

| are marked in Tables 4 and 5 as "A", "V' and "AV', respectively.

| Payl oad types of different nedia types SHALL NOT be interl eaved or
| multiplexed within a single RTP session, but nultiple RTP sessions
| MAY be used in parallel to send nmultiple nedia types. An RTP

| source MAY change payl oad types within the same media type during
| a session. See the section "Miltiplexing RTP Sessions” of RFC

| 3550 for additional explanation

This specification's purpose is to override the above-Ilisted

"SHALL NOT" under certain conditions. Thus, this sentence also has
to be changed to allow for nultiple nmedia types’ payload types in the
same session. The sentence containing "SHALL NOT" in the above

par agraph is changed to:

| Payl oad types of different nmedia types SHALL NOT be interl eaved or
| multiplexed within a single RTP session unless [RFC8860] is used

| and the application confornms to the applicability constraints.

| Multiple RTP sessions MAY be used in parallel to send multiple

| nedia types

2. Demultiplexing Media Types within an RTP Session

When recei ving packets froma transport-layer flow, an endpoint wll



first separate the RTP and RTCP packets fromthe non-RTP packets and

pass themto the RTP/ RTCP protocol handler. The RTP and RTCP packets
are then denultiplexed into the different RTP streans based on their

SSRC. For each RTP stream incom ng RTCP packets are processed, and

the RTP payload type is used to select the appropriate nedia decoder

This process remains the sane irrespective of whether multiple nmedia

types are sent in a single RTP session or not.

As explained below, it is inportant to note that the RTP payl oad type
is never used to distinguish RTP streans. The RTP packets are

demul tiplexed into RTP streanms based on their SSRC, the RTP payl oad
type is then used to select the correct nedi a-decodi ng pat hway for
each RTP stream

5.3. Per-SSRC Media Type Restrictions

An SSRC in an RTP session can change between nedia formats of the
same type, subject to certain restrictions [ RFC7160], but MJST NOT
change its nedia type during its lifetime. For exanple, an SSRC can
change between different audio formats, but it cannot start sending
audi o and then change to sending video. The lifetine of an SSRC ends
when an RTCP BYE packet for that SSRC is sent or when it ceases
transm ssion for | ong enough that it tines out for the other
participants in the session.

The main notivation is that a given SSRC has its own RTP tinestanp
and sequence nunber spaces. The sane way that you can't send two
encoded streans of audio with the same SSRC, you can’'t send one
encoded audi o and one encoded video streamw th the sane SSRC. Each
encoded stream when made into an RTP stream needs to have sole
control over the sequence number and tinmestanp space. |f not, one
woul d not be able to detect packet loss for that particul ar encoded
stream nor could one easily determne which clock rate a particul ar
SSRC s tinmestanp will increase with. For additional arguments
regardi ng why multiplexing of nmultiple nmedia sources that is based on
RTP payl oad type doesn’t work, see [RFC8872].

Wthin an RTP session where multiple nedia types have been confi gured
for use, an SSRC can only send one type of nmedia during its lifetine
(i.e., it can switch between different audi o codecs, since those are
both the same type of nedia, but it cannot switch between audi o and
video). Different SSRCs MJST be used for the different media
sources, the same way nultiple media sources of the sanme media type
al ready have to do. The payload type will informa receiver which
medi a type the SSRC is being used for. Thus, the payload type MJST
be uni que across all of the payl oad configurations, independent of
the media type that is used in the RTP session

5. 4. RTCP Consi der ati ons

When sending nultiple types of nedia that have different rates in a
singl e RTP session, endpoints MJST foll ow the guidelines for handling
RTCP as provided in Section 7 of [RFC8108].

6. Extension Considerations
This section outlines known issues and inconpatibilities with RTP and
RTCP extensi ons when nultiple nmedia types are used in a single RTP
session. Future extensions to RTP and RTCP need to consider, and
docunent, any potential incompatibilities.

6.1. RTP Retransm ssion Payl oad For mat

The RTP retransm ssion payl oad format [ RFC4588] can operate in either
SSRC-nul ti pl exed node or session-nultiplexed node.



In SSRC-nul tipl exed node, retransmtted RTP packets are sent in the
same RTP session as the original packets but use a different SSRC
with the sane RTCP Source Description (SDES) CNAME. |f each endpoint
sends only a single original RTP streamand a single retransm ssion
RTP streamin the session, this is sufficient. |f an endpoint sends
mul tiple original and retransm ssion RTP streans, as woul d occur when
sending multiple nedia types in a single RTP session, then each
original RTP streamand the retransm ssion RTP stream have to be
associ ated using heuristics. By having retransm ssion requests
outstanding for only one SSRC not yet napped, a receiver can
determi ne the binding between the original and retransm ssion RTP
streanms. Another alternative is the use of different RTP payl oad
types, allowi ng the signalled "apt" (associated payl oad type)

par aneter [ RFC4588] of the RTP retransm ssion payload fornat to be
used to associate retransmtted and origi nal packets.

Session-mul ti pl exed node sends the retransmi ssion RTP streamin a
separate RTP session to the original RTP stream but using the same
SSRC for each, with the association being done by matchi ng SSRCs

bet ween the two sessions. This is unaffected by the use of nultiple
medi a types in a single RTP session, since each nedia type will be
sent using a different SSRC in the original RTP session, and the same
SSRCs can be used in the retransm ssion session, allow ng the streans
to be associated. This can be signalled using SDP with the BUNDLE
groupi ng extensi on [ RFC8843] and the Flow lIdentification (FID)
groupi ng extensi on [ RFC5888]. These SDP extensions require each "nme"
line to only be included in a single FID group, but the RTP
retransm ssion payl oad format uses FID groups to indicate the "nr
lines that forman original and retransnission pair. Accordingly,
when using the BUNDLE extension to allow multiple nedia types to be

sent in a single RTP session, each original media source ("m=" line)
that is retransmtted needs a corresponding "n=" line in the
retransm ssion RTP session. |If there are multiple nedia |ines for

retransm ssion, these media lines will form an independent BUNDLE
group fromthe BUNDLE group with the source streans.

An exanpl e SDP fragnent showi ng the grouping structures is provided
in Figure 1. This exanple is not |egal SDP, and only the nost
important attributes have been left in place. Note that this SDP is
not an initial BUNDLE offer. As can be seen in this exanple, there
are two bundl e groups -- one for the source RTP session and one for
the retransmi ssions. Then, each of the media sources is grouped with
its retransm ssion flow using FID, resulting in three nore groupings.

a=group: BUNDLE foo bar fiz
a=gr oup: BUNDLE zoo kelp glo
a=group: FID foo zoo
a=group: FI D bar kel p
a=group:FID fiz glo

mraudi o 10000 RTP/ AVP O
a=m d: f oo

a=rtpmap: 0 PCMJ 8000

mevi deo 10000 RTP/ AVP 31
a=m d: bar

a=rtpmap: 31 H261/ 90000

nevi deo 10000 RTP/ AVP 31
a=md:fiz

a=rtpmap: 31 H261/ 90000
mraudi o 40000 RTP/ AVPF 99
a=rtpmap: 99 rtx/ 90000
a=fm p: 99 apt =0; rtx-ti ne=3000
a=m d: zoo

mevi deo 40000 RTP/ AVPF 100
a=rt prmap: 100 rtx/ 90000
a=fntp: 199 apt=31;rtx-ti me=3000
a=m d: kel p



nevi deo 40000 RTP/ AVPF 100

a=rt prmap: 100 rtx/ 90000
a=fmp: 199 apt=31;rtx-ti ne=3000
a=md: glo

Figure 1: SDP Exanpl e of Session-Miltiplexed RTP Retransm ssion
6.2. RTP Payl oad Format for Generic FEC

The RTP payl oad format for generic Forward Error Correction (FEC), as
defined in [ RFC5109] (and its predecessor, [RFC2733]), can either
send the FEC stream as a separate RTP stream or send the FEC conbi ned
with the original RTP stream as a redundant encodi ng [ RFC2198].

When sending FEC as a separate stream the RTP payload format for
generic FEC requires that FEC streamto be sent in a separate RTP
session to the original stream using the same SSRC, with the FEC
stream bei ng associ ated by matching the SSRC between sessions. The
RTP session used for the original streans can include nultiple RTP
streans, and those RTP streans can use nmultiple nedia types. The
repair session only needs one RTP payl oad type to indicate FEC data,
irrespective of the nunber of FEC streans sent, since the SSRC is
used to associate the FEC streans with the original streanms. Hence,
it is RECOWENDED that the FEC stream use the "application/ul pfec"
medi a type in the case of support for [ RFC5109] and the
"application/parityfec" nedia type in the case of support for
[RFC2733]. It is legal, but NOT RECOMVENDED, to send FEC streans
usi ng nedi a-specific payload format nanes (e.g., using both the
"audi o/ ul pfec" and "video/ ul pfec" payload formats for a single RTP
session containing both audio and video flows), since this

(1) unnecessarily uses up RTP payl oad type values and (2) adds no
val ue for denultipl exing because there mght be nultiple streans of
the sane nedia type).

The conbi nation of an original RTP session using multiple nedia types
with an associ ated generic FEC session can be signalled using SDP
with the BUNDLE extension [RFC3843]. 1In this case, the RTP session
carrying the FEC streans will be its own BUNDLE group. The "n¥" line
for each original streamand the "n=" line for the correspondi ng FEC
stream are grouped using the SDP G oupi ng Franmework, using either the
FEC- FR groupi ng [ RFC5956] or, for backwards conpatibility, the FEC
grouping [ RFC4756]. This is simlar to the situation that arises for
RTP retransm ssion with session-based multiplexing as discussed in
Section 6.1.

The source-specific nedia attributes specification [ RFC5576] defines
an SDP extension (the "FEC' semantic of the "ssrc-group" attribute)
to signal FEC rel ationships between multiple RTP streanms within a
singl e RTP session. This cannot be used with generic FEC, since the
FEC repair packets need to have the sane SSRC val ue as the source
packets being protected. There existed a proposal (now abandoned)
for an Uneven Level Protection (ULP) extension to enable transm ssion
of the FEC RTP streans within the same RTP session as the source
stream [ FEC- Src- Mul ti pl exi ng] .

When the FEC is sent as a redundant encodi ng, the considerations in
Section 6.3 apply.

6.3. RTP Payl oad Format for Redundant Audio

The RTP payl oad format for redundant audi o [ RFC2198] can be used to
protect audio streanms. It can also be used along with the generic
FEC payl oad format to send original and repair data in the sane RTP
packets. Both are conpatible with RTP sessions containing nultiple
medi a types
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Thi s payl oad format requires each different redundant encoding to use
a different RTP payload type nunber. Wen used with generic FEC in
sessions that contain nultiple nedia types, this requires each nedia
type to use a different payload type for the FEC stream For
example, if audio and text are sent in a single RTP session with
generic ULP FEC sent as a redundant encodi ng for each, then payl oad
types need to be assigned for FEC using the audi o/ ul pfec and

text/ul pfec payload formats. |If nultiple original payload types are
used in the session, different redundant payl oad types need to be
all ocated for each one. This has potential to rapidly exhaust the
avai | abl e RTP payl oad type nunbers.

Signal l'ing

Establi shing a single RTP session using nultiple nedia types requires
signalling. This signalling has to:

1. ensure that any participant in the RTP session is aware that this
is an RTP session with nultiple nmedia types;

2. ensure that the payload types in use in the RTP session are using
uni que val ues, with no overlap between the nedia types;

3. ensure that RTP session-level paraneters -- for exanple, the RTCP
RR and RS bandw dth nodifiers [RFC3556], the RTP/AVPF trr-int
par aneter [ RFC4585], transport protocol, RTCP extensions in use,
and any security paraneters -- are consistent across the session;
and

4. ensure that RTP and RTCP functions that can be bound to a
particul ar nmedia type are reused where possible, rather than
configuring nultiple code points for the sane thing.

When using SDP signalling, the BUNDLE extension [ RFC8843] is used to
signal RTP sessions containing multiple nedia types.

Security Considerations

RTP provides a range of strong security nmechani sns that can be used
to secure sessions [RFC7201] [RFC7202]. The nmjority of these are

i ndependent of the type of nmedia sent in the RTP session; however, it
is inportant to check that the security mechani smchosen is
compatible with all types of nmedia sent within the session

Sending nmultiple nedia types in a single RTP session will generally
require that all use the same security mechani sm whereas nedi a sent
using different RTP sessions can be secured in different ways. Wen
different media types have different security requirenents, it mght
be necessary to send them using separate RTP sessions to nmeet those
different requirenents. This can have significant costs in terns of
resource usage, session setup tine, etc.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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