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Abst r act

The WebSocket protocol enables two-way real -time conmmuni cation
between clients and servers. This docunent specifies the use of

Bi nary Fl oor Control Protocol (BFCP) as a new WebSocket subprotoco
enabling a reliable transport nechani sm between BFCP entities in new
scenari os.
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I nt roduction

The WebSocket (WS) protocol [RFC6455] enabl es two-way nessage
exchange between clients and servers on top of a persistent TCP
connection, optionally secured with Transport Layer Security (TLS)

[ RFC8446]. The initial protocol handshake makes use of Hypertext
Transfer Protocol (HTTP) [RFC7230] semantics, allow ng the WebSocket
protocol to reuse existing HITP infrastructure.

The Binary Floor Control Protocol (BFCP) is a protocol to coordinate
access to shared resources in a conference. It is defined in

[ RFC8855] and is used between floor participants and floor contro
servers, and between floor chairs (i.e., noderators) and fl oor
control servers

Modern web browsers include a WebSocket client stack conplying with
the WebSocket API [W5-API] as specified by the WBC. It is expected
that other client applications (those running in personal conputers
and devi ces such as smartphones) will also nake a WbSocket client
stack available. This docunent extends the applicability of

[ RFC8855] and [ RFC8856] to enable the usage of BFCP in these
scenari os.

The transport over which BFCP entities exchange nessages depends on
how the clients obtain information to contact the floor contro

server (e.g., using a Session Description Protocol (SDP) offer/answer
exchange per [RFCB8856] or the procedure described in RFC 5018

[ RFC5018]). |[RFC8855] defines two transports for BFCP: TCP and UDP
Thi s specification defines a new WebSocket subprotocol (as defined in
Section 1.9 of [RFC6455]) for transporting BFCP nmessages between a
WebSocket client and server. This subprotocol provides a reliable
and boundary-preserving transport for BFCP when run on top of TCP

Si nce WebSocket provides a reliable transport, the extensions defined
in [ RFC8855] for sending BFCP over unreliable transports are not
appl i cabl e.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Definitions

BFCP WbSocket Cient: Any BFCP entity capabl e of opening outbound
connections to WebSocket servers and communicating using the



WebSocket BFCP subprotocol as defined by this docunent.

BFCP WebSocket Server: Any BFCP entity capable of listening for
i nbound connections from WbSocket clients and conmuni cati ng
usi ng the WebSocket BFCP subprotocol as defined by this
docunent .

The WebSocket Protoco

The WebSocket protocol [RFC6455] is a transport |ayer on top of TCP
(optionally secured with TLS [ RFC8446]) in which both client and
server exchange nmessage units in both directions. The protoco
defines a connection handshake, WebSocket subprotocol and extensions
negotiation, a frame format for sending application and control data,
a maski ng mechani sm and status codes for indicating disconnection
causes.

The WebSocket connection handshake is based on HTTP [ RFC7230] and
utilizes the HITP GET nethod with an Upgrade header field. This is
sent by the client and then answered by the server (if the

negoti ati on succeeded) with an HTTP 101 status code. Once the
handshake is conpleted, the connection upgrades from HTTP to the
WebSocket protocol. This handshake procedure is designed to reuse
the existing HTTP infrastructure. During the connection handshake,
the client and server agree on the application protocol to use on top
of the WebSocket transport. Such an application protocol (also known
as a "WbSocket subprotocol") defines the format and semantics of the
messages exchanged by the endpoints. This could be a custom protoco
or a standardi zed one (as the WebSocket BFCP subprotocol defined in
this docunment). Once the HITP 101 response is processed, both the
client and server reuse the underlying TCP connection for sending
WebSocket messages and control franes to each other. Unlike plain
HTTP, this connection is persistent and can be used for nultiple
message exchanges.

The WebSocket protocol defines message units to be used by
applications for the exchange of data, so it provides a nessage
boundary-preserving transport | ayer

The WebSocket BFCP Subpr ot oco

The term WebSocket subprotocol refers to an application-I|eve
protocol |ayered on top of a WebSocket connection. This docunent
specifies the WbSocket BFCP subprotocol for carryi ng BFCP nessages
over a WebSocket connection

.1. Handshake

The BFCP WebSocket client and BFCP WebSocket server negoti ate usage
of the WebSocket BFCP subprotocol during the WbSocket handshake
procedure as defined in Section 1.3 of [RFC6455]. The client MJST

i nclude the value "bfcp" in the Sec- WbSocket - Prot ocol header field
in its handshake request. The 101 reply fromthe server MJST contain
"bfcp"” in its correspondi ng Sec- WbSocket - Prot ocol header fi el d.

Bel ow i s an exanpl e of a WbSocket handshake in which the client
requests the WebSocket BFCP subprotocol support fromthe server

GET / HTTP/ 1.1

Host: bf cp-ws. exanpl e. com

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Oigin: http://ww.exanpl e.com

Sec- WebSocket - Prot ocol : bfcp

Sec- WebSocket - Ver si on: 13



The handshake response fromthe server accepting the WbSocket BFCP
subprotocol woul d | ook as foll ows:

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connecti on: Upgrade

Sec- WebSocket - Accept: s3pPLMBi Txa@@kYG&zhZRbK+xCQo=
Sec- WebSocket - Prot ocol : bfcp

Once the negotiation has been conpl eted, the WbSocket connection is
est abli shed and can be used for the transport of BFCP messages.

4.2. BFCP Encoding

BFCP nessages use a TLV (Type-Length-Val ue) binary encodi ng,

t heref ore BFCP WebSocket clients and BFCP WebSocket servers MJST be
transported in unfragnented binary WebSocket frames (FIN: 1, opcode
%%2) to exchange BFCP nessages. The WebSocket franme data MJUST be a
val id BFCP nessage, so the length of the payl oad of the WbSocket
franme MUST be | ower than the naxi mum size allowed (2°(16) +12 bytes)

for a BFCP nessage as described in [RFC8855]. |In addition, the
encoding rules for reliable protocols defined in [ RFC8855] MJST be
fol | oned.

Wil e this specification assunes that BFCP encoding is only TLV
bi nary, future docunents nay define other nechanisns, |ike JSON
serialization. |f encoding changes, a new subprotocol identifier
woul d need to be sel ected.

Each BFCP nessage MJUST be carried within a single WbSocket nessage,
and a WebSocket nmessage MUST NOT contain nore than one BFCP nessage

5. Transport Reliability

The WebSocket protocol [RFC6455] provides a reliable transport, and
therefore the BFCP WebSocket subprotocol defined by this docunent

al so provides reliable BFCP transport. Thus, client and server
transactions using the WbSocket protocol for transport MJST foll ow
the procedures for reliable transports as defined in [ RFC8855] and
[ RFC8856] .

BFCP WebSocket clients cannot receive incom ng WbSocket connections
initiated by any other peer. This neans that a BFCP WbSocket client
MUST actively initiate a connection towards a BFCP WbSocket server
The BFCP server will have a globally routable address and thus does
not require ICE, as clients always initiate connections to it.

6. SDP Consi derations

6.1. Transport Negotiation

Rul es to generate an line for a BFCP stream are described in

[ RFC8856], Section 4.

me
New val ues are defined for the SDP "proto" field: ' TCP/ WS/ BFCP' and
" TCP/ WSS/ BFCP' .

" TCP/ W5/ BFCP' is used when BFCP runs on top of W5, which in turn
runs on top of TCP

" TCP/ WS/ BFCP' is used when BFCP runs on top of secure WebSocket
(WSS), which in turn runs on top of TLS and TCP

The "port" field is set following the rules in Section 4 and
Section 7.1 of [RFC8856]. Depending on the value of the SDP ’'setup’
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attribute defined in [RFC4145], the "port"” field contains the port to
which the renote endpoint will direct BFCP nessages, or it is
irrelevant (i.e., the endpoint will initiate the connection towards
the renote endpoint) and should be set to a value of "9, which is
the discard port. The 'connection’ attribute and port MJST foll ow
the rules of [RFC4145].

Wil e this docunment reconmends the use of secure WebSocket (i.e.,
TCP/WES) for security reasons, TCP/W5 is also pernitted so as to
achi eve maxi num conpatibility among clients.

2. SDP Media Attributes

[ RFC8124] defines a new SDP attribute to indicate the connection

Uni form Resource ldentifier (URI) for the WebSocket client. The SDP
attribute 'websocket-uri’ defined in Section 3 of [RFC8124] MJST be
used when BFCP runs on top of W5 or WES. Whien the 'websocket-uri
attribute is present in the media section of the SDP, the procedures
mentioned in Section 4 of [RFC8124] MJST be fol |l owed.

SDP O fer/ Answer Procedures
1. Cenera

An endpoint (i.e., both the offerer and the answerer) MJST create an
SDP nedi a description ("nm" |line) for each BFCP-over-WbSocket nedi a
stream and MJUST assign either a ' TCP/ W8S/ BFCP' or ' TCP/ W5/ BFCP' val ue
to the "proto" field of the "n¥" |ine depending on whether the
endpoi nt wi shes to use secure WbSocket or WebSocket. Furthernore,
the server side, which could be either the offerer or answerer, MJST
add a 'websocket-uri’ attribute in the media section dependi ng on
whether it w shes to use WebSocket or secure WebSocket. This new
attribute MJUST follow the syntax defined in [RFC8124]. Additionally,
the SDP of fer/answer procedures defined in Section 4 of [RFC8124]
MUST be followed for the "m=" line associated with a BFCP-over-
WebSocket nedia stream

2. Exanpl e Usage of 'websocket-uri’ SDP Attribute

The following is an exanple of an "m=" line for a BFCP connection

In this exanple, the offerer sends the SDP with the "proto" field
havi ng a val ue of ' TCP/ WSS/ BFCP', indicating that the offerer wi shes
to use secure WebSocket as a transport for the nedia stream and the
"fm" field having a value of '*' (for details on the "fnt" field,
see Section 4 of [RFC8856]).

Ofer (browser):

meappl i cati on 9 TCP/ W8S/ BFCP *
a=setup: active
a=connecti on: new
a=floorctrl:c-only

mraudi o 55000 RTP/ AVP 0

mevi deo 55002 RTP/ AVP 31

Answer (server)

meappl i cati on 50000 TCP/ WSS/ BFCP *
a=set up: passi ve

a=connecti on: new

a=websocket - uri:wss:// bf cp-ws. exanpl e. con?t oken=3170449312
a=floorctrl:s-only

a=confid: 4321

a=userid: 1234

a=floorid:1 mstream 10
a=floorid:2 mstream 11

mraudi o 50002 RTP/ AVP 0O

a=| abel : 10
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mevi deo 50004 RTP/ AVP 31
a=l| abel : 11

It is possible that an endpoint (e.g., a browser) sends an offerless
INVITE to the server. In such cases, the server will act as SDP
offerer. The server MJST assign the SDP 'setup’ attribute with a

val ue of ’'passive’. The server MJST have a 'websocket-uri’ attribute
with a "ws-URI’ or 'wss-URI’' val ue dependi ng on whether the server

wi shes to use WebSocket or secure WebSocket. This attribute MJUST
follow the syntax defined in Section 3 of [RFC8124]. For BFCP
application, the "proto" value in the "m" |ine MJST be ' TCP/ W5S/
BFCP' if WebSocket is over TLS, else it MJST be ' TCP/ W&/ BFCP

Aut henti cati on

Section 9 of [RFC8855] states that BFCP clients and floor contro
servers SHOULD aut henticate each other prior to accepting nmessages,
and RECOMMENDS t hat mutual TLS/ DTLS aut hentication be used. However,
br owser - based WebSocket clients have no control over the use of TLS
in the WebSocket APl [W5-API], so it is RECOVMENDED that standard
web- based nethods for client and server authentication are used, as

f ol | ows.

When a BFCP WebSocket client connects to a BFCP WebSocket server, it
SHOULD use TCP/WSS as its transport. |[If the signaling or contro
protocol traffic used to set up the conference is authenticated and
confidentiality and integrity protected, secure WbSocket (WSS) MJST
be used, and the floor control server MJST authenticate the client.
The WebSocket client MJUST follow the procedures in [RFC7525] while
setting up TLS connection with the WbSocket server. The BFCP client
val i dates the server by neans of verifying the server certificate.
This means the 'websocket-uri’ value MJST contain a hostnane. The
verification process does not use "a=fingerprint".

A floor control server that receives a nessage over TCP/W5 can
mandat e the use of TCP/ WSS by generating an Error nmessage, as
described in Section 13.8 of [RFC3855], with an error code with a
val ue of 9 (Use TLS)

Prior to sending BFCP requests, a BFCP WbSocket client connects to a
BFCP WebSocket server and performs the connecti on handshake. As
described in Section 4.1, the handshake procedure involves an HITP
GET nethod request fromthe client and a response fromthe server

i ncluding an HTTP 101 status code.

In order to authorize the WebSocket connection, the BFCP WebSocket
server SHOULD i nspect any cookie header fields [RFC6265] present in
the HTTP GET request. For many web applications, the value of such a
cookie is provided by the web server once the user has authenticated
thensel ves to the web server, which could be done by nmany existing
mechani sms.  As an alternative nethod, the BFCP WebSocket server
coul d request HTTP authentication by replying to the client’'s GET

met hod request with an HTTP 401 status code. The WbSocket protoco

[ RFC6455] covers this usage in Section 4.1

If the status code received fromthe server is not 101, the
WebSocket client stack handl es the response per HITP [ RFC7230]
procedures; in particular, the client m ght perform authentication
if it receives an 401 status code. The WbSocket clients are

vul nerable to the attacks of basic authentication (mentioned in
Section 4 of [RFC7617]) and di gest authentication (nentioned in
Section 5 of [RFC7616]). To overcone sone of these weaknesses,
WebSocket clients can use the HTTP Oi gi n- Bound Aut hentication
(HOBA) nechani sm nentioned in [ RFC7486], for exanple.

Security Considerations
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Consi derations from [ RFC8855], [RFC8856], and [ RFC5018] apply.

BFCP relies on | ower-layer security nechanisns to provide replay and
integrity protection and confidentiality. It is RECOMWENDED that the
BFCP traffic transported over WbSocket be protected by using a
Secure WebSocket connection (using TLS [ RFC8446] over TCP). The
security considerations in [ RFC6455] apply for BFCP over WebSocket as
well. The security nodel here is a typical webserver-client nodel
where the client validates the server certificate and then connects
to the server. Section 8 describes the authentication procedures

bet ween client and server.

When usi ng BFCP over WbSocket, the security nechani sns defined in
[ RFC8855] are not used. |Instead, the application is required to
build and rely on the security nechanisns in [ RFC6455].

The rest of this section analyses the threats described in Section 14
of [ RFC8855] when WebSocket is used as a transport protocol for BFCP

An attacker attenpting to inpersonate a floor control server is

avoi ded by having servers accept BFCP nessages over WSS only. As
with any other web connection, the clients will verify the server’s
certificate. The BFCP WebSocket client MJST foll ow the procedures in
[ RFC7525] (including hostnanme verification as per Section 6.1 of

[ RFC7525]) while setting up a TLS connection with floor contro
WebSocket server.

An attacker attenpting to inpersonate a floor control client is
avoi ded by having servers accept BFCP nessages over WSS only. As
described in Section 10.5 of [RFC6455] the floor control server can
use any client authentication nechanismand follow the steps in
Section 8 of this docunent.

Attackers may attenpt to nodi fy nessages exchanged by a client and a
floor control server. This can be prevented by havi ng WSS bet ween
client and server.

An attacker trying to replay the nessages is prevented by having
floor control servers check that nessages arriving over a given WS
connecti on use an authorized user |D.

Attackers may eavesdrop on the network to get access to confidential
i nformati on between the floor control server and a client (e.g., why
a floor request was denied). In order to ensure that BFCP users are
getting the I evel of protection that they would get using BFCP
directly, applications need to have a way to control the WbSocket
libraries to use encryption algorithns specified in Section 7 of

[ RFC8855]. Since the WebSocket APl [W5-API] does not have a way to
all ow an application to select the encryption algorithmto be used,
the protection |level provided when WS is used is limted to the
underlying TLS al gorithm used by the WbSocket |ibrary.

| ANA Consi derati ons
1. Registration of the WebSocket BFCP Subpr ot oco

I ANA has registered the WbSocket BFCP subprotocol under the
"WebSocket Subprotocol Nane Registry" as follows:

Subprotocol Identifier: bfcp

Subprot ocol Commobn Nane: WebSocket Transport for BFCP (Binary Fl oor
Control Protocol)

Subprotocol Definition: RFC 8857
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2. Registration of the ' TCP/ W5/ BFCP' and ' TCP/ W8S/ BFCP' SDP " pr ot 0"
Val ues

Thi s docunent defines two new values for the SDP "proto" subregistry
within the "Session Description Protocol (SDP) Paranmeters" registry.
The resulting entries are shown in Table 1:

Table 1: Values for the
SDP "proto" Field
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