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I ntroduction

As di scussed in the BFCP (Binary Floor Control Protocol)

speci fication [ RFC8855], a given BFCP client needs a set of data in
order to establish a BFCP connection to a floor control server. This
data includes the transport address of the server, the conference
identifier, and the user identifier

One way for clients to obtain this information is to use a Session
Description Protocol (SDP) offer/answer exchange [ RFC3264]. This
docunent specifies how to encode this information in the SDP session
descriptions that are part of such an of fer/answer exchange.

User agents typically use the offer/answer nodel to establish a
nunber of nedia streans of different types. Followi ng this nodel, a
BFCP connection is described as any other nedia stream by using an
SDP "m=" line, possibly followed by a nunber of SDP lines that al so
apply to the BFCP connecti on.

Section 4 defines howthe field values in an "n¥" line representing a
BFCP connection are set.

Section 5 defines SDP attributes that are used when negotiating a
BFCP connection

Section 6 defines multiplexing considerations for a BFCP connection
Section 7 defines procedures for nanagi ng a BFCP connecti on

Section 8 defines TLS and DTLS consi derati ons when negotiating a BFCP
connecti on.

Section 9 defines considerations regarding Interactive Connectivity
Establ i shrent (I CE) [ RFC8445] when negotiating a BFCP connection

Section 10 defines the SDP of fer/answer procedures for negotiating a
BFCP connecti on

Thi s docunent obsol etes RFC 4583 [ RFC4583]. Section 14 summari zes
the changes from RFC 4583



Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Fl oor Control Roles

When two endpoints establish a BFCP stream they need to determ ne
which of themacts as a floor control client and which acts as a
fl oor control server.

Once the roles have been determined, the roles will apply to al
BFCP-control l ed streans associated with the BFCP stream

Fields in the "nm" Line

According to the SDP specification [ RFC8866], the "m" |line format is
as foll ows:

me<nedi a> <port> <proto> <fnt> ..
This section describes how to generate an "n¥" line of an SDP Medi a
Description ("m" section) describing a BFCP stream

The nedia field MUST have a value of "application”.

Dependi ng on the value of the proto field, the port field is set as
expl ai ned below. A port field value of zero has the standard SDP
meaning (i.e., rejection of the nedia stream), regardl ess of the
proto field.

* \When TCP is used as the transport, the port field is set follow ng
the rules in [ RFC4145]. Depending on the value of the ’setup
attribute (defined in [ RFC4145] and di scussed in Section 7.1), the
port field contains the port to which the renote endpoint wll
di rect BFCP nmessages, or in the case where the endpoint will
initiate the connection towards the renote endpoint, should be set
to a value of 9.

* \When UDP is used as the transport, the port field contains the
port to which the renpte endpoint will direct BFCP nessages,
regardl ess of the value of the 'setup’ attribute.

Thi s docunent defines five values for the proto field: 'TCP/ BFCP,
' TCP/ DTLS/ BFCP', ' TCP/ TLS/ BFCP', ' UDP/ BFCP', and ' UDP/ TLS/ BFCP’

The proto val ues are used as descri bed bel ow

* 'TCP/IBFCP' is used for TCP transport of BFCP without TLS
encryption and i s backward conpati ble with endpoints that are
compliant with RFC 4583.

* TCP/TLS/BFCP' is used for TCP transport of BFCP with TLS
encryption and i s backward conpatible with endpoints that are
conpliant with RFC 4583 and support TLS

* " UDP/BFCP' is used for UDP transport of BFCP without DTLS
encryption [ RFC6347] .

* *UDP/TLS/BFCP' is used for UDP transport of BFCP with DTLS
encryption. This is one of the options when ICE is used
(Section 9). It can also be used w thout |ICE when backward
compatibility with endpoints conmpliant with RFC 4583 is not



required.

* ' TCP/DTLS/BFCP is used for TCP transport of BFCP with DTLS
encryption, running on top of TCP using the fram ng nethod defined
in [RFC4571], with DTLS packets being sent and received instead of
RTP / RTP Control Protocol (RTCP) packets, such that the LENGTH
field defined in RFC 4571 precedes each DITLS nessage. This is one
of the options when ICE is used (Section 9). It can also be used
wi t hout | CE when backward conpatibility with endpoints conpliant
with RFC 4583 is not required.

The fmt (format) list is not applicable to BFCP. The fmt list of
"m=" lines in the case of any proto field value related to BFCP MJST
contain a single "*" character. |If the fnt list contains any other
val ue, it MJST be ignored.

The following is an exanple of an "m=" line for a BFCP connection

meappl i cati on 50000 TCP/ TLS/ BFCP *
5. SDP Attributes
5.1. SDP 'floorctrl’ Attribute

This section defines the SDP "floorctrl’ media-level attribute. The
attribute is used to determne the floor control roles (client and
server) for the endpoints associated with the BFCP stream

Attribute Name: floorctrl
Attribute Value: floor-contro
Usage Level: nedia
Charset Dependent: No
Mux Category: TBD
The Augnmented BNF syntax [ RFC5234] for the attribute is:

floor-control = role *(SP role)
role = "c-only" / "s-only" / "c-s"

An endpoint includes the attribute to indicate the role(s) it would
be willing to performfor the BFCP-controll ed nedia streans:

c-only: The endpoint is willing to act as a floor control client.

s-only: The endpoint is willing to act as a floor control server
only.

When inserted in an offer, the offerer MAY indicate multiple
attribute values ("c-only" and "s-only"). Wen inserted in an
answer, the answerer MJST indicate only one attribute value: "c-only"
or "s-only". The answerer indicates the role taken by the answerer.
The offerer will then take the opposite role.

In [ RFC4583], there was a third attribute specified, "c-s", which
meant that an endpoint was willing to act as both a floor contro
client and a floor control server at the sane tine for the BFCP
stream taking different roles for different BFCP-controlled nedia
streans. The feature was underspecified and i nplenented in different
ways; in particular, many inplenentations interpreted "c-s" to nean
that the endpoint is willing to act as either a client or a server
(equivalent to "c-only s-only"). An inplenmentation conpliant with
this specification MJUST NOT include the "c-s" "floorctrl’ attribute



value in an offer or in an answer but MJST accept the attribute val ue
in an offer and process it as equivalent to "c-only s-only" (or
"s-only c-only"). Also, as an inplenmentation conpliant with this

specification is only allowed to include one role -- either "c-only"
or "s-only" -- in an answer, each endpoint will only take one role,
and as a result the endpoint will take the same role for each BFCP-

controll ed nedia stream associated with the BFCP stream

Table 1 shows the roles that the answerer is allowed to take, based
on what roles the offerer has indicated that it is willing to take.

[ oo oo oo 1}
| Oferer | Answerer |
[ gty -l pj—pj—r o
| c-only | s-only |
S I S T +
| s-only | c-only |
B S Fomm e e e oo +
| c-s | c-only |
R S —— N +
| c-s | s-only |
S I S T +

Table 1: Roles

Endpoi nts conpliant with [ RFC4583] might not include the 'floorctrl’

attribute in offers and answers. |If the "floorctrl’ attribute is not
present, in order to be interoperable with such endpoints, the
offerer will act as a floor control client and the answerer will act

as a floor control server.

The SDP O f er/ Answer procedures for the 'floorctrl’ attribute are
defined in Section 10.

The following is an exanple of a "floorctrl’ attribute in an offer:
a=floorctrl:c-only s-only
5.2. SDP 'confid Attribute
This section defines the SDP ’confid nedia-level attribute. The
attribute is used by a floor control server to convey the conference
I D val ue tot he floor control client, using decimal integer
representation.
Attribute Nane: confid
Attribute Value: conference-id
Usage Level: nedia
Charset Dependent: No
Mux Category: TBD
The Augnmented BNF syntax [ RFC5234] for the attribute is:
conference-id = 1*DIA T

DAT = <DIG T as defined in [ RFC5234] >

The maxi mum val ue of the attribute is determ ned by the COVWON HEADER
format [ RFC8855].

The SDP O f er/ Answer procedures for the 'confid attribute are
defined in Section 10.



5.3. SDP ’'userid Attribute

This section defines the SDP 'userid nedia-level attribute. The
attribute is used by a floor control server to convey the user ID
val ue to th_e floor control client, using decinal integer
representation.

Attribute Name: userid

Attribute Value: wuser-id

Usage Level: nedia

Charset Dependent: No

Mux Category: TBD
The Augmented BNF syntax [RFC5234] for the attribute is:

user-id = 1*DIA T

DGAT = <DIAT as defined in [ RFC5234] >

The maxi mum val ue of the attribute is determ ned by the COVMON- HEADER
format [ RFC8855].

The SDP O f er/ Answer procedures for the 'userid attribute are
defined in Section 10.

5.4. SDP 'floorid Attribute

This section defines the SDP 'floorid media-level attribute. The
attribute is used to convey a floor identifier, using decimal integer
representation, and, optionally, pointers to one or nore BFCP-
control |l ed nmedia streans.

Attribute Name: floorid

Attribute Value: floor-id

Usage Level: nmedia

Charset Dependent: No

Mux Category: TBD
The Augmented BNF syntax [RFC5234] for the attribute is:

floor-id = 1*DIAT SP "nmstrm" token *(SP token)

DAT
t oken

<DIA@ T as defined in [ RFC5234] >
<t oken as defined in [ RFC8866] >

The maxi mum val ue of the attribute is determ ned by the FLOOR-1D
format [ RFC8855].

The floor identifier value is the integer representation of the

Floor ID field val ue [ RFC8855] to be used in BFCP. Each media stream
poi nter value is associated with an SDP 'l abel’ attribute [ RFCA574]

of a nmedia stream

The SDP COf f er/ Answer procedures for the 'floorid attribute are
defined in Section 10.

| Note: In the first SDP exanple in Section 9 of [RFC4583],
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| "mstreami was erroneously listed. Although the exanple was

| non-normative, it is inplemented by some vendors and occurs in
| cases where the endpoint is willing to act as a server

| Therefore, it is RECOMMENDED to support parsing and

| interpreting 'mstream the same way as 'nstrmnmi when receiving.

SDP ' bf cpver’ Attribute

This section defines the SDP ' bfcpver’ nedia-level attribute. The
attribute is used to negotiate the BFCP version, using deci nmal
i nteger representation

Attribute Name: bfcpver
Attribute Value: bfcp-version
Usage Level: nedia
Charset Dependent: No
Mux Category: TBD
The Augmented BNF syntax [RFC5234] for the attribute is:

bf cp-version = version *(SP version)
version = 1*DIG T

DAT = <DIGA T as defined in [ RFC5234] >

The maxi mum val ue of the attribute is determ ned by the COVMON- HEADER
format [ RFC8855].

An endpoint uses the 'bfcpver’ attribute to convey the version(s) of
BFCP supported by the endpoint, using integer values. For a given
version, the attribute value representing the version MJST match the
version ("Ver") field that woul d be presented in the BFCP

COVMON- HEADER [ RFC8855] . The BFCP version that will eventually be
used will be conveyed with a BFCP-1evel Hell o/ Hel | oAck.

Endpoi nts conpliant with [ RFC4583] might not always include the

"bf cpver’ attribute in offers and answers. The attribute value, if
present, MJST be in accordance with the definition of the version
("Ver") field in [RFC8855]. |If the attribute is not present,

endpoi nts MJUST assune a default value in accordance with [ RFC8855]:
when used over a reliable transport, the default attribute value is
"1", and when used over an unreliable transport, the default
attribute value is "2". The value is inferred fromthe transport
specified in the "m=" line (Section 4) of the "m=" section associ ated
with the stream

The SDP O f er/ Answer procedures for the 'bfcpver’ attribute are
defined in Section 10.

Mul ti pl exi ng Consi derations

[ RFC8843] defines how multiplexing of multiple nedia streans can be
negotiated. This specification does not define how BFCP streans can
be multiplexed with other nmedia streans. Therefore, a BFCP stream
MUST NOT be associated with a BUNDLE group [ RFC8843]. Note that
BFCP-control l ed nedia streanms mght be nultiplexed with other nedia
streans.

[ RFC8859] defines the nux categories for the SDP attributes defined
in this specification, except for the 'bfcpver’ attribute. Table 2
defines the nux category for the 'bfcpver’ attribute:
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B el s e s sty ety
| Nane | Notes | Level | Mux Category |
B ety Sl ety Sl gy e ———(———————
| bfcpver | Needs further analysis in| M | TBD |
| | a separate specification | | |
I R i T R +------- I i I +

Table 2: Multiplexing Attribute Analysis
BFCP Connecti on Managenent

BFCP streans can use TCP or UDP as the underlying transport.
Endpoi nt s exchangi ng BFCP nessages over UDP send the BFCP messages
towards the peer using the connection address and port provided in
the SDP "c=" and "nme" lines. TCP connection nanagenent is nore
conplicated and is described in the follow ng section

| Note: When using Interactive Connectivity Establishnent (1CE)

| [RFC8445], TCP/DTLS/ BFCP, or UDP/ TLS/ BFCP, the straightforward
| procedures for connection managenent via UDP/BFCP, as descri bed
| above, apply. TCP/TLS/ BFCP follows the same procedures as

| TCP/BFCP and is described bel ow.

1. TCP Connection Managenent

The managenent of the TCP connection used to transport BFCP nessages
is perforned using the SDP 'setup’ and 'connection’ attributes

[ RFC4145]. The 'setup’ attribute indicates which of the endpoints
initiates the TCP connection. The 'connection’ attribute handles TCP
connection re-establishment.

The BFCP specification [ RFC8855] describes a nunber of situations
when the TCP connection between a floor control client and the fl oor
control server needs to be re-established. However, [RFC8855] does
not describe the re-establishment process, because this process
depends on how the connection was established in the first place.
Endpoi nts using the offer/answer mechanismfollow the foll ow ng

rul es.

When the existing TCP connection is closed and re-established
following the rules in [RFC8855], the floor control client MJUST send
an offer towards the floor control server in order to re-establish
the connection. |If a TCP connection cannot deliver a BFCP nessage
and tinmes out, the endpoint that attenpted to send the nessage (i.e.,
the one that detected the TCP tineout) MJST send an offer in order to
re-establish the TCP connecti on

Endpoi nts that use the offer/answer nechanismto negotiate TCP
connecti ons MJST support the 'setup’ and ’'connection’ attributes.

TLS/ DTLS Consi der ati ons

When DTLS is used with UDP, the generic procedures defined in
Section 5 of [RFC8842] MJST be foll owed.

When TLS is used with TCP, once the underlying connection is
establ i shed, the answerer always acts as the TLS server. |f the TCP
connection is lost, the active endpoint [RFC4583] is responsible for
re-establishing the TCP connection. Unless a new TLS connection is
negoti at ed, subsequent SDP offers and answers will not inpact the
previously negotiated TLS rol es.

| Note: For TLS, it was decided to keep the original procedures
| in [RFC4583] to determ ne which endpoint acts as the TLS
| server, in order to retain backward conpatibility.
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| CE Consi derations
Generic SDP offer/answer procedures for ICE are defined in [ RFC8839].

When BFCP is used with UDP-based | CE candi dates [ RFC8445], the
procedures for UDP/ TLS/ BFCP are used

When BFCP is used with TCP-based | CE candi dates [ RFC6544], the
procedures for TCP/DTLS/ BFCP are used

Based on the procedures defined in [RFC8842], endpoints treat all |ICE
candi date pairs associated with a BFCP streamon top of a DILS
association as part of the same DILS association. Thus, there wll
only be one BFCP handshake and one DTLS handshake even if there are
multiple valid candidate pairs, and even if BFCP nedia is shifted

bet ween candi date pairs (including switching between UDP candi date
pairs and TCP candidate pairs) prior to nomination. |f new

candi dates are added, they will also be part of the same DTLS
associ ati on.

In order to maxim ze the likelihood of interoperability between the
endpoints, all |CE-enabl ed BFCP-over-DILS endpoi nts SHOULD i npl enent
support for UDP/ TLS/ BFCP

VWhen an SDP of fer or answer conveys multiple |ICE candidates for a
BFCP stream UDP-based candi dates SHOULD be incl uded and the default
candi date SHOULD be chosen from one of those UDP candidates. |If UDP
transport is used for the default candidate, then the "n=" line proto
val ue MJUST be 'UDP/ TLS/BFCP'. |If TCP transport is used for the
default candidate, the "m=" line proto value MJST be ' TCP/ DTLS/ BFCP

Not e: Usage of ICE with protocols other than UDP/ TLS/ BFCP and
| TCP/DTLS/BFCP is out of scope for this specification

SDP O fer/ Answer Procedures

This section defines the SDP of fer/answer [RFC3264] procedures for
negoti ating and establishing a BFCP stream Generic procedures for
DTLS are defined in [ RFC8842]. Generic procedures for TLS are
defined in [ RFC8122].

This section only defines the BFCP-specific procedures. Unless
explicitly stated otherw se, the procedures apply to an "nm=" section
describing a BFCP stream If an offer or answer contains nmultiple
"m=" sections describing BFCP streans, the procedures are applied

i ndependently to each stream

Wthin this docunent, 'initial offer’ refers to the first offer
within an SDP session (e.g., a Session Initiation Protocol (SIP)
di al og when SIP [RFC3261] is used to carry SDP) in which the offerer
indicates that it wants to negotiate the establishnent of a BFCP
stream

If the "me" line "proto’ value is 'TCP/ TLS/ BFCP', ' TCP/ DTLS/ BFCP' , or
"UDP/ TLS/ BFCP', the offerer and answerer follow the generic
procedures defined in [ RFC8122].

If the "me" line proto value is 'TCP/BFCP', ' TCP/ TLS/ BFCFP',
" TCP/ DTLS/ TCP', or 'UDP/TLS/BFCP', the offerer and answerer use the
SDP 'setup’ attribute according to the procedures in [ RFC4145].

If the "me" line proto value is 'TCP/BFCP', 'TCP/ TLS/ BFCP', or
" TCP/ DTLS/ BFCP', the offerer and answerer use the SDP 'connection
attribute according to the procedures in [ RFC4145].

| Note: The use of source-specific SDP paraneters [RFC5576] is
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| not defined for BFCP streans.
1. Cenerating the Initial SDP Ofer

When the offerer creates an initial offer, the offerer MJST include
an SDP 'floorctrl’ attribute (Section 5.1) and an SDP ' bf cpver’
attribute (Section 5.5) in the "n=" section.

In addition, if the offerer includes an SDP 'floorctrl’ attribute
with "s-only" or "c-s" attribute values in the offer, the offerer

*  MUIST include an SDP 'confid attribute (Section 5.2) in the "m="
section,

* MJST include an SDP 'userid’ attribute (Section 5.3) in the "m"
secti on,

*  MJIST include an SDP "floorid attribute (Section 5.4) in the "m"
section, and

* MJST include an SDP 'l abel’ attribute [RFC4574] with the "nm"
section of each BFCP-controll ed nedia stream

| Note: If the offerer includes an SDP 'floorctrl’ attribute with
| a "c-s" attribute value, or both a "c-only" and an "s-only"

| attribute value in the offer, the attribute val ues above wl|

| only be used if it is determned (Section 5.1) that the offerer
| will act as a floor control server.

2. Cenerating the SDP Answer

Wien the answerer receives an offer that contains an "m=" section
descri bing a BFCP stream the answerer MJST check whether it supports
one or nore of the BFCP versions supported by the offerer
(Section 5.5). If the answerer does not support any of the BFCP
versions, it MJST NOT accept the "n¥" section. Oherwise, if the
answerer accepts the "n¥" section, the answerer
* MJST insert a corresponding "n¥" section in the answer, with an
identical "m" line proto val ue [ RFC38866],
* MUIST include a ' bfcpver’ attribute in the "m" section; the
versions indicated by the answer MJST be the sane or a subset of
the versions indicated by the offerer in the corresponding offer,
and

* MJST, if the offer contained an SDP 'floorctrl’ attribute, include
a 'floorctrl’ attribute in the "nE" section.

In addition, if the answerer includes an SDP 'floorctrl’ attribute
with an "s-only" attribute value in the answer, the answerer

*  MJST include an SDP 'confid attribute in the "nE" section,
*  MJST include an SDP 'userid attribute in the "nE" section,
*  MJST include an SDP "floorid attribute in the "m" section, and

* MJST include an SDP '| abel’ attribute in the "m" section of each
BFCP-control | ed nedi a stream

| Note: An offerer conpliant with [ RFC4583] might not include
| 'floorctrl’ and 'bfcpver’ attributes in offers, in which case
| the default val ues apply.

Once the answerer has sent the answer, the answerer
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* DMJST, if the answerer is the active endpoint and if a TCP
connection associated with the "n¥" section is to be established
(or re-established), initiate the establishnment of the TCP
connection, and

* DMJIST, if the answerer is the active endpoint and if a TLS/ DILS
connection associated with the "m=" section is to be established
(or re-established), initiate the establishnent of the TLS/ DILS
connection (by sending a CientHello nessage).

If the answerer does not accept the "m=" section in the offer, it
MJST assign a zero port value to the "m=" line of the correspondi ng
"me" section in the answer. In addition, the answerer MJST NOT
establish a TCP connection or a TLS/ DTLS connection associated with
the "me" section.

3. Oferer Processing of the SDP Answer

section
"nmE

When the offerer receives an answer that contains an "n¥
describing a BFCP streamand with a non-zero port value in the
line, the offerer

* MJST, if the offerer is the active endpoint and if a TCP
connection associated with the "me" section is to be established
(or re-established), initiate the establishnment of the TCP
connection, and

* MJST, if the offerer is the active endpoint and if a TLS/ DILS
connection associated with the "n=" section is to be established
(or re-established), initiate the establishnent of the TLS/ DILS
connection (by sending a CientHello nessage).

| Note: An answerer conpliant with [ RFC4583] might not include

| 'floorctrl’ and 'bfcpver’ attributes in answers, in which case
| the default val ues apply.

If the "me" line in the answer contains a zero port value or if the
of ferer for sone other reason does not accept the answer (e.g., if
the answerer only indicates support of BFCP versions not supported by
the offerer), the offerer MUST NOT establish a TCP connection or a
TLS/ DTLS connection associated with the "m=" section

4. Modifying the Session

When an of ferer sends an updated offer, in order to nodify a
previously established BFCP stream it follows the procedures in
Section 10.1, with the foll owi ng excepti ons:

* |f the BFCP streamis carried on top of TCP and if the offerer
does not want to re-establish an existing TCP connection, the
of ferer MUST include in the "m" section an SDP 'connection
attribute with a value of "existing", and

* |f the offerer wants to disable a previously established BFCP
stream it MJUST assign a zero port value to the "nme" |ine
associated with the BFCP connection, follow ng the procedures in
[ RFC3264] .

Exanpl es

For the purpose of brevity, the main portion of the session
description is omitted in the exanples, which only show "nme" sections
and their "nm=" lines and attributes.

The following is an exanple of an offer sent by a conference server



to a client.

meappl i cati on 50000 TCP/ TLS/ BFCP *

a=set up: act pass

a=connecti on: new

a=fingerprint:sha-256 \
19: E2: 1C. 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04: \
BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=floorctrl:c-only s-only

a=confid: 4321

a=userid: 1234

a=floorid:1 nstrm 10

a=floorid:2 nstrm 11

a=bfcpver:1 2

mFaudi o 50002 RTP/ AVP 0

a=l| abel : 10

mrvi deo 50004 RTP/ AVP 31

a=|l abel : 11

Note that due to RFC formatting conventions, this docunent splits the
SDP entries across |ines whose content woul d exceed the maxi mum i ne
I ength. A backslash character ("\") marks where this line fol ding
has taken place. This backslash and its trailing CRLF and whitespace
woul d not appear in actual SDP content.

The following is the answer returned by the client.

mrappl i cation 9 TCP/ TLS/ BFCP *

a=setup: active

a=connecti on: new

a=fingerprint:sha-256 \
6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC. 6F: F3: 3F: 46: 1B: 35: \
DC: B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08

a=floorctrl:c-only

a=bf cpver:1

mraudi o 55000 RTP/ AVP 0

mevi deo 55002 RTP/ AVP 31

A simlar exanple using an unreliable transport and DILS is shown
bel ow, where the offer is sent froma client.

meappl i cati on 50000 UDP/ TLS/ BFCP *

a=set up: act pass

a=dt| s-i d: abc3dl

a=fingerprint:sha-256 \
19: E2: 1C:. 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04: \
BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=floorctrl:c-only s-only

a=confid: 4321

a=userid: 1234

a=floorid:1 nmstrm 10

a=floorid:2 nmstrm 11

a=bfcpver:1 2

mFaudi o 50002 RTP/ AVP 0

a=| abel : 10

mrvi deo 50004 RTP/ AVP 31

a=l| abel : 11

The following is the answer returned by the server

meappl i cati on 55000 UDP/ TLS/ BFCP *

a=set up: active

a=dt| s-i d: abc3dl

a=fingerprint:sha-256 \
6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC. 6F: F3: 3F: 46: 1B: 35: \
DC. B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C:. 19: 08
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a=floorctrl:s-only
a=confid: 4321

a=userid: 1234
a=floorid:1 nstrm 10
a=floorid:2 nmstrm 11
a=bf cpver: 2

mFaudi o 55002 RTP/ AVP 0
mrvi deo 55004 RTP/ AVP 31

Security Considerations

The BFCP specification [ RFC8855], SDP specification [RFC8866], and

of fer/ answer specification [ RFC3264] discuss security issues related
to BFCP, SDP, and offer/answer, respectively. In addition, [RFC4145]
and [ RFC8122] discuss security issues related to the establishnment of
TCP and TLS connections using an offer/answer nodel. Furthernore,
when using DTLS over UDP, the generic offer/answer considerations
defined in [ RFC3842] MJST be foll owed.

The usage of certain proto values in the SDP offer/answer negotiation
will result in a BFCP streamthat is not protected by TLS or DTLS
Qperators will need to provide integrity protection and
confidentiality protection of the BFCP stream using other neans.

The generic security considerations associated with SDP attri butes
are defined in [RFC3264]. Wile the attributes defined in this
specification do not reveal information about the content of

i ndi vi dual BFCP-controlled nedia streans, they do reveal which nedia
streams will be BFCP controlled

| ANA Consi der ations

Thi s docunent registers three new values in the "proto" subregistry
within the "Session Description Protocol (SDP) Parameters" registry:
" TCP/ DTLS/ BFCP', ' UDP/ BFCP', and ' UDP/ TLS/ BFCP' (see Section 13.1).

Thi s docunent al so registers a new SDP attribute in the "attribute-
nane (fornerly "att-field")’ subregistry within the "Session
Description Protocol (SDP) Paraneters" registry: 'bfcpver’ (see
Section 5.5).

The remai ni ng val ues are unchanged from [ RFC4582], except that the
ref erences have been updated to refer to this docunent.

1. Registration of SDP ’'proto’ Val ues

The | ANA has registered three new values in the SDP 'proto’ field
under the "Session Description Protocol (SDP) Paraneters" registry.

‘o4 - ———=—=—==+
| Val ue | Reference

[ e e e pe
| TCP/ BFCP | RFC 8856 |
I IR I I +
| TCP/DTLS/BFCP | RFC 8856 |
I i Fo-m - - +
| TCP/TLS/BFCP | RFC 8856 |
R I I I I +
| UDP/ BFCP | RFC 8856 |
I IR I I +
| UDP/TLS/BFCP | RFC 8856 |
I i Fo-m - - +

Table 3: Values for the
SDP 'proto’ Field
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2. Registration of the SDP "floorctrl’ Attribute

Thi s docunent defines the SDP 'floorctrl’ attribute. Details
regarding this attribute are provided in Section 5.1

3. Registration of the SDP 'confid Attribute

Thi s docunent defines the SDP 'confid attribute. Details regarding
this attribute are provided in Section 5. 2.

4. Registration of the SDP 'userid Attribute

Thi s docunent defines the SDP "userid attribute. Details regarding
this attribute are provided in Section 5. 3.

5. Registration of the SDP "floorid Attribute

Thi s docunent defines the SDP 'floorid attribute. Details regarding
this attribute are provided in Section 5. 4.

6. Registration of the SDP 'bfcpver’ Attribute

Thi s docunent defines the SDP 'bfcpver’ attribute. Details regarding
this attribute are provided in Section 5.5.

Changes from RFC 4583

The technical changes and other fixes from|[RFC4583] are listed
bel ow.

The main purpose of this work was to add signaling support necessary
to support BFCP over an unreliable transport, as described in
[ RFC8855], resulting in the foll owi ng changes:

* Fields in the "m=" Line (Section 4):

This section has been rewitten to renpve reference to the
exclusivity of TCP as a transport for BFCP streans. The proto
field values ' TCP/ DTLS/ BFCP', ' UDP/ BFCP', and ' UDP/ TLS/ BFCP' have
been added.

* Security Considerations (Section 12):

For the DTLS-over-UDP case, we direct the reader to existing
consi derations and requirenents for the offer/answer exchange as
provided in [ RFC8842].

* Registration of SDP 'proto’ Values (Section 13.1):

Thi s docunent registers the three new val ues ' TCP/ DTLS/ BFCP'
"UDP/ BFCP', and ' UDP/ TLS/ BFCP' in the "Session Description
Protocol (SDP) Parameters" registry

* SDP ' bfcpver’ Attribute (Section 5.5):

A new ' bfcpver’ SDP nedi a-level attribute has been added, in order
to signal the supported version nunber.

In addition to the changes associated with support of BFCP over an
unreliable transport, the possibility that an endpoint can act as
both a floor control client and a floor control server at the sane
time has been renpved. An endpoint will now take the same role for
all BFCP-controlled streans associated with the BFCP stream

Clarifications and bug fixes:
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*  Erratum

Do not use | anguage such as 'used in an

an SDP attribute; instead, nmake clear that the attribute is a

ID 712 (Sections 3 and 10 of [RFC4583]; see [Err712] for
details):

=

medi a-1 evel attribute.

i ne’

when di scussi ng

* Spelling corrected in the first SDP exanple in Section 9 of

[ RFC4583] :

Do not use 'mstream as listed in the first SDP exanple in

[ RFC4583]; instead, use the correct 'mstrm as specified in
Section 11 of this docunent. However, we reconmmend continuing to
interpret "mstream, if received, because it is still present in

sone i npl enent ati ons.

* Assorted clarifications (throughout the docunent):

Language clarifications were made as a result of

normative | anguage was

reviews. Al so,

"tightened" where appropr| ate,

i.e.,

changed from "SHOULD' strength to "MJUST" in a nunber of places.
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