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Abst r act
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1. I nt roducti on

In situations where packet loss is high, or perfect nedia quality is
essential, Forward Error Correction (FEC) can be used to proactively
recover from packet |osses. This specification provides guidance on
whi ch FEC nmechani snms to use, and how to use them for WeDbRTC

i mpl enent ati ons.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Types of FEC

FEC descri bes the sending of redundant information in an outgoing
packet stream so that information can still be recovered even in the
event of packet loss. There are nultiple ways this can be
acconpl i shed for RTP nedia streans [ RFC3550]; this section enunerates
the various mechani sns avail abl e and describes their trade-offs.

3.1. Separate FEC Stream

Thi s approach, as described in [RFC5956], Section 4.3, sends FEC
packets as an i ndependent RTP streamwth its own synchroni zation
source (SSRC) [ RFC3550] and payl oad type, nmultiplexed with the
primary encoding. While this approach can protect nultiple packets
of the primary encoding with a single FEC packet, each FEC packet
will have its own | P/UDP/ RTP/ FEC header, and this overhead can be
excessive in some cases, e.g., when protecting each prinmary packet
with a FEC packet.

Thi s approach allows for recovery of entire RTP packets, including
the full RTP header.

3.2. Redundant Encoding

Thi s approach, as described in [RFC2198], allows for redundant data
to be piggybacked on an existing primary encoding, all in a single
packet. This redundant data may be an exact copy of a previous
payl oad, or for codecs that support variable-bitrate encodi ngs, the
redundant data nay possibly be a smaller, |lower-quality
representation. In certain cases, the redundant data coul d include
encodi ngs of multiple prior audio franes.

Since there is only a single set of packet headers, this approach
allows for a very efficient representation of primary and redundant
data. However, this savings is only realized when the data all fits
into a single packet (i.e. the size is less than a MIU). As a
result, this approach is generally not useful for video content.

As described in [ RFC2198], Section 4, this approach cannot recover

certain parts of the RTP header, including the marker bit,

contributing source (CSRC) information, and header extensions.
3.3. Codec-Specific In-Band FEC

Sone audi o codecs, notably Opus [RFC6716] and Adaptive Milti-Rate



(AVR) [ RFC4A867], support their own in-band FEC mechani sm where
redundant data is included in the codec payload. This is simlar to
t he redundant encodi ng nmechani sm descri bed above, but as it adds no
additional framing, it can be slightly nore efficient.

For Opus, audio frames deened inportant are re-encoded at a | ower
bitrate and appended to the next payload, allow ng partial recovery
of a lost packet. This schenme is fairly efficient; experinents
performed indicate that when Qous FEC i s used, the overhead inposed
is only about 20-30% depending on the ampbunt of protection needed.
Note that this mechani smcan only carry redundancy information for
the i medi ately preceding audio frame; thus the decoder cannot fully
recover multiple consecutive |ost packets, which can be a problem on
wirel ess networks. See [RFC6716], Section 2.1.7, and this Qpus

mai ling list post [ OQousFEC] for nore details.

For AMR and AVR- W deband (AMR-WB), packets can contain copies or
| ower-quality encodings of multiple prior audio frames. See
[ RFC4867], Section 3.7.1, for details on this mechani sm

I n-band FEC nmechani sms cannot recover any of the RTP header
4. FEC for Audi o Content

The foll owi ng section provides gui dance on how to best use FEC for
transmtting audio data. As indicated in Section 8 bel ow, FEC should
only be activated if network conditions warrant it, or upon explicit
application request.

4. 1. Recomended Mechani sm

When using variable-bitrate codecs without an internal FEC, redundant
encoding (as described in Section 3.2) with lower-fidelity version(s)
of the previous packet(s) is RECOWENDED. This provides reasonabl e
protection of the payload with only noderate bitrate increase, as the
redundant encodi ngs can be significantly smaller than the primary
encodi ng.

When using the Qpus codec, use of the built-in Cpus FEC nechanismis
RECOMMENDED. This provi des reasonable protection of the audio stream
agai nst individual |osses, with mnimal overhead. Note that, as

i ndi cated above, the built-in Opus FEC only provides single-frame
redundancy; if nulti-packet protection is needed, the aforenentioned
redundant encoding with reduced-bitrate Qpus encodi ngs SHOULD be used
i nst ead.

When using the AMR AMR-WB codecs, use of their built-in FEC nechani sm
is RECOWENDED. This provides slightly nore efficient protection of
the audi o stream than redundant encodi ng does.

When using constant-bitrate codecs, e.g., PCMJ [ RFC5391], redundant
encodi ng MAY be used, but this will result in a potentially
significant bitrate increase, and suddenly increasing bitrate to dea
with | osses fromcongestion may actually make things worse.

Because of the | ower packet rate of audio encodings, usually a single
packet per frame, use of a separate FEC stream cones with a higher
over head than other mechani snms, and therefore is NOT RECOMVENDED.

As nentioned above, the recommended mechani sms do not all ow recovery
of parts of the RTP header that may be inportant in certain audio
applications, e.g., CSRCs and RTP header extensions |ike those
specified in [ RFC6464] and [ RFC6465]. | nplenentati ons SHOULD account
for this and attenpt to approximte this information, using an
approach simlar to those described in [RFC2198], Section 4, and

[ RFC6464], Section 5
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2. Negotiating Support

Support for redundant encodi ng of a given RTP stream SHOULD be

i ndi cated by including audi o/red [ RFC2198] as an additional supported
medi a type for the associated "m=" section in the SDP offer

[ RFC3264]. Answerers can reject the use of redundant encodi ng by not
including the audio/red nedia type in the correspondi ng "m=" section
in the SDP answer.

Support for codec-specific FEC nechanisns are typically indicated via
"a=fnt p" paraneters.

For Qpus, a receiver MIST indicate that it is prepared to use
incom ng FEC data with the "usei nbandf ec=1" paraneter, as specified
in [RFC7587]. This parameter is declarative and can be negoti ated
separately for either nedia direction

For AVR/ AMR-VB, support for redundant encodi ng, and the maxi num
supported depth, are controlled by the "max-red" paraneter, as
specified in [ RFC4867], Section 8.1. Receivers MJST include this
paraneter, and set it to an appropriate value, as specified in
[TS. 26114], Table 6. 3.

FEC for Video Content

The foll owi ng section provides gui dance on how to best use FEC for
transmtting video data. As indicated in Section 8 bel ow, FEC should
only be activated if network conditions warrant it, or upon explicit
appl i cation request.

1. Recommended Mechani sm

Video frames, due to their size, often require multiple RTP packets.
As di scussed above, a separate FEC stream can protect multiple
packets with a single FEC packet. |In addition, the Flexible FEC
mechani sm descri bed in [ RFC8627] is al so capabl e of protecting
multiple RTP streans via a single FEC stream including all the
streans that are part of a BUNDLE group [ RFC8843]. As a result, for
vi deo content, use of a separate FEC streamwith the Flexi ble FEC RTP
payl oad format i s RECOVVENDED.

To process the incom ng FEC stream the receiver can demultiplex it
by SSRC, and then correlate it with the appropriate primary strean(s)
via the CSRC(s) present in the RTP header of Flexible FEC repair
packets, or the SSRC field present in the FEC header of Flexible FEC
retransm ssi on packets.

2. Negotiating Support

Support for an SSRC-nultipl exed Flexible FEC streamto protect a
gi ven RTP stream SHOULD be indicated by including video/fl exfec
(described in [ RFC8627], Section 5.1.2) as an additional supported
medi a type for the associated "m=" section in the SDP offer

[ RFC3264]. As nentioned above, when BUNDLE is used, only a single
Flexi ble FEC repair streamw || be created for each BUNDLE group,
even if Flexible FEC is negotiated for each prinmary stream

Answerers can reject the use of SSRC nultiplexed FEC by not including
the video/flexfec media type in the corresponding "m=" section in the
SDP answer .

Use of FEC-only "nme" lines, and groupi ng using the SDP group
mechani sm as described in [ RFC5956], Section 4.1, is not currently
defined for WebRTC, and SHOULD NOT be of f ered.



Answerers SHOULD reject any FEC-only "m=" |ines, unless they
specifically know how to handl e such a thing in a WbRTC cont ext
(perhaps defined by a future version of the WbRTC specifications).

FEC for Application Content

WebRTC al so supports the ability to send generic application data,
and provides transport-level retransm ssion nmechani sns to support
full and partial (e.g., tined) reliability. See [RFC8831] for
detail s.

Because the application can control exactly what data to send, it has
the ability to nonitor packet statistics and performits own
application-level FEC if necessary.

As a result, this document nmakes no recomendations regardi ng FEC for
the underlying data transport.

I mpl enent ati on Requi rement s

To support the functionality recomended above, inplenentations MJST
be able to receive and nake use of the relevant FEC formats for their
supported audi o codecs, and MJST indicate this support, as described
in Section 4. Use of these formats when sendi ng, as nentioned above,
i s RECOVIVENDED.

The general FEC nechani sm described in [ RFC8627] SHOULD al so be
supported, as nentioned in Section 5.

| mpl enent ati ons MAY support additional FEC mechanisnms if desired,
e.g., [RFC5109].

Adaptive Use of FEC

Because use of FEC al ways causes redundant data to be transmitted,
and the total amount of data rmust remain within any bandwidth linits
i ndi cated by congestion control and the receiver, this will lead to

| ess bandwi dth available for the prinmary encodi ng, even when the
redundant data is not being used. This is in contrast to nethods

Ii ke RTX [ RFC4588] or Flexible FEC s retransm ssion node ([RFC8627],
Section 1.1.7), which only transmt redundant data when necessary, at
the cost of an extra round trip and thereby increased nmedia | atency.

G ven this, WDbRTC inpl enentati ons SHOULD prefer using RTX or

Fl exi bl e FEC retransm ssions instead of FEC when the connection RTT
is within the application’s |atency budget, and ot herwi se SHOULD only
transmt the anmount of FEC needed to protect against the observed
packet | oss (which can be determ ned, e.g., by nmonitoring transmt
packet | oss data from RTP Control Protocol (RTCP) receiver reports

[ RFC3550]), unless the application indicates it is willing to pay a
quality penalty to proactively avoid | osses

Not e that when probing bandwi dth, i.e., specul atively sending extra
data to determine if additional |ink capacity exists, FEC data SHOULD
be used as the additional data. Gven that extra data is going to be
sent regardless, it nmakes sense to have that data protect the primary
payl oad; in addition, FEC can typically be applied in a way that

i ncreases bandwi dth only nodestly, which is necessary when probing.

When using FEC with | ayered codecs, e.g., [RFC6386], where only base
| ayer frames are critical to the decoding of future frames,
i mpl ement ati ons SHOULD only apply FEC to these base | ayer franes.

Finally, it should be noted that, although applying redundancy is
often useful in protecting a stream agai nst packet loss, if the loss
i s caused by network congestion, the additional bandw dth used by the
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redundant data may actually nmake the situation worse and can lead to
significant degradation of the network.

Security Considerations

In the WebRTC context, FEC is specifically concerned with recovering
data from | ost packets; any corrupted packets will be discarded by
the Secure Real -Tinme Transport Protocol (SRTP) [RFC3711] decryption
process. Therefore, as described in [RFC3711], Section 10, the
default processing when using FEC with SRTP is to perform FEC

foll owed by SRTP at the sender, and SRTP foll owed by FEC at the
receiver. This ordering is used for all the SRTP protection profiles
used in DTLS-SRTP [ RFC5763], which are enumerated in [ RFC5764],
Section 4.1.2.

Addi tional security considerations for each individual FEC nmechani sm
are enunerated in their respective docunents.

I ANA Consi derati ons

Thi s docunent requires no actions from | ANA
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