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The Controlling Multiple Streans for Tel epresence (CLUE) protocol is
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into account the requirenments and the franmework defined within the

| ETF CLUE Worki ng Group. A conpani on docunent, RFC 8848, delves into
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Prot ocol (SDP) session establishnment phase. CLUE nessages flow over
the CLUE data channel, based on reliable and ordered SCTP-over-DTLS
transport. ("SCTP" stands for "Stream Control Transm ssion
Protocol ".) Message details, together with the behavior of CLUE
Partici pants acting as Media Providers and/or Media Consuners, are
herein di scussed.
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I nt roducti on

The Controlling Miultiple Streans for Tel epresence (CLUE) protocol is
an application protocol used by two CLUE Participants to enhance the
experience of a nmultinedia tel epresence session. The nmmin goals of
the CLUE protocol are as follows:

1. enabling a Media Provider (MP) to properly announce its current
tel epresence capabilities to a Media Consuner (MC) in terns of
avai | abl e medi a captures, groups of encodings, sinmultaneity
constraints, and other information defined in [ RFC8845].

2. enabling an MC to request the desired multinedia streams fromthe
of fering MP

CLUE- capabl e endpoi nts are connected by nmeans of the CLUE data
channel -- an SCTP-over-DTLS channel that is opened and established
as described in [ RFC8848] and [ RFC8850]. ("SCTP" stands for "Stream
Control Transnission Protocol".) CLUE protocol nessages flow ng over
such a channel are detailed in this docunment, both syntactically and
semantically.

In Section 4, we provide a general overview of the CLUE protocol
CLUE protocol nessages are detailed in Section 5. The CLUE protoco
state nmachines are introduced in Section 6. Versioning and
extensions are discussed in Sections 7 and 8, respectively. The XM
schema [ WBC. REC- xni - 20081126] defining the CLUE nessages is provided



in Section 9.
Ter mi nol ogy

Thi s docunent refers to term nology that is also used in [ RFC8845]
and [ RFC7262]. For convenience, we list those terns below. The
definition of "CLUE Participant”, as also |listed bel ow, originates
fromthis docunent.

Capture Encoding: A specific encoding of a Media Capture, to be sent
via RTP [ RFC3550] .

CLUE Participant (CP): An entity able to use the CLUE protoco
within a tel epresence session. It can be an endpoint or an MCU
(Multipoint Control Unit) able to use the CLUE protocol

CLUE- capabl e device: A device that (1) supports the CLUE data
channel [RFC8850], the CLUE protocol, and the principles of CLUE
negoti ati on and (2) seeks CLUE-enabl ed calls.

Endpoint: A CLUE-capabl e device that is the |ogical point of fina
term nation through receiving, decoding, and rendering, and/or
initiation through the capturing, encoding, and sending of nedia
streanms. An endpoint consists of one or nore physical devices
that source and sink nedia streans, and exactly one parti ci pant
(as described in [ RFC4353]) that, in turn, includes exactly one
user agent [RFC3261]. Endpoints can be anything from nultiscreen/
mul ti canera roons to handhel d devi ces

Mul tipoint Control Unit (MCU): A CLUE-capabl e device that connects
two or nore endpoints together into one single nultinedia
conference [ RFC7667]. An MCU includes a mxer (as defined in
[ RFC4353]), without the requirenent per [RFC4353] to send nedia to
each participant.

Media:  Any data that, after suitable encoding, can be conveyed over
RTP, including audio, video, or tined text.

Medi a Capture: A source of nedia -- for exanple, fromone or nore
Capture Devices or constructed from other Media streans.

Medi a Consumer (MC): A CP (i.e., an Endpoint or an MCU) able to
recei ve Capture Encodi ngs.

Media Provider (MP): A CP (i.e., an Endpoint or an MCU) able to send
Capt ure Encodi ngs.

Stream A Capture Encoding sent froman MP to an MC via RTP
[ RFC3550] .

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Overvi ew of the CLUE Protoco

The CLUE protocol is conceived to enable CLUE tel epresence sessions.
It is designed to address Session Description Protocol (SDP)
limtations in terns of the description of sonme information about the
mul ti media streanms that are involved in a real-time nmultimedia
conference. |Indeed, by sinply using SDP, it is not possible to
convey information about the features of the flowi ng nultinmedia



streans that are needed to enable a "being there" rendering
experience. Such information is contained in the CLUE franmework
docunent [ RFC8845] and formally defined and described in the CLUE
data nodel document [RFC8846]. The CLUE protocol represents the
mechani sm for the exchange of tel epresence information between CPs.
It mainly provides the nessages to enable an MP to advertise its
tel epresence capabilities and to enable an MC to sel ect the desired
t el epresence options.

The CLUE protocol, as defined in this docunent and further described
below, is a stateful client-server XM.-based application protocol
CLUE protocol messages flow on a reliable and ordered SCTP-over-DILS
transport channel connecting two CPs. Messages carry information
taken fromthe XM.-based CLUE data nodel [RFC8846]. Three nmin
conmuni cati on phases can be identified:

Est abl i shment of the CLUE data channel
In this phase, the CLUE data channel setup takes place. If it
compl etes successfully, the CPs are able to conmuni cate and start
the initiation phase.

Negoti ati on of the CLUE protocol version and extensions

(initiation phase):
The CPs connected via the CLUE data channel agree on the protoco
versi on and extensions to be used during the tel epresence session
Speci al CLUE nessages are used for such a task (’options’ and
"optionsResponse’). The negotiation of the version and extensions
can be performed once during the CLUE session and only at this
stage. At the end of that basic negotiation, each CP starts its
activity as a CLUE MP and/or CLUE MC

Description and negotiation of CLUE tel epresence capabilities:
In this phase, the MP-MC di al ogues take place on the data channe
by nmeans of the CLUE protocol nessages.

As soon as the channel is ready, the CPs nust agree on the protoco
versi on and extensions to be used within the tel epresence session
CLUE protocol version nunbers are characterized by a major version
nunber and a mnor version nunber, both unsigned integers, separated
by a dot. VWhile nminor version nunbers denote backward-conpatibl e
changes in the context of a given major version, different mgjor
versi on nunmbers generally indicate a | ack of interoperability between
the protocol inplenmentations. |In order to correctly establish a CLUE
di al ogue, the involved CPs nust have in combn a ngjor version nunber
(see Section 7 for further details). The subset of the extensions
that are allowed within the CLUE session is also determned in the
initiation phase. It includes only the extensions that are supported
by both parties. A nechanismfor the negotiation of the CLUE
protocol version and extensions is part of the initiation phase.
According to such a solution, the CP that is the CLUE Channe
Initiator (Cl) issues a proper CLUE nessage (' options’) to the CP
that is the Channel Receiver (CR), specifying the supported version
and extensions. The CR then answers by selecting the subset of the
Cl extensions that it is able to support and determ nes the protoco
versi on to be used.

After the negotiation phase is conpleted, CPs describe and agree on
the nmedia flows to be exchanged. In nany cases, CPs will seek to
both transmit and receive nedia. Hence, in a call between two CPs
(e.g., CPs A and B), there would be two separate nessage exchange
sequences, as foll ows:

1. the one needed to describe and set up the nedia streans sent from
Ato B, i.e., the dialogue between A's MP side and B's MC si de.

2. the one needed to describe and set up the nedia streans sent from



Bto A i.e., the dialogue between B s MP side and A's MC side.

CLUE nmessages for the nedia session description and negotiation are
desi gned by considering the MP side to be the server side of the
protocol, since it produces and provi des nedia streanms, and the MC
side as the client side of the protocol, since it requests and
receives nedia streans. The messages that are exchanged to set up
the tel epresence nedi a session are described by focusing on a single
MP- MC di al ogue.

The MP first advertises its available nedia captures and encodi ng
capabilities to the MC, as well as its simultaneity constraints,
according to the information nodel defined in [RFC8845]. The CLUE
message conveying the MP's multinmedia offer is the 'advertisenent’
message. Such a nessage | everages the XML data nodel definitions
provi ded i n [ RFC8846] .

The MC selects the desired streans of the MP by using the ’configure’
message, which nakes reference to the information carried in the
previously received 'advertisenent’.

Besi des 'advertisenent’ and 'configure’, other nessages have been
conceived in order to provide all needed mechani sms and operations.
Such messages are detailed in the follow ng sections.

Pr ot ocol Messages

CLUE protocol nessages are textual XM.-based nessages that enable the
configuration of the tel epresence session. The formal definition of
such nmessages is provided in the XML schema in Section 9. This
section includes non-normative excerpts of the schema to aid in
describing it.

The XML definitions of the CLUE information provided in [ RFC8846] are
i ncluded within some CLUE protocol nessages (nanely the
"advertisenent’ and 'configure’ messages), in order to use the
concepts defined in [ RFC8845].

The CLUE protocol nessages are as foll ows:

* options

* optionsResponse

* advertisenent

* ack

* configure

* confi gureResponse

Wiile the "options’ and 'opti onsResponse’ nessages are exchanged in
the initiation phase between the CPs, the other messages are invol ved
in MP-MC di al ogues. Please note that the word "di al ogue” as used in
this docunment is not related to SIP's usage of the sane term It

refers to nessage exchange sequences between a CLUE MP and a Clue MC

Each CLUE nessage inherits a basic structure, as depicted in the
foll owi ng excerpt (Figure 1):

<xs: conpl exType nane="cl ueMessageType" abstract="true">
<XS:sequence>
<xs: el enent nanme="cl uel d" type="xs:string" m nCccurs="0"/>
<xs: el enent name="sequenceNr" type="xs:positivelnteger"/>
</ xs: sequence>



<xs:attribute name="protocol" type="xs:string" fixed="CLUE"
use="required"/>
<xs:attribute name="v
</ xs: conpl exType>

type="versi onType" use="required"/>

<!-- VERSION TYPE -->
<xs: si npl eType nane="versi onType" >
<xs:restriction base="xs:string">
<xs:pattern value="[1-9][0-9]*\.[0-9]+" />
</xs:restriction>
</ xs: si npl eType>

Figure 1: Structure of a CLUE Message
The infornmation contained in each CLUE nessage is as foll ows:

clueld: An optional XM elenent containing the identifier (in the
formof a generic string) of the CP within the tel epresence
system

sequenceNr: An XM. el enent containing the | ocal nessage sequence
nunber. The sender MJST increnent the sequence nunber by one for
each new nessage sent, and the receiver MJST renenber the nost
recent sequence nunber received and send back a 402 error if it
recei ves a nmessage with an unexpected sequence nunber (e.g.,
sequence nunber gap, repeated sequence nunber, sequence nunber too
small). The initial sequence nunber can be chosen randonly by
each party.

protocol: A mandatory attribute set to "CLUE", identifying the
protocol the messages refer to.

v: A mandatory attribute carrying the version of the protocol. The
content of the "v" attribute is conposed of the mgjor version
number followed by a dot and then by the minor version nunber of
the CLUE protocol in use. The major nunber cannot be "0", and if
it is nore than one digit, it cannot start with a "0". All owed
val ues of this kind are "1.3", "2.0", "20.44", etc. This document
descri bes version 1.0.

Each CP is responsible for creating and updating up to three

i ndependent streans of sequence numbers in nessages it sends: (i) one
for the nessages sent in the initiation phase, (ii) one for the
nmessages sent as an MP (if it is acting as an MP), and (iii) one for
the nmessages sent as an MC (if it is acting as an M.

In particular, CLUE response nessages (’'optionsResponse’, 'ack’
" confi gureResponse’) derive froma base type, inheriting fromthe
cl ueMessageType, which is defined as follows (Figure 2):

<xs: conpl exType nanme="cl ueResponseType" >
<xs: conpl exCont ent >
<xs: extensi on base="cl ueMessageType" >
<Xs:sequence>
<xs: el enent name="responseCode" type="responseCodeType"/>
<xs: el enent nanme="reasonString" type="xs:string" m nQCccurs="0"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 2: Structure of CLUE Response Messages

The el ements <responseCode> and <reasonString> are popul ated as
detailed in Section 5.7.



5.1. ’options

The 'options’ nessage is sent by the CP that is the CI to the CP that
is the CR as soon as the CLUE data channel is ready. Besides the
i nformati on envisioned in the basic structure, it specifies:

<medi aProvi der>: A nmandatory boolean field set to "true" if the CP
is able to act as an MP

<medi aConsuner>: A nandatory boolean field set to "true" if the CP
is able to act as an MC

<supportedVersions> The |list of supported versions.
<support edExtensi ons>: The |ist of supported extensions.
The XML schema of such a nmessage is shown bel ow (Figure 3):

<l-- CLUE OPTIONS -->
<xs: conpl exType name="opti onsMessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueMessageType" >
<XS:sequence>
<xs: el enent name="nedi aProvi der" type="xs:bool ean" />
<xs: el enent nanme="nedi aConsuner" type="xs:bool ean" />
<xs: el enent nanme="supportedVersions" type="versionsLi st Type"
m nCccurs="0"/>
<xs: el enent nanme="support edExt ensi ons"
t ype="ext ensi onsLi st Type"
m nCccur s="0"/ >
<xs:any nanespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute nanespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<!-- VERSIONS LIST TYPE -->
<xs: conpl exType name="ver si onsLi st Type">
<XS:sequence>
<xs: el enent name="version" type="versionType" m nCccurs="1"
maxCQccur s="unbounded"/ >
<XS:any nanespace="##ot her" processContents="1ax" m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<!-- EXTENSI ONS LI ST TYPE -->
<xs: conpl exType name="ext ensi onsLi st Type" >
<XS:sequence>
<xs: el enent nanme="ext ensi on" type="extensionType" mi nCccurs="1"
maxQccur s="unbounded"/ >
<xs:any nanespace="##ot her" processContents="1ax" m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute nanespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<!-- EXTENSI ON TYPE -->
<xs: conpl exType name="ext ensi onType" >
<XS:sequence>
<xs: el enent nanme="nane" type="xs:string" />
<xs: el enent nanme="schemaRef" type="xs:anyURl" />
<xs: el enent nanme="version" type="versi onType" />
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0"/>
</ xs: sequence>



<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 3. Structure of a CLUE 'options’ Message

<support edVersi ons> contains the |list of versions that are supported
by the CI, each one represented in a child <version> elenment. The
content of each <version> elenent is a string nmade of the nmjor
versi on nunber followed by a dot and then by the minor version nunber
(e.g., 1.3 or 2.4). Exactly one <version> el enent MJST be provided
for each mmjor version supported, containing the maxi num m nor
versi on nunmber of such a version, since all mnor versions are
backward conpatible. [If no <supportedVersions> is carried within the
"options’ nmessage, the Cl supports only the version declared in the
"v" attribute and all the versions having the sane najor version
nunber and | ower m nor version nunber. For exanple, if the "v"
attribute has a value of "3.4" and there is no <supportedVersions>
element in the 'options’ nessage, it means the Cl supports only nmjor
version 3 with all mnor versions from3.0 through 3.4. If
<supportedVersions> is provided, at |east one <version> el enent MJST
be included. |In this case, the "v" attribute SHOULD be set to the

| argest minor version of the snallest nmajor version advertised in the
<supportedVersions> list. |Indeed, the intention behind the "v"
attribute is that sonme inplenmentation that receives a version nunber
inthe "v'" field with a maj or nunber higher than it understands is
supposed to close the connection, since it runs a risk of

m sinterpreting the contents of nessages. The minor version is |ess
useful in this context, since minor versions are defined to be both
backward and forward conpati ble and the value can in any case be
parsed out of the <version> list. It is nore useful to know the

hi ghest mi nor version supported than sone random mi nor version, as it
indicates the full feature set that is supported.

The <support edExt ensi ons> el enent specifies the |ist of extensions
supported by the Cl. If there is no <supportedExtensions> in the
"options’ nessage, the Cl does not support anything other than what
is envisioned in the versions it supports. For each extension, an
<extension> elenent is provided. An extension is characterized by a
name, an XM. schenma of reference where the extension is defined, and
the version of the protocol that the extension refers to.

5.2. ' optionsResponse

The 'optionsResponse’ (Figure 4) is sent by a CRto a Cl as a reply
to the 'options’ nessage. The 'optionsResponse’ contains a nandatory
response code and a reason string indicating the processing result of
the 'options’ nessage. |If the responseCode is between 200 and 299

i nclusive, the response MJST al so include <nmedi aProvi der >,

<medi aConsuner >, <version>, and <comopnExtensi ons> el enents; it MAY
include them for any other response code. <nedi aProvider> and

<nmedi aConsuner > el enents (which are of a bool ean nature) are
associated with the supported roles (in terns of the MP and the MC
respectively), simlarly to what the CI does in the ’'options

message. The <version> el erent indicates the hi ghest comonly
supported version nunber. The content of the <version> el ement MJST
be a string nade of the mmjor version nunber followed by a dot and
then by the minor version nunber (e.g., 1.3 or 2.4). Finally, the
commonl y supported extensions are copied in the <conmonExt ensi ons>

el ement .

<l-- CLUE ’optionsResponse’ -->
<xs: conpl exType name="opti onsResponseMessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueResponseType" >
<Xs:sequence>
<xs: el enent name="nedi aProvi der" type="xs: bool ean"



m nCccur s="0"/ >
<xs: el enent nanme="nedi aConsuner" type="xs: bool ean"
m nCccurs="0"/>
<xs: el enent nanme="version" type="versi onType" m nCccurs="0"/>
<xs: el enent name="commonExt ensi ons" type="extensi onsLi st Type"
m nCccur s="0"/ >
<xs:any nanespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 4: Structure of a CLUE 'optionsResponse’ Message

Upon reception of the 'optionsResponse’, the version to be used is
the one provided in the <version> el enent of the nessage. The
subsequent CLUE nmessages MJST use such a version nunber in the "v
attribute. The allowed extensions in the CLUE dial ogue are those
i ndicated in the <conmpbnExt ensi ons> el enent of the ’opti onsResponse
nessage

.3. ’'advertisenent’

The 'advertisenent’ nessage is used by each MP to advertise the
avai l abl e nedia captures and related information to the correspondi ng
MC. The MP sends an 'advertisenent’ to the MC as soon as it is ready

after the successful conmpletion of the initiation phase, i.e., as
soon as the CPs have agreed on the version and extensions of the CLUE
protocol. During a single CLUE session, an MP may send new

"advertisenent’ nessages to replace the previous advertisenent if,
for instance, its CLUE tel epresence nedi a capabilities change
md-call. A new 'advertisenent’ conpletely replaces the previous
"advertisenent’.

The ’advertisenent’ structure is defined in the schema excerpt bel ow
(Figure 5). The '"advertisenent’ contains elenments conpliant with the
CLUE data nodel that characterize the MP's tel epresence offer

Nanel y, such elenents are the list of

* media captures (<medi aCaptures>),

* encodi ng groups (<encodi ngG oups>),

* capture scenes (<captureScenes>),

* sinmultaneous sets (<sinultaneousSets>),
* gl obal views (<globalViews>), and

* represented participants (<people>).

Each of themis fully described in the CLUE franework docunent
[ RFC8845] and formally defined in the CLUE data npodel docunent
[ RFC8846] .

<l-- CLUE ADVERTI SEMENT MESSACE TYPE -->
<xs: conpl exType nane="adverti senent MessageType" >
<xs: conpl exCont ent >
<xs: extensi on base="cl ueMessageType" >
<XS:sequence>
<!-- mandatory -->
<xs: el enent nanme="nedi aCapt ur es"
type="dm medi aCapt ur esType"/ >

<xs: el enent name="encodi ngG oups"



type="dm encodi ngG oupsType"/ >
<xs: el enent nanme="capt ureScenes"
type="dm capt ur eScenesType"/ >
<l-- optional -->
<xs: el enent nanme="si nmul t aneousSet s"
type="dm si nul t aneousSet sType" m nCccurs="0"/>
<xs: el enent name="gl obal Vi ews" type="dm gl obal Vi ewsType"
m nCccurs="0"/>
<xs: el enent nane="peopl e"
type="dm peopl eType" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 5: Structure of a CLUE 'advertisenment’ Message
5.4. ’ack’

The 'ack’ nmessage is sent by an MCto an MP to acknow edge an
"advertisenent’ nessage. As can be seen fromthe nmessage schema
provided in the follow ng excerpt (Figure 6), the "ack’ contains a
response code and may contain a reason string for describing the
processing result of the 'advertisenent’. The <advSequenceNr>

el ement carries the sequence nunber of the ’advertisenent’ nessage
the "ack’ refers to.

<l-- "ack’ MESSAGE TYPE -->
<xs: conpl exType name="advAcknow edgenent MessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueResponseType" >
<XS:sequence>
<xs: el enent name="advSequenceNr" type="xs:positivelnteger"/>
<xs:any nanespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 6: Structure of a CLUE 'ack’ Message
5.5. ’'configure’

The ’'configure’ nmessage is sent froman MCto an MP to list the
advertised captures the MC wants to receive. The MC MJST send a
"configure' after the reception of an 'advertisenent’, as well as
each time it wants to request other captures that have been
previously advertised by the MP. The content of the 'configure
message i s shown bel ow (Figure 7).

<l-- CLUE 'configure MESSACE TYPE -->
<xs: conpl exType name="confi gureMessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueMessageType" >
<Xs:sequence>
<I-- mandatory fields -->
<xs: el enent nanme="advSequenceNr" type="xs:positivelnteger"/>
<xs: el enent nanme="ack" type="successResponseCodeType"
m nCccurs="0"/>
<xs: el enent nanme="capt ur eEncodi ngs"
type="dm capt ur eEncodi ngsType" m nCccurs="0"/>



<xs:any nanespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 7: Structure of a CLUE 'configure’ Message

The <advSequenceNr> el ement contains the sequence nunber of the
"advertisenent’ message the ’'configure’ refers to.

The optional <ack> el enent, when present, contains a success response
code, as defined in Section 5.7. It indicates that the 'configure
message al so acknow edges with success the referred adverti senent

(’ configure+ack’ nessage). The <ack> el enent MUST NOT be present if
an 'ack’ nessage (associated with the adverti sement carrying that
speci fi c sequence nunber) has already been sent back to the M

The nost inportant content of the 'configure’ nmessage is the |ist of
capture encodi ngs provided in the <captureEncodi ngs> el enent (see

[ RFC8846] for the definition of <captureEncodings>). Such an el enent
contai ns a sequence of capture encodings, representing the streans to
be instanti ated.

5.6. ’'configureResponse

The ' confi gureResponse’ nessage is sent fromthe MP to the MCto
commruni cate the processing result of requests carried in the
previously received 'configure’ nmessage. As shown in Figure 8, it
contains a response code (and, optionally, a reason string)

i ndicating either the success or failure (along with failure details)
of the ’'configure' request processing. The <confSequenceNr > el enent
that follows contains the sequence nunber of the ’'configure’ nessage
the response refers to. There is no partial execution of commands.
As an example, if an MP is able to understand all the selected
capture encodi ngs except one, then the whole comand fails and
nothing is instantiated.

<l-- ’configureResponse’ MESSACE TYPE -->
<xs: conpl exType name="confi gur eResponseMessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueResponseType" >
<XS:sequence>
<xs: el enent nanme="conf SequenceNr"
type="xs:positivelnteger" />
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax" />
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 8: Structure of a CLUE 'configureResponse’ Message
5.7. Response Codes and Reason Strings

Response codes are defined as a sequence of three digits. A well-
defined nmeaning is associated with the first digit. Response codes
beginning with "2" are associated with successful responses.
Response codes that do not begin with either "2" or "1" indicate an
error response, i.e., that an error occurred while processing a CLUE
request. In particular, response codes beginning with "3" indicate
problems with the XML content of the nmessage ("Bad syntax", "lInvalid



val ue", etc.), while response codes beginning with "4" refer to
problens related to CLUE protocol senantics ("Invalid sequencing”,
"Version not supported", etc.). 200, 300, and 400 codes are the nost
generic codes in their respective categories. Further response codes
can be defined either in future versions of the protocol or by

| everagi ng the extension nechanism |In both cases, the new response
codes MUST be registered with I ANA.  Such new response codes MJST NOT
override the codes defined in this docunent, and they MJST respect
the semantics of the first code digit.

Thi s docunent does not define response codes starting with "1", and
such response codes are not allowed to appear in major version 1 of
the CLUE protocol. The range from 100 to 199 inclusive is reserved
for future najor versions of the protocol to define response codes
for delayed or inconplete operations, if necessary. Response codes
starting with "5" through "9" are reserved for future mgjor versions
of the protocol to define new classes of responses and are not
allowed in major version 1 of the CLUE protocol. Response codes
starting with "0" are not all owed.

The response codes and reason strings defined for use with version 1
of the CLUE protocol are listed in Table 1. The "Description" text
contained in the table can be sent in the <reasonString> el enment of a
response nessage. |nplenentations can (and are encouraged to)

i nclude descriptions of the error condition that are nore specific,

i f possible.

| Response | Reason String | Descri ption |
| Code I I I
[ oo ool oo sy oo oo s e s e s s e s s e s s s o}
| 200 | Success | The request has been |
| | | successfully processed. |
S o o m e e e e e e e e e e e e e e e e eeeo— o on +
| 300 | LowI evel | A generic |owlevel request |
| | request error | error has occurred. |
TS T oo e m e e e e e e e e e e e e e e e e e ma o - +
| 301 | Bad syntax | The XML syntax of the nessage |
| | is not correct. |
S o o m e e e e e e e e e e e e e e e e eeeo— o on +
| 302 | I'nvalid value | The nmessage contains an |
| | | invalid parameter val ue. |
TS T oo e m e e e e e e e e e e e e e e e e e ma o - +
| 303 | Conflicting | The nmessage contains val ues |
| | wval ues | that cannot be used together. |
S o o m e e e e e e e e e e e e e e e e eeeo— o on +
| 400 | Semantic | The received CLUE protocol |
| | errors | nmessage contains senmantic |
| | | errors. |
TS S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| 401 | Version not | The protocol version used in |
| | supported | the nmessage is not support ed. |
S oo o m m e e e e e e e e e e e me— oo - +
| 402 | I'nvalid | The received nessage contains |
| | sequencing | an unexpected sequence number |
| | | (e.g., sequence nunber gap, |
| | | repeated sequence nunber, or |
| | | sequence nunber outdated). |
S oo o m m e e e e e e e e e e e me— oo - +
| 403 | I'nvalid | The clueld used in the |
| | identifier | nmessage is invalid or |
| | | unknown. |
S oo o m e e e e e e e e e e e e e e e e e eee—o o on +
| 404 | Advertisenment | The sequence number of the |
| | expired | advertisenment the 'configure’ |
I I I I

message refers to is out of
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TS S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo
| 405 | Subset choice | The subset choice is not

| | not allowed | allowed for the specified

| | | Multiple Content Capture.

Fomm oo - o m e e e oo - o e e e e e e e e e e e e e e e e e e e e e e o

Table 1. CLUE Response Codes
Prot ocol State Machi nes

The CLUE protocol is an application protocol used between two CPs in
order to properly configure a nultinedia tel epresence session. CLUE
protocol nessages flow over the CLUE data channel, an SCTP-over-DILS
channel established as depicted in [ RFC8850]. W herein discuss the
state nachi nes associated with the CP (Figure 9), the MP role
(Figure 10 in Section 6.1), and the MCrole (Figure 11 in

Section 6.2), respectively. Endpoints often wish to both send and
receive nmedia, i.e., act as both an MP and an MC. As such, there
will often be two sets of nessages flowing in opposite directions;
the state machi nes of these two flows do not interact with each
other. Only the CLUE application logic is considered. The
interaction of CLUE protocol and SDP negotiations for the nmedia
streans exchanged is discussed in [ RFC3848].

+----+

e S| IDLE| <------mmmmm e +
| +-+- -+ |
I I I
| | start |
| | channel |
I v I
| channel error / R + |
| session ends | CHANNEL| |
e + SETUP | |
| R + |
| | |
| | channel |
| | established |
| channel error / % OPTI ONS phase

| session ends Fomemm - + failure |
o FOPTIONSH- - - - - - m e +

|

| | OPTIONS phase
| | success
I
I
|

v
channel error / e +
sessi on ends | ACTIVE |
o e e e e e oo oo + |
[ e S R R +
| | MP| | send/ recei ve |
| +----+ | CLUE nessages
| I +
| oo
| | MC| |
| o]
I I
S +

Figure 9: CLUE Participant State Mchine

The main state machines focus on the behavior of the CP acting as a
CLUE CI/CR

The initial state is the IDLE state. Wen in the |DLE state, the



CLUE data channel is not established and no CLUE-controlled media are
exchanged between the two CLUE-capabl e devices in question (if there
i s an ongoi ng exchange of nedia streans, such nedia streans are not
currently CLUE controlled).

When the CLUE data channel is set up ("start channel"), the CP noves
fromthe IDLE state to the CHANNEL SETUP state.

If the CLUE data channel is successfully set up ("channe
established"), the CP noves fromthe CHANNEL SETUP state to the
OPTIONS state. Oherwise, if a "channel error" occurs, it noves back
to the IDLE state. The sane transition happens if the CLUE-enabl ed
tel epresence session ends ("session ends"), i.e., when an SDP
negotiation for renmoving the CLUE data channel is perforned.

When in the OPTIONS state, the CP addresses the initiation phase
where both parts agree on the version and extensions to be used in
the subsequent CLUE nmessage exchange phase. |If the CPis the C, it
sends an ’'options’ nessage and waits for the ’opti onsResponse

message. If the CPis the CR it waits for the 'options’ nessage
and, as soon as it arrives, replies with the 'opti onsResponse
message. |If the negotiation is successfully conpleted ("OPTIONS

phase success"), the CP noves fromthe OPTIONS state to the ACTIVE
state. If the initiation phase fails ("OPTIONS phase failure"), the
CP noves fromthe OPTIONS state to the IDLE state. The initiation
phase mght fail for one of the follow ng reasons:

1. The Cl receives an 'opti onsResponse’ with an error response code.

2. The Cl does not receive any ’'optionsResponse’, and a tineout
error is raised.

3. The CR does not receive any 'options’, and a tineout error is
rai sed.

When in the ACTIVE state, the CP starts the envisioned sub-state
machines (i.e., the MP state machine and the MC state nachi ne)
according to the roles it plays in the tel epresence sessions. Such
rol es have been previously declared in the 'options’ and

" optionsResponse’ nessages involved in the initiation phase (see
Sections 5.1 and 5.2 for details). Wen in the ACTIVE state, the CP
del egates the sending and processing of the CLUE nmessages to the
appropriate MP/ MC sub-state machines. |f the CP receives a further
"options’/'optionsResponse’ nessage, it MJST ignore the nessage and
stay in the ACTIVE state.

6.1. Media Provider’'s State Machi ne

As soon as the sub-state machine of the MP (Figure 10) is activated,
it isinthe ADV state. In the ADV state, the MP prepares the
"advertisenent’ nessage reflecting its actual telepresence
capabilities.

+--m - - +

e > ADV | <----mmmmmie i +

| -4+ |

| advertisenent| NACK recei ved |

| sent | |

I v |

changed| S + |

tel epresence+------------- FVAI T FOR¥--mmmmmmmmmeeee o - +
settings| +---------- + ACK |
| Jconfigure +-+------ +

| +ack |

I
| |received | ack received
[ v
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Fomem e +CONF I e
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| I

| | | successf ul

| | confi gur eResponse
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| I
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| 4--mmmee--- +ESTABLI SHED]|
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Figure 10: Media Provider’s State Machine

After the "advertisenent’ has been sent ("advertisenment sent"), the
MP moves fromthe ADV state to the WAIT FOR ACK state. If an 'ack’
message with a successful response code arrives ("ack received"), the
MP nmoves to the WAIT FOR CONF state. |If a NACK arrives (i.e., an
"ack’ message with an error response code), the MP noves back to the
ADV state for preparation of a new 'advertisenent’. Wen in the WAIT
FOR ACK state, if a 'configure’ nmessage with the <ack> el enment set to
"200" arrives ("configure+tack received"), the MP goes directly to the
CONF RESPONSE state. 'configure+ack’ nessages referring to out-of-
date (i.e., having a sequence nunber |ess than the hi ghest generated
so far) advertisenents MJST be ignored, i.e., they do not trigger any
state transition. |If the tel epresence settings of the MP change
while in the WAIT FOR ACK state ("changed tel epresence settings"),
the MP switches fromthe WAIT FOR ACK state to the ADV state to
create a new 'advertisenent’

When in the WAIT FOR CONF state, the MP listens to the channel for a
"configure’ request coming fromthe MC. Wen a 'configure arrives
("configure received"), the MP switches to the CONF RESPONSE st at e.

If the tel epresence settings change in the neantine ("changed

tel epresence settings"), the MP noves fromthe WAIT FOR CONF state
back to the ADV state to create the new 'advertisenent’ to be sent to
the MC.

The MP in the CONF RESPONSE state processes the received 'configure
in order to produce a 'configureResponse’ nessage. |f the MP
successfully processes the MC's configuration, then it sends a 200
"confi gureResponse’ ("successful configureResponse sent") and noves
to the ESTABLI SHED state. |If there are errors in the 'configure
processing, then the MP issues a ’configureResponse’ carrying an
error response code and goes back to the WAIT FOR CONF state to wait
for a new configuration request. Finally, if there are changes in
the MP' s tel epresence settings ("changed tel epresence settings"), the
MP switches to the ADV state.

The MP in the ESTABLI SHED state has successfully negotiated the nedia
streans with the MC by neans of the CLUE nessages. |If there are
changes in the MP s tel epresence settings ("changed tel epresence
settings"), the MP noves back to the ADV state. |n the ESTABLI SHED
state, the CLUE-controlled nmedia streans of the session are those
described in the | ast successfully processed 'configure message.



Messages not shown for a state do not cause the state to change.
.2. Media Consuner’s State Mchine

As soon as the sub-state machine of the MC (Figure 11) is activated,
it isinthe WAIT FOR ADV state. An MCin the WAIT FOR ADV state is
waiting for an "advertisenent’ comng fromthe MP. [If the
"advertisenent’ arrives ("ADV received"), the MC noves to the ADV
PROCESSI NG state. O herwise, the MC stays in the WAIT FOR ADV state.

| ADV |

adverti sement | NACK sent |
recei ved| |

I

I I
confi gure+ack | |
sent | | sent |
I I

I I

I I

| CONF | advertisenent received

| error | |
| confi gur eResponse | |
| recei ved | | configure |
| | sent |
I I |
| Vi v adverti senent |
o e eeeaos e + recei ved

A >| WAI T FOR A +
| CONF RESPONSE+

I
I
I
I
| successf ul |
| confi gur eResponse |
| recei ved |
| configure % |
| sent R + advertisenment received|
R +ESTABLI SHED+- - = - - = === s e e e e e e e o +

Figure 11: Media Consuner’s State Machi ne

In the ADV PROCESSI NG state, the 'advertisenment’ is parsed by the MC
If the *advertisement’ is successfully processed, two scenarios are
possible. In the first case, the MC issues a successful ’ack
message to the MP ("ack sent") and noves to the CONF state. This
typically happens when the MC needs sone nore tinme to produce the

"configure’ nessage associated with the received ’'advertisenent’. In
the latter case, the MCis able to i mediately prepare and send back
to the MP a 'configure’ nessage. Such a nmessage will have the <ack>

el ement set to "200" ("configure+ack sent") and will allowthe MCto
move directly to the WAIT FOR CONF RESPONSE st at e.

If the processing of the 'advertisenent’ is unsuccessful (bad syntax,
m ssing XM. el enents, etc.), the MC sends a NACK nessage (i.e., an
"ack’ with an error response code) to the MP and, optionally, further



describes the problemvia a proper reason phrase. In this scenario
("NACK sent"), the MC switches back to the WAIT FOR ADV state and
waits for a new ’advertisenment’

When in the CONF state, the MC prepares the 'configure request to be
issued to the MP on the basis of the previously acked
"advertisenent’. \Wen the 'configure’ has been sent ("configure
sent"), the MC noves to the WAIT FOR CONF RESPONSE state. If a new
"advertisenent’ arrives in the nmeantinme ("advertisenent received"),
the MC goes back to the ADV PROCESSI NG st at e.

In the WAIT FOR CONF RESPONSE state, the MC waits for the MP' s
response to the issued 'configure’ or ’configure+tack’. |[If a 200

" confi gureResponse’ nessage is received ("successfu

confi gureResponse received"), it nmeans that the MP and the MC have
successfully agreed on the nedia streans to be shared. Then, the MC
can nove to the ESTABLI SHED state. On the other hand, if an error
response is received ("error configureResponse received'), the MC
moves back to the CONF state to prepare a new 'configure’ request.

If a new 'advertisenent’ is received in the WAIT FOR CONF RESPONSE
state, the MC switches to the ADV PROCESSI NG st at e

When the MCis in the ESTABLI SHED state, the tel epresence session
configuration has been set up at the CLUE application | evel according
to the MC s preferences. Both the MP and the MC have agreed on (and
are aware of) the CLUE-controlled nedia streans to be exchanged
within the call. While in the ESTABLI SHED state, the MC m ght decide
to change sonething in the call settings; in this case, the MC then

i ssues a new 'configure’ ("configure sent") and noves to the WAIT FOR
CONF RESPONSE state to wait for the new ’configureResponse’. On the
other hand, if the MCis in the ESTABLI SHED state and a new
"advertisenent’ ("advertisenment received") arrives fromthe MP, it
means that somet hing has changed on the MP's side; the MC then noves
to the ADV PROCESSI NG st at e.

Messages not shown for a state do not cause the state to change.
Ver si oni ng

CLUE protocol nessages are XM. nessages conpliant to the CLUE
protocol XM. schema [ RFC8846]. The version of the protoco
corresponds to the version of the schema. Both the client and the
server have to test the conpliance of the received nessages with the
XM. schema of the CLUE protocol. |If the conpliance is not verified,
the nessage cannot be processed further

The client and server cannot comunicate if they do not share exactly
the sane XM. schema. Such a schemm is associated with the CLUE URN
"urn:ietf:parans: xm:ns:clue-protocol”. |If all CLUE-enabl ed devices
use that schema, there will be no interoperability problens due to
schema i ssues.

Thi s docunent defines version 1.0 of the CLUE protocol schema, using
XM. schema version 1.0 [WBC. REC-xm -20081126]. The version usage is
simlar in philosophy to the Extensible Messagi ng and Presence
Protocol (XMPP) [RFC6120]. A version nunber has major and m nor
conponents, each a non-negative integer. Changes to the mgjor
versi on denote non-interoperabl e changes. Changes to the m nor
versi on denote schena changes that are backward conpatible by

i gnori ng unknown XM. el ements or other backward-conpatibl e changes.

The mi nor versions of the XM. schema MJUST be backward conpati bl e, not
only in terns of the schena but semantically and procedurally as
well. This nmeans that they should define further features and
functionality besides those defined in the previous versions, in an
incremental way, wi thout inpacting the basic rules defined in the



previ ous version of the schema. In this way, if an MP is able to
"speak", for exanple, version 1.5 of the protocol while the MC only
under stands version 1.4, the MP should have no problemin reverting
the di al ogue back to version 1.4 without exploiting 1.5 features and
functionality. Version 1.4 is the one to be spoken and has to appear
inthe "v" attribute of the subsequent CLUE nmessages. |n other
words, in this exanple, the MP MIST use version 1.4. That said, and
in keeping with the general |ETF protocol "robustness principle"
stating that an inplenentation nust be conservative in its sending
behavior and liberal in its receiving behavior [RFCL122], CPs MJST

i gnore unknown el enents or attributes that are not envisioned in the
negoti ated protocol version and rel ated extensions.

Ext ensi ons

Al 't hough the standard version of the CLUE protocol XM schera is
designed to thoroughly cope with the requirements energing fromthe
appl i cation domain, new needs might arise, and new extensions can
then be designed. Extensions specify information and behaviors that
are not described in a certain version of the protocol and specified
in the related RFC docunent. Such information and behaviors can be
optionally used in a CLUE dial ogue and MJST be negotiated in the CLUE
initiation phase. They can relate to:

1. newinformation, to be carried in the existing nessages. For
exanple, nore fields may be added within an existing nessage.

2. new nessages. This is the case if there is no proper nessage for
a certain task, so a brand new CLUE nessage needs to be defined

As to the first category of extensions, it is possible to distinguish
bet ween protocol -specific and data nodel information. |ndeed, CLUE
nmessages are envel opes carrying both of the foll ow ng:

1. XM elenments defined within the CLUE protocol XM. schema itself
(protocol -specific information).

2. other XM elenents conpliant to the CLUE data nodel schema (data
nodel information).

When new protocol -specific information i s needed sonewhere in the
prot ocol nessages, it can be added in place of the <any> el ements and
<anyAttribute> el ements envisioned by the protocol schema. The
policy currently defined in the protocol schema for handling <any>
and <anyAttribute> elenents is as foll ows:

* el enent For nDef aul t =" qual i fi ed"
* attributeFormDef aul t ="unqual ified"

The new i nformati on nmust be qualified by nanespaces other than
"urn:ietf:parans: xm:ns:clue-protocol” (the protocol URN) and
"urn:ietf:parans: xm :ns:clue-info" (the data nmodel URN). El enents or
attributes fromunknown nanmespaces MJUST be i gnored.

The other matter concerns data nodel information. Data nodel
information is defined by the XML schena associated with the URN
"urn:ietf:parans:xm:ns:clue-info". Note that there are al so
extensibility issues for the XML el enments defined in such a schemn
Those i ssues are overcome by using <any> and <anyAttri bute>

pl acehol ders. New information within data nodel elenments can be
added in place of <any> and <anyAttri bute> schema el enents, as |ong
as they are properly namespace qualified

On the other hand (the second category of extensions), "extra" CLUE
prot ocol nessages, i.e., nessages not envisioned in the | atest



standard version of the schema, m ght be needed. |In that case, the
messages and the associ ated behavi or should be defined in externa
docunents that both communication parties nust be aware of.

As shown in Figure 12, the fields of the <extension> el enment (either
new i nformati on or new nessages) take the follow ng val ues:

* a nane.

* an external XM. schema defining the XM. information and/or the XM
messages representing the extension.

* the major standard version of the protocol that the extension
refers to.

<xs: conpl exType nanme="extensi onType" >
<Xs:sequence>
<xs: el enent name="nane" type="xs:string" />
<xs: el enent name="schemaRef" type="xs:anyURl"/>
<xs: el enent nanme="version" type="versionType"/>
<Xs:any nanmespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

Figure 12: The <extension> El enent

The above-descri bed <extension> element is carried within the
"options’ and 'optionsResponse’ nessages to represent the extensions
supported by both the C and the CR

Ext ensi ons MJST be defined in a separate XM. schena file and MJST be
provided with a conpani on docunent describing their semantics and
use.

8.1. Extension Exanple

An exanpl e of an extension nmight be a "new' capture attribute (i.e.,
a capture attribute that is not envisioned in the current standard
defining the CLUE data nodel in [ RFC8846]) needed to further describe
a video capture

The CLUE data nopdel docunent [RFC8846] envisions the possibility of
adding this kind of "extra" information in the description of a video
capture. For convenience, the XM. definition of a video capture
taken from [ RFC8846] is shown in Figure 13 bel ow

<!-- VIDEO CAPTURE TYPE -->
<xs: conpl exType nanme="vi deoCapt ur eType" >
<xs: conpl exCont ent >
<xs: extensi on base="t ns: nmedi aCapt ur eType" >
<Xs:sequence>
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Figure 13: XML Definition of a CLUE Video Capture

According to such a definition, a video capture night have, after the
set of generic media capture attributes, a set of new attributes



defined el sewhere, i.e., in an XM. scherma defining an extension. The
XML schema defining the extension mght |ook like the follow ng
(Figure 14):

<?xm version="1.0" encodi ng="UTF-8" ?>
<xs: schema version="1.0"
t ar get Nanespace="htt ps:// exanpl e. ext ensi ons. com nyVi deoExt ensi ons”
xm ns: xs="https://ww. w3. org/ 2001/ XM_Schenma"
xm ns="htt ps://exanpl e. ext ensi ons. cont nyVi deoExt ensi ons"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<l--
This is the new elenent to be put in place of the <any>
el ement in the video capture definition
of the CLUE data nopdel schena

-->

<xs: el enent nanme="nyVi deoExt ensi on" >
<xs: conpl exType>
<XS:sequence>
<xs:el enent ref="newVi deoAttributel"/>
<xs:el enent ref="newVi deoAttribute2"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent name="newVi deoAttri butel" type="xs:string"/>

<xs: el enent name = "newVi deoAttribute2" type = "xs:bool ean"/>
</ xs: schema>

Figure 14: XM. Schema Defining an Extension

By using the extension above, a video capture can be further
described in the advertisement using the <nyVi deoExt ensi on> el enent
containing two extra pieces of information (<newVi deoAttributel> and
<newVi deoAttri bute2>), besides using the attributes envisioned for a
generic nedia capture. As stated in this docunent, both participants
must be aware of the extension schema and rel ated semantics to use
such an extension and nust negotiate it via the 'options’ and

' opti onsResponse’ mnessages.

XML Schenmm

The XML schema defining the CLUE nessages is provided bel ow
(Figure 15).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="https://ww. w3. org/ 2001/ XM_Schenma"
xm ns="urn:ietf:parans: xm : ns:cl ue-protocol "
xm ns: dm="urn:ietf:params: xm :ns:clue-info"
versi on="1.0"
t ar get Nanespace="urn:i et f: paramnms: xm : ns: cl ue- prot ocol "
el ement For mDef aul t =" qual i fi ed”
attri but eFor nDef aul t =" unqual i fi ed" >
<l-- Inmport data nodel schema -->
<xs:inport namespace="urn:ietf:parans: xm:ns:clue-info"/>
<!-- ELEMENT DEFI NI TIONS -->
<xs: el enent name="options" type="opti onsMessageType" />
<xs: el enent nanme="opti onsResponse”
type="opti onsResponseMessageType"/ >
<xs: el enent nanme="advertisenment" type="adverti sement MessageType"/>
<xs: el enent name="ack" type="advAcknow edgenent MessageType"/>
<xs: el enent name="configure" type="confi gureMessageType"/>
<xs: el enent name="confi gur eResponse”



type="confi gur eResponseMessageType"/ >
<!-- CLUE MESSAGE TYPE -->
<xs: conpl exType nane="cl ueMessageType" abstract="true">
<XS:sequence>
<xs: el enent name="cl uel d" type="xs:string" m nCccurs="0" />
<xs: el enent name="sequenceNr" type="xs:positivelnteger" />
</ xs: sequence>
<xs:attribute nane="protocol" type="xs:string" fixed="CLUE"
use="required" />
<xs:attribute nanme="v" type="versionType" use="required" />
</ xs: conpl exType>
<!-- CLUE RESPONSE TYPE -->
<xs: conpl exType nanme="cl ueResponseType" >
<xs: conpl exCont ent >
<xs: extensi on base="cl ueMessageType" >
<XS:sequence>
<xs: el enent name="responseCode" type="responseCodeType" />
<xs: el enent name="reasonString" type="xs:string"
m nCccur s="0"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<!-- VERSION TYPE -->
<xs: si npl eType nanme="versi onType" >
<xs:restriction base="xs:string">
<xs:pattern value="[1-9][0-9]*\.[0-9]+" />
</xs:restriction>
</ xs: si npl eType>
<!-- RESPONSE CODE TYPE -->
<xs: si npl eType nane="r esponseCodeType" >
<xs:restriction base="xs:integer">
<xs:pattern value="[1-9][0-9][0-9]" />
</xs:restriction>
</ xs: si npl eType>
<! -- SUCCESS RESPONSE CODE TYPE -->
<xs: si npl eType nane="successResponseCodeType" >
<xs:restriction base="xs:integer">
<xs:pattern value="2[0-9][0-9]" />
</xs:restriction>
</ xs: si npl eType>
<!-- CLUE OPTIONS -->
<xs: conpl exType name="opti onsMessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueMessageType" >
<XS:sequence>
<xs: el enent name="nedi aProvi der" type="xs:bool ean"/>
<xs: el enent name="nedi aConsuner" type="xs: bool ean"/>
<xs: el enent nanme="supportedVersi ons”
type="versi onsLi st Type"
m nCccurs="0" />
<xs: el enent nanme="support edExt ensi ons"
t ype="ext ensi onsLi st Type" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<!-- VERSIONS LIST TYPE -->
<xs: conpl exType name="ver si onsLi st Type" >
<XS:sequence>
<xs: el enent nanme="version" type="versionType" m nCccurs="1"
maxQccur s="unbounded"/ >
<xs:any nanespace="##ot her" processContents="1ax"



m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanespace="##ot her" processContents="|ax" />
</ xs: conpl exType>
<!-- EXTENSIONS LI ST TYPE -->
<xs: conpl exType name="ext ensi onsLi st Type">
<XS:sequence>
<xs: el enent nanme="extensi on" type="extensionType"
m nCccur s="1"
maxCccur s="unbounded"/ >
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanespace="##ot her" processContents="|ax" />
</ xs: conpl exType>
<l-- EXTENSION TYPE -->
<xs: conpl exType nanme="extensi onType">
<Xs:sequence>
<xs: el enent nanme="nane" type="xs:string" />
<xs: el enent nanme="schemaRef" type="xs:anyURl" />
<xs: el enent nanme="version" type="versi onType" />
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>
<!-- CLUE 'optionsResponse’ -->
<xs: conpl exType name="opti onsResponseMessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueResponseType" >
<XS:sequence>
<xs: el enent nanme="nedi aProvi der" type="xs: bool ean"
m nCccurs="0"/>
<xs: el enent nanme="nedi aConsuner" type="xs: bool ean"
m nCccurs="0"/>
<xs: el enent name="version" type="versionType"
m nCccur s="0"/ >
<xs: el enent nanme="comonExt ensi ons"
t ype="ext ensi onsLi st Type" m nCccurs="0"/>
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<!-- CLUE ADVERTI SEMENT MESSACE TYPE - ->
<xs: conpl exType nane="adverti senent MessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueMessageType" >
<XS:sequence>
<!-- mandatory -->
<xs: el enent name="nedi aCapt ur es"
type="dm medi aCapt ur esType"/ >
<xs: el enent nanme="encodi ngG oups"”
t ype="dm encodi ngG oupsType"/ >
<xs: el enent nanme="capt ureScenes"
type="dm capt ur eScenesType"/ >
<l-- optional -->
<xs: el enent name="si nul t aneousSet s"
type="dm si nul t aneousSet sType" m nCccurs="0"/>
<xs: el enent nanme="gl obal Vi ews" type="dm gl obal Vi ewsType"
m nCccurs="0"/>
<xs: el enent nanme="peopl e"
type="dm peopl eType" m nCccurs="0"/>
<xs:any nanespace="##ot her" processContents="1ax"



m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<l-- "ack’ MESSAGE TYPE -->
<xs: conmpl exType name="advAcknow edgenent MessageType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="cl ueResponseType" >
<Xs:sequence>
<xs: el enent name="advSequenceNr"
type="xs: positivel nteger"/>
<Xs:any nanmespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<l-- CLUE 'configure MESSACE TYPE -->
<xs: conpl exType name="confi gureMessageType" >
<xs: conpl exCont ent >
<xs: extensi on base="cl ueMessageType" >
<XS:sequence>
<!-- mandatory fields -->
<xs: el enent nanme="advSequenceNr"
type="xs: positivel nteger"/>
<xs: el enent name="ack" type="successResponseCodeType"
m nCccur s="0"/ >
<xs: el enent nanme="capt ur eEncodi ngs"
type="dm capt ur eEncodi ngsType" m nCccurs="0"/>
<Xs:any nanmespace="##ot her" processContents="1ax"
m nCccurs="0"/>
</ xs: sequence>
<xs:anyAttribute namespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<l-- "configureResponse’ MESSACE TYPE -->
<xs: conpl exType nanme="confi gur eResponseMessageType" >
<xs: conpl exCont ent >
<xs: extensi on base="cl ueResponseType" >
<XS:sequence>
<xs: el enent nanme="conf SequenceNr"
type="xs: positivel nteger"/>
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0"/ >
</ xs: sequence>
<xs:anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schema>

Fi gure 15: Schema Defining CLUE Messages
10. Call Fl ow Exanple
This section describes the CLUE protocol messages exchanged in the

following call flow For sinplicity, only one direction of nedia is
shown, as the other direction is precisely symetric.



Two CPs, CPl1 and CP2, have successfully set up the CLUE channe
according to [RFC8850]. CPl is the Cl, and CP2 is the CR

* The initiation phase starts (negotiation of the CLUE protoco
versi on and extensions). CP1, as the Cl, sends to CP2 an
"options’ nmessage specifying the supported versions and extensions
(Section 10.1). CP1 supports (i) version 1.4 with extensions E1
E2, and E3 and (ii) version 2.7 with extensions E4 and E5.

Because of such capabilities, CPl sends an 'options’ message with
the "v" attribute set to "1.4" and explicitly specifies all the
supported versions and extensions in the corresponding fields of
the "options’ message. In the ’options’ nmessage, CPl al so
specifies that it intends to act as both an MP and an MC

* CP2 supports versions 3.0, 2.9, and 1.9 of the CLUE protocol, each
version without any extensions. Version 2.7 is the best comon
choice. Gven the received ’'options’ nessage, CP2 answers with an
" opti onsResponse’ nessage in which it specifies only version 2.7
as the agreed-upon version of the CLUE protocol to be used,
| eavi ng bl ank the extensions part of the nessage to say that no
extensions will be used in the CLUE session (Section 10.2). In
the ' optionsResponse’ nessage, CP2 also specifies that it intends
to act as both an MP and an MC



10.

After the initiation phase is conpleted, CPl1 and CP2 start their
activity as the MP and the MC, respectively. For the sake of
sinplicity, the rest of the call flow focuses only on the dial ogue
bet ween MP CP1 and MC CP2.

* CP1 advertises a tel epresence configuration |like the one described
in [ RFC8846], Section 27, where there are (i) three main video
streans captured by three cameras, with the central camera capabl e
of capturing a zooned-out view of the overall tel epresence room
(ii) a nulticontent capture of the |oudest segnment of the room
and (iii) one audio capture for the audio of the whole room
(Section 10. 3).

* CP2 receives CP1's 'advertisenent’ message and, after processing
it, sends back to CP1 a ’'configure+ack’ nessage in which it
declares its interest in the nmulticontent capture and the audio
capture only (Section 10.4).

* CP1 answers CP2's ’'configure+ack’ nmessage with a
" confi gureResponse’ nessage that includes a 200 (Success) response
code to accept all of CP2's requests (Section 10.5).

* To reflect the changes in its tel epresence offer, CPl issues a new
"advertisenment’ message to CP2 (Section 10.6), this tine al so
addi ng a conposed capture nmade of a big picture representing the
current speaker and two picture-in-picture boxes representing the
previ ous speakers (see [ RFC8846], Section 28 for nore details
regardi ng the tel epresence description).

* CP2 acknow edges the second ’'advertisement’ message with an *ack’
message (Section 10.7).

* Later in the session, CP2 changes the requested nedia streans from
CP1 by sending to CP1 a ’'configure’ nessage replacing the
previously selected video streans with the new conposed nedi a
streans advertised by CP1 (Section 10.8). Media streanms fromthe
previous configuration continue to flow during the reconfiguration
process.

* Finally, CPl accepts CP2's | atest request with a
" confi gureResponse’ nessage (Section 10.9).

We would also Iike to point out that in the depicted flow three

di stinct sequence nunber spaces per sender are involved (two of which
appear in the snippets, since we only show one direction of nedia).
The discontinuity between the sequence number values in Sections 10.2
and 10.3 is hence correct.

1. CLUE Message No. 1: ’'options

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<options xm ns="urn:ietf:paranms: xm :ns:clue-protocol"
xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-i nf o"
xm ns: ns3="urn:ietf:parans: xm : ns: vcard- 4. 0"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schera- i nst ance"
protocol ="CLUE" v="1.4">
<cl uel d>CP1</ cl uel d>
<sequenceNr >51</ sequenceNr >
<medi aPr ovi der >t r ue</ medi aPr ovi der >
<medi aConsurmer >t r ue</ medi aConsurmer >
<support edVer si ons>
<versi on>1. 4</ ver si on>
<versi on>2. 7</ ver si on>
</ support edVer si ons>
<support edExt ensi ons>



<ext ensi on>
<name>El</ nane>
<schemaRef >URL_E1</ schemaRef >
<ver si on>1. 4</ ver si on>

</ ext ensi on>

<ext ensi on>
<nane>E2</ nane>
<schemaRef >URL_E2</ schemaRef >
<ver si on>1. 4</ ver si on>

</ ext ensi on>

<ext ensi on>
<nane>E3</ nane>
<schenmaRef >URL_E3</ schemaRef >
<ver si on>1. 4</ ver si on>

</ ext ensi on>

<ext ensi on>
<nane>E4</ nanme>
<schemaRef >URL_E4</ schemaRef >
<ver si on>2. 7</ ver si on>

</ ext ensi on>

<ext ensi on>
<name>E5</ nane>
<schemaRef >URL_E5</ schenaRef >
<ver si on>2. 7</ ver si on>

</ ext ensi on>

</ support edExt ensi ons>
</ opti ons>

10.2. CLUE Message No. 2: 'optionsResponse

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<optionsResponse xm ns="urn:ietf:parans: xm :ns:cl ue-protoco
xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-i nfo"
xm ns: ns3="urn:ietf:paranms: xm : ns:vcard-4.0"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
prot ocol ="CLUE" v="1.4">
<cl uel d>CP2</ cl uel d>
<sequenceNr >62</ sequenceNr >
<r esponseCode>200</ r esponseCode>
<reasonString>Success</reasonString>
<medi aPr ovi der >t r ue</ medi aPr ovi der >
<medi aConsurmer >t r ue</ medi aConsurmer >
<versi on>2. 7</versi on>
</ opti onsResponse>

10.3. CLUE Message No. 3: ’'advertisenent’

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2:advertisenment xm ns="urn:ietf:parans: xm:ns:clue-info"
xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-protocol "
xm ns: ns3="urn:ietf:parans: xnm : ns: vcard- 4. 0"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
prot ocol ="CLUE" v="2.7">
<ns2: cl uel d>CP1</ ns2: cl uel d>
<ns2: sequenceNr>11</ ns2: sequenceNr >
<ns2: medi aCapt ur es>
<medi aCapt ure
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
Xsi :type="audi oCapt ur eType" capt urel D="AC0"
medi aType="audi 0" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nformati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 0</ x>
<y>0.0</y>



<z>10. 0</ z>
</ capt ur ePoi nt >
<l i neOf Capt ur ePoi nt >
<x>0. 0</ x>
<y>1.0</y>
<z>10. 0</ z>
</ i nek Capt ur ePoi nt >
</ captureOrigi n>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>EGL</ encG oupl DREF>
<description | ang="en">main audio fromthe room
</ descri ption>
<priority>l</priority>
<l ang>i t </ | ang>
<mobility>static</nobility>
<vi ew>r oonk/ vi ew>
<capt ur edPeopl e>
<per sonl DREF>al i ce</ per sonl DREF>
<per sonl DREF>bob</ per sonl DREF>
<per sonl DREF>ci cci o</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSsi :type="vi deoCapt ur eType" capt urel D="VC0"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>- 2. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>
<capt ur eAr ea>
<bottomLeft>
<x>-3. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bottonleft>
<bot t onRi ght >
<x>- 1. 0</ x>
<y>20. 0</y>
<z>9.0</z>
</ bott onRi ght >
<t opLeft>
<x>- 3. 0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</topLeft>
<t opRi ght >
<x>-1.0</ x>
<y>20. 0</y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®</ encG oupl DREF>
<description | ang="en">l eft canera video capture
</ description>
<priority>l</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>



<vi ew>i ndi vi dual </ vi ew>
<capt ur edPeopl e>
<per sonl DREF>ci cci o</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="vi deoCapt ur eType" capturel D="VC1"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>
<capt ur eAr ea>
<bottomLeft>
<x>-1. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bottonleft>
<bot t onRi ght >
<x>1. 0</ x>
<y>20. 0</y>
<z>9.0</z>
</ bott onRi ght >
<t opLeft>
<x>-1.0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</topLeft>
<t opRi ght >
<x>1. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®)</ encG oupl DREF>
<description | ang="en">central canera video capture
</ description>
<priority>l</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
<capt ur edPeopl e>
<per sonl DREF>al i ce</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSi :type="vi deoCapt ur eType" capt urel D="VC2"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>2. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>



<capt ur eAr ea>
<bottomLeft>
<x>1. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bottonleft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</y>
<z>9.0</z>
</ bott onRi ght >
<t opLeft>
<x>1. 0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</topLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®</ encG oupl DREF>
<description | ang="en">ri ght camera video capture
</ description>
<priority>l</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
<capt ur edPeopl e>
<per sonl DREF>bob</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSi :type="vi deoCapt ur eType" capt urel D="VC3"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<capt ur eAr ea>
<bot t onmLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>9.0</z>
</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>9.0</z>
</ bot t onRi ght >
<t opLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</toplLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>11.0</z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<cont ent >
<sceneVi e DREF>SE1</ sceneVi em DREF>



</ cont ent >
<pol i cy>SoundLevel : 0</ pol i cy>
<encG oupl DREF>E®)</ encG oupl DREF>
<description | ang="en">l oudest room segnent
</ description>
<priority>2</priority>
<l ang>it </l ang>
<mobility>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:type="vi deoCapt ureType" capt urel D="VC4"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>
<capt ur eAr ea>
<bot t onmLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>7.0</ z>
</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>7.0</z>
</ bot t onRi ght >
<t opLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>13. 0</ z>
</topLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>13. 0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®</ encG oupl DREF>
<description | ang="en">zoomed-out view of all people in
t he roonx/description>
<priority>2</priority>
<l ang>i t </l ang>
<mobility>static</nobility>
<vi ew>r oonx/ vi ew>
<capt ur edPeopl e>
<per sonl DREF>al i ce</ per sonl DREF>
<per sonl DREF>bob</ per sonl DREF>
<per sonl DREF>ci cci o</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
</ ns2: medi aCapt ur es>
<ns2: encodi ngG oups>
<encodi ngG oup encodi ngG oupl D="EQD" >
<maxG oupBandw dt h>600000</ maxG oupBandwi dt h>
<encodi ngl DLi st >
<encodi ngl D>ENC1</ encodi ngl D>



<encodi ngl D>ENC2</ encodi ngl D>
<encodi ngl D>ENC3</ encodi ngl D>
</ encodi ngl DLi st >
</ encodi ngG oup>
<encodi ngG oup encodi ngG oupl D="EG1L" >

<maxG oupBandw dt h>300000</ maxG oupBandwi dt h>

<encodi ngl DLi st >
<encodi ngl D>ENC4</ encodi ngl D>
<encodi ngl D>ENC5</ encodi ngl D>
</ encodi ngl DLi st >
</ encodi ngG oup>
</ ns2: encodi ngG oups>
<ns2: capt ureScenes>
<capt ureScene scal e="unknown" scenel D="CS1" >
<sceneVi ews>
<sceneVi ew sceneVi ew D="SE1" >
<medi aCapt ur el Ds>

<medi aCapt ur el DREF>VC0</ medi aCapt ur el DREF>
<medi aCapt ur el DREF>VC1</ medi aCapt ur el DREF>
<nmedi aCapt ur el DREF>VC2</ nmedi aCapt ur el DREF>

</ medi aCapt ur el Ds>

</ sceneVi ew>

<sceneVi ew sceneVi ewl D=" SE2" >
<medi aCapt ur el Ds>

<medi aCapt ur el DREF>VC3</ nmedi aCapt ur el DREF>

</ medi aCapt ur el Ds>

</ sceneVi ew>

<sceneVi ew sceneVi ewl D=" SE3" >
<medi aCapt ur el Ds>

<medi aCapt ur el DREF>VC4</ medi aCapt ur el DREF>

</ medi aCapt ur el Ds>

</ sceneVi ew>

<sceneVi ew sceneVi ewl D=" SE4" >
<medi aCapt ur el Ds>

<medi aCapt ur el DREF>ACO</ medi aCapt ur el DREF>

</ medi aCapt ur el Ds>
</ sceneVi ew>
</ sceneVi ews>
</ capt ur eScene>
</ ns2: capt ur eScenes>
<ns2: si nul t aneousSet s>
<si nmul t aneousSet set| D="SS1" >
<medi aCapt ur el DREF>VC3</ nmedi aCapt ur el DREF>
<sceneVi ew DREF>SE1</ sceneVi ew DREF>
</ si mul t aneousSet >
<si mul t aneousSet set| D="SS2" >
<medi aCapt ur el DREF>VC0</ medi aCapt ur el DREF>
<medi aCapt ur el DREF>VC2</ medi aCapt ur el DREF>
<medi aCapt ur el DREF>VC4</ medi aCapt ur el DREF>
</ si mul t aneousSet >
</ ns2: si mul t aneousSet s>
<ns2: peopl e>
<per son personl D="bob" >
<per sonl nf o>
<ns3: fn>
<ns3: t ext >Bob</ ns3: t ext >
</ ns3:fn>
</ per sonl nf o>
<per sonType>ni nut e taker </ personType>
</ per son>
<person personl D="al i ce">
<per sonl nf o>
<ns3: fn>
<ns3:text>Alice</ns3:text>
</ ns3: fn>
</ per sonl nf 0>



<per sonType>pr esent er </ per sonType>
</ per son>
<per son personl D="ci cci 0" >
<per sonl nf o>
<ns3: f n>
<ns3:text>Ci cci o</ ns3:text>
</ ns3:fn>
</ per sonl nf 0>
<per sonType>chai r man</ per sonType>
<per sonType>t i nekeeper </ per sonType>
</ per son>
</ ns2: peopl e>
</ ns2: adverti senent >

10.4. CLUE Message No. 4: 'configure+ack

10.

10.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2:configure xm ns="urn:ietf:parans: xm : ns: cl ue-i nfo"
xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-protocol "
xm ns: ns3="urn:ietf:parans: xn : ns: vcard- 4. 0"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance"
protocol ="CLUE" v="2.7">
<ns2: cl uel d>CP2</ ns2: cl uel d>
<ns2: sequenceNr >22</ ns2: sequenceNr >
<ns?2: advSequenceNr >11</ ns2: advSequenceNr >
<ns2: ack>200</ ns2: ack>
<ns2: capt ur eEncodi ngs>
<capt ureEncodi ng | D="cel23" >
<capt ur el D>ACQ0</ capt ur el D>
<encodi ngl D>ENCA</ encodi ngl D>
</ capt ur eEncodi ng>
<capt ureEncodi ng | D="ce223" >
<capt ur el D>VC3</ capt ur el D>
<encodi ngl D>ENC1</ encodi ngl D>
<confi gur edCont ent >
<sceneVi e DREF>SE1</ sceneVi e DREF>
</ confi gur edCont ent >
</ capt ur eEncodi ng>
</ ns2: capt ur eEncodi ngs>
</ ns2: confi gure>

5. CLUE Message No. 5: ’'configureResponse

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2: confi gureResponse xm ns="urn:ietf:parans: xnm : ns: cl ue-i nfo"
xm ns: ns2="urn:ietf:paranms: xm : ns: cl ue-protocol "
xm ns: ns3="urn:ietf:parans: xm : ns:vcard-4.0"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
prot ocol ="CLUE" v="2.7">
<ns2: cl uel d>CP1</ ns2: cl uel d>
<ns2: sequenceNr >12</ ns2: sequenceNr >
<ns2: r esponseCode>200</ ns2: r esponseCode>
<ns2:reasonStri ng>Success</ns2:reasonStri ng>
<ns2: conf SequenceNr >22</ ns2: conf SequenceNr >
</ ns2: confi gur eResponse>

6. CLUE Message No. 6: ’'advertisenent’

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2:advertisement xm ns="urn:ietf:parans: xm:ns:clue-info"
xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-protocol "
xm ns: ns3="urn:ietf:parans: xn : ns: vcard-4. 0"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance"
protocol ="CLUE" v="2.7">

<ns2: cl uel d>CP1</ ns2: cl uel d>

<ns2: sequenceNr >13</ ns2: sequenceNr >



<ns2: medi aCapt ur es>
<medi aCapt ure
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi :type="audi oCapt ur eType" capt urel D="AC0"
medi aType="audi 0" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf or mati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
<l i neO* Capt ur ePoi nt >
<x>0. 0</ x>
<y>1.0</y>
<z>10. 0</ z>
</li nek Capt ur ePoi nt >
</ captureOrigi n>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>EGL</ encG oupl DREF>
<description lang="en">mai n audio fromthe room
</ descri ption>
<priority>l</priority>
<l ang>it </l ang>
<mobility>static</nobility>
<vi ew>r oonk/ vi ew>
<capt ur edPeopl e>
<per sonl DREF>al i ce</ per son| DREF>
<per sonl DREF>bob</ per sonl DREF>
<per sonl DREF>ci cci o</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:type="vi deoCapt ur eType" capt urel D="VC0"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 5</ x>
<y>1.0</y>
<z>0. 5</ z>
</ capt ur ePoi nt >
<l i neOf Capt ur ePoi nt >
<x>0. 5</ x>
<y>0. 0</y>
<z>0. 5</z>
</l i neCk Capt ur ePoi nt >
</ captureOrigi n>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®)</ encG oupl DREF>
<description | ang="en">l eft canera video capture
</ description>
<priority>l</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
<capt ur edPeopl e>
<per sonl DREF>ci cci o</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e



xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="vi deoCapt ur eType" capturel D="VC1"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>
<capt ur eAr ea>
<bot t onLeft >
<x>-1. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bottonleft>
<bot t onRi ght >
<x>1. 0</ x>
<y>20. 0</y>
<z>9.0</z>
</ bott onRi ght >
<t opLeft>
<x>-1.0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</topLeft>
<t opRi ght >
<x>1. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®)</ encG oupl DREF>
<description | ang="en">central canera video capture
</ description>
<priority>l</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
<capt ur edPeopl e>
<per sonl DREF>al i ce</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSi :type="vi deoCapt ur eType" capt urel D="VC2"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>2. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>
<capt ur eAr ea>
<bot t onLeft >
<x>1. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bottonleft>



<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>9.0</z>
</ bott onRi ght >
<t opLeft>
<x>1. 0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</topLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®</ encG oupl DREF>
<description | ang="en">right camera video capture
</ description>
<priority>l</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
<capt ur edPeopl e>
<per sonl DREF>bob</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSsi :type="vi deoCapt ur eType" capt urel D="VC3"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<capt ur eAr ea>
<bot t onmLeft >
<x>- 3. 0</ x>
<y>20. 0</ y>
<z>9.0</z>
</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>9.0</z>
</ bot t onRi ght >
<t opLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</toplLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>11.0</z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<cont ent >
<sceneVi e DREF>SE1</ sceneVi ew DREF>
</ cont ent >
<pol i cy>SoundLevel : 0</ pol i cy>
<encG oupl DREF>E®)</ encG oupl DREF>
<description | ang="en">l oudest room segnent
</ descri ption>
<priority>2</priority>



<l ang>it </l ang>
<mobility>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:type="vi deoCapt ureType" capt urel D="VC4"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<captureOri gi n>
<capt ur ePoi nt >
<x>0. 0</ x>
<y>0. 0</y>
<z>10. 0</ z>
</ capt ur ePoi nt >
</ captureOrigi n>
<capt ur eAr ea>
<bot t onmLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>7.0</ z>
</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>7.0</z>
</ bot t onRi ght >
<t opLeft >
<x>- 3. 0</ x>
<y>20. 0</y>
<z>13. 0</ z>
</toplLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>13. 0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<i ndi vi dual >t rue</i ndi vi dual >
<encG oupl DREF>E®</ encG oupl DREF>
<description | ang="en">
zooned-out view of all people in the room
</ description>
<priority>2</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>r oonx/ vi ew>
<capt ur edPeopl e>
<per sonl DREF>al i ce</ per sonl DREF>
<per sonl DREF>bob</ per sonl DREF>
<per sonl DREF>ci cci o</ per sonl DREF>
</ capt ur edPeopl e>
</ medi aCapt ur e>
<nmedi aCapt ure
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi :type="vi deoCapt ur eType" capt urel D="VC5"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf or mati on>
<capt ur eAr ea>
<bottomLeft>
<x>- 3. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>



</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bot t onRi ght >
<t opLeft>
<x>- 3. 0</ x>
<y>20. 0</y>
<z>11.0</z>
</topLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</ spati al | nf ormati on>
<cont ent >
<sceneVi ew DREF>SE1</ sceneVi ew DREF>
</ cont ent >
<pol i cy>SoundLevel : 1</ pol i cy>
<description | ang="en">penul ti mate | oudest room segnent
</ descri ption>
<l ang>it </l ang>
<mpohility>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
</ medi aCapt ur e>
<medi aCapt ur e
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:type="vi deoCapt ureType" capt urel D="VC6"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf ormati on>
<capt ur eAr ea>
<bot t omLeft >
<x>- 3. 0</ x>
<y>20. 0</ y>
<z>9.0</z>
</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</y>
<z>9.0</z>
</ bott onRi ght >
<t opLeft>
<x>- 3. 0</ x>
<y>20. 0</ y>
<z>11.0</z>
</topLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</spatial I nformation>
<cont ent >
<sceneVi e DREF>SE1</ sceneVi e DREF>
</ content >
<pol i cy>SoundLevel : 2</ pol i cy>
<description | ang="en">l ast but two | oudest room segnent
</ description>
<l ang>i t </l ang>
<mobility>static</nobility>
<vi ew>i ndi vi dual </ vi ew>



</ medi aCapt ur e>
<medi aCapt ure
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSsi :type="vi deoCapt ur eType" capt urel D="VCr"
medi aType="vi deo" >
<capt ur eScenel DREF>CS1</ capt ur eScenel DREF>
<spati al I nf or mati on>
<capt ur eAr ea>
<bottomLeft>
<x>- 3. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bottonlLeft>
<bot t onRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>9.0</ z>
</ bot t onRi ght >
<t opLeft>
<x>- 3. 0</ x>
<y>20. 0</y>
<z>11.0</ z>
</topLeft>
<t opRi ght >
<x>3. 0</ x>
<y>20. 0</ y>
<z>11.0</ z>
</t opRi ght >
</ capt ur eAr ea>
</ spati al | nformati on>
<cont ent >
<medi aCapt ur el DREF>VC3</ nedi aCapt ur el DREF>
<medi aCapt ur el DREF>VC5</ nedi aCapt ur el DREF>
<medi aCapt ur el DREF>VC6</ nedi aCapt ur el DREF>
</ cont ent >
<maxCapt ur es exact Nunmber ="true" >3</ maxCapt ur es>
<encG oupl DREF>E®)</ encG oupl DREF>
<description | ang="en">big picture of the current
speaker + pips about previous speakers</description>
<priority>3</priority>
<l ang>i t </ | ang>
<nmobi lity>static</nobility>
<vi ew>i ndi vi dual </ vi ew>
</ medi aCapt ur e>
</ ns2: medi aCapt ur es>
<ns2: encodi ngG oups>
<encodi ngG oup encodi ngG oupl D="EQD" >
<maxG oupBandw dt h>600000</ maxG oupBandwi dt h>
<encodi ngl DLi st >
<encodi ngl D>ENC1</ encodi ngl D>
<encodi ngl D>ENC2</ encodi ngl D>
<encodi ngl D>ENC3</ encodi ngl D>
</ encodi ngl DLi st >
</ encodi ngG& oup>
<encodi ngG oup encodi ngG oupl D="EGL" >
<maxG oupBandw dt h>300000</ maxG oupBandwi dt h>
<encodi ngl DLi st >
<encodi ngl D>ENC4</ encodi ngl D>
<encodi ngl D>ENC5</ encodi ngl D>
</ encodi ngl DLi st >
</ encodi ngG oup>
</ ns2: encodi ngG oups>
<ns2: capt ureScenes>
<capt ureScene scal e="unknown" scenel D="CS1" >
<sceneVi ews>
<sceneVi ew sceneVi em D="SE1" >



<description | ang="en">participants’ individual
vi deos</ descri pti on>
<nmedi aCapt ur el Ds>
<medi aCapt ur el DREF>VC0</ nedi aCapt ur el DREF>
<medi aCapt ur el DREF>VC1</ medi aCapt ur el DREF>
<medi aCapt ur el DREF>VC2</ medi aCapt ur el DREF>
</ medi aCapt ur el Ds>
</ sceneVi ew>
<sceneVi ew sceneVi ewl D="SE2" >
<description | ang="en">l oudest segnment of the
roonx/ descri pti on>
<medi aCapt ur el Ds>
<medi aCapt ur el DREF>VC3</ nmedi aCapt ur el DREF>
</ medi aCapt ur el Ds>
</ sceneVi ew>
<sceneVi ew sceneVi ew D="SE5" >
<description | ang="en">l oudest segnment of the
room + pi ps</description>
<medi aCapt ur el Ds>
<medi aCapt ur el DREF>VC7</ nmedi aCapt ur el DREF>
</ medi aCapt ur el Ds>
</ sceneVi ew>
<sceneVi ew sceneVi ew D="SE4" >
<description | ang="en">room audi o</ descri pti on>
<medi aCapt ur el Ds>
<medi aCapt ur el DREF>AC0</ nmedi aCapt ur el DREF>
</ medi aCapt ur el Ds>
</ sceneVi ew>
<sceneVi ew sceneVi ew D="SE3" >
<description | ang="en">room vi deo</ descri pti on>
<medi aCapt ur el Ds>
<medi aCapt ur el DREF>VC4</ nmedi aCapt ur el DREF>
</ medi aCapt ur el Ds>
</ sceneVi ew>
</ sceneVi ews>
</ capt ur eScene>
</ ns2: capt ur eScenes>
<ns2: si mul t aneousSet s>
<si mul t aneousSet set| D="SS1">
<medi aCapt ur el DREF>VC3</ nedi aCapt ur el DREF>
<medi aCapt ur el DREF>VC7</ medi aCapt ur el DREF>
<sceneVi e DREF>SE1</ sceneVi ew DREF>
</ si mul t aneousSet >
<si mul t aneousSet set| D="SS2" >
<medi aCapt ur el DREF>VC0</ nmedi aCapt ur el DREF>
<medi aCapt ur el DREF>VC2</ nmedi aCapt ur el DREF>
<medi aCapt ur el DREF>VC4</ medi aCapt ur el DREF>
</ si mul t aneousSet >
</ ns2: si mul t aneousSet s>
<ns2: peopl e>
<per son personl D="bob" >
<per sonl nf o>
<ns3: f n>
<ns3:t ext >Bob</ ns3: t ext >
</ ns3:fn>
</ per sonl nf 0>
<personType>m nut e taker</personType>
</ per son>
<person personl D="al i ce">
<per sonl nf o>
<ns3: fn>
<ns3:text >Ali ce</ns3:text>
</ ns3:fn>
</ per sonl nf o>
<per sonType>pr esent er </ per sonType>
</ per son>



<per son personl D="ci cci 0" >
<per sonl nf 0>
<ns3: fn>
<ns3: t ext >Ci cci o</ ns3: t ext >
</ ns3:fn>
</ per sonl nf 0>
<per sonType>chai r man</ per sonType>
<per sonType>ti nekeeper </ per sonType>
</ per son>
</ ns2: peopl e>
</ ns2: adverti senent >

10.7. CLUE Message No. 7: ’ack

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ack xm ns="urn:ietf:paranms:xmn:ns:clue-protocol"
xm ns: ns2="urn:ietf:paranms: xm : ns:clue-info"
xm ns: ns3="urn:ietf:parans: xm : ns: vcard- 4. 0"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
protocol ="CLUE" v="2.7">
<cl uel d>CP2</ cl uel d>
<sequenceNr >23</ sequenceNr >
<r esponseCode>200</r esponseCode>
<reasonStri ng>Success</reasonString>
<advSequenceNr >13</ advSequenceNr >
</ ack>

10.8. CLUE Message No. 8: 'configure

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2:configure xm ns="urn:ietf:parans: xm : ns: cl ue-i nf o"
xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-protocol "
xm ns: ns3="urn:ietf:parans: xnm : ns: vcard- 4. 0"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
prot ocol ="CLUE" v="2.7">
<ns2: cl uel d>CP2</ ns2: cl uel d>
<ns2: sequenceNr >24</ ns2: sequenceNr >
<ns2: advSequenceNr >13</ ns2: advSequenceNr >
<ns2: capt ur eEncodi ngs>
<capt ureEncodi ng | D="cel23">
<capt ur el D>ACQ0</ capt ur el D>
<encodi ngl D>ENCA</ encodi ngl D>
</ capt ur eEncodi ng>
<capt ureEncodi ng | D="ce456" >
<capt ur el D>VC7</ capt ur el D>
<encodi ngl D>ENC1</ encodi ngl D>
<confi gur edCont ent >
<sceneVi e DREF>SE5</ sceneVi ew DREF>
</ confi gur edCont ent >
</ capt ur eEncodi ng>
</ ns2: capt ur eEncodi ngs>
</ ns2: confi gure>

10.9. CLUE Message No. 9: ’'confi gureResponse

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2: confi gureResponse xm ns="urn:ietf:parans: xnm : ns: cl ue-i nfo"
xm ns: ns2="urn:ietf:params: xm : ns: cl ue-protocol "
xm ns: ns3="urn:ietf:parans: xm : ns:vcard-4.0"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
prot ocol ="CLUE" v="2.7">
<ns2: cl uel d>CP1</ ns2: cl uel d>
<ns2: sequenceNr >14</ ns2: sequenceNr >
<ns2: r esponseCode>200</ ns2: r esponseCode>
<ns2:reasonString>Success</ns2:reasonStri ng>
<ns2: conf SequenceNr >24</ ns2: conf SequenceNr >
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</ ns2: confi gur eResponse>
Security Considerations

As a general consideration, we would like to point out that the CLUE
framework (and rel ated protocol) has been conceived fromthe outset
by enbracing the security-by-design paradigm As a result, a nunber
of requirenents have been identified and properly standardi zed as
mandatory within the entire set of docunments associated with the CLUE
architecture. Requirenents include (i) the use of cryptography and
aut hentication, (ii) protection of all sensitive fields, (iii) mutual
aut henti cati on between CLUE endpoints, (iv) the presence of

aut hori zati on nechani sns, and (v) the presence of native defense
mechani sns agai nst malicious activities such as eavesdroppi ng,

sel ective nodification, deletion, and replay (and rel ated

conbi nations thereof). Hence, security of the single conponents of
the CLUE sol ution cannot be eval uated i ndependently of the integrated
view of the final architecture

The CLUE protocol is an application-level protocol allow ng a Media
Producer and an MC to negotiate a variegated set of paraneters
associated with the establishnment of a tel epresence session. This
unavoi dabl y exposes a CLUE-enabl ed tel epresence systemto a nunber of
potential threats, nost of which are extensively discussed in the
CLUE framework docunent [RFC8845]. The Security Considerations
section of [RFC8845] actually discusses issues associated with the
setup and nmanagenent of a tel epresence session in both (1) the basic
case involving two CLUE endpoints acting as the MP and the MC
respectively and (2) the nore advanced scenari o envi sagi ng the
presence of an MCU

The CLUE framework docunment [ RFC8845] al so nentions that the
information carried within CLUE protocol nessages might contain
sensitive data, which SHOULD hence be accessed only by authenticated
endpoints. Security issues associated with the CLUE data nodel
schema are discussed in [ RFC8846].

There is extra information carried by the CLUE protocol that is not
associated with the CLUE data nodel schena and that exposes
informati on that m ght be of concern. This information is prinmarily
exchanged during the negotiation phase via the 'options’ and

" opti onsResponse’ nessages. |In the CP state machine’ s OPTIONS state,
both parties agree on the version and extensions to be used in the
subsequent CLUE nessage exchange phase. A nalicious participant

m ght either (1) try to retrieve a detailed footprint of a specific
CLUE protocol inplenmentation during this initial setup phase or

(2) force the communicating party to use a version of the protoco

that is outdated and that they know how to break. |ndeed, exposing
all of the supported versions and extensions could conceivably | eak
i nformati on about the specific inplementation of the protocol. In

theory, an inplenentation could choose not to announce all of the
versions it supports if it wants to avoid such | eakage, although this
woul d cone at the expense of interoperability. Wth respect to the
above considerations, it is noted that the OPTIONS state is only
reached after the CLUE data channel has been successfully set up

This ensures that only authenticated parties can exchange 'options’
messages and rel ated ' optionsResponse’ nessages, and hence
drastically reduces the attack surface that is exposed to nalicious
parties.

The CLUE framework clearly states the requirenent to protect CLUE
prot ocol nessages against threats deriving fromthe presence of a
mal i ci ous agent capabl e of gaining access to the CLUE data channel
Such a requirenment is nmet by the CLUE data channel solution described
in [ RFC8850], which ensures protection fromboth nessage recovery and
message tanpering. Wth respect to this last point, any
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i mpl ementation of the CLUE protocol conpliant with the CLUE

specification MIUST rely on the exchange of nessages that flow on top
of a reliable and ordered SCTP-over-DTLS transport channel connecting
two CPs.

| ANA Consi derati ons
Thi s docunent registers a new XM. nanmespace, a new XM. schenm, and
the nedia type for the schema. This docunment al so registers the
"CLUE" Application Service tag and the "CLUE" Application Protoco
tag and defines registries for the CLUE nessages and response codes.
1. URN Sub- Namespace Registration

This section registers a new XM. nanespace,
"urn:ietf:parans: xm:ns:clue-protocol”

URI: wurn:ietf:paramnms:xm :ns:clue-protoco
Regi strant Contact: |ESG (iesg@etf.org).
XML:

<CODE BEG NS>
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN'
"https://ww.w3.org/ TR/ xht ml 1/ DTD/ xht ml 1-strict.dtd">
<htm  xm ns="https://ww. w3. org/ 1999/ xhtmi " xml : |1 ang="en" >
<head>
<titl e>CLUE Messages</title>
</ head>
<body>
<hl>Nanespace for CLUE Messages</ hl>
<h2>urn:ietf:parans: xm :ns:cl ue-protocol </ h2>
<p>See <a href="https://ww.rfc-editor.org/rfc/rfc8847.txt">
RFC 8847</ a>. </ p>
</ body>
</htm >
<CODE ENDS>

2. XM. Schena Registration

This section registers an XM. scherma per the guidelines in [ RFC3688].
URI: urn:ietf:parans: xm :schena: cl ue-protoco

Regi strant Contact: |ESG (iesg@etf.org).

Schema: The XML for this schemn can be found in Section 9 of this
docunent .

3. Media Type Registration for "application/clue+xm"

This section registers the "application/clue+xm" nedia type.
To: ietf-types@ana.org

Subj ect: Registration of nmedia type "application/clue+xm"
Medi a type nane: application

Subt ype nane: cl ue+xni

Required paraneters: (none)

Optional parameters: charset. Same as the charset paraneter of
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"application/xm" as specified in [RFC7303], Section 4.2.

Encodi ng considerations: Sane as the encodi ng consi derations of
"application/xm" as specified in [ RFC7303], Section 4.2.

Security considerations: This content type is designed to carry
protocol data related to tel epresence session control. Some of
the data could be considered private. This nedia type does not
provi de any protection; thus, other mechani sns, such as those
described in Section 11 of this docunment, are required to protect
the data. This nedia type does not contain executable content.

Interoperability considerations: None.
Publ i shed specification: RFC 8847
Applications that use this nedia type: CLUE Participants.
Addi tional Information
Magi ¢ Nunber(s): (none)
File extension(s): .xm

Maci ntosh File Type Code(s): TEXT

Person & emai|l address to contact for further information: Sinpbn
Pi etro Romano (spromano@nina.it).

I nt ended usage: LIM TED USE

Aut hor/ Change controller: The | ETF

O her information: This nedia type is a specialization of
application/xm [RFC7303], and nmany of the considerations
described there also apply to application/clue+xm.

4. CLUE Protocol Registry

Per this docunent, |ANA has created new registries for CLUE nessages
and response codes.

4.1. CLUE Message Types

The foll owi ng summari zes the registry for CLUE nessages:
Rel ated Registry: CLUE Message Types

Defining RFC. RFC 8847

Regi stration/ Assi gnment Procedures: Followi ng the policies outlined
in [RFC8126], the I ANA policy for assigning new values for the
CLUE nmessage types for the CLUE protocol is Specification
Requi r ed

Regi strant Contact: |ESG (iesg@etf.org).

The initial table of CLUE nessages is popul ated using the CLUE
nmessages described in Section 5 and defined in the XML schema in
Section 9.

Sent by the Cl to the CRin the
initiation phase to specify the
roles played by the C, the
supported versions, and the



| | supported extensions. | |

opti onsResponse | Sent by the CIl to the CRin | RFC 8847
| reply to an 'options’ nessage, |
| to establish the version and |
| extensions to be used in the |
| subsequent exchange of CLUE |
I I

nmessages.

| Sent by the MP to the MCto |
| specify the tel epresence |
| capabilities of the MP |
| expressed according to the CLUE |
| framework. |

| ack | Sent by the MCto the MP to | RFC 8847 |
| | acknow edge the reception of an | |
| | ’advertisement’ nessage. | |

| Sent by the MCto the MP to |

| specify the desired nedia |
| captures anong those specified

| in the "advertisenment’. |

confi gureResponse | Sent by the MP to the MCin |

| reply to a 'configure’ message |

to comuni cat e whet her or not |

I

I

I
| the configuration request has
| been successfully processed.

Table 2: Initial | ANA Table of CLUE Messages
12.4.2. CLUE Response Codes

The foll owi ng summari zes the registry for CLUE response codes:

Rel ated Registry: CLUE Response Codes

Defining RFC. RFC 8847

Regi stration/ Assi gnment Procedures: Followi ng the policies outlined
in [RFC8126], the I ANA policy for assigning new values for the
response codes for CLUE is Specification Required.

Regi strant Contact: |ESG (iesg@etf.org).

The initial table of CLUE response codes is popul ated using the
response codes defined in Section 5.7 as foll ows:

[ el s e e e e e s e e s s e, st
| Nurber | Default | Description | Reference
| | Reason String | |

| 200 | Success | The request has been | RFC 8847

| | | successfully |

| | | processed. |

T o o e e e e e e e i e Fom e oo
| 300 | Low I evel | A generic |owlevel | RFC 8847

| | request error | request error has |

| | | occurred. |

S SRR S o e e e e e e e e e S
| 301 | Bad syntax | The XML syntax of the | RFC 8847

| | | nessage is not |

| | | correct. |



| 302 | I'nvalid value | The nessage contains | RFC 8847

| | | an invalid paraneter |

| | | wval ue. |

T o o e e e e e e e i e Fom e oo
| 303 | Conflicting | The nmessage contains | RFC 8847

| | val ues | values that cannot be |

| | | used together. |

S SRR S o e e e e e e e e e S
| 400 | Semantic | The received CLUE | RFC 8847

| | errors | protocol message |

| | | contains semantic |

| | | errors. |

Fomm oo T o e e e e e e e e e o R
| 401 | Version not | The protocol version | RFC 8847

| | supported | used in the nessage is |

| | | not support ed. |

R oo o m e e e e e i e R
| 402 | I'nvalid | The received nessage | RFC 8847

| | sequencing | contains an unexpected |

| | | sequence nunber (e.g., |

| | | sequence nunber gap, |

| | | repeated sequence |

| | | nunber, or sequence |

| | | nunber out dat ed). |

Fomm oo T o e e e e e e e e e o R
| 403 | I'nvalid | The clueld used in the | RFC 8847

| | identifier | nessage is invalid or |

| | | unknown. |

R oo o m e e e e e i e R
| 404 | Advertisement | The sequence number of | RFC 8847

| | expired | the advertisenent the |

| | | 'configure' nessage |

| | | refers to is out of |

| | | date. |

R oo o m e e e e e i e R
| 405 | Subset choice | The subset choice is | RFC 8847

| | not all owed | not allowed for the |

| | | specified Miultiple |

| | | Content Capture. |

T o o e e e e e e e i e Fom e oo

Table 3: Initial | ANA Table of CLUE Response Codes
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