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I ntroduction

The use of Transport Layer Security (TLS) [TLS13] with the Session
Description Protocol (SDP) [SDP] is defined in [FINGERPRI NT].

Further use with Datagram Transport Layer Security (DTLS) [DTLS] and
the Secure Real -tinme Transport Protocol (SRTP) [SRTP] is defined as
DTLS- SRTP [ DTLS- SRTP] .

In these specifications, key agreenent is perfornmed using TLS or
DTLS, with authentication being tied back to the session description
(or SDP) through the use of certificate fingerprints. Conmmunication
peers check that a hash, or fingerprint, provided in the SDP mat ches
the certificate that is used in the TLS or DTLS handshake.

WebRTC identity (see Section 7 of [WEBRTC-SEC]) and SIP identity
[SIP-1D] both provide a nechanismthat binds an external identity to
the certificate fingerprints froma session description. However,
this binding is not integrity protected and is therefore vul nerable
to an identity m sbinding attack, also known as an unknown key-share
(UKS) attack, where the attacker binds their identity to the
fingerprint of another entity. A successful attack |leads to the
creation of sessions where peers are confused about the identity of
the participants.

Thi s docunent describes a TLS extension that can be used in
conbi nation with these identity bindings to prevent this attack

A simlar attack is possible with the use of certificate fingerprints
al one. Though attacks in this setting are likely infeasible in

exi sting deployments due to the narrow preconditions (see

Section 2.1), this docunent al so describes mitigations for this
attack.

The nechani sns defined in this docunent are intended to strengthen
the protocol by preventing the use of unknown key-share attacks in
combi nation with other protocol or inplenentation vulnerabilities.
RFC 8122 [FINGERPRI NT] is updated by this docunent to recommend the
use of these mechanisns.

Thi s docunent assunes that signaling is integrity protected.

However, as Section 7 of [FINGERPRI NT] explains, many depl oynents
that use SDP do not guarantee integrity of session signaling and so
are vulnerable to other attacks. [FINGERPRI NT] offers key continuity
mechani sns as a potential means of reducing exposure to attack in the
absence of integrity protection. Section 2.2 provides sonme anal ysis
of the effect of key continuity in relation to the described attacks.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
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Unknown Key- Share Attack

In an unknown key-share attack [UKS], a malicious participant in a
protocol clainms to control a key that is in reality controlled by
sone other actor. This arises when the identity associated with a
key is not properly bound to the key.

An endpoint that can acquire the certificate fingerprint of another
entity can advertise that fingerprint as their own in SDP. An
attacker can use a copy of that fingerprint to cause a victimto
conmuni cate with another unaware victim even though the first victim
believes that it is communicating with the attacker.

When the identity of comunicating peers is established by higher-

| ayer signaling constructs, such as those in SIP identity [SIP-1D] or
WebRTC [ WEBRTC- SEC], this allows an attacker to bind their own
identity to a session with any other entity.

The attacker obtains an identity assertion for an identity it
controls, but binds that to the fingerprint of one peer. The
attacker is then able to cause a TLS connection to be established
where two victi mendpoints conmunicate. The victimthat has its
fingerprint copied by the attack correctly believes that it is
communi cating with the other victim however, the other victim
incorrectly believes that it is communicating with the attacker

An unknown key-share attack does not result in the attacker having
access to any confidential information exchanged between victins.
However, the failure in nutual authentication can enable other
attacks. A victimmght send information to the wong entity as a
result. Where information is interpreted in context, m srepresenting
that context could lead to the informati on being msinterpreted.

A similar attack can be nmounted based solely on the SDP "fingerprint”
attribute [ FI NGERPRI NT] w thout conprom sing the integrity of the
si gnal i ng channel

This attack is an aspect of SDP-based protocols upon which the
techni que known as third-party call control (3PCC) [RFC3725] relies.
3PCC exploits the potential for the identity of a signaling peer to
be different than the nedia peer, allowi ng the nmedia peer to be

sel ected by the signaling peer. Section 2.3 describes the
consequences of the mtigations described here for systens that use
3PCC.

1. Limts on Attack Feasibility

The use of TLS with SDP depends on the integrity of session
signaling. Assuming signaling integrity limts the capabilities of
an attacker in several ways. In particular:

1. An attacker can only nodify the parts of the session signaling
that they are responsible for producing, namely their own offers
and answers.

2. No entity will successfully establish a session with a peer
unless they are willing to participate in a session with that
peer.

The conbi nati on of these two constraints make the spectrum of
possible attacks quite limted. An attacker is only able to switch
its own certificate fingerprint for a valid certificate that is
acceptable to its peer. Attacks therefore rely on joining two
separate sessions into a single session. Section 4 describes an
attack on SDP signaling under these constraints.



Systens that rely on strong identity bindings, such as those defined
in [WEBRTC] or [SIP-1D], have a different threat nodel, which adnmts
the possibility of attack by an entity with access to the signaling
channel . Attacks under these conditions are nore feasible as an
attacker is assumed to be able both to observe and to nodify
signaling messages. Section 3 describes an attack that assumes this
threat nodel .

2.2. Interactions with Key Continuity

Systens that use key continuity (as defined in Section 15.1 of [ZRTP]
or as recommended in Section 7 of [FINGERPRI NT]) might be able to
detect an unknown key-share attack if a session with either the
attacker or the genuine peer (i.e., the victimwhose fingerprint was
copi ed by an attacker) was established in the past. Wether this is
possi bl e depends on how key continuity is inplenmented.

I mpl enentations that maintain a single database of identities with an
i ndex of peer keys could discover that the identity saved for the
peer key does not match the clainmed identity. Such an inplenmentation
could notice the disparity between the actual keys (those copied from
a victinm and the expected keys (those of the attacker).

In conparison, inplenmentations that first match based on peer
identity could treat an unknown key-share attack as though their peer
had used a newly configured device. The apparent addition of a new
devi ce coul d generate user-visible notices (e.g., "Mllory appears to
have a new device"). However, such an event is not always considered
al arnming; sone inplenentations mght silently save a new key.

2.3. Third-Party Call Control

Third-party call control (3PCC) [RFC3725] is a technique where a
signaling peer establishes a call that is terminated by a different
entity. An unknown key-share attack is very similar in effect to
some 3PCC practices, so use of 3PCC could appear to be an attack
However, 3PCC that follows RFC 3725 guidance is unaffected, and peers
that are aware of changes made by a 3PCC controller can correctly

di stinguish actions of a 3PCC controller froman attack

3PCC as described in RFC 3725 is inconpatible with SIP identity
[SIP-1D], as SIP lIdentity relies on creating a binding between SIP
requests and SDP. The controller is the only entity that generates
SIP requests in RFC 3725. Therefore, in a 3PCC context, only the use
of the "fingerprint" attribute w thout additional bindings or WebRTC
identity [WEBRTC- SEC] is possible.

The attack mitigati on nechani sns described in this docurment wll
prevent the use of 3PCC if peers have different views of the involved
identities or the value of SDP "tls-id" attributes.

For 3PCC to work with the proposed nechani snms, TLS peers need to be
aware of the signaling so that they can correctly generate and check
the TLS extensions. For a connection to be successfully established,
a 3PCC controller needs either to forward SDP wi thout nodification or
to avoid nodifications to "fingerprint", "tls-id", and "identity"
attributes. A controller that follows the best practices in RFC 3725
is expected to forward SDP wi thout nodification, thus ensuring the
integrity of these attributes.

3. Unknown Key-Share Attack with ldentity Bindings

The identity assertions used for WebRTC (Section 7 of [WEBRTC SEC])
and the Personal Assertion Token (PASSporT) used in SIP identity
([SIP-1D, [PASSPORT]) are bound to the certificate fingerprint of an
endpoint. An attacker can cause an identity binding to be created



that binds an identity they control to the fingerprint of a first
victim

An attacker can thereby cause a second victimto believe that they
are communi cating with an attacker-controlled identity, when they are
really talking to the first victim The attacker does this by
creating an identity assertion that covers a certificate fingerprint
of the first victim

A variation on the sane technique can be used to cause both victins
to believe they are talking to the attacker when they are talking to
each other. |In this case, the attacker performs the identity

m sbi ndi ng once for each victim

The authority certifying the identity binding is not required to
verify that the entity requesting the binding actually controls the
keys associated with the fingerprints, and this m ght appear to be
the cause of the problem SIP and WebRTC identity providers are not
required to performthis validation

A sinple solution to this problemis suggested by [SIGW]. The
identity of endpoints is included under a message authentication code
(MAC) during the cryptographi c handshake. Endpoints then validate
that their peer has provided an identity that matches their
expectations. In TLS, the Finished message provides a MAC over the
entire handshake, so that including the identity in a TLS extension
is sufficient to inplenent this solution.

Rat her than include a conplete identity binding, which could be
sizable, a collision- and prei mage-resistant hash of the binding is
included in a TLS extension as described in Section 3.2. Endpoints
then need only validate that the extension contains a hash of the
identity binding they received in signaling. |If the identity binding
is successfully validated, the identity of a peer is verified and
bound to the session

This form of unknown key-share attack is possible without

conprom sing signaling integrity, unless the defenses described in
Section 4 are used. |In order to prevent both forns of attack,
endpoi nts MJST use the "external session_id" extension (see

Section 4.3) in addition to the "external _id_hash" (Section 3.2) so
that two calls between the sane parties can't be altered by an

att acker.

.1. Exampl e

In the exanple shown in Figure 1, it is assuned that the attacker
al so control s the signaling channel

Mal l ory (the attacker) presents two victins, Nornma and Patsy, with
two separate sessions. In the first session, Norma is presented with
the option to comunicate with Mallory; a second session w th Nornma
is presented to Patsy.

Nor ma Mal | ory Pat sy
(fF:N) | (fF:P)
| <---- Signalingl ------ >| |
| Nor ma=N Mal | ory=P | |
| | <---- Signaling2 ------ >|
| | Nor ma=N Pat sy=P |
| |
| <=================DTLS (f p=N, P) :::::::::::::::::>|
| |
(peer = Mallory!) (peer = Normm)



Figure 1: Exanple Attack on Identity Bi ndi ngs

The attack requires that Mallory obtain an identity binding for her
own identity with the fingerprints presented by Patsy (P), which
Mal | ory m ght have obtained previously. This false binding is then
presented to Norma (' Signalingl in Figure 1).

Pat sy could be simlarly duped, but in this exanple, a correct

bi ndi ng between Norma’s identity and fingerprint (N) is faithfully
presented by Mallory. This session (’'Signaling2’ in Figure 1) can be
entirely legitimte.

A DTLS session is established directly between Norma and Patsy. In
order for this to happen, Mallory can substitute transport-I|eve
information in both sessions, though this is not necessary if Mllory
is on the network path between Nornma and Patsy.

As a result, Patsy correctly believes that she is comunicating with
Norma. However, Norma incorrectly believes that she is talking to
Mal lory. As stated in Section 2, Mllory cannot access nedia, but
Norma might send information to Patsy that Norma m ght not intend or
that Patsy nmight misinterpret.

.2. The "external id _hash" TLS Extension

The "external _id _hash" TLS extension carries a hash of the identity
assertion that the endpoi nt sending the extension has asserted to its
peer. Both peers include a hash of their own identity assertion

The "extension_data" for the "external id _hash" extension contains a
"External ldentityHash" struct, described bel ow using the syntax
defined in Section 3 of [TLS13]:

struct {
opaque bi ndi ng_hash<0. . 32>;
} External I dentityHash;

Where an identity assertion has been asserted by a peer, this
extension includes a SHA-256 hash of the assertion. An enpty val ue
is used to indicate support for the extension

Note: For both types of identity assertion, if SHA-256 should prove
to be inadequate in the future (see [AGLITY]), a new TLS
extension that uses a different hash function can be defined.

Identity bindings mght be provided by only one peer. An endpoint
that does not produce an identity binding MIUST generate an enpty
"external id _hash" extension in its ClientHello or -- if a client
provi des the extension -- in ServerHello or EncryptedExtensions. An
enpty extension has a zero-length "binding _hash" field.

A peer that receives an "external id hash" extension that does not
mat ch the value of the identity binding fromits peer MJST

i medi ately fail the TLS handshake with an "ill egal paranmeter” alert.
The absence of an identity binding does not relax this requirenent;
if a peer provided no identity binding, a zero-length extensi on MJST
be present to be considered valid.

I mpl enentations witten prior to the definition of the extensions in
this document will not support this extension for some time. A peer
that receives an identity binding but does not receive an
"external _id _hash" extension MAY accept a TLS connection rather than
fail a connection where the extension is absent.

The endpoint performs the validation of the "external _i d_hash"
extension in addition to the validation required by [FI NGERPRI NT] and



any verification of the identity assertion [WEBRTC-SEC] [SIP-1D]. An
endpoi nt MUST val idate any external session_id value that is present;
see Section 4.3.

An "external _id_hash" extension with a "binding_hash" field that is
any length other than O or 32 is invalid and MJST cause the receiving
endpoint to generate a fatal "decode_error” alert.

In TLS 1.3, an "external _id hash" extension sent by a server MJST be
sent in the EncryptedExt ensi ons nessage.

.2.1. Calculating "external _id_hash" for WbRTC Identity

A WbRTC identity assertion (Section 7 of [WEBRTC-SEC]) is provided
as a JSON [JSON] object that is encoded into a JSON text. The JSON
text is encoded using UTF-8 [UTF8] as described by Section 8.1 of
[JSON]. The content of the "external _id _hash" extension is produced
by hashing the resulting octets with SHA-256 [SHA]. This produces
the 32 octets of the "binding_hash" parameter, which is the sole
contents of the extension.

The SDP "identity" attribute includes the base64 [ BASE64] encodi ng of
the UTF-8 encoding of the same JSON text. The "external _id_hash"
extension is validated by perform ng base64 decodi ng on the val ue of
the SDP "identity" attribute, hashing the resulting octets using

SHA- 256, and conparing the results with the content of the extension
I n pseudocode form using the "identity-assertion-value" field from
the SDP "identity" attribute grammar as defined in [ WEBRTC- SEC] :

ext ernal _i d_hash = SHA-256(b64decode(i dentity-assertion-val ue))

Note: The base64 of the SDP "identity" attribute is decoded to avoid
capturing variations in padding. The base64-decoded identity
assertion could include leading or trailing whitespace octets.
WebRTC identity assertions are not canonicalized; all octets are
hashed.

.2.2. Calculating external id hash for PASSporT

Where the conpact form of PASSporT [ PASSPORT] is used, it MJST be
expanded into the full form The base64 encoding used in the SIP
ldentity (or 'y') header field MJIST be decoded then used as input to
SHA- 256. Thi s produces the 32-octet "bindi ng_hash" val ue used for
creating or validating the extension. |n pseudocode, using the
"signed-identity-digest" paraneter fromthe "lIdentity" header field
grammar defined [SIP-1D:

ext ernal _i d_hash = SHA-256( b64decode(si gned-identity-digest))
Unknown Key-Share Attack with Fingerprints

An attack on DTLS-SRTP is possible because the identity of peers
involved is not established prior to establishing the call.

Endpoi nts use certificate fingerprints as a proxy for authentication,
but as long as fingerprints are used in multiple calls, they are

vul nerabl e to attack.

Even if the integrity of session signaling can be relied upon, an
attacker might still be able to create a session where there is
confusi on about the conmunicating endpoints by substituting the
fingerprint of a conmunicating endpoint.

An endpoint that is configured to reuse a certificate can be attacked
if it iswillingtoinitiate two calls at the same time, one of which
is with an attacker. The attacker can arrange for the victimto
incorrectly believe that it is calling the attacker when it is in



fact calling a second party. The second party correctly believes
that it is talking to the victim

As with the attack on identity bindings, this can be used to cause
two victinms to both believe they are talking to the attacker when
they are talking to each other.

.1. Exampl e

To mount this attack, two sessions need to be created with the sane
endpoi nt at alnost precisely the sane tine. One of those sessions is
initiated with the attacker, the second session is created toward
anot her honest endpoint. The attacker convinces the first endpoint
that their session with the attacker has been successfully
established, but nedia is exchanged with the other honest endpoint.
The attacker pernits the session with the other honest endpoint to
complete only to the extent necessary to convince the other honest
endpoint to participate in the attacked session

In addition to the constraints described in Section 2.1, the attacker
in this exanple also needs the ability to view and drop packets
between victins. That is, the attacker needs to be on path for

medi a.

The attack shown in Figure 2 depends on a somewhat inplausible set of
conditions. It is intended to denpbnstrate what sort of attack is
possi bl e and what conditions are necessary to exploit this weakness
in the protocol

Nor ma Mal | ory Pat sy
(fF:N) | (fF:P)
+---Signalingl (fp=N)--->| |
+--- - Signaling2 (fp=N)------------m-mmmt >|
IR Signaling2 (fp=P)----+
| <---Signalingl (fp=P)---+ |
| | |
| :::::::DTLS]_:::::::>( For war d) ::::::>|
| <::::::DT|_SZ::::::::( For war d) < :::::::l
| =======\kdi al::::::>( For war d) :::::>|

Figure 2: Exanple Attack Scenario Using Fingerprints

In this scenario, there are two sessions initiated at the sane tine
by Norma. Signaling is shown with single lines ("-’), DILS and nedi a
with double lines ('=").

The first session is established with Mallory, who fal sely uses
Patsy’'s certificate fingerprint (denoted with 'fp=P). A second
session is initiated between Norma and Patsy. Signaling for both
sessions is permtted to conplete.

Once signaling is conplete on the first session, a DILS connection is
established. Gstensibly, this connection is between Mllory and
Norma, but Mallory forwards DTLS and medi a packets sent to her by
Norma to Patsy. These packets are denoted ' DTLS1’ because Nornma
associates these with the first signaling session ('Signalingl).

Mal | ory al so intercepts packets from Patsy and forwards those to
Norma at the transport address that Norna associates with Mallory.
These packets are denoted 'DTLS2’ to indicate that Patsy associates
these with the second signaling session (’Signaling2); however,



Norma will interpret these as being associated with the first
signaling session (’Signalingl).

The second signaling exchange (' Signaling2'), which is between Norna
and Patsy, is pernitted to continue to the point where Patsy believes
that it has succeeded. This ensures that Patsy believes that she is
comruni cating with Norma. In the end, Norma believes that she is
communi cating with Mallory, when she is really communicating with
Patsy. Just like the exanple in Section 3.1, Millory cannot access
medi a, but Norma might send information to Patsy that Nornma m ght not
intend or that Patsy might misinterpret.

Though Pat sy needs to believe that the second signaling session has
been successfully established, Mallory has no real interest in seeing
that session also be established. Mallory only needs to ensure that
Pat sy mmi ntains the active session and does not abandon the session
prematurely. For this reason, it mght be necessary to permt the
signaling from Patsy to reach Norma in order to allow Patsy to
receive a call setup conpletion signal, such as a SIP ACK. Once the
second session is established, Mallory mght cause DTLS packets sent
by Norma to Patsy to be dropped. However, if Mllory allows DILS
packets to pass, it is likely that Patsy will discard them as Patsy
will already have a successful DTLS connection established.

For the attacked session to be sustained beyond the point that Norma
detects errors in the second session, Mallory also needs to bl ock any
signaling that Nornma mght send to Patsy asking for the call to be
abandoned. O herwi se, Patsy mght receive a notice that the call has
failed and thereby abort the call

This attack creates an asymmetry in the beliefs about the identity of
peers. However, this attack is only possible if the victim (Norma)
is willing to conduct two sessions nearly sinultaneously; if the
attacker (Mallory) is on the network path between the victins; and if
the sane certificate -- and therefore the SDP "fingerprint" attribute
value -- is used by Norma for both sessions.

Where Interactive Connectivity Establishment (ICE) [ICE] is used,
Mal | ory al so needs to ensure that connectivity checks between Patsy
and Norma succeed, either by forwardi ng checks or by answering and
generating the necessary nessages.

4.2. Unique Session ldentity Sol ution

The solution to this problemis to assign a newidentifier to

conmmuni cati ng peers. Each endpoint assigns their peer a unique
identifier during call signaling. The peer echoes that identifier in
the TLS handshake, binding that identity into the session. Including
this newidentity in the TLS handshake neans that it will be covered
by the TLS Fini shed nessage, which is necessary to authenticate it
(see [SIGW]).

Successfully validating that the identifier matches the expected
val ue neans that the connection corresponds to the signal ed session
and is therefore established between the correct two endpoints.

This solution relies on the unique identifier given to DILS sessions
using the SDP "tls-id" attribute [DTLS-SDP]. This field is already

required to be unique. Thus, no two offers or answers fromthe sane
client will have the sane val ue.

A new "external _session_id" extension is added to the TLS or DTLS
handshake for connections that are established as part of the sane
call or real-time session. This carries the value of the "tls-id"
attribute and provides integrity protection for its exchange as part
of the TLS or DTLS handshake.



4. 3.

The external session_id TLS Extension

The "external _session_id" TLS extension carries the unique identifier
that an endpoint selects. Wen used with SDP, the value MJST include
the "tls-id" attribute fromthe SDP that the endpoint generated when
negoti ating the session. This docunent only defines use of this
extension for SDP; other methods of external session negotiation can
use this extension to include a unique session identifier

The "extension_data" for the "external session_id" extension contains
an External Sessionld struct, described bel ow using the syntax defined
in [TLS13]:

struct {
opaque session_i d<20..255>;
} External Sessi onl d;

For SDP, the "session_id" field of the extension includes the val ue
of the "tls-id" SDP attribute as defined in [DILS-SDP] (that is, the
"tls-id-value" ABNF production). The value of the "tls-id" attribute
i s encoded using ASCI|I [ASCII].

Where RTP and RTCP [RTP] are not multiplexed, it is possible that the
two separate DILS connections carrying RTP and RTCP can be switched.
This is considered benign since these protocols are designed to be

di stingui shable as SRTP [ SRTP] provides key separation. Using RTP/
RTCP mul ti pl exi ng [ RTCP- MJX] further avoids this problem

The "external session_id" extension is included in a ClientHello, and
if the extension is present in the CientHello, either ServerHello
(for TLS and DTLS versions older than 1.3) or EncryptedExtensions
(for TLS 1.3).

Endpoi nts MUST check that the "session_id" paraneter in the extension
that they receive includes the "tls-id" attribute value that they
received in their peer’s session description. Endpoints can perform
string conparison by ASCI| decoding the TLS extension val ue and
conparing it to the SDP attribute value or by conparing the encoded
TLS extension octets with the encoded SDP attribute value. An
endpoi nt that receives an "external _session_id" extension that is not
identical to the value that it expects MJST abort the connection wth
a fatal "illegal _paraneter” alert.

The endpoint perforns the validation of the "external _id_hash"
extension in addition to the validation required by [FI NGERPRI NT] .

I f an endpoint comunicates with a peer that does not support this
extension, it will receive a dientHello, ServerHello, or
Encrypt edExt ensi ons nessage that does not include this extension. An
endpoi nt MAY choose to continue a session without this extension in
order to interoperate with peers that do not inplenent this

speci fication.

In TLS 1.3, an "external _session_id" extension sent by a server MJST
be sent in the Encrypt edExt ensi ons nessage.

This defense is not effective if an attacker can rewite "tls-id"
values in signaling. Only the nmechanismin "external _id_hash" is
abl e to defend agai nst an attacker that can conprom se session
integrity.

Sessi on Concat enati on

Use of session identifiers does not prevent an attacker from
establishing two concurrent sessions with different peers and



forwardi ng signaling fromthose peers to each other. Concatenating
two signaling sessions in this way creates two signaling sessions,
with two session identifiers, but only the TLS connections froma
singl e session are established as a result. In doing so, the
attacker creates a situation where both peers believe that they are
talking to the attacker when they are talking to each other.

In the absence of any higher-level concept of peer identity, an
attacker who is able to copy the session identifier fromone
signaling session to another can cause the peers to establish a
direct TLS connection even while they think that they are connecting
to the attacker. This differs fromthe attack described in the
previous section in that there is only one TLS connection rather than
two. This kind of attack is prevented by systens that enable peer
aut hentication, such as WbRTC identity [ WEBRTC-SEC] or SIP identity
[SIP-1D]; however, these systens do not prevent establishing two
back-to-back connections as described in the previous paragraph

Use of the "external _session_id" does not guarantee that the identity
of the peer at the TLS layer is the same as the identity of the
signaling peer. The advantage that an attacker gains by
concatenating sessions is linted unless data is exchanged based on
the assunption that signaling and TLS peers are the sane. If a
secondary protocol uses the signaling channel with the assunption
that the signaling and TLS peers are the same, then that protocol is
vul nerable to attack. While out of scope for this docunent, a
signaling systemthat can defend agai nst session concatenation
requires that the signaling layer is authenticated and bound to any
TLS connecti ons.

It is inportant to note that multiple connections can be created
within the sane signaling session. An attacker m ght concatenate
only part of a session, choosing to term nate sone connections (and
optionally forward data) while arranging to have peers interact
directly for other connections. It is even possible to have
different peers interact for each connection. This nmeans that the
actual identity of the peer for one connection mght differ fromthe
peer on anot her connecti on.

Critically, information about the identity of TLS peers provides no
assurances about the identity of signaling peers and does not
transfer between TLS connections in the sane session. |Information
extracted froma TLS connection therefore MJUST NOT be used in a
secondary protocol outside of that connection if that protoco
assunes that the signaling protocol has the sane peers. Sinilarly,
security-sensitive information fromone TLS connection MJST NOT be
used in other TLS connections even if they are established as a
result of the same signaling session

Security Considerations

When conbined with identity assertions, the nmitigations in this
docunent ensure that there is no opportunity to m srepresent the
identity of TLS peers. This assurance is provided even if an
attacker can nodify signaling nessages

Wthout identity assertions, the mtigations in this docunent prevent
the session splicing attack described in Section 4. Defense agai nst
session concatenation (Section 5) additionally requires that protoco
peers are not able to claimthe certificate fingerprints of other
entities.

| ANA Consi der ati ons

Thi s docunent registers two extensions in the "TLS Extensi onType
Val ues" registry established in [ TLS13]:



* The "external _id _hash" extension defined in Section 3.2 has been
assigned a code point of 55; it is recommended and is nmarked as

"CH, EE"

in TLS 1. 3.

*  The "external session_id" extension defined in Section 4.3 has
been assigned a code point of 56; it is reconmended and is marked

as " CH,
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