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I ntroduction

[ RFC5763] defines Session Description Protocol (SDP) offer/answer
procedures for Secure Real -time Transport Protocol using Datagram
Transport Layer Security (DTLS-SRTP). [RFC7345] defines SDP offer/
answer procedures for UDP Transport Layer over Datagram Transport
Layer Security (UDPTL-DTLS). This specification defines genera

of fer/ answer procedures for DTLS, based on the procedures in

[ RFC5763]. O her specifications, defining specific DILS usages, can
then reference this specification, in order to ensure that the DILS
aspects are conmon anong all usages. Having common procedures is
essential when multiple usages share the sane DTLS associ ation

[ RFC8843]. This docunent updates [ RFC5763] and [ RFC7345] by

repl aci ng common SDP of fer/answer procedures with a reference to this
speci fication.

| NOTE: Since the publication of [RFC5763], [RFC4474] has been
| obsoleted by [ RFC8224]. The updating of the references (and
| the associated procedures) within [ RFC5763] is outside the

| scope of this docunent. However, inplenenters of [RFC5763]

| applications are encouraged to inplenent [ RFC8224] instead of
| [RFC4474].

As defined in [RFC5763], a new DILS associati on MJUST be established
when transport paraneters are changed. Transport paraneter change is
not well defined when Interactive Connectivity Establishnent (ICE)

[ RFC8445] is used. One possible way to determ ne a transport change
is based on ufrag [ RFC8445] change, but the ufrag value is changed
both when I CE is negotiated and when | CE restart [RFC8445] occurs.
These events do not always require a new DILS association to be
established, but previously there was no way to explicitly indicate
in an SDP of fer or answer whether a new DTLS associ ati on was
required. To solve that problem this docunent defines a new SDP
attribute, "tls-id". The pair of SDP "tls-id" attribute values (the
attribute values of the offerer and the answerer) uniquely identifies



the DTLS association. Providing a new value of the "tls-id"
attribute in an SDP offer or answer can be used to indicate whether a
new DTLS association is to be established

The SDP "tls-id" attribute can be specified when negotiating a
Transport Layer Security (TLS) connection, using the procedures in
this document in conjunction with the procedures in [ RFC5763] and

[ RFC8122]. The uni que conbination of SDP "tls-id" attribute val ues
can be used to identify the negotiated TLS connection. The uni que
val ue can be used, for exanple, within TLS protocol extensions to
differentiate between nultiple TLS connections and correl ate those
connections with specific offer/answer exchanges. The TLS-specific
consi derations are described in Section 7.

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Establishing a New DTLS Associ ati on
3.1. Cenera

A new DTLS associ ation nmust be established between two endpoints
after a successful SDP offer/answer exchange in the foll owi ng cases:

* The negotiated DTLS setup rol es change; or

* One or nore fingerprint values are nodified, added, or renpved in
either an SDP offer or answer; or

* The intent to establish a new DTLS association is explicitly
si gnal ed using SDP, by changing the value of the SDP "tls-id"
attribute defined in this docunent;

| NOTE: The first two itens above are based on the procedures in
| [RFC5763]. This specification adds the support for explicit
| signaling using the SDP "tls-id" attribute.

A new DTLS associ ation can only be established as a result of the
successful SDP of fer/answer exchange. Wenever an entity determ nes
that a new DILS association is required, the entity MIJST initiate an
SDP of fer/ answer exchange, follow ng the procedures in Section 5.

The sections bel ow descri be typical cases where a new DTLS
associ ati on needs to be established.

In this docunment, a "new DTLS association" between two endpoints
refers to either an initial DTLS association (when no DTLS
association is currently established between the endpoints) or a DILS
associ ation replacing a previously established one.

3.2. Change of Local Transport Paraneters

If an endpoint nodifies its local transport paraneters (address and/
or port), and if the nodification requires a new DTLS associ ati on,
the endpoint MUST change its local SDP "tls-id" attribute value (see
Section 4).

If the underlying transport protocol prohibits a DILS association
fromspanning nmultiple 5-tuples (transport/source address/source
port/destinati on address/destination port), and if the 5-tuple is
changed, the endpoint MJST change its local SDP "tls-id" attribute



val ue (see Section 4). An example of such a case is when DILS is
carried over the Stream Control Transm ssion Protocol (SCTP), as
described in [ RFC6083].

3.3. Change of |CE ufrag Val ue
If an endpoint uses ICE and nodifies a |ocal ufrag value, and if the
nodi fi cation requires a new DILS associ ation, the endpoi nt MJST
change its local SDP "tls-id" attribute value (see Section 4).

4. SDP "tls-id" Attribute
The pair of SDP "tls-id" attribute values (the attribute val ues of
the offerer and the answerer) uniquely identifies the DILS
associ ation or TLS connecti on.
Nanme: tls-id
Val ue: tls-id-value
Usage Level: nedia

Charset Dependent: no

Def aul t Val ue: N A

Synt ax:
tls-id-value = 20*255(t| s-id-char)
tls-id-char = ALPHA/ DIGT / "+" [ /" [ "-" [ "_"

<ALPHA and DIGA@ T defined in RFC 4566>

Exanpl e:
a=t|s-id: abc3de65cddef 001be82

Every tinme an endpoint requests to establish a new DILS associ ation
the endpoi nt MJST generate a new |l ocal "tls-id" attribute value. An
unchanged |l ocal "tls-id" attribute value, in conbination with non-
changed fingerprints, indicates that the endpoint intends to reuse
the existing DILS associ ation

The "tls-id" attribute value MIST be generated using a strong random
function and include at |east 120 bits of randomess.

No default value is defined for the SDP "tls-id" attribute.

I mpl ementations that wish to use the attribute MJST explicitly
include it in SDP offers and answers. |If an offer or answer does not
contain a "tls-id" attribute (this could happen if the offerer or
answerer represents an existing inplenmentation that has not been
updated to support the "tls-id" attribute), a nodification of one or
nmore of the following characteristics MIUST be treated as an

i ndi cation that an endpoint wants to establish a new DTLS
association, unless there is another nechanismto explicitly indicate
that a new DTLS association is to be established

* DITLS setup role; or
* fingerprint set; or
* |ocal transport paraneters
| NOTE: A nodification of the ufrag value is not treated as an
| indication that an endpoint wants to establish a new DTLS
| association. |In order to indicate that a new DILS associ ati on
I
I

is to be established, one or nore of the characteristics listed
above have to be nodifi ed.
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The nux category [RFC8859] for the "tls-id" attribute is "I DENTICAL",
whi ch neans that the attribute value applies to all nedia
descriptions being nultiplexed [RFC8843]. However, as described in

[ RFC8843], in order to avoid duplication, the attribute is only
associated with the "m=" line representing the offerer/answerer
BUNDLE t ag.

For RTP-based nedia, the "tls-id" attribute applies to the whole
associ ated nedi a description. The attribute MJST NOT be defined per
source (using the SDP "ssrc" attribute [RFC5576]).

The SDP of fer/ answer procedures [RFC3264] associated with the
attribute are defined in Section 5

SDP O fer/ Answer Procedures
Cener a

This section defines the generic SDP offer/answer procedures for
negoti ati ng a DILS association. Additional procedures (e.g.,
regardi ng usage of specific SDP attributes) for individual DTLS
usages (e.g., DTLS-SRTP) are outside the scope of this specification
and need to be specified in a usage-specific docunent.

| NOTE: The procedures in this section are generalizations of

| procedures first specified in the DTLS- SRTP docunent [RFC5763],
| with the addition of usage of the SDP "tls-id" attribute. That
| docunment is herein updated to make use of these new procedures.

The procedures in this section apply to an SDP nedi a description
("m=" line) associated with DITLS-protected nedial/ data.

When an of ferer or answerer indicates that it wants to establish a
new DTLS association, it needs to make sure that nedia packets
associated with any previously established DILS associ ation and the
new DTLS associ ation can be denultiplexed. 1In the case of an ordered
transport (e.g., SCTP), this can be done sinply by sendi ng packets
for the new DTLS association after all packets associated with a
previously established DTLS associ ati on have been sent. 1In the case
of an unordered transport, such as UDP, packets associated with a
previ ously established DILS association can arrive after the answer
SDP and the first packets associated with the new DILS associ ation
have been received. The only way to denultipl ex packets associ ated
with a previously established DTLS association and the new DTLS
association is on the basis of the 5-tuple. Because of this, if an
unordered transport is used for the DTLS association, a new 3-tuple
(transport/source address/source port) MJIST be allocated by at |east
one of the endpoints so that DILS packets can be denul ti pl exed.

Wien an of ferer needs to establish a new DILS association, and if an
unordered transport (e.g., UDP) is used, the offerer MJST allocate a
new 3-tuple for the offer in such a way that the offerer can

di sanbi guat e any packets associated with the new DILS associ ati on
fromany packets associated with any other DTLS association. This
typically nmeans using a |ocal address and/or port, or a set of ICE
candi dates (see Section 6), which were not recently used for any

ot her DTLS associ ati on

VWhen an answerer needs to establish a new DILS association, if an
unordered transport is used, and the offerer did not allocate a new
3-tuple, the answerer MJST allocate a new 3-tuple for the answer in
such a way that it can di sanbi guate any packets associated with the
new DTLS association from any packets associated with any other DTLS
association. This typically nmeans using a | ocal address and/or port,
or a set of |ICE candidates (see Section 6), which were not recently
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used for any ot her DTLS association

In order to negotiate a DTLS association, the followi ng SDP
attributes are used:

* The SDP "setup" attribute, defined in [RFC4145], is used to
negoti ate the DILS rol es;

* The SDP "fingerprint" attribute, defined in [RFC8122], is used to
provi de one or nore fingerprint values; and

* The SDP "tls-id" attribute, defined in this specification, is used
to identity the DTLS associ ation

Thi s specification does not define the usage of the SDP "connection"
attribute [ RFC4145] for negotiating a DTLS association. However, the
attribute MAY be used if the DILS association is used together with
anot her protocol (e.g., SCTP or TCP) for which the usage of the
attribute has been defi ned.

Unli ke for TCP and TLS connections, endpoints MJST NOT use the SDP
"setup" attribute "holdconn" val ue when negotiating a DTLS
associ ati on.

Endpoi nts MUST support the hash functions as defined in [ RFC8122].

The certificate received during the DTLS handshake [ RFC6347] MUST
match a certificate fingerprint received in SDP "fingerprint"
attributes according to the procedures defined in [RFC8122]. |If
fingerprints do not match the hashed certificate, then an endpoi nt
MJST tear down the media session inmedi ately (see [ RFC8122]).

SDP offerers and answerers might reuse certificates across nultiple
DTLS associ ations, and provide identical fingerprint values for each
DTLS associ ation. The conbination of the SDP "tls-id" attribute

val ues of the SDP offerer and answerer identifies each individua
DTLS associ ation

| NOTE: There are cases where the SDP "tls-id" attribute val ue
| generated by the offerer will end up being used for nultiple
| DITLS associations. For that reason, the conbination of the
| attribute values of the offerer and answerer is needed in order
| to identity a DILS association. An exanple of such a case is
| where the offerer sends an updated offer (Section 5.5) w thout
| modifying its attribute value, but the answerer determ nes that
| a new DTLS association is to be created. The answerer wl|l
| generate a new |local attribute value for the new DILS

| association (Section 5.3), while the offerer will use the sane
| attribute value that it used for the current association

| Another exanple is when the Session Initiation Protocol (SIP)

| [RFC3261] is used for signaling, and an offer is forked to

| multiple answerers. The attribute value generated by the

| offerer will be used for DTLS associations established by each
| answerer.

Generating the Initial SDP O fer

When an offerer sends the initial offer, the offerer MIUST insert an
SDP "setup" attribute [RFC4145] with an "actpass" attribute value, as
well as one or nore SDP "fingerprint" attributes according to the
procedures in [RFC38122]. 1In addition, the offerer MJUST insert in the
offer an SDP "tls-id" attribute with a unique attribute val ue.

As the offerer inserts the SDP "setup" attribute with an "actpass”
attribute value, the offerer MIST be prepared to receive a DILS
ClientHell o nessage [ RFC6347] fromthe answerer (if a new DILS



association is established by the answerer) before the offerer
recei ves the SDP answer

If the offerer receives a DILS CientHello nessage, and a DTLS

associ ation is established before the offerer receives the SDP answer
carrying the fingerprint associated with the DILS association, any
data received on the DTLS associ ation before the fingerprint MJIST be
considered to be comng froman unverified source. The processing of
such data and sending of data by the offerer to the unverified source
is outside the scope of this docunent.

5.3. Cenerating the Answer

Wien an answerer sends an answer, the answerer MJST insert in the
answer an SDP "setup" attribute according to the procedures in

[ RFC4145] and one or nore SDP "fingerprint" attributes according to
the procedures in [RFC8122]. |If the answerer deternines, based on
the criteria specified in Section 3.1, that a new DILS association is
to be established, the answerer MJST insert in the associ ated answer
an SDP "tls-id" attribute with a new unique attribute value. Note
that the offerer and answerer generate their own local "tls-id"
attribute values, and the conbination of both values identifies the
DTLS associ ati on

If the answerer receives an offer that requires establishnent of a
new DTLS association, and if the answerer does not accept the
establ i shnent of a new DTLS associ ation, the answerer MJST reject the
"m=" lines associated with the suggested DTLS associ ati on [ RFC3264].
If an answerer receives an offer that does not require the

est abli shnent of a new DTLS association, and if the answerer
determnes that a new DTLS association is not to be established, the
answerer MJST insert in the associated answer an SDP "tls-id"
attribute with the previously assigned attribute value. |n addition,
the answerer MUST insert an SDP "setup" attribute with an attribute
val ue that does not change the previously negotiated DITLS roles, as
well as one or nore SDP "fingerprint" attributes values that do not
change the previously sent fingerprint set, in the associ ated answer

If the answerer receives an offer that does not contain an SDP "tl s-
id" attribute, the answerer MJUST NOT insert a "tls-id" attribute in
t he answer.

If a new DTLS association is to be established, and if the answerer
inserts an SDP "setup" attribute with an "active" attribute value in
the answer, the answerer MJST initiate a DTLS handshake [ RFC6347] by
sending a DTLS ClientHell o nessage towards the offerer

Even though an offerer is required to insert an "SDP" setup attribute
with an "actpass" attribute value in initial offers (Section 5.2) and
subsequent offers (Section 5.5), the answerer MJST be able to receive
initial and subsequent offers with other attribute values, in order
to be backward conpatible with ol der inplenentations that night

insert other attribute values in initial and subsequent offers.

5.4. O ferer Processing of the SDP Answer

When an offerer receives an answer that establishes a new DILS
associ ation based on criteria defined in Section 3.1, if the offerer
becones DTLS client (based on the value of the SDP "setup" attribute
val ue [ RFC4145]), the offerer MJST establish a DILS association. |If
the offerer becones DTLS server, it MIUST wait for the answerer to
establish the DTLS associ ation

If the offerer indicated a desire to reuse an existing DILS
associ ation, and the answerer does not request the establishment of a



new DTLS association, the offerer will continue to use the previously
establ i shed DTLS associ ati on

A new DTLS associ ation can be established based on changes in either
an SDP of fer or answer. Wen conmmunicating with | egacy endpoints, an
of ferer can receive an answer that includes the sane fingerprint set
and setup role. A new DTLS association will still be established if
such an answer is received as a response to an offer that requested
the establishnent of a new DTLS association, as the transport
parameters woul d have been changed in the offer

5.5. Mbodifying the Session

When an offerer sends a subsequent offer, if the offerer wants to
establish a new DTLS association, the offerer MIST insert an SDP
"setup" attribute [RFC4145] with an "actpass" attribute value, as
well as or nore SDP "fingerprint" attributes according to the
procedures in [RFC38122]. In addition, the offerer MJUST insert in the
offer an SDP "tls-id" attribute with a new unique attribute val ue.

When an offerer sends a subsequent offer and does not want to
establish a new DTLS association, if a previously established DTLS
associ ation exists, the offerer MUST insert in the offer an SDP
"setup" attribute with an "actpass" attribute value, and one or nore
SDP "fingerprint" attributes with attribute values that do not change
the previously sent fingerprint set. 1In addition, the offerer MJST
insert an SDP "tls-id" attribute with the previously assigned
attribute value in the offer.

| NOTE: When a new DTLS association is being established, each
| endpoint needs to be prepared to receive data on both the new
| and old DTLS associations as long as both are alive.

6. | CE Considerations

When the Interactive Connectivity Establishment (ICE) mechani sm

[ RFC8445] is used, the ICE connectivity checks are perforned before
the DTLS handshake begins. Note that if aggressive nom nation node
is used, nultiple candidate pairs may be narked valid before |ICE
finally converges on a single candidate pair.

| NOTE: Aggressive nom nation has been deprecated from | CE but
must still be supported for backwards conpatibility reasons
| [RFC8445].

When a new DTLS association is established over an unordered
transport, in order to disanbiguate any packets associated with the
new y established DTLS association, at |east one of the endpoints
MJST al |l ocate a conpletely new set of |ICE candi dates that were not
recently used for any other DTLS association. This neans the
answerer cannot initiate a new DTLS association unless the offerer
initiated I CE restart [RFC8445]. |If the answerer wants to initiate a
new DTLS association, it needs to initiate an ICE restart and a new
of f er/ answer exchange on its own. However, an ICE restart does not
by default require a new DILS association to be established

| NOTE: Sinple Traversal of the UDP Protocol through NAT (STUN)

| packets are sent directly over UDP, not over DTLS. [RFC7983]

| describes how to demultiplex STUN packets from DTLS packets and
| SRTP packets.

Each | CE candi date associated with a conponent is treated as being
part of the same DILS association. Therefore, froma DILS
perspective, it is not considered a change of |ocal transport

par anet ers when an endpoi nt sw tches between those | CE candi dat es.



7

TLS Consi der ati ons

The procedures in this docunent can al so be used for negotiating and
establishing a TLS connection, with the restriction described bel ow

As specified in [ RFC4145], the SDP "connection" attribute is used to
indi cate whether to establish a new TLS connection. An offerer and
answer er MUST ensure that the "connection"” attribute value and the
"tls-id" attribute value do not cause a conflict regardi ng whether a
new TLS connection is to be established or not.

| NOTE: Even though the SDP "connection" attribute can be used to
| indicate whether a new TLS connection is to be established, the
| unique conbination of SDP "tls-id" attribute values can be used
| to identity a TLS connection. The uni que value can be used

| e.g., within TLS protocol extensions to differentiate between

| multiple TLS connections and correl ate those connections with

| specific offer/answer exchanges. One such extension is defined
| in [RFCB8844].

If an offerer or answerer inserts an SDP "connection" attribute with
a "new' value in the offer/answer and also inserts an SDP "tls-id"
attribute, the value of the "tls-id" attribute MJST be new and

uni que.

If an offerer or answerer inserts an SDP "connection" attribute with
an "existing" value in the offer/answer, if a previously established
TLS connection exists, and if the offerer/answerer previously
inserted an SDP "tls-id" attribute associated with the same TLS
connection in an offer/answer, the offerer/answerer MJST al so insert
an SDP "tls-id" attribute with the previously assigned value in the
of f er/ answer .

If an offerer or answerer receives an offer/answer with conflicting
attribute values, the offerer/answerer MJST process the offer/answer
as m sforned.

An endpoi nt MJUST NOT nake assunptions regardi ng the support of the
SDP "tls-id" attribute by the peer. Therefore, to avoid anbiguity,
both offerers and answerers MJST al ways use the "connection”
attribute in conjunction with the "tls-id" attribute.

| NOTE: As defined in [ RFC4145], if the SDP "connection”
| attribute is not explicitly present, the inplicit default val ue
| is "new'.

The SDP exampl e below i s based on the exanple in Section 3.4 of
[ RFC8122], with the addition of the SDP "tls-id" attribute.

mFi mage 54111 TCP/ TLS t 38

c=INIP4 192.0.2.2

a=t|s-id: abc3de65cddef 001be82

a=set up: passi ve

a=connecti on: new

a=fingerprint: SHA- 256 \
12: DF: 3E: 5D: 49: 6B: 19: E5: 7C: AB: 4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: \
3E: 5D: 49: 6B: 19: E5: 7C. AB: 4A: AD

a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB

SI P Consi derati ons

When the Session Initiation Protocol (SIP) [RFC3261] is used as the
signal protocol for establishing a nultinmedia session, dialogs

[ RFC3261] night be established between the caller and nmultiple
callees. This is referred to as forking. |If forking occurs,



separate DTLS associations will be established between the caller and
each call ee

When forking occurs, an SDP offerer can receive DILS ClientHello
messages and SDP answers fromnultiple renpote | ocations. Because of
this, the offerer mght have to wait for rmultiple SDP answers (from
different renpote locations) until it receives a certificate
fingerprint that matches the certificate associated with a specific
DTLS handshake. The offerer MJUST NOT declare a fingerprint m smatch
until it determines that it will not receive SDP answers from any
addi tional renote |ocations.

It is possible to send an I NVITE request that does not contain an SDP
offer. Such an INVITE request is often referred to as an "enpty
INVITE" or an "offerless INVITE'. The receiving endpoint wll
include the SDP offer in a response to the request. When the
endpoi nt generates such an SDP offer, if a previously established
DTLS associ ation exists, the offerer MUST insert an SDP "tls-id"
attribute and one or nore SDP "fingerprint" attributes, with
previously assigned attribute values. |If a previously established
DTLS associ ati on does not exist, the offer MJST be generated based on
the same rules as a new offer (see Section 5.2). Regardless of the
previ ous exi stence of a DTLS association, the SDP "setup" attribute
MUST be included according to the rules defined in [ RFC4145].
Furthernmore, if ICE is used, ICE restart MJST be initiated, according
to the third-party call-control considerations described in

[ RFC8839] .

RFC Updat es
.1. GCenera

Thi s section updates specifications that use DILS-protected nedia, in
order to reflect the procedures defined in this specification

.2. Update to RFC 5763

.2.1. Update to Section 1

The reference to [ RFC4572] is replaced with a reference to [ RFC8122].
.2.2. Update to Section 5

The text in [RFC5763], Section 5 ("Establishing a Secure Channel") is
nmodi fi ed by replacing generic SDP of fer/answer procedures for DILS
with a reference to this specification:

NEW TEXT:

The two endpoints in the exchange present their identities as part
of the DTLS handshake procedure using certificates. This docunent
uses certificates in the sanme style as described in "Connection-
Oriented Media Transport over the Transport Layer Security (TLS)
Protocol in the Session Description Protocol (SDP)" [RFC8122].

I
I
I
I
|
| If self-signed certificates are used, the content of the

| "subjectA tName" attribute inside the certificate MAY use the

| uniformresource identifier (URI) of the user. This is useful for
| debuggi ng purposes only and is not required to bind the

| certificate to one of the communication endpoints. The integrity
| of the certificate is ensured through the "fingerprint” attribute
| in the SDP

I

I

I

I

The generation of public/private key pairs is relatively
expensive. Endpoints are not required to generate certificates
for each session.



9.2.3.

The of fer/answer nodel, defined in [ RFC3264], is used by protocols
like the Session Initiation Protocol (SIP) [RFC3261] to set up
mul ti medi a sessi ons.

When an endpoint wi shes to set up a secure nedia session with

anot her endpoint, it sends an offer in a SIP nessage to the other
endpoint. This offer includes, as part of the SDP payl oad, a
fingerprint of a certificate that the endpoint wants to use. The
endpoi nt SHOULD send the SIP nessage containing the offer to the
offerer’s SIP proxy over an integrity-protected channel. The
proxy SHOULD add an Identity header field according to the
procedures outlined in [RFC4474]. \When the far endpoint receives
the SIP nessage, it can verify the identity of the sender using
the ldentity header field. Since the lIdentity header field is a
digital signature across several SIP header fields, in addition to
the body of the SIP nessage, the receiver can al so be certain that
the message has not been tanpered with after the digital signature
was applied and added to the SIP message.

The far endpoint (answerer) may now establish a DTLS association
with the offerer. Alternately, it can indicate in its answer that
the offerer is to initiate the DILS association. In either case,
mut ual DTLS certificate-based authentication will be used. After
compl eting the DTLS handshake, information about the authenticated
identities, including the certificates, is nade available to the
endpoi nt application. The answerer is then able to verify that
the offerer’s certificate used for authentication in the DILS
handshake can be associated with a certificate fingerprint
contained in the offer in the SDP. At this point, the answerer
may indicate to the end user that the nedia is secured. The
offerer may only tentatively accept the answerer’s certificate,
since it nmay not yet have the answerer’s certificate fingerprint

When the answerer accepts the offer, it provides an answer back to
the of ferer containing the answerer’s certificate fingerprint. At
this point, the offerer can accept or reject the peer’s
certificate, and the offerer can indicate to the end user that the
media i s secured.

Note that the entire authentication and key exchange for securing
the media traffic is handled in the media path through DILS. The
signaling path is only used to verify the peers’ certificate
fingerprints.

The offerer and answerer MJST follow the SDP of fer/ answer
procedures defined in RFC 8842

Update to Section 6.6

The text in [RFC5763], Section 6.6 ("Session Mdification") is
nmodi fi ed by replacing generic SDP of fer/answer procedures for DILS
with a reference to this specification:

NEW TEXT:

9.2. 4.

Once an answer is provided to the offerer, either endpoint MAY
request a session nodification that MAY include an updated offer
Thi s session nodification can be carried in either an I NVITE or
UPDATE request. The peers can reuse an existing DILS associ ati on
or establish a new one, follow ng the procedures in RFC 8842.

Update to Section 6.7.1

The text in [RFC5763], Section 6.7.1 ("ICE Interaction") is nodified

by

replacing the | CE procedures with a reference to this



9.

9.

speci fication:
NEW TEXT:

| The Interactive Connectivity Establishnent (1CE) [ RFC8445]
| considerations for DTLS-protected nedia are described in RFC 8842.

3. Update to RFC 7345
3.1. Update to Section 4

The subsections (4.1 - 4.5) in [RFC7345], Section 4 ("SDP Offerer/
Answer er Procedures") are renoved and replaced with the new text
bel ow.

NEW TEXT:

An endpoint (i.e., both the offerer and the answerer) MJST create
an SDP medi a description ("n=" line) for each UDPTL-over-DILS
medi a stream and MJUST assign a UDP/ TLS/ UDPTL val ue (see Table 1)
to the "proto" field of the "m=" line.

procedures defined in RFC 8842 in order to negotiate the DILS
associ ati on associated with the UDPTL-over-DTLS nedia stream In
addition, the offerer and answerer MJST use the SDP attri butes

I
|
I
|
| The offerer and answerer MUST follow the SDP of fer/answer
I
I
| defined for UDPTL over UDP, as defined in [ITU. T38].

9.3.2. Update to Section 5.2.1

The text in [RFC7345], Section 5.2.1 ("ICE Usage") is nodified by
replacing the | CE procedures with a reference to this specification:

NEW TEXT:

| The Interactive Connectivity Establishnment (1CE) [ RFC8445]
| considerations for DTLS-protected nedia are described in RFC 8842.

9.3.3. Update to Section 9.1

10.

A reference to [RFC8122] is added to [ RFC7345], Section 9.1
("Normative References"):

NEW TEXT:

| [RFC8122] Lennox, J. and C. Hol nberg, "Connection-Oiented

| Medi a Transport over the Transport Layer Security

| (TLS) Protocol in the Session Description Protocol
| (SbP)", RFC 8122, DA 10.17487/ RFC8122, MNarch 2017,
| <https://ww.rfc-editor.org/info/rfc8122>.

Security Considerations

Thi s specification does not nmodify the security considerations
associated with DILS or the SDP offer/answer nechanism |In addition
to the introduction of the SDP "tls-id" attribute, this docunent
sinmply clarifies the procedures for negotiating and establishing a
DTLS associ ati on.

Thi s specification does not nmodify the actual TLS connection setup
procedures. The SDP "tls-is" attribute as such cannot be used to
correlate an SDP of fer/answer exchange with a TLS connection setup.
Thus, this docunment does not introduce new security considerations
related to correlating an SDP of fer/answer exchange with a TLS
connecti on setup.
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12.

12.

| ANA Consi der ations

Thi s docunent updates the "Session Description Protocol Paraneters”
registry as specified in Section 8.2.2 of [RFC4566]. Specifically,
it adds the SDP "tls-id" attribute to the table for SDP nedi a-I evel
attributes as foll ows.

Attribute nane: tls-id
Type of attribute: Media-Ievel
Subject to charset: No

Pur pose: Indicates whether a new DITLS association or TLS connection
is to be established/re-established.

Appropriate Values: See Section 4
Contact name: Christer Hol nberg
Mux Cat egory: | DENTI CAL
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