I nternet Engi neering Task Force (IETF) C. Hol nmberg

Request for Comments: 8841 Eri csson
Cat egory: Standards Track R Shpount
| SSN: 2070-1721 Tur boBri dge
S. Loreto

G Camarillo

Eri csson

January 2021

Sessi on Description Protocol (SDP) O fer/Answer Procedures for Stream
Control Transm ssion Protocol (SCTP) over Datagram Transport Layer
Security (DTLS) Transport

Abstract

The Stream Control Transm ssion Protocol (SCTP) is a transport
protocol used to establish associations between two endpoints. RFC
8261 specifies how SCTP can be used on top of the Datagram Transport
Layer Security (DTLS) protocol, which is referred to as SCTP-over-
DTLS

Thi s specification defines the follow ng new Sessi on Description
Protocol (SDP) protocol identifiers (proto values): "UDP/ DTLS/ SCTP'
and "TCP/ DTLS/ SCTP". This specification also specifies howto use
the new proto values with the SDP of fer/answer nechani smfor

negoti ati ng SCTP-over-DILS associ ati ons.
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I ntroduction

The Session Description Protocol (SDP) [ RFC4566] provides a general -
purpose format for describing nultinedia sessions in announcenents or
invitations. "TCP-Based Media Transport in the Session Description
Protocol (SDP)" [RFCA4145] specifies a general mechanismfor
describing and establishing TCP [ RFC0793] streans. "Connection-
Oriented Media Transport over the Transport Layer Security (TLS)
Protocol in the Session Description Protocol (SDP)" [RFC8122] extends
[ RFC4145] to describe TCP-based nmedia streanms that are protected
usi ng TLS.

The Stream Control Transm ssion Protocol (SCTP) [ RFC4960] is a
reliable transport protocol used to transport data between two
endpoi nts using SCTP associ ati ons.

[ RFC8261] specifies how SCTP can be used on top of the Datagram
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Transport Layer Security (DTLS) protocol, an arrangement referred to
as SCTP-over-DTLS.

Thi s specification defines the follow ng new SDP [ RFC4566] pr ot ocol
identifiers (proto values): "UDP/DTLS/ SCTP" and "TCP/ DTLS/ SCTP".

Thi s docunent al so specifies howto use the new proto values with the
SDP of f er/ answer nechani sm [ RFC3264] for negotiating SCTP-over-DTLS
associ ati ons.

| NOTE: Due to the characteristics of TCP, while nultiple SCTP

| streans can still be used, usage of "TCP/ DTLS/ SCTP" will always
| force ordered and reliable delivery of the SCTP packets, which
| limts the usage of the SCTP options. Therefore, it is

| RECOMMENDED that TCP is only used in situations where UDP

| traffic is blocked.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

SCTP Ter m nol ogy

SCTP association: A protocol relationship between SCTP endpoints,
conposed of the two SCTP endpoints and protocol state infornmation
including verification tags and the currently active set of
Transm ssi on Sequence Nunmbers (TSNs), etc. An association can be
uniquely identified by the transport addresses used by the
endpoints in the association

SCTP stream A unidirectional |ogical channel established from one
associ ated SCTP endpoint to another, within which all user
messages are delivered in sequence except for those submitted to
the unordered delivery service.

SCTP-over - DTLS: SCTP used on top of DTLS, as specified in [ RFC8261].
SDP Medi a Descriptions
Gener a

This section defines the foll owi ng new SDP nedi a description ("me"
line) protocol identifiers (proto values) for describing an SCTP
associ ation: "UDP/DTLS/ SCTP" and "TCP/ DTLS/ SCTP". The section also
describes how an "m=" |ine associated with the proto values is

creat ed.

The following is the format for an "nme" |line, as specified in
[ RFC4566] :

me<nedi a> <port> <proto> <fmt> ..

The " UDP/ DTLS/ SCTP" and "TCP/ DTLS/ SCTP" proto values are sinilar to
both the "UDP" and "TCP" proto values in that they only describe the
transport-layer protocol and not the upper-I|layer protocol

| NOTE: When the "UDP/DTLS/ SCTP" and "TCP/ DTLS/ SCTP" proto val ues
| are used, the underlying transport protocol is, respectively,

| UDP and TCP; SCTP is carried on top of DTLS, which is on top of
| those transport-Ilayer protocols.

Protocol ldentifiers
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The new proto val ues are defined as bel ow

* The "UDP/ DTLS/ SCTP" proto val ue describes an SCTP associ ati on on
top of a DTLS association on top of UDP, as defined in Section 7.

* The "TCP/DTLS/ SCTP" proto val ue describes an SCTP associ ati on on
top of a DTLS association on top of TCP, as defined in Section 8.

Medi a- For mat Managenent

[ RFC4566] states that specifications defining new proto val ues nust
define the rules by which their nedia format (fmt) nanespace is
managed.

An "m" line with a proto value of "UDP/DTLS/ SCTP' or "TCP/ DTLS/ SCTP"
al ways describes a single SCTP associ ati on.

In addition, such an "m=" |ine MUST further indicate the application-
| ayer protocol using an "fm" identifier. There MJST be exactly one
fm value per "nme" line associated with the proto values defined in
this specification. The "fnt" nanmespace associated with those proto
val ues describes the generic application usage of the entire SCTP
associ ation, including the associ ated SCTP streans.

When the "UDP/ DTLS/ SCTP" and "TCP/ DTLS/ SCTP* proto val ues are used,
the "nme" line fm value, which identifies the application-I|ayer
protocol, MJST be registered by I ANA.  Section 15.3 defines the | ANA
registry for the nedia-format nanmespace.

| NOTE: A mechanism for how to describe and manage i ndi vi dual
| SCTP streans within an SCTP association is outside the scope of
| this specification. [RFC8864] defines a nechanismfor
| negotiating individual SCTP streans used to realize WbRTC data
| channel s [ RFC8831].
Synt ax
1. Ceneral
This section defines the values that can be used within an SDP medi a
description ("m=" line) associated with an SCTP-over-DILS
associ ati on.

This specification creates an | ANA registry for "associ ati on-usage"
val ues.

2. SDP Medi a Description Val ues
When the SCTP association is used to realize a WbRTC dat a channel

[ RFC8832], the <fmt > paraneter value is 'webrtc-datachannel’.

line

" UDP/ DTLS/ SCTP* or "TCP/ DTLS/ SCTP" |

UDP port number (for "UDP/DTLS/ SCTP") |
TCP port nunber (for "TCP/DTLS/ SCTP") |

| <fm> | A string denoting the association-usage, limted |
| | to the syntax of a "token" as defined in RFC 4566 |
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Table 1: SDP Medi a Description Val ues
Exanpl e
meappl i cati on 12345 UDP/ DTLS/ SCTP webrt c- dat achannel
a=sct p- port: 5000
a=max- nessage- si ze: 100000

| NOTE: "webrtc-datachannel” indicates the WbRTC Data Channel
| Establishnent Protocol defined in [ RFC8832].

SDP "sctp-port" Attribute

Gener al
This section defines a new SDP nedi a-1evel attribute, "sctp-port".
The attribute can be associated with an SDP nmedi a description ("nm="
line) with a "UDP/DTLS/ SCTP" or a "TCP/DTLS/ SCTP" proto value. In
that case, the "n¥" line port value indicates the port of the
underlying transport-1layer protocol (UDP or TCP), and the "sctp-port"
val ue indi cates the SCTP port.
No default value is defined for the SDP "sctp-port" attribute.
Therefore, if the attribute is not present, the associated "m=" |ine
MJST be considered invalid.

NOTE: This specification only defines the usage of the SDP

I
| "sctp-port" attribute when associated with an "nm=" line

| containing one of the follow ng proto val ues: "UDP/DTLS/ SCTP"
I

|

or "TCP/DTLS/ SCTP". Usage of the attribute with other proto
val ues needs to be defined in a separate specification.

Synt ax

The definition of the SDP "sctp-port" attribute is:
Attribute name: sctp-port

Type of attribute: nedia

Mux category: CAUTI ON

Subject to charset: No

Purpose: Indicate the SCTP port val ue associated with the SDP nedi a
descri ption.

Appropriate values: Integer

Contact name: Christer Hol nberg

Contact e-mmil: christer. hol nberg@ricsson.com
Ref erence: RFC 8841

Synt ax:
sctp-port-value = 1*5(DIAT) ; DIGAT defined in RFC 4566

The SCTP port range is between 0 and 65535 (both included). Leading
zeroes MJST NOT be used.

Exanpl e:
a=sct p- port: 5000

Mux Cat egory
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The nmux category [RFC8859] for the SDP "sctp-port" attribute is
CAUTI ON

As the usage of multiple SCTP associations on top of a single DILS
association is outside the scope of this specification, no nmux rules
are specified for the "UDP/DTLS/ SCTP" and "TCP/ DTLS/ SCTP* proto

val ues. Future extensions that define how to negotiate nultiplexing
of multiple SCTP associations of top of a single DTLS association
need to also define the mux rules for the attribute.

SDP "max- message-si ze" Attribute

1. Cenera

2

This section defines a new SDP nedi a-1evel attribute, "max-nessage-
size". The attribute can be associated with an "nm" line to indicate
the maxi mum SCTP user nessage size (indicated in bytes) that an SCTP
endpoint is willing to receive on the SCTP associ ati on associ at ed
with the "m=" line. Different attribute values can be used in each
direction.

An SCTP endpoi nt MJST NOT send a SCTP user message with a nessage
size that is larger than the maxi mum size indicated by the peer, as
it cannot be assuned that the peer would accept such a message.

If the SDP "max- message-size" attribute contains a maxi num nessage
size value of zero, it indicates that the SCTP endpoint will handle
messages of any size, subject to nenory capacity, etc.

If the SDP "max- message-size" attribute is not present, the default
val ue is 64K

| NOTE: This specification only defines the usage of the SDP

| "max-nessage-size" attribute when associated with an "m=" |ine
| containing one of the follow ng proto val ues: "UDP/DTLS/ SCTP"
|
I

or "TCP/DTLS/ SCTP". Usage of the attribute with other proto
val ues needs to be defined in a separate specification

Synt ax

The definition of the SDP "nmax-message-size" attribute is:

Attribute nanme: nmax-nessage-size

Type of attribute: nedia

Mux cat egory: CAUTI ON

Subj ect to charset: No

Purpose: Indicate the maxi mum nessage size (indicated in bytes) that
an SCTP endpoint is willing to receive on the SCTP associ ati on
associated with the SDP nedi a description

Appropriate val ues: Integer

Contact name: Christer Hol nberg

Contact e-mail: christer.hol nberg@ricsson. com

Ref erence: RFC 8841

Synt ax:
max- nessage-si ze-value = 1*DIG T ; DIAT defined in RFC 4566



Leadi ng zeroes MUST NOT be used.
Exanpl e:
a=max- message- si ze: 100000
6.3. Mix Category
The nux category for the SDP "nax-nessage-size" attribute is CAUTI ON

As the usage of multiple SCTP associations on top of a single DILS
association is outside the scope of this specification, no nmux rules
are specified for the "UDP/DTLS/ SCTP" and "TCP/ DTLS/ SCTP* proto

val ues.

7. UDP/ DTLS/ SCTP Transport Realization
The UDP/ DTLS/ SCTP transport is realized as described bel ow

* SCTP on top of DTILS is realized according to the procedures
defined in [ RFC8261]; and

* DITLS on top of UDP is realized according to the procedures in
defined in [ RFC6347].

| NOTE: While [RFC8261] allows nultiple SCTP associations on top
| of a single DILS association, the procedures in this

| specification only support the negotiation of a single SCTP

| association on top of any given DTLS associ ation

8. TCP/DTLS/ SCTP Transport Realization
The TCP/ DTLS/ SCTP transport is realized as described bel ow

* SCTP on top of DILS is realized according to the procedures
defined in [ RFC3261]; and

* DILS on top of TCP is realized using the fram ng nethod defined in
[ RFC4571], with DTLS packets being sent and received instead of
RTP/ RTCP packets using the shimdefined in [RFC4571]. The length
field defined in [ RFCA571] precedes each DTLS nmessage, and SDP
signaling is done according to the procedures defined in this
speci fication.

| NOTE: TLS on top of TCP, without using the fram ng nethod

| defined in [RFC4571], is outside the scope of this

| specification. A separate proto value would need to be
| registered for such transport realization

9. Association and Connection Managenent

9.1. Cenera

Thi s section describes how to nanage an SCTP associ ati on, DILS
associ ation, and TCP connection using SDP attri butes.

The SCTP associ ation, the DILS association, and the TCP connecti on
are nmanaged i ndependently from each other. Each can be established
and cl osed without inpacting others.

The detail ed SDP of fer/answer [RFC3264] procedures for the SDP
attributes are described in Section 10.

9.2. SDP "sendrecv"/"sendonly"/"recvonly"/"inactive" Attributes

Thi s specification does not define semantics for the SDP direction



attributes [ RFC4566]. Unless the semantics of these attributes for
an SCTP associ ation usage have been defined, SDP direction attributes
MUST be ignored if present.

9.3. SCTP Associ ation

VWhen an SCTP association is established, both SCTP endpoi nts MJST
initiate the SCTP association (i.e., both SCTP endpoints take the
"active" role). In addition, both endpoints MJST use the sane SCTP
port as client port and server port, in order to prevent two separate
SCTP associ ati ons from bei ng establ i shed.

As both SCTP endpoints take the "active" role, the SDP "setup"
attribute [ RFC4145] does not apply to SCTP associ ation establishnent.
However, the "setup" attribute does apply to establishnment of the
under|yi ng DTLS associ ation and TCP connecti on

| NOTE: The procedure above is different from TCP, where one

| endpoint takes the "active" role, the other endpoint takes the
| "passive" role, and only the "active" endpoint initiates the

| TCP connection [ RFC4145].

| NOTE: When the SCTP association is established, it is assuned
| that any NAT traversal procedures for the underlying transport
| protocol (UDP or TCP) have successfully been perforned.

The SDP "connection" attribute [RFC4145] does not apply to the SCTP
association. In order to trigger the closure of an existing SCTP
associ ation and establishnent of a new SCTP associ ation, the SDP
"sctp-port" attribute (Section 5) is used to indicate a new
(different than the ones currently used) SCTP port. The existing
SCTP association is closed, and the new SCTP association is
established, if one or both endpoints signal a new SCTP port. The
"connection" attribute does apply to establishnent of underlying TCP
connecti ons.

Al ternatively, an SCTP association can be cl osed using the SDP "sctp-
port" attribute with an attribute value of zero. Later, a new SCTP
associ ation can be established using the procedures in this section
for establishing an SCTP associ ation

SCTP associ ations mght be closed without SDP signaling -- for
exanple, in case of a failure. The procedures in this section MJST
be followed to establish a new SCTP association. This requires a new
SDP of fer/answer exchange. New (different than the ones currently
used) SCTP ports MJUST be used by both endpoints.

| NOTE: dosing and establishing a new SCTP associ ati on using the
| SDP "sctp-port” attribute will not affect the state of the
| underlying DTLS association

9.4. DTLS Associ ation (UDP/DTLS/ SCTP and TCP/ DTLS/ SCTP)

A DTLS associ ation is managed according to the procedures in
[ RFC8842]. Hence, the SDP "setup"” attribute is used to negotiate the
(D)TLS roles ("client" and "server") [RFC8122].

| NOTE: The SDP "setup" attribute is used to negotiate both the
| DTLS roles and the TCP roles (Section 9.5).

| NOTE: As described in [RFC38445], if the Interactive

| Connectivity Establishment (ICE) nechani sm [ RFC8445] is used,
| all ICE candi dates associated with a DTLS association are

| considered part of the sane DILS association. Thus, a switch
| fromone candidate pair to another candidate pair will not

| trigger the establishnment of a new DTLS associ ati on.
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TCP Connection (TCP/ DTLS/ SCTP)

The TCP connection is nmanaged according to the procedures in

[ RFC4145]. Hence, the SDP "setup" attribute is used to negotiate the
TCP roles ("active" and "passive"), and the SDP "connection"
attribute is used to indicate whether to use an existing TCP
connection or create a new one. The SDP "setup" attribute "hol dconn"
val ue MUST NOT be used.

| NOTE: A change of the TCP roles will also trigger a closure of
| the DTLS association and establishment of a new DILS
| association, according to the procedures in [ RFC8842].

| NOTE: As specified in [ RFC8842], usage of the SDP "setup"

| attribute "holdconn" value is not allowed. Therefore, this
| specification also forbids usage of the attribute value for
| TCP, as DILS is transported on top of TCP.

SDP O f er/ Answer Procedures
1. Ceneral

This section defines the SDP O f er/ Answer [RFC3264] procedures for
negoti ati ng and establishing an SCTP-over-DTLS associ ation. Unless
explicitly stated, the procedures apply to both the "UDP/ DTLS/ SCTP"
and "TCP/ DTLS/ SCTP" "me" |ine proto val ues.

Each endpoi nt MJST associate one or nore certificate fingerprints
using the SDP "fingerprint" attribute with the "m=" line, follow ng
the procedures in [ RFC8122].

The authentication certificates are interpreted and validated as
defined in [ RFC8122]. Self-signed certificates can be used securely,
provided that the integrity of the SDP description is assured, as
defined in [ RFC8122].

Each endpoi nt MJUST associate an SDP "tls-id" attribute with the "n"
line, follow ng the procedures in [ RFC8842].

2. Generating the Initial SDP Ofer

When the offerer creates an initial offer, the offerer:

*  MJST associate an SDP "setup" attribute with the "nm=" line;

* MJST associate an SDP "sctp-port" attribute with the "m" I|ine;
* MJST, in the case of TCP/ DTLS/ SCTP, associ ate an SDP "connecti on"

attribute, with a "new' attribute value, with the "nm" line; and

* MAY associate an SDP "max- message-si ze" attribute (Section 6) with
the "n¥" Iine.

3. Generating the SDP Answer

When the answerer receives an offer that contains an "n¥" |line
descri bi ng an SCTP-over-DTLS association, if the answerer accepts the
associ ation, the answerer:

* MJST insert a corresponding "n¥" line in the answer, with an "nr
line proto value [ RFC3264] identical to the value in the offer;

*  MJST associate an SDP "setup" attribute with the "m=" line;

* MJIST associate an SDP "sctp-port" attribute with the "m=" I|ine.
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If the offer contained a new (different than the one currently
used) SCTP port value, the answerer MJST al so associate a new SCTP
port value. |If the offer contained a zero SCTP port value, or if
the answerer does not accept the SCTP associ ati on, the answerer
MJST al so associate a zero SCTP port val ue; and

* MAY associ ate an SDP "max- message-si ze" attribute (Section 6) with

the "nme" line. The attribute value in the answer is independent
of the value (if present) in the corresponding "nm=" line of the
of fer.

Once the answerer has sent the answer:

* in the case of TCP/DITLS/ SCTP, if a TCP connection has not yet been
established or an existing TCP connection is to be closed and
repl aced by a new one, the answerer MJST follow the procedures in
[ RFC4145] for closing and establishing a TCP connecti on;

* if a DILS association has not yet been established or an existing
DTLS association is to be closed and repl aced by a new one, the
answerer MJUST follow the procedures in [RFC8842] for closing the
currently used DTLS association and establishing a new one; and

* if an SCTP associ ation has not yet been established or an existing
SCTP association is to be closed and replaced by a new one, the
answerer MUST initiate the closing of the existing SCTP
association (if applicable) and establishnment of the new
associ ati on.

If the SDP "sctp-port" attribute in the answer contains an attribute
val ue of zero, the answerer MJST NOT establish an SCTP associ ation
If an SCTP associ ation exists, the offerer MUST cl ose it.

If the answerer does not accept the "m" line in the offer, it MJST
assign a zero port value to the corresponding "m" line in the
answer, follow ng the procedures in [RFC3264]. In addition, the

answerer MUST NOT initiate the establishment of a TCP connection, a
DTLS associ ation, or a DILS associ ati on associated with the "n¥
i ne.

4. O ferer Processing of the SDP Answer
Once the offerer has recei ved the answer:

* in the case of TCP/DTLS/ SCTP, if a TCP connection has not yet been
established or an existing TCP connection is to be closed and
repl aced by a new one, the offerer MJST follow the procedures in
[ RFC4145] for closing and establishing a TCP connecti on;

* if a DILS association has not yet been established or an existing
DTLS association is to be closed and repl aced by a new one, the
of ferer MUST follow the procedures in [ RFC8842] for closing and
establi shing a DTLS associ ation; and

* if an SCTP associ ation has not yet been established or an existing
SCTP association is to be closed and replaced by a new one, the
offerer MUST initiate the closing of the existing SCTP association
(if applicable) and establishnment of the new association

If the SDP "sctp-port" attribute in the answer contains an attribute
val ue of zero, the offerer MJUST NOT establish an SCTP associ ati on
If, in addition, an SCTP associ ation exists, the offerer MJUST cl ose
it.

If the "me" line in the answer contains a zero port value, the
offerer MUST NOT initiate the establishnment of a TCP connection, a
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DTLS associ ation, or an SCTP associ ation associated with the "nk
line. If, in addition, a TCP connection, DTLS association, or SCTP
associ ation exists, the offerer MJST cl ose it.

5. Mdifying the Session

VWhen an offerer sends an updated offer, in order to nodify a
previously established SCTP association, it follows the procedures in
Section 10.2, with the foll owi ng excepti ons:

* |f the offerer wants to close an SCTP associ ation and i mredi ately
establish a new SCTP association, it MJST associate an SDP "sct p-
port" attribute with a new (different than the one currently used)
attribute value. This will not inpact the underlying DTLS
association (or TCP connection, in the case of TCP/ DTLS/ SCTP)

* |f the offerer wants to cl ose an SCTP associ ati on w t hout
i medi atel y establishing a new SCTP associ ation, it MJST associate
an SDP "sctp-port" attribute with an attribute value of zero.
This will not inpact the underlying DTLS association (or TCP
connection, in the case of TCP/ DTLS/ SCTP)

* |f the offerer wants to establish an SCTP associ ation, and anot her
SCTP associ ati on was previously closed, the offerer MJUST associ ate
an SDP "sctp-port" attribute with a new attribute value (different
than the val ue associated with the previous SCTP association). |If
the previous SCTP associ ation was cl osed successfully foll ow ng
use of an SDP "sctp-port" attribute with an attribute val ue of
zero, the offerer MAY use the sanme attribute value for the new
SCTP associ ation that was used with the previous SCTP associ ati on
before it was closed. This will not inpact the underlying DILS
association (or TCP connection, in the case of TCP/DTLS/ SCTP).

* |f the offerer wants to cl ose an existing SCTP associ ation and the
under | yi ng DTLS association (and the underlying TCP connection, in
the case of TCP/DTLS/ SCTP), it MJST assign a zero port value to
the "m=" |line associated with the SCTP and DTLS associ ati ons (and
TCP connection, in the case of TCP/ DILS/ SCTP), follow ng the
procedures in [ RFC3264].

* NOTE: This specification does not define a nmechanismfor
explicitly closing a DTLS associ ation while maintaining the
overlying SCTP associ ation. However, if a DILS association is
closed and replaced with a new DTLS association as a result of
sonme other action [RFC8842], the state of the SCTP association is
not affected.

The offerer follows the procedures in [ RFC8842] regarding the DTLS
associ ation inpacts when nodi fying a session

In the case of TCP/DTLS/ SCTP, the offerer follows the procedures in
[ RFC4145] regarding the TCP connection inpacts when nodifying a
sessi on.

Mul ti hom ng Consi derati ons
Mul ti homing is not supported when sending SCTP on top of DILS, as
DTLS does not expose address nmanagenent of the underlying transport
protocols (UDP or TCP) to its upper |ayer

NAT Consi der ati ons
1. Cenera

When SCTP-over-DTLS is used in a NAT environnent, it relies on the
NAT traversal procedures for the underlying transport protocol (UDP
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or TCP).
2. | CE Consi derations

When SCTP-over-DTLS is used with UDP-based | CE candi dates [ RFC8445],
then the procedures for UDP/DTLS/ SCTP (Section 7) are used.

When SCTP-over-DTLS is used with TCP-based | CE candi dates [ RFC6544],
then the procedures for TCP/DTLS/ SCTP (Section 8) are used.

In I CE environnments, during the nom nation process, endpoints go
through nultiple I CE candidate pairs until the nost preferred
candidate pair is found. During the nom nation process, data can be
sent as soon as the first working candidate pair is found, but the
nonmi nation process still continues, and sel ected candi date pairs can
still change while data is sent. Furthernore, if endpoints roam

bet ween networks -- for instance, when a nobile endpoint switches
frommobile connection to WFi -- endpoints will initiate an |ICE
restart. This will trigger a new nomi nation process between the new
set of candidates, which will likely result in the new nom nated
candi date pair.

I mpl ement ati ons MUST treat all |CE candidate pairs associated with an
SCTP association on top of a DILS association as part of the same
DTLS associ ation. Thus, there will only be one SCTP handshake and
one DTLS handshake even if there are multiple valid candi date pairs;
shifting fromone candidate pair to another, including swtching

bet ween UDP and TCP candi date pairs, will not inpact the SCTP or DTLS
associ ations. |f new candidates are added, they will also be part of
the sane SCTP and DTLS associations. Wen transitioning between
candidate pairs, different candidate pairs can be currently active in
different directions, and inplenentati ons MJST be ready to receive
data on any of the candi dates, even if this nmeans sendi ng and

recei ving data using UDP/DTLS/ SCTP and TCP/ DTLS/ SCTP at the sane tine
in different directions.

In order to maxim ze the likelihood of interoperability between the
endpoints, all |CE-enabl ed SCTP-over-DILS endpoi nts SHOULD i npl enent
support for UDP/ DTLS/ SCTP

When an SDP offer or answer is sent with rmultiple | CE candidates
during initial connection negotiation or after ICE restart, UDP-based
candi dat es SHOULD be incl uded, and the default candi date SHOULD be
chosen fromone of those UDP candi dates. The proto value MJUST match
the transport protocol associated with the default candidate. [|f UDP
transport is used for the default candidate, then the "UDP/ DTLS/ SCTP"
proto value MJUST be used. |If TCP transport is used for the default
candi date, then the "TCP/ DTLS/ SCTP' proto val ue MJUST be used. Note
that under normal circunmstances, the proto value for offers and
answers sent during | CE nom nation SHOULD be " UDP/ DTLS/ SCTP".

When a subsequent SDP offer or answer is sent after |ICE nonmination is
conplete, and it does not initiate ICE restart, it will contain only

the nonminated | CE candidate pair. 1In this case, the proto val ue MJST
mat ch the transport protocol associated with the nom nated | CE
candidate pair. |If UDP transport is used for the nominated pair,

then the "UDP/ DTLS/ SCTP" proto val ue MJUST be used. |If TCP transport
is used for the nom nated pair, then the "TCP/ DTLS/ SCTP" proto val ue
MUST be used. Please note that if an endpoint sw tches between TCP-
based and UDP-based candi dates during the noni nation process, the
endpoint is not required to send an SDP offer for the sol e purpose of
keeping the proto value of the associated "n¥" line in sync.

| NOTE: The text in the paragraph above only applies when the
| wusage of ICE has been negotiated. |If ICE is not used, the
| proto value MUST al ways reflect the transport protocol used at
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| any given tine.

Exanpl es
1. Establishment of UDP/ DTLS/ SCTP Associ ati on
SDP O fer:

mFappl i cati on 54111 UDP/ DTLS/ SCTP webrt c- dat achanne

c=IN I P6 2001: DB8: : ABFD

a=t| s-id: abc3de65cddef 001be82

a=set up: act pass

a=fingerprint: SHA- 256 \

12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB: 4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: \
3E: 5D: 49: 6B: 19: E5: 7C. AB: 4A: AD

a=sct p- port: 5000

a=max- message- si ze: 100000

* The offerer indicates that the usage of the UDP/DTLS/ SCTP
association will be as defined for the "webrtc-datachannel " formt
val ue.

* The offerer UDP port value is 54111.
* The offerer SCTP port value is 5000.

* The offerer indicates that it can take either the client or the
server DITLS role.

SDP Answer :

mrappl i cati on 64300 UDP/ DTLS/ SCTP webrt c- dat achanne

c=IN |1 P6 2001: DB8: : 001D

a=t| s-id: dbc8de77cddef 001be90

a=set up: passi ve

a=fingerprint: SHA- 256 \

3F: 82:18: 3B: 49: 6B: 19: E5: 7C. AB: 4A: AD: B9: B1: 12: DF: 3E: 5D: 12: DF: 54: 02: \
49: 6B: 3E: 5D: 7C. AB: 19: E5: AD: 4A

a=sct p- port: 6000

a=max- ressage- si ze: 100000

Note that due to RFC formatting conventions, this document splits SDP
across |ines whose content would exceed 72 characters. A backsl ash
character marks where this line folding has taken place. This
backsl ash and its trailing CRLF and whitespace woul d not appear in
actual SDP content.
* The answerer UDP port value is 64300.
* The answerer SCTP port value is 6000.
* The answerer takes the server DILS role.

Security Considerations
[ RFC4566] defines general SDP security considerations, while
[ RFC3264], [RFCA145], and [ RFC8122] define security considerations
when using the SDP of fer/answer mechanismto negotiate nmedia streans.

[ RFC4960] defines general SCTP security considerations, and [ RFC8261]
defines security considerations when using SCTP on top of DILS

Thi s specification does not introduce new security considerations in
addition to those defined in the specifications |isted above.

| ANA Consi der ati ons
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1. New SDP Proto Val ues

Thi s docunent updates the "Session Description Protocol (SDP)

Par anmet ers" registry, following the procedures in [ RFC4566], by
adding the followi ng values to the table in the SDP "proto" field
registry

=4 ———————————————+4———————————+
|  Type | SDP Nare | Reference

b ool oo sy oo e o}
| proto | UDP/DTLS/SCTP | RFC 8841 |
+------- S I F--- - - - +
| proto | TCP/DTLS/ SCTP | RFC 8841 |
+------- I i I +

Table 2: SDP "proto" Field Val ues
2. New SDP Attributes
2.1. sctp-port

Thi s docunent defines a new SDP nedi a-l evel attribute,"sctp-port".
The details of the attribute are defined in Section 5. 2.

2.2. max-nessage-size

Thi s docunent defines a new SDP nedi a-l evel attribute, " max- nessage-
size". The details of the attribute are defined in Section 6. 2.

3. association-usage Nane Registry

Per this specification, a new | ANA regi stry has been created,
followi ng the procedures in [RFC8126], for the nanmespace associ ated
with the "UDP/ DTLS/ SCTP" and "TCP/ DTLS/ SCTP" protocol identifiers
Each fm val ue describes the usage of an entire SCTP associ ati on,
including all SCTP streans associated with the SCTP associ ati on

| NOTE: Usage indication of individual SCTP streans is outside
| the scope of this specification

The fmt val ue "associ ati on-usage" used with these "proto" values is
required. It is defined in Section 4.

As part of this registry, IANA rmaintains the follow ng information:

associ ati on-usage nanme: The identifier of the subprotocol, as wll
be used as the fmt val ue.

associ ation-usage reference: A reference to the docunent in which
the associ ati on-usage is defined.

associ ati on-usage nanes are to be subject to the "First Come First
Served" | ANA registration policy [ RFC8126].

| ANA has added the following initial values to the registry.

| Nare | Reference |
| webrtc-datachannel | RFC 8832, RFC 8841 |
o e e e o - o e e e o - +
o e e e e o s o e e e e o s +

Table 3: 1ANA Initial Values
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