I nternet Engi neering Task Force (IETF) M Petit-Huguenin

Request for Comments: 8839 | npedance M smatch
bsol et es: 5245, 6336 S. Nandakumar
Cat egory: Standards Track Cisco Systens
| SSN: 2070-1721 C. Hol nberg
A. Kernen

Eri csson

R Shpount

Tur boBri dge
January 2021

Session Description Protocol (SDP) O fer/Answer Procedures for
Interactive Connectivity Establishnment (1CE)

Abst r act

Thi s docunent describes Session Description Protocol (SDP) O fer/
Answer procedures for carrying out Interactive Connectivity
Establ i shrent (I CE) between the agents.

Thi s docunent obsol etes RFCs 5245 and 6336
Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8839

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain nmaterial from|ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her



than Engli sh.

Tabl e of Contents

1. Introduction
2. Conventions
3. Term nol ogy
4. SDP O fer/Answer Procedures
4.1. Introduction
4.2. Ceneric Procedures
4.2.1 Encodi ng
4.2.2 RTP/ RTCP Consi der ati ons
4.2.3 Det erm ni ng Rol e
4.2. 4 STUN Consi der ati ons
4.2.5 Verifying | CE Support Procedures
4.2.6. SDP Exampl e
4.3. Initial Ofer/Answer Exchange
4.3.1. Sending the Initial Ofer
4.3.2. Sending the Initial Answer
4.3.3. Receiving the Initial Answer
4.3.4. Concluding I CE
4. 4. Subsequent O fer/Answer Exchanges
4.4.1. Sending Subsequent O fer
4.4.2. Sending Subsequent Answer
4.4.3. Receiving Answer for a Subsequent O fer
5. G ammar
5.1. "candidate" Attribute
5.2. "renote-candi dates" Attribute
5.3. "ice-lite" and "ice-msmatch" Attributes
5.4. "ice-ufrag" and "ice-pwd" Attributes
5.5. "ice-pacing" Attribute
5.6. "ice-options" Attribute
6. Keepalives
7. SIP Considerations
7.1. Latency Cuidelines
7.1.1. Ofer in INVITE
7.1.2. Ofer in Response
7.2. SIP Option Tags and Medi a Feature Tags
7.3. Interactions wth Forking
7.4. Interactions with Preconditions
7.5. Interactions with Third Party Call Contro

8. Interactions with Application Layer Gateways and SIP
9. Security Considerations
.1. | P Address Privacy
.2. Attacks on the O fer/Answer Exchanges
.3.  The Voi ce Hammer Attack
10. | ANA Consi derati ons
10.1. SDP Attributes

O © ©

10.1.1. "candidate" Attribute
10. 1. "renot e- candi dates" Attribute
10.1.3 "ice-lite" Attribute
10.1. 4 "ice-msnmatch" Attribute
10. 1.5 "ice-pwd" Attribute
10.1.6 "ice-ufrag" Attribute
10. 1.7 "ice- options Attribute
1.8.

10. "ice-pacing" Attribute
10.2. Interactive Connectivity Establishnment (1 CE) Options
Regi stry

10.3. Candidate Attribute Extension Subregistry Establishnent
11. Changes from RFC 5245
12. References

12.1. Normative References

12.2. Informative References
Appendi x A.  Exanpl es
Appendi x B. The "renote-candi dates" Attribute
Appendix C. Wiy Is the Conflict Resolution Mechani sm Needed?



4.

4.

4.

4.

1.

2

2

Appendi x D. Wiy Send an Updated Offer?
Acknowl edgenent s

Contributors

Aut hors’ Addresses

I nt roducti on

Thi s docunent describes how Interactive Connectivity Establishnment
(ICE) is used with Session Description Protocol (SDP) offer/answer

[ RFC3264]. The | CE specification [ RFC8445] describes procedures that
are conmmon to all usages of |ICE, and this docunent gives the
additional details needed to use ICE with SDP of fer/answer.

Thi s docunent obsol etes RFCs 5245 and 6336

NOTE: Previously both the conmon | CE procedures, and the SDP of fer/
answer specific details, were described in [ RFC5245]. [ RFCB8445]
obsol eted [ RFC5245], and the SDP offer/answer-specific details were
renoved fromthe document. Section 11 describes the changes to the
SDP of fer/answer-specific details specified in this docunent.

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy

Readers should be familiar with the term nol ogy defined in [ RFC3264],
in [ RFC8445], and the foll ow ng:

Defaul t Destination/Candidate: The default destination for a
component of a data streamis the transport address that woul d be
used by an agent that is not I1CE aware. A default candidate for a
conponent is one whose transport address matches the default
destination for that conponent. For the RTP conponent, the
default connection address is in the "c=" line of the SDP, and the
port and transport protocol are in the "m" line. For the RTP
Control Protocol (RTCP) component, the address and port are
i ndi cated using the "rtcp" attribute defined in [ RFC3605], if
present; otherw se, the RTCP conponent address is the sane as the
address of the RTP conponent, and its port is one greater than the
port of the RTP conponent.

SDP O fer/ Answer Procedures
I ntroduction

[ RFC8445] defines | CE candi date exchange as the process for |ICE
agents (initiator and responder) to exchange their candi date
information required for |ICE processing at the agents. For the
pur poses of this specification, the candi date exchange process
corresponds to the O fer/Answer protocol [RFC3264], and the terns
"offerer" and "answerer" correspond to the initiator and responder
rol es from|[RFC8445] respectively.

Once the initiating agent has gathered, pruned, and prioritized its
set of candi dates [RFC8445], the candi date exchange with the peer
agent begi ns.

Generic Procedures

1. Encoding



Section 5 provides detailed rules for constructing various SDP
attributes defined in this specification.

4.2.1.1. Data Streans

Each data stream [ RFC8445] is represented by an SDP nedia description
("m" section).

4.2.1.2. Candidates
Wthin an "m=" section, each candidate (including the default

candi date) associated with the data streamis represented by an SDP
“candi date" attribute.

Prior to nomnation, the "c=" line associated with an "m" section
contains the connection address of the default candidate, while the
"m=" line contains the port and transport protocol of the default
candi date for that "nE" section.

After nom nation, the "c=" line for a given "n=" section contains the
connecti on address of the nom nated candi date (the |ocal candi date of
the noni nated candi date pair), and the "m=" line contains the port
and transport protocol corresponding to the noni nated candi date for
that "m=" section.

4.2.1.3. Usernanme and Password

The |1 CE usernane is represented by an SDP "ice-ufrag" attribute, and
the I CE password is represented by an SDP "ice-pwd" attribute.

4.2.1.4. Lite Inplenentations

An I CE-lite inplenentation [ RFC8445] MJST include an SDP "ice-lite"
attribute. A full inplenmentation MJUST NOT include that attribute.

4.2.1.5. | CE Extensions

An agent uses the SDP "ice-options" attribute to indicate support of
| CE ext ensi ons.

An agent conpliant with this specification MJST include an SDP "i ce-
options"” attribute with an "ice2" attribute value [ RFC8445]. If an
agent receives an SDP offer or answer that indicates |ICE support, but
that does not contain an SDP "ice-options" attribute with an "ice2"
attribute value, the agent can assune that the peer is conpliant to

[ RFC5245] .

4.2.1.6. I nactive and Di sabl ed Data Streans

If an "m" section is marked as inactive [ RFC4566], or has a
bandwi dt h val ue of zero [RFC4566], the agent MJST still include |ICE-
rel ated SDP attributes.

If the port value associated with an "nm=" section is set to zero
(inplying a disabled stream) as defined in Section 8.2 of [RFC3264],
the agent SHOULD NOT include | CE-rel ated SDP "candi date" attributes
in that "me" section, unless an SDP extension specifying otherwise is
used.

4.2.2. RTP/ RTCP Consi derations
If an agent utilizes both RTP and RTCP, and separate ports are used

for RTP and RTCP, the agent MJST include SDP "candi date" attributes
for both the RTP and RTCP conponents.



The agent includes an SDP "rtcp" attribute followi ng the procedures
in [RFC3605]. Hence, in the cases where the RTCP port value is one
hi gher than the RTP port val ue and the RTCP conponent address the
same as the address of the RTP conponent, the SDP "rtcp" attribute
nm ght be onmitted

NOTE: [RFC5245] required that an agent always includes the SDP "rtcp"
attribute, even if the RTCP port val ue was one higher than the RTP
port value. This specification aligns the "rtcp" attribute
procedures with [ RFC3605].

If the agent does not utilize RTCP, it indicates that by including
"RS: 0" and "RR 0" SDP attributes as described in [ RFC3556].

4.2.3. Determning Role

The offerer acts as the initiating agent. The answerer acts as the
respondi ng agent. The ICE roles (controlling and controlled) are
determ ned using the procedures in [ RFC8445].

4.2.4. STUN Consi derations

Once an agent has provided its local candidates to its peer in an SDP
of fer or answer, the agent MJST be prepared to receive STUN (Session
Traversal Uilities for NAT, [RFC5389]) connectivity check Bi nding
requests on those candi dates.

4.2.5. Verifying | CE Support Procedures

An | CE agent indicates support of ICE by including at |east the SDP
"ice-pwd" and "ice-ufrag" attributes in an offer or answer. An ICE
agent conpliant with this specification MIUST al so i ncl ude an SDP
"ice-options" attribute with an "ice2" attribute val ue.

The agents will proceed with the | CE procedures defined in [ RFC8445]
and this specification if, for each data streamin the SDP it

recei ved, the default destination for each conponent of that data
stream appears in a "candidate" attribute. For exanple, in the case
of RTP, the connection address, port, and transport protocol in the

"c=" and "m=" l|ines, respectively, appear in a "candidate" attribute,
and the value in the "rtcp" attribute appears in a "candi date"
attribute

Thi s specification provides no gui dance on how an agent shoul d
proceed in the cases where the above condition is not net with the
few exceptions noted bel ow

1. The presence of certain Application Layer Gateways night nodify
the transport address information as described in Section 8. The
behavi or of the responding agent in such a situation is
i npl ement ati on dependent. Informally, the respondi ng agent i ght
consi der the mismatched transport address information as a
pl ausi bl e new candi date | earned fromthe peer and continue its
| CE processing with that transport address incl uded.

Al ternatively, the respondi ng agent MAY include an "ice-m smatch”
attribute in its answer for such data streans. |f an agent
chooses to include an "ice-mismatch" attribute in its answer for
a data stream then it MJST also onmt "candidate" attributes,
MUST terni nate the usage of |CE procedures, and [ RFC3264]
procedures MJST be used instead for this data stream

2. The transport address fromthe peer for the default destination
is set to I Pv4/1Pv6 address values "0.0.0.0"/"::" and port val ue
of "9". This MJUST NOT be considered as an ICE failure by the
peer agent, and the | CE processi ng MIST conti nue as usual
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3. In sone cases, the controlling/initiator agent may receive an SDP
answer that may onit "candidate" attributes for the data stream
and instead include a nedia-level "ice-msmatch" attribute. This
signals to the offerer that the answerer supports |CE, but that
| CE processing was not used for this data stream In this case,
| CE processing MIST be ternminated for this data stream and
[ RFC3264] procedures MJST be foll owed instead.

4. The transport address fromthe peer for the default destination
is an FQDN. Regardl ess of the procedures used to resolve FQDN or
the resolution result, this MJST NOT be considered as an |ICE
failure by the peer agent, and the | CE processi ng MIST conti nue
as usual

6. SDP Exanpl e

The following is an exanpl e SDP nessage that includes ICE attributes
(lines folded for readability):

v=0

0=j doe 2890844526 2890842807 IN I P4 203.0.113. 141
S:

c=INIP4 192.0.2.3

t=0 0

a=i ce-options:ice2

a=i ce- paci ng: 50

a=i ce- pwd: asd88f gpdd777uzj YhagZg

a=i ce- ufrag: 8hhy

mraudi o 45664 RTP/ AVP 0O

b=RS: 0

b=RR: 0

a=rtpmap: 0 PCMJ 8000

a=candidate:1 1 UDP 2130706431 203.0.113.141 8998 typ host

a=candi date: 2 1 UDP 1694498815 192.0.2.3 45664 typ srflx raddr
203.0.113. 141 rport 8998

Initial Ofer/Answer Exchange

1. Sending the Initial Ofer

When an offerer generates the initial offer, in each "m" section it
MUST i nclude SDP "candi date" attributes for each avail abl e candi date
associated with the "m=" section. |In addition, the offerer MJST
include an SDP "ice-ufrag" attribute, an SDP "ice-pwd" attribute, and
an SDP "ice-options" attribute with an "ice2" attribute value in the
offer. If the offerer is a full ICE inplenmentation, it SHOULD

i nclude an "ice-pacing" attribute in the offer (if not included, the
default value will apply). A lite ICE inplenmentati on MJST NOT
include the "ice-pacing" attribute in the offer (as it will not
perform connectivity checks).

It is valid for an offer "m" line to include no SDP "candi date"
attributes and have the default destination set to the |IP address
values "0.0.0.0"/"::" and the port value to "9". This inplies that
the offering agent is only going to use peer-reflexive candi dates or
wi Il provide additional candidates in subsequent signaling nessages

Note: Wthin the scope of this docunent, "initial offer" refers to
the first SDP offer that is sent in order to negotiate usage of
ICE. It mght, or might not, be the initial SDP offer of the SDP
sessi on.

Note: The procedures in this docunent only consider sections

associated with data streans where | CE is used.

e

2. Sending the Initial Answer



When an answerer receives an initial offer indicating that the

of ferer supports ICE, and if the answerer accepts the offer and the
usage of ICE, the answerer MJST include in each "m=" section within
the answer the SDP "candi date" attributes for each avail abl e

candi date associated with the "m=" section. |In addition, the
answerer MJST include an SDP "ice-ufrag" attribute, an SDP "ice-pwd"
attribute, and an SDP "ice-options" attribute with an "ice2"
attribute value in the answer. |f the answerer is a full ICE

i npl ementation, it SHOULD i nclude an "ice-pacing" attribute in the
answer (if not included, the default value will apply). Alite ICE
i mpl ement ati on MJUST NOT include the "ice-pacing" attribute in the
answer (as it will not performconnectivity checks).

In each "nme" line, the answerer MJST use the sane transport protoco
as was used in the offer "me" line. |If none of the candidates in the
"m=" line in the answer uses the sane transport protocol as indicated
in the offer "me" line, then, in order to avoid |ICE msnmatch, the
default destination MJST be set to |IP address values "0.0.0.0"/"::"
and port val ue of "9".

It is also valid for an answer "m=" line to include no SDP

"candi date" attributes and have the default destination set to the IP
address values "0.0.0.0"/"::" and the port value to "9". This
inplies that the answering agent is only going to use peer-reflexive
candi dates or that additional candi dates would be provided in
subsequent signaling nessages.

Once the answerer has sent the answer, it can start performng
connectivity checks towards the peer candi dates that were provided in
the offer.

If the offer does not indicate support of ICE (Section 4.2.5), the

answerer MJUST NOT accept the usage of ICE. |If the answerer stil
accepts the offer, the answerer MJST NOT include any | CE-rel ated SDP
attributes in the answer. Instead, the answerer will generate the

answer according to normal offer/answer procedures [RFC3264].

If the answerer detects a possibility of an I CE m snmatch, procedures
described in Section 4.2.5 are foll owed.

4.3.3. Receiving the Initial Answer

Wien an offerer receives an initial answer that indicates that the
answerer supports ICE, it can start perform ng connectivity checks
towards the peer candi dates that were provided in the answer.

If the answer does not indicate that the answerer supports ICE, or if
the answerer included "ice-msmatch" attributes for all the active
data streans in the answer, the offerer MUST ternmi nate the usage of
ICE for the entire session, and [ RFC3264] procedures MJST be fol |l owed
i nst ead.

On the other hand, if the answer indicates support for |CE but
includes "ice-mismatch” in certain active data streanms, then the

of ferer MUST termi nate the usage of | CE procedures, and [ RFC3264]
procedures MJST be used instead for only these data streans. Al so,
| CE procedures MUST be used for data streans where an "ice-m snatch”
attribute was not included.

If the offerer detects an ICE msmatch for one or nore data streans
in the answer, as described in Section 4.2.5, the offerer MJST

term nate the usage of ICE for the entire session. The subsequent
actions taken by the offerer are inplenentati on dependent and are out
of the scope of this specification
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4. Concluding I CE

Once the agent has successfully nominated a pair [RFC8445], the state
of the checklist associated with the pair is set to Conpleted. Once
the state of each checklist is set to either Conpleted or Failed, for
each Conpl eted checklist, the agent checks whet her the nom nated pair
mat ches the default candidate pair. |If there are one or nore pairs
that do not match, and the peer did not indicate support for the
"ice2' ice-option, the controlling agent MJUST generate a subsequent
offer in which the connection address, port, and transport protoco

in the "c=" and "m=" lines associated with each data stream match the
correspondi ng | ocal information of the nom nated pair for that data
stream (Section 4.4.1.2.2). |If the peer did indicate support for the

"ice2' ice-option, the controlling agent does not imrediately need to
generate an updated offer in order to align a connection address,
port, and protocol with a nomi nated pair. However, later in the
sessi on, whenever the controlling agent does send a subsequent offer,
it MUST do the alignnent as described above.

If there are one or nore checklists with the state set to Failed, the
controlling agent MJST generate a subsequent offer in order to renove
the associated data streans by setting the port value of the data
streans to zero (Section 4.4.1.1.2), even if the peer did indicate
support for the "ice2 ice-option. |If needed, such offer is used to
align the connection address, port, and transport protocol, as

descri bed above.

As described in [ RFC8445], once the controlling agent has nom nated a
candidate pair for a checklist, the agent MJUST NOT nom nate anot her
pair for that checklist during the lifetine of the |ICE session (i.e.,
until ICE is restarted).

[ RFC8863] provides a nechanismfor allowi ng the | CE process to run

| ong enough in order to find working candidate pairs, by waiting for
potential peer-reflexive candi dates, even though no candi date pairs
were received fromthe peer or all current candi date pairs associated
with a checklist have either failed or been discarded.

Subsequent O fer/ Answer Exchanges
Ei t her agent MAY generate a subsequent offer at any tinme allowed by
[ RFC3264]. This section defines rules for construction of subsequent

of fers and answers.

Shoul d a subsequent offer fail, |ICE processing continues as if the
subsequent offer had never been nade.

1. Sending Subsequent O fer

4.4.1.1. Procedures for Al Inplenentations

4.4.1.1.1. | CE Restart

An agent MAY restart | CE processing for an existing data stream
[ RFC8445] .

The rul es governing the ICE restart inply that setting the connection
address in the "c=" line to "0.0.0.0" (for IPv4)/ "::" (for |Pv6)

will cause an ICE restart. Consequently, |CE inplementations MJST
NOT utilize this mechanismfor call hold, and instead MJST use
"inactive" and "sendonly" as described in [ RFC3264].

To restart |ICE, an agent MJST change both the "ice-pwd" and the "ice-
ufrag" for the data streamin an offer. However, it is permssible
to use a session-level attribute in one offer, but to provide the
same "ice-pwd" or "ice-ufrag" as a nedia-level attribute in a



subsequent offer. This MJST NOT be considered as ICE restart.

An agent sets the rest of the ICE-related fields in the SDP for this
data streamas it would in an initial offer of this data stream
(Section 4.2.1). Consequently, the set of candi dates MAY incl ude
some, none, or all of the previous candidates for that data stream
and MAY include a totally new set of candidates. The agent MNAY

nmodi fy the attribute values of the SDP "ice-options" and SDP "ice-
paci ng" attributes, and it MAY change its role using the SDP "ice-
lite" attribute. The agent MJUST NOT nodify the SDP "ice-options",
"ice-pacing", and "ice-lite" attributes in a subsequent offer unless
the offer is sent in order to request an ICE restart.

4.4.1.1.2. Renoving a Data Stream

If an agent renoves a data stream by setting its port to zero, it
MUST NOT include any "candidate" attributes for that data stream and
SHOULD NOT include any other I1CE-related attributes defined in
Section 5 for that data stream

4.4.1.1.3. Adding a Data Stream

If an agent wishes to add a new data stream it sets the fields in
the SDP for this data streamas if this were an initial offer for
that data stream (Section 4.2.1). This will cause |ICE processing to
begin for this data stream

4.4.1.2. Procedures for Full Inplenentations

Thi s section describes additional procedures for ful
i npl ement ati ons, covering existing data streans.

4.4.1.2.1. Before Nom nation

When an offerer sends a subsequent offer; in each "m" section for
whi ch a candi date pair has not yet been nom nated, the offer MJST
include the same set of ICE-related information that the offerer
included in the previous offer or answer. The agent MAY i ncl ude
additional candidates it did not offer previously, but which it has
gathered since the | ast offer/answer exchange, including peer-
refl exi ve candi dat es.

The agent MAY change the default destination for media. As with
initial offers, there MIST be a set of "candidate" attributes in the
of fer matching this default destination

4.4.1.2.2. After Nonination

Once a candidate pair has been nom nated for a data stream the
connection address, port, and transport protocol in each "c=" and
"me" line associated with that data stream MUST match the data
associated with the nom nated pair for that data stream In
addition, the offerer only includes SDP "candi date" attributes (one
per conponent) representing the |ocal candi dates of the nom nated
candidate pair. The offerer MJST NOT include any other SDP

"candi date" attributes in the subsequent offer

In addition, if the agent is controlling, it MJST include the

"renot e-candi dates" attribute for each data stream whose checklist is
in the Conpleted state. The attribute contains the renote candi dates
corresponding to the nomnated pair in the valid list for each
conmponent of that data stream It is needed to avoid a race
condition whereby the controlling agent chooses its pairs, but the
updat ed of fer beats the connectivity checks to the controlled agent,
whi ch doesn’t even know these pairs are valid, |let alone selected.
See Appendix B for el aboration on this race condition.



4.4.1.3. Procedures for Lite Inplenentations

If the ICE state is Running, a lite inplementati on MJST include all
of its candidates for each conmponent of each data streamin

"candi date" attributes in any subsequent offer. The candi dates are
fornmed identically to the procedures for initial offers.

Alite inplenentation MJST NOT add additional host candidates in a
subsequent offer, and MJUST NOT nodify the usernane fragnments and
passwords. |If an agent needs to offer additional candidates, or to
modi fy the usernane fragnments and passwords, it MJST request an | CE
restart (Section 4.4.1.1.1) for that data stream

If ICE has conpleted for a data stream and if the agent is
controlled, the default destination for that data stream MJST be set
to the renote candi date of the candidate pair for that conponent in
the valid list. For alite inplementation, there is always just a
singl e candidate pair in the valid |list for each conponent of a data
stream Additionally, the agent MJST include a "candidate" attribute
for each default destination.

If the ICE state is Conpleted, and if the agent is controlling (which
only happens when both agents are lite), the agent MJST include the
"renot e-candi dates” attribute for each data stream The attribute
contains the renpte candi dates fromthe candidate pairs in the valid
list (one pair for each conponent of each data streanj.

. 2.  Sendi ng Subsequent Answer

If ICEis Conpleted for a data stream and the offer for that data
stream | acked the "renote-candi dates" attribute, the rules for
construction of the answer are identical to those for the offerer,
except that the answerer MJST NOT include the "renpte-candi dates"
attribute in the answer.

A controlled agent will receive an offer with the "renote-candi dates”
attribute for a data stream when its peer has concl uded | CE
processing for that data stream This attribute is present in the
offer to deal with a race condition between the receipt of the offer,
and the receipt of the Binding response that tells the answerer the
candidate that will be selected by ICE. See Appendix B for an

expl anation of this race condition. Consequently, processing of an
offer with this attribute depends on the w nner of the race.

The agent fornms a candidate pair for each conponent of the data
stream by

* Setting the renpte candidate equal to the offerer’s default
destination for that conponent (i.e., the contents of the "m" and
"c=" lines for RTP, and the "rtcp" attribute for RTCP)

* Setting the local candidate equal to the transport address for
that same component in the "renote-candi dates" attribute in the
of fer.

The agent then sees if each of these candidate pairs is present in
the valid list. |If a particular pair is not in the valid list, the
check has "lost" the race. Call such a pair a "losing pair".

The agent finds all the pairs in the checklist whose renote
candi dates equal the renpte candidate in the losing pair:

* |f none of the pairs is In-Progress, and at |east one is Fail ed,
it is nost likely that a network failure, such as a network
partition or serious packet |oss, has occurred. The agent SHOULD



generate an answer for this data streamas if the "renote-
candi dates" attribute had not been present, and then restart |CE
for this stream

* |f at |l east one of the pairs is In-Progress, the agent SHOULD wait
for those checks to conplete, and as each conpletes, redo the
processing in this section until there are no | osing pairs.

Once there are no losing pairs, the agent can generate the answer.
It MJUST set the default destination for nmedia to the candidates in
the "renote-candi dates" attribute fromthe offer (each of which wll
now be the | ocal candidate of a candidate pair in the valid list).
It MIUST include a "candidate" attribute in the answer for each

candi date in the "renote-candi dates" attribute in the offer

4.4, 2. 1. | CE Restart

If the offerer in a subsequent offer requested an |ICE restart
(Section 4.4.1.1.1) for a data stream and if the answerer accepts
the offer, the answerer follows the procedures for generating an
initial answer.

For a given data stream the answerer MAY include the same candi dates
that were used in the previous |ICE session, but it MJST change the
SDP "ice-pwd" and "ice-ufrag" attribute val ues

The answerer MAY nodify the attribute values of the SDP "ice-options"
and SDP "ice-pacing" attributes, and it MAY change its role using the
SDP "ice-lite" attribute. The answerer MJST NOT nodify the SDP "ice-
options", "ice-pacing", and "ice-lite" attributes in a subsequent
answer unless the answer is sent for an offer that was used to
request an ICE restart (Section 4.4.1.1.1). |If any of the SDP
attributes have been nodified in a subsequent offer that is not used
to request an ICE restart, the answerer MJST reject the offer.

4.4.2.2. Lite Inplenmentation Specific Procedures

If the received offer contains the "renote-candi dates" attribute for
a data stream the agent fornms a candidate pair for each conponent of
the data stream by:

* Setting the rempte candidate equal to the offerer’s default
destination for that component (i.e., the contents of the "n=" and
"c=" lines for RTP, and the "rtcp" attribute for RTCP).

* Setting the | ocal candidate equal to the transport address for
that same component in the "renote-candi dates" attribute in the
of fer.

The state of the checklist associated with that data streamis set to
Conpl et ed.

Furthernmore, if the agent believed it was controlling, but the offer
contai ned the "renote-candi dates" attribute, both agents believe they
are controlling. 1In this case, both would have sent updated offers
around the sane tinme.

However, the signaling protocol carrying the offer/answer exchanges
wi Il have resolved this glare condition, so that one agent is always
the "winner’ by having its offer received before its peer has sent an
offer. The winner takes the role of controlling, so that the | oser
(the answerer under consideration in this section) MJST change its
role to controlled

Consequently, if the agent was controlling based on the rules in
Section 8.2 of [RFC8445] and was going to send an updated offer, it



no | onger needs to.

Besi des the potential role change, change in the valid list, and
state changes, the construction of the answer is perforned
identically to the construction of an offer

4.4.3. Receiving Answer for a Subsequent O fer
4.4.3.1. Procedures for Full Inplenentations

There may be certain situations where the offerer receives an SDP
answer that |acks | CE candidates although the initial answer included
them One exanpl e of such an "unexpected" answer m ght happen when
an | CE-unawar e Back-to-Back User Agent (B2BUA) introduces a nedia
server during call hold using third party call control procedures
[RFC3725]. Onritting further details on how this is done, this could
result in an answer that was constructed by the B2BUA being received
at the holding UA. Wth the B2BUA bei ng | CE-unaware, that answer
woul d not include | CE candi dates.

Receiving an answer without ICE attributes in this situation night be
unexpect ed, but would not necessarily inpair the user experience.

When the of ferer receives an answer indicating support for ICE, the
of fer perforns one of the follow ng actions:

* |f the offer was a restart, the agent MJST perform | CE restart
procedures as specified in Section 4.4.3.1.1

* |f the offer/answer exchange renoved a data stream or an answer
rejected an offered data stream an agent MJST flush the valid
list for that data stream It MJST also term nate any STUN
transactions in progress for that data stream

* |f the offer/answer exchange added a new data stream the agent
MJST create a new checklist for it (and an enpty valid list to
start of course), which in turn triggers the candi date processing
procedures [ RFC8445].

* |f the checklist state associated with a data streamis Running,
the agent reconputes the checklist. |If a pair on the new
checklist was al so on the previous checklist, its candidate pair
state is copied over. Oherwise, its candidate pair state is set
to Frozen. |f none of the checklists are active (neaning that the
candi date pair states in each checklist are Frozen), appropriate
procedures in [ RFC8445] are performed to nove candi date pair(s) to
the Waiting state to further continue | CE processing.

* |If the ICE state is Conpleted, and the SDP answer confornms to
Section 4.4.2, the agent MUST renmain in the Conpleted I CE state.

However, if the I CE support is no |longer indicated in the SDP answer,
the agent MJUST fall back to [ RFC3264] procedures and SHOULD NOT drop
the di al og because of the mssing | CE support or unexpected answer.
VWhen the agent sends a new offer, it MJST performan |ICE restart.

4.4.3.1.1. I CE Restarts

The agent MUST renmenber the nominated pair in the valid list for each
component of the data stream called the "previous selected pair",
prior to the restart. The agent will continue to send nmedi a using
this pair, as described in Section 12 of [RFC8445]. Once these
destinations are noted, the agent MJST flush the valid lists and
checklists, and then reconpute the checklist and its states, thus
triggering the candi date processing procedures [ RFC8445].



4.4.3.2. Procedures for Lite Inplenentations

If ICEis restarting for a data stream the agent MJST create a new
valid list for that data stream |t MJST renenber the nom nated pair
in the previous valid list for each conponent of the data stream
called the "previous selected pairs", and continue to send nedia
there as described in Section 12 of [RFC8445]. The state of each
checklist for each data stream MJUST change to Running, and the |ICE
state MUST be set to Running.

5. G ammar

Thi s specification defines eight new SDP attributes -- the
"candi date", "renote-candi dates", "ice-lite", "ice-msmatch", "ice-
ufrag", "ice-pwd", "ice-pacing", and "ice-options" attributes.

This section al so provides non-nornative exanples of the attributes
defi ned.

The syntax for the attributes foll ow Augnented BNF as defined in
[ RFC5234] .

5.1. "candidate" Attribute
The "candidate" attribute is a nmedia-level attribute only. It

contains a transport address for a candidate that can be used for
connectivity checks.

candi date-attribute = "candidate" ":" foundation SP conponent-id SP
transport SP
priority SP
connecti on-address SP ; from RFC 4566
port ;port from RFC 4566

SP cand-type
[ SP rel -addr]
[SP rel -port]
*( SP cand- ext ensi on)

f oundati on 1*32i ce- char

extensi on-att-nane SP extension-att-val ue
t oken

*VCHAR

ALPHA / DIG@T / "+" [ "I"

cand- ext ensi on

ext ensi on-att-nane
ext ensi on-att-val ue
i ce-char

component -i d = 1*3DIA T

transport = "UDP" / transport-extension

transport - ext ensi on = token ; from RFC 3261

priority = 1*10DIA T

cand-type = "typ" SP candi date-types

candi dat e-types = "host" [/ "srflx" [/ "prflx" [/ "relay" / token
rel -addr = "raddr" SP connecti on-address

rel -port = "rport" SP port

This grammar encodes the primary informati on about a candidate: its
| P address, port and transport protocol, and its properties: the
foundation, conmponent ID, priority, type, and related transport
addr ess:

<connection-address>: is taken from RFC 4566 [ RFC4566]. It is the
| P address of the candidate, allow ng for |Pv4 addresses, |Pv6
addresses, and fully qualified domain nanes (FQDNs). When parsing
this field, an agent can differentiate an | Pv4 address and an | Pv6
address by presence of a colon in its value - the presence of a
colon indicates |Pv6. An agent generating |ocal candi dates MJST
NOT use FQDN addresses. An agent processing renote candi dates
MUST i gnore "candidate" lines that include candidates with FQDNs
or | P address versions that are not supported or recognized. The



procedures for generation and handling of FQDN candi dates, as well
as, how agents indicate support for such procedures, need to be
specified in an extension specification

<port>: is also taken from RFC 4566 [ RFC4566]. It is the port of
t he candi dat e.

<transport>: indicates the transport protocol for the candi date.
This specification only defines UDP. However, extensibility is
provided to allow for future transport protocols to be used with
| CE by extending the subregistry "I CE Transport Protocol s" under
the "Interactive Connectivity Establishment (ICE)" registry.

<foundation>: is conposed of 1 to 32 <ice-char>s. It is an
identifier that is equivalent for two candi dates that are of the
sanme type, share the sanme base, and cone fromthe same STUN
server. The foundation is used to optimize |CE perfornmance in the
Frozen algorithm as described in [ RFC38445].

<conponent-id>: is a positive integer between 1 and 256 (i nclusive)
that identifies the specific conponent of the data stream for
which this is a candidate. It MJST start at 1 and MJST i ncrenent
by 1 for each conmponent of a particular candidate. For data
streans based on RTP, candi dates for the actual RTP nedia MJST
have a conponent ID of 1, and candi dates for RTCP MJST have a
conponent I D of 2. See Section 13 of [RFC8445] for additiona
di scussion on extending ICE to new data streans.

<priority> is a positive integer between 1 and (2**31 - 1)
inclusive. The procedures for conputing a candidate's priority
are described in Section 5.1.2 of [RFC8445].

<cand-type>: encodes the type of candidate. This specification
defines the values "host", "srflx", "prflx", and "relay" for host,
server-reflexive, peer-reflexive, and rel ayed candi dates,
respectively. Specifications for new candi date types MJST define
how, if at all, various steps in the |ICE processing differ from
the ones defined by this specification

<rel -addr> and <rel-port>: convey transport addresses related to the
candi date, useful for diagnostics and other purposes. <rel-addr>
and <rel -port> MJST be present for server-reflexive, peer-
reflexive, and rel ayed candidates. |If a candidate is server-
reflexive or peer-reflexive, <rel-addr> and <rel-port> are equa
to the base for that server-reflexive or peer-reflexive candi date.
If the candidate is relayed, <rel-addr> and <rel-port> are equa
to the mapped address in the Allocate response that provided the
client with that relayed candi date (see Section 6.3 of [RFC5766]).
If the candidate is a host candi date, <rel-addr> and <rel-port>
MUST be onmitted.

In sone cases, e.g., for privacy reasons, an agent may not want to
reveal the related address and port. In this case the address
MJST be set to "0.0.0.0" (for |IPv4 candidates) or "::" (for |Pv6
candi dates) and the port to "9".

The "candidate" attribute can itself be extended. The grammar all ows
for new nane/value pairs to be added at the end of the attribute.
Such extensions MJST be made through | ETF Revi ew or | ESG Approva

[ RFC8126], and the assignments MJST contain the specific extension
and a reference to the docunent defining the usage of the extension.

An i npl enentation MJST ignore any nane/value pairs it doesn't
under st and.

The following is an exanple SDP line for a UDP server-reflexive



"candi date" attribute for the RTP component:

a=candi date: 2 1 UDP 1694498815 192.0.2.3 45664 typ srflx raddr
203.0.113. 141 rport 8998

5.2. "renpte-candi dates" Attribute

The syntax of the "renote-candidates"” attribute is defined using

Augnent ed BNF as defined in [RFC5234]. The "renote-candi dat es"

attribute is a nmedia-level attribute only.

renot e- candi date-att = "renote-candi dates:" renpte-candi date
0* ( SP renot e- candi dat e)

renot e- candi date = conponent-id SP connecti on-address SP port

The attribute contains a connection-address and port for each
component. The ordering of conponents is irrelevant. However, a
val ue MUST be present for each conponent of a data stream This
attribute MIJST be included in an offer by a controlling agent for a
data streamthat is Conpleted, and MJUST NOT be included in any other
case.

The following is an exanple of "renote-candi dates” SDP lines for the
RTP and RTCP conponents:

a=r enot e-candi dates: 1 192.0. 2. 3 45664
a=r enpt e- candi dates: 2 192.0. 2. 3 45665

5.3. "ice-lite" and "ice-msnmatch" Attributes

The syntax of the "ice-lite" and "ice-m smatch"” attributes, both of
which are flags, is:

"ice-lite"
"ice-m smat ch”

ice-lite
ice-m smat ch

"ice-lite" is a session-level attribute only, and indicates that an

agent is alite inplenmentation. "ice-mismatch" is a nedia-Ievel
attribute and only reported in the answer. It indicates that the
offer arrived with a default destination for a media conponent that
didn’t have a correspondi ng "candi date" attribute. |nclusion of

"ice-mismatch" attribute for a given data streaminplies that even
t hough both agents support |ICE, |CE procedures MJST NOT be used for
this data stream and [ RFC3264] procedures MJST be used i nstead.

5.4. "ice-ufrag" and "ice-pwd" Attributes

The "ice-ufrag" and "ice-pwd" attributes convey the usernane fragnent
and password used by ICE for nmessage integrity. Their syntax is:

i ce-pwd-att = "ice-pwd:" password
ice-ufrag-att = "ice-ufrag:" ufrag
password = 22*256i ce- char
ufrag = 4*256i ce-char

The "ice-pwd" and "ice-ufrag" attributes can appear at either the
session-level or nedia-level. Wen present in both, the value in the
medi a-| evel takes precedence. Thus, the value at the session-|eve

is effectively a default that applies to all data streans, unless
overridden by a medi a-l evel value. Wether present at the session or
medi a-1 evel, there MJST be an "ice-pwd" and "ice-ufrag" attribute for
each data stream |If two data streans have identical "ice-ufrag"s,
they MUST have identical "ice-pwd"s.

The "ice-ufrag" and "ice-pwd" attributes MJST be chosen randonmy at
the beginning of a session (the sane applies when ICE is restarting



for an agent).

[ RFC8445] requires the "ice-ufrag" attribute to contain at |east 24
bits of randommess, and the "ice-pwd" attribute to contain at |east
128 bits of randomess. This nmeans that the "ice-ufrag" attribute
will be at least 4 characters long, and the "ice-pwd" at |east 22
characters long, since the granmar for these attributes allows for 6
bits of information per character. The attributes MAY be |onger than
4 and 22 characters, respectively, of course, up to 256 characters.
The upper linit allows for buffer sizing in inplenentations. |Its
large upper limt allows for increased ambunts of randommess to be
added over time. For conpatibility with the 512-character limtation
for the STUN usernane attribute value and for bandw dth conservation
considerations, the "ice-ufrag" attribute MJST NOT be | onger than 32
characters when sending, but an inplenmentati on MJST accept up to 256
characters when receiving

The foll owi ng exanpl e shows sanple "ice-ufrag" and "ice-pwd" SDP
|'i nes:

a=i ce- pwd: asd88f gpdd777uzj YhagZg
a=i ce- ufrag: 8hhy

.5.  "ice-pacing" Attribute

The "ice-pacing"” is a session-level attribute that indicates the
desired connectivity-check pacing (Ta interval), in mlliseconds,
that the sender wishes to use. See Section 14.2 of [RFC8445] for
nmore i nformation regarding selecting a pacing value. The syntax is:

i ce- paci ng-att
paci ng- val ue

"ice-pacing:" pacing-val ue
1*10DIA T

If absent in an offer or answer, the default value of the attribute
is 50 ms, which is the reconmended val ue specified in [ RFC8445].

As defined in [ RFC8445], regardl ess of the Ta val ue chosen for each
agent, the conbination of all transactions fromall agents (if a
given inplenentation runs several concurrent agents) will not be sent
nore often than once every 5 ns.

As defined in [ RFC8445], once both agents have indicated the pacing
val ue they want to use, both agents will use the larger of the

i ndi cated val ues.

The foll owi ng exanpl e shows an "ice-pacing"” SDP line with value ' 50
a=i ce- paci ng: 50

.6. "ice-options" Attribute

The "ice-options" attribute is a session-level and nedia-|eve

attribute. It contains a series of tokens that identify the options
supported by the agent. Its grammar is:

i ce-options "ice-options:" ice-option-tag
*(SP ice-option-tag)

1*i ce-char

i ce-option-tag

The exi stence of an "ice-options" in an offer indicates that a
certain extension is supported by the agent, and it is willing to use
it if the peer agent also includes the sane extension in the answer.
There m ght be further extension-specific negotiation needed between
the agents that determ ne how the extension gets used in a given
session. The details of the negotiation procedures, if present, MJST
be defined by the specification defining the extension



(Section 10.2).

The foll owi ng exanpl e shows an "ice-options" SDP line with 'ice2' and
"rtp+ecn’ [RFC6679] val ues.

a=i ce-options:ice2 rtp+ecn
Keepal i ves

Al the ICE agents MJST follow the procedures defined in Section 11
of [RFCB445] for sending keepalives. As defined in [RFC8445], the
keepalives will be sent regardl ess of whether the data streamis
currently inactive, sendonly, recvonly, or sendrecv, and regardl ess
of the presence or value of the bandwidth attribute. An agent can
determine that its peer supports |ICE by the presence of "candi date"
attributes for each nmedia session.

SI P Consi derati ons

Note that ICE is not intended for NAT traversal for SIP signaling,
which is assuned to be provided via anot her nechani sm [ RFC5626] .

When ICE is used with SIP, forking may result in a single offer
generating a multiplicity of answers. |In that case, |CE proceeds
completely in parallel and independently for each answer, treating
the conbination of its offer and each answer as an i ndependent offer/
answer exchange, with its own set of |ocal candidates, pairs,
checklists, states, and so on

.1. Latency Guidelines

ICE requires a series of STUN-based connectivity checks to take pl ace
bet ween endpoints. These checks start fromthe answerer on
generation of its answer, and start fromthe offerer when it receives
the answer. These checks can take tine to conplete, and as such, the
sel ection of messages to use with offers and answers can affect

percei ved user latency. Two latency figures are of particul ar
interest. These are the post-pickup delay and the post-dial delay.
The post-pickup delay refers to the tine between when a user "answers
t he phone" and when any speech they utter can be delivered to the
caller. The post-dial delay refers to the tine between when a user
enters the destination address for the user and ringback begins as a
consequence of having successfully started alerting the called user
agent .

Two cases can be considered -- one where the offer is present in the
initial INVITE and one where it is in a response.

.1.1. Ofer in INVITE

To reduce post-dial delays, it is RECOMENDED that the caller begin
gathering candidates prior to actually sending its initial INVITE, so
that the candi dates can be provided in the INVITE. This can be
started upon user interface cues that a call is pending, such as
activity on a keypad or the phone goi ng off-hook.

On the receipt of the offer, the answerer SHOULD generate an answer
in a provisional response as soon as it has conpl eted gathering the
candidates. |ICE requires that a provisional response with an SDP be
transmitted reliably. This can be done through the existing
Provi si onal Response Acknowl edgnent (PRACK) nechani sm [ RFC3262] or
through an | CE-specific optimzation, wherein, the agent retransnits
the provisional response with the exponential backoff tiners
described in [RFC3262]. Such retransm ssi ons MJST cease on receipt
of a STUN Binding request with the transport address matching the
candi date address for one of the data streans signaled in that SDP or



on transm ssion of the answer in a 2xx response. |I|f no Binding
request is received prior to the last retransmt, the agent does not
consider the session termnated. For the ICE-lite peers, the agent
MJST cease retransmtting the 18x response after sending it four
times since there will be no Binding request sent, and the nunber
four is arbitrarily chosen to linmt the nunber of 18x retransnits.

Once the answer has been sent, the agent SHOULD begin its
connectivity checks. Once candidate pairs for each conponent of a
data streamenter the valid list, the answerer can begin sending
medi a on that data stream

However, prior to this point, any nedia that needs to be sent towards
the caller (such as SIP early nedia [ RFC3960]) MJUST NOT be
transmitted. For this reason, inplenentations SHOULD delay alerting
the called party until candi dates for each conponent of each data
stream have entered the valid list. |In the case of a PSTN gateway,
this would nean that the setup nmessage into the PSTN is del ayed unti
this point. Doing this increases the post-dial delay, but has the
effect of elimnating 'ghost rings’. Ghost rings are cases where the
call ed party hears the phone ring, picks up, but hears nothing and
cannot be heard. This techni que works without requiring support for,

or usage of, preconditions [ RFC3312]. It also has the benefit of
guaranteei ng that not a single packet of nmedia will get clipped, so
that post-pickup delay is zero. |f an agent chooses to delay |oca

alerting in this way, it SHOULD generate a 180 response once alerting
begi ns.

7.1.2. Ofer in Response

In addition to uses where the offer is in an INVITE, and the answer
is in the provisional and/or 200 OK response, |ICE works with cases
where the offer appears in the response. In such cases, which are
common in third party call control [RFC3725], |ICE agents SHOULD
generate their offers in a reliable provisional response (which MJST
utilize [RFC3262]), and not alert the user on receipt of the INVITE
The answer will arrive in a PRACK. This allows for |ICE processing to
take place prior to alerting, so that there is no post-pickup del ay,
at the expense of increased call setup delays. Once |ICE conpletes,
the callee can alert the user and then generate a 200 OK when they
answer. The 200 OK woul d contain no SDP, since the offer/answer
exchange has conpl et ed

Al ternatively, agents MAY place the offer in a 2xx instead (in which
case the answer cones in the ACK). Wen this happens, the callee
will alert the user on receipt of the INVITE, and the | CE exchanges
will take place only after the user answers. This has the effect of
reduci ng call -setup delay, but can cause substantial post-pickup

del ays and nedi a cli pping.

7.2. SIP Option Tags and Medi a Feature Tags

[ RFC5768] specifies a SIP option tag and nedia feature tag for usage
with ICE. |1CE inplementations using SIP SHOULD support this
specification, which uses a feature tag in registrations to
facilitate interoperability through signaling intermediaries.

7.3. Interactions with Forking

ICE interacts very well with forking. Indeed, |ICE fixes some of the
probl ens associated with forking. Wthout ICE, when a call forks and
the caller receives multiple incomng data streans, it cannot
determ ne which data stream corresponds to which call ee

Wth ICE, this problemis resolved. The connectivity checks which
occur prior to transm ssion of media carry usernanme fragnents which



inturn are correlated to a specific callee. Subsequent nedia
packets that arrive on the sane candidate pair as the connectivity
check will be associated with that same callee. Thus, the caller can
performthis correlation as long as it has received an answer.

7.4. Interactions with Preconditions

Quality of Service (QS) preconditions, which are defined in

[ RFC3312] and [ RFC4032], apply only to the transport addresses |isted
as the default targets for nedia in an offer/answer. |f |CE changes
the transport address where nmedia is received, this change is
reflected in an updated offer that changes the default destination
for media to match I1CE s selection. As such, it appears like any
other re-INVITE would, and is fully treated in RFCs 3312 and 4032,

whi ch apply without regard to the fact that the destination for nedia
is changing due to | CE negotiations occurring "in the background”

I ndeed, an agent SHOULD NOT indicate that QoS preconditions have been
met until the checks have conpl eted and sel ected the candidate pairs
to be used for media.

I CE al so has interactions with connectivity preconditions [RFC5898].
Those interactions are described there. Note that the procedures
described in Section 7.1 describe their own type of "preconditions”,
albeit with less functionality than those provided by the explicit
preconditions in [ RFC5898].

7.5. Interactions with Third Party Call Contro

ICE works with Flows I, 111, and IV as described in [ RFC3725]. Fl ow
I works without the controller supporting or being aware of |CE

Flow IV will work as long as the controller passes along the |ICE
attributes without alteration. Flow Il is fundanentally inconpatible
with I CE; each agent will believe itself to be the answerer and thus
never generate a re-INVITE

The flows for continued operation, as described in Section 7 of

[ RFC3725], require additional behavior of ICE inplenentations to
support. In particular, if an agent receives a md-dialog re-1NVITE
that contains no offer, it MJUST restart |ICE for each data stream and
go through the process of gathering new candi dates. Furthernore,
that list of candidates SHOULD i ncl ude the ones currently being used
for media.

8. Interactions with Application Layer Gateways and SIP

Application Layer Gateways (ALGs) are functions present in a Network
Address Transl ati on (NAT) device that inspect the contents of packets
and nodify them in order to facilitate NAT traversal for application
protocols. Session Border Controllers (SBCs) are close cousins of
ALGs, but are less transparent since they actually exist as
application-layer SIP internediaries. |CE has interactions with SBCs
and ALGs.

If an ALGis SIP aware but not ICE aware, ICE will work through it as
long as the ALG correctly nodifies the SDP. A correct ALG
i npl ement ati on behaves as foll ows:

* The ALG does not nodify the "m=" and "c=" lines or the "rtcp"
attribute if they contain external addresses.

* |f the "nE" and "c=" lines contain internal addresses, the
nmodi fi cati on depends on the state of the ALG

- |If the ALG already has a binding established that maps an
external port to an internal connection address and port



mat ching the values in the "m=" and "c=" lines or "rtcp"
attribute, the ALG uses that binding instead of creating a new
one.

- |If the ALG does not already have a binding, it creates a new
one and nodifies the SDP, rewiting the "m=" and "c=" |lines and
"rtcp" attribute.

Unfortunately, many ALGs are known to work poorly in these corner
cases. |CE does not try to work around broken ALGs, as this is
outside the scope of its functionality. |CE can hel p diagnose these
conditions, which often show up as a m smatch between the set of
candidates and the "m=" and "c=" lines and "rtcp" attributes. The
"ice-msmatch" attribute is used for this purpose.

| CE works best through ALGs when the signaling is run over TLS. This
prevents the ALG from mani pul ati ng the SDP nessages and interfering
with | CE operation. Inplenentations that are expected to be depl oyed
behi nd ALGs SHOULD provide for TLS transport of the SDP

If an SBCis SIP aware but not |ICE aware, the result depends on the
behavi or of the SBC. |If it is acting as a proper Back-to-Back User
Agent (B2BUA), the SBC will remove any SDP attributes it doesn't
understand, including the ICE attributes. Consequently, the cal

wi |l appear to both endpoints as if the other side doesn’'t support
ICE. This will result in I CE being disabled, and nedia fl ow ng
through the SBC, if the SBC has requested it. |[|f, however, the SBC
passes the ICE attributes without nodification, yet nodifies the
default destination for nedia (contained in the "me" and "c=" lines
and "rtcp" attribute), this will be detected as an I CE m smatch, and
| CE processing is aborted for the call. It is outside of the scope
of ICE for it to act as a tool for "working around" SBCs. If one is
present, ICE will not be used and the SBC techni ques take precedence.

Security Considerations

The generic I CE security considerations are defined in [ RFC3445], and
the generic SDP offer/answer security considerations are defined in

[ RFC3264]. These security considerations also apply to

i npl ement ations of this document.

.1. I P Address Privacy

In sone cases, e.g., for privacy reasons, an agent may not want to
reveal the related address and port. In this case the address MJST
be set to "0.0.0.0" (for IPv4 candidates) or "::" (for |IPv6

candi dates) and the port to '9'.

.2. Attacks on the O fer/Answer Exchanges

An attacker that can nodify or disrupt the offer/answer exchanges
thensel ves can readily launch a variety of attacks with ICE. They
could direct nmedia to a target of a DoS attack, they could insert
thenmselves into the data stream and so on. These are simlar to the
general security considerations for offer/answer exchanges, and the
security considerations in [ RFC3264] apply. These require techniques
for nmessage integrity and encryption for offers and answers, which
are satisfied by the TLS nmechani sm [ RFC3261] when SIP is used. As
such, the usage of TLS with | CE i s RECOMVENDED.

.3. The Voice Hammer Attack

The voice hamrer attack is an anplification attack, and can be
triggered even if the attacker is an authenticated and valid
participant in a session. |In this attack, the attacker initiates
sessions to other agents, and naliciously includes the connection
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address and port of a DoS target as the destination for nedia traffic
signaled in the SDP. This causes substantial anplification; a single
of f er/ answer exchange can create a continuing flood of nedia packets,
possi bly at high rates (consider video sources). The use of |CE can

help to prevent against this attack

Specifically, if ICE is used, the agent receiving the malicious SDP
will first performconnectivity checks to the target of media before
sending nedia there. |If this target is a third-party host, the
checks will not succeed, and nedia is never sent. The |CE extension
defined in [ RFC7675] can be used to further protect against voice
hamrer attacks.

Unfortunately, |ICE doesn't help if it’s not used, in which case an

attacker could sinply send the offer without the | CE paraneters.

However, in environments where the set of clients is known, and is

limted to ones that support ICE, the server can reject any offers or

answers that don’t indicate | CE support.

SI P user agents (UA) [RFC3261] that are not willing to receive non-

| CE answers MJST include an "ice" option tag [RFC5768] in the SIP

Require header field in their offer. UAs that reject non-1CE offers

will generally use a 421 response code, together with an option tag

"ice" in the Require header field in the response
I ANA Consi derations

1. SDP Attributes

The original |ICE specification defined seven new SDP attri butes per

the procedures of Section 8.2.4 of [RFC4A566]. The registration

information fromthe original specification is included here with

nmodi fi cations to include Mix Category [ RFC8859] and al so defines a

new SDP attribute "ice-pacing".

1.1. "candidate" Attribute

Attribute Nane: candidate

Type of Attribute: nedia-Ieve

Subject to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establ i shnent (I CE), and provides one of many possi bl e candi date
addresses for communi cation. These addresses are validated with
an end-to-end connectivity check using Session Traversal Uilities
for NAT (STUN).

Appropriate Values: See Section 5 of RFC 8839

Contact Nane: |ESG

Contact Email: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: TRANSPORT

1.2. "renote-candi dates" Attribute

Attribute Name: renote-candi dates

Type of Attribute: nmedia-Ieve

Subject to charset: No
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Purpose: This attribute is used with Interactive Connectivity
Establi shnent (I CE), and provides the identity of the renote
candi dates that the offerer wi shes the answerer to use inits
answer .

Appropriate Values: See Section 5 of RFC 8839.

Contact Nane: |ESG

Contact Email: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: TRANSPORT

1.3. "ice-lite" Attribute

Attribute Name: ice-lite

Type of Attribute: session-|evel

Subj ect to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establi shnent (I CE), and indicates that an agent has the m ni num
functionality required to support ICE inter-operation with a peer
that has a full inplenentation.

Appropriate Values: See Section 5 of RFC 8839.

Contact Nanme: |ESG

Contact Email: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: NORMAL

1.4. "ice-msmatch" Attribute

Attribute Nanme: ice-msmatch

Type of Attribute: nmedia-|evel

Subj ect to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establi shnent (I CE), and indicates that an agent is |ICE capabl e,
but did not proceed with ICE due to a mismatch of candidates with
the default destination for nedia signaled in the SDP.

Appropriate Values: See Section 5 of RFC 8839.

Contact Nanme: |ESG

Contact e-mail: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: NORVAL

1.5. "ice-pwd" Attribute

Attribute Name: ice-pwd
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Type of Attribute: session- or nedia-Ievel

Subj ect to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establ i shment (I CE), and provides the password used to protect
STUN connectivity checks.

Appropriate Values: See Section 5 of RFC 8839.

Contact Nane: |ESG

Contact e-mail: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: TRANSPORT

1.6. "ice-ufrag" Attribute

Attribute Nanme: ice-ufrag

Type of Attribute: session- or nedia-Ievel

Subj ect to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establ i shnent (I CE), and provides the fragnents used to construct
the username in STUN connectivity checks.

Appropriate Values: See Section 5 of RFC 8839.

Contact Nane: |ESG

Contact e-mail: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: TRANSPORT

1.7. "ice-options" Attribute

Attribute Name: ice-options

Long Form ice-options

Type of Attribute: session-Ievel

Subj ect to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establi shnent (I CE), and indicates the | CE options or extensions
used by the agent.

Appropriate Values: See Section 5 of RFC 8839.

Contact Nane: |ESG

Contact e-mail: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: NORVAL

1.8. "ice-pacing" Attribute



10.

10.

This specification also defines a new SDP attribute, "ice-pacing",
according to the foll owi ng data:

Attribute Nane: ice-pacing

Type of Attribute: session-I|eve

Subj ect to charset: No

Purpose: This attribute is used with Interactive Connectivity
Establ i shment (I CE) to indicate desired connectivity check pacing
val ues.

Appropriate Values: See Section 5 of RFC 8839

Contact Nane: |ESG

Contact e-mail: iesg@etf.org

Ref erence: RFC 8839

Mux Cat egory: NORMAL

2. Interactive Connectivity Establishnment (1 CE) Options Registry

I ANA maintains a registry for "ice-options" identifiers under the

Specification Required policy as defined in "CQuidelines for Witing

an | ANA Consi derations Section in RFCs" [RFC8126].

| CE options are of unlimted | ength according to the syntax in

Section 5.6; however, they are RECOMMENDED to be no | onger than 20

characters. This is to reduce nessage sizes and allow for efficient

parsing. |CE options are defined at the session |evel

A registration request MJST include the follow ng infornmation:

* The ICE option identifier to be registered

* Nanme and enmi| address of organization or individuals having
change contro

* Short description of the ICE extension to which the option rel ates

* Reference(s) to the specification defining the ICE option and the
rel ated extensions

3. Candidate Attribute Extension Subregistry Establishment

This section creates a new subregistry, "Candidate Attribute
Ext ensi ons", under the SDP Paraneters registry:
http://ww. i ana. or g/ assi gnnent s/ sdp- paraneters

The purpose of the subregistry is to register SDP "candi date"
attribute extensions.

When a "candi date" extension is registered in the subregistry, it
needs to neet the "Specification Required" policies defined in
[ RFC8126] .

"candi date" attribute extensions MJIST foll ow the ’'cand-extension
syntax. The attribute extension nane MJIST foll ow the ’extension-att-
nane’ syntax, and the attribute extension value MJST follow the
"extension-att-val ue’ syntax.

A registration request MJST include the follow ng infornmation:
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The nane of the attribute extension.

Nane and enmai|l address of organization or individuals having
change control

A short description of the attribute extension.

A reference to a specification that describes the semantics, usage
and possi bl e values of the attribute extension.

Changes from RFC 5245

[ RFC8445] describes the changes made to the common SIP procedures,

i ncludi ng renoval of aggressive nom nation, nodifying the procedures
for calculating candidate pair states, scheduling connectivity
checks, and the cal culation of tinmer values.

Thi s docunent defines the follow ng SDP of fer/answer specific
changes:

*

1.

SDP of fer/answer realization and usage of 'ice2' option
Definition and usage of SDP "ice-pacing" attribute.

Explicit text that an | CE agent must not generate candi dates with
FQDNs, and mnust discard such candidates if received fromthe peer
agent .

Rel ax requirenent to include SDP "rtcp" attribute.

Generic clarifications of SDP offer/answer procedures.

ICE mismatch is now optional, and an agent has an option to not
trigger msmatch and instead treat the default candidate as an
addi ti onal candi dat e.

FQDNs and "0.0.0.0"/"::" IP addresses with port "9" default
candi dates do not trigger |ICE m snatch.
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Exanpl es

For the exanple shown in Section 15 of [RFC8445], the resulting offer
(message 5) encoded in SDP |ooks like (lines folded for clarity):

v=0

0=j doe 2890844526 2890842807 IN I P6 $L-PRIV-1.1P

S=

c=I N I P6 $NAT-PUB-1.1P

t=0 0

a=i ce-options:ice2

a=i ce- paci ng: 50

a=i ce- pwd: asd88f gpdd777uzj YhagZg
a=i ce- ufrag: 8hhy

nmraudi 0 $NAT- PUB- 1. PORT RTP/ AVP 0

b=RS: 0
b=RR: 0

a=rt pmap: 0 PCMJ 8000



a=candidate:1 1 UDP 2130706431 $L-PRIV-1.|1P $L-PRI V-1. PORT typ host
a=candi date: 2 1 UDP 1694498815 $NAT- PUB-1.| P $NAT- PUB- 1. PORT typ
srflx raddr $L-PRIV-1.1P rport $L-PRIV-1. PORT

The offer, with the variables replaced with their values, will |ook
like (lines folded for clarity):

v=0

0=j doe 2890844526 2890842807 IN I P6 fe80::6676: baff:fe9c: eeda
S=

c=IN | P6 2001: db8: 8101: 3a55: 4858: a2a9: 22f f : 99b9

t=0 0

a=i ce-options:ice2

a=i ce- paci ng: 50

a=i ce- pwd: asd88f gpdd777uzj YhagZg

a=i ce- ufrag: 8hhy

mraudi o 45664 RTP/ AVP 0O

b=RS: 0

b=RR: 0

a=rtpmap: 0 PCMJ 8000

a=candidate:1 1 UDP 2130706431 fe80::6676: baff:fe9c: ee4da 8998
typ host

a=candi date: 2 1 UDP 1694498815 2001: db8: 8101: 3a55: 4858: a2a9: 22f f : 99b9
45664 typ srflx raddr fe80::6676: baff:fe9c: eeda rport 8998

The resulting answer | ooks |ike:

T O

ob 2808844564 2808844564 IN | P4 $R-PUB-1.1P

INIP4 $R-PUB-1.1P

0O wnwo<
I T ||

o
o

a=i ce-options:ice2

a=i ce- paci ng: 50

a=i ce- pwd: YH75Fvi y6338Vbr hr| p8Yh

a=i ce- uf rag: 9uB6

mraudi 0 $R- PUB- 1. PORT RTP/ AVP 0

b=RS: 0

b=RR: 0

a=rtpmap: 0 PCMJ 8000

a=candidate:1 1 UDP 2130706431 $R-PUB-1.|P $R-PUB-1. PORT typ host

Wth the variables filled in:

(e e]

ob 2808844564 2808844564 IN IP4 192.0.2.1

INI1P4 192.0.2.1

0O wnwo<
I I T ||

o
o

a=i ce-options:ice2

a=i ce- paci ng: 50

a=i ce- pwd: YH75Fvi y6338Vbr hr | p8Yh

a=i ce- uf rag: 9uB6

mraudi o 3478 RTP/ AVP 0O

b=RS: 0

b=RR: 0

a=rtpmap: 0 PCMJ 8000

a=candidate: 1 1 UDP 2130706431 192.0.2.1 3478 typ host

Appendi x B. The "renote-candi dates" Attribute

The "renpte-candi dates" attribute exists to elinmnate a race
condition between the updated offer and the response to the STUN

Bi ndi ng request that nmoved a candidate into the valid list. This
race condition is showmn in Figure 1. On receipt of message 4, agent
L adds a candidate pair to the valid list. |If there was only a



single data streamw th a single conponent, agent L could now send an
updated of fer. However, the check fromagent R has not yet received
a response, and agent R receives the updated offer (nmessage 7) before
getting the response (nessage 9). Thus, it does not yet know that
this particular pair is valid. To elimnate this condition, the
actual candidates at R that were selected by the offerer (the renote
candidates) are included in the offer itself, and the answerer del ays
its answer until those pairs validate.

Figure 1. Race Condition Flow
Appendix C. Wiy Is the Conflict Resolution Mechani sm Needed?

When | CE runs between two peers, one agent acts as controlled, and
the other as controlling. Rules are defined as a function of

i npl ementation type and offerer/answerer to deternine who is
controlling and who is controlled. However, the specification
mentions that, in sone cases, both sides nmight believe they are
controlling, or both sides m ght believe they are controlled. How
can this happen?

The conditi on when both agents believe they are controlled shows up
inthird party call control cases. Consider the followi ng flow

A Controller B

| (1) 1NV() | |

oo | |

| (2) 200(SDP1) | |

|- > |

I | (3) 1NV() I

N o et >

| | (4) 200(SDP2) |

| R |

I(S) ACK( SDP2) I I

Lo e e e e e e ==

I | (6) ACK(SDP1) |

| R >

Figure 2: Role Conflict Flow

This flowis a variation on flow Il of RFC 3725 [RFC3725]. In fact,
it works better than flow Il since it produces fewer nmessages. In

this flow, the controller sends an offerless INVITE to agent A, which



responds with its offer, SDP1l. The agent then sends an offerless
INVITE to agent B, which it responds to with its offer, SDP2. The
controller then uses the offer fromeach agent to generate the
answers. Wen this flowis used, ICE will run between agents A and
B, but both will believe they are in the controlling role. Wth the
role conflict resolution procedures, this floww Il function properly
when | CE i s used.

At this time, there are no docunented flows that can result in the
case where both agents believe they are controlled. However, the
conflict resolution procedures allow for this case, should a flow
arise that would fit into this category.

Appendi x D. Wiy Send an Updated Offer?

Section 12.1 of [RFCB8445] describes rules for sending nedia. Both
agents can send nmedia once | CE checks conplete, without waiting for
an updated offer. |Indeed, the only purpose of the updated offer is
to "correct” the SDP so that the default destination for nedia

mat ches where nedia is being sent based on | CE procedures (which will
be the highest-priority nom nated candi date pair).

This raises the question -- why is the updated of fer/answer exchange
needed at all? Indeed, in a pure offer/answer environnent, it would
not be. The offerer and answerer will agree on the candi dates to use
through ICE, and then can begin using them As far as the agents

t hensel ves are concerned, the updated of fer/answer provides no new

i nformati on. However, in practice, nunerous conponents along the
signaling path ook at the SDP information. These include entities
performng of f-path QoS reservations, NAT traversal conponents such
as ALGs and Session Border Controllers (SBCs), and di agnostic tools
that passively nonitor the network. For these tools to continue to
function w thout change, the core property of SDP -- that the
existing, pre-I1CE definitions of the addresses used for nmedia -- the
"me" and "c=" lines and the "rtcp" attribute -- nust be retained.

For this reason, an updated offer nust be sent.
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