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Abstract

Net wor ks can provide different forwarding treatnents for individual
packets based on Differentiated Services Code Point (DSCP) val ues on
a per-hop basis. This docunent provides the recommended DSCP val ues
for web browsers to use for various classes of Wb Real -Ti ne

Conmruni cati on (WebRTC) traffic.
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I nt roducti on

Differentiated Services Code Point (DSCP) [RFC2474] packet marking
can help provide QS in sone environnents. This specification

provi des default packet marking for browsers that support WebRTC
applications, but does not change any advice or requirenments in other
RFCs. The contents of this specification are intended to be a sinple
set of inplenmentation recomendati ons based on previ ous RFCs.

Net works in which these DSCP nmarki ngs are beneficial (likely to
i mprove QS for WDbRTC traffic) include:

1. Private, wide-area networks. Network adm nistrators have contro
over remarking packets and treatnent of packets.

2. Residential Networks. |f the congested link is the broadband
uplink in a cable or DSL scenario, residential routers/NAT often
support preferential treatnment based on DSCP

3. Wreless Networks. |[If the congested Iink is a |ocal wreless
net wor k, marki ng may hel p.

There are cases where these DSCP mar ki ngs do not hel p but, aside from
possible priority inversion for "Less-than-Best-Effort traffic" (see
Section 5), they sel dom make things worse if packets are marked
appropriately.

DSCP val ues are, in principle, site specific with each site selecting
its own code points for controlling per-hop behavior to influence the
QS for transport-layer flows. However, in the WbRTC use cases, the
browsers need to set themto sonething when there is no site-specific
information. This docunent describes a subset of DSCP code point

val ues drawn from exi sting RFCs and common usage for use with WbRTC
applications. These code points are intended to be the default

val ues used by a WebRTC application. Wile other values could be
used, using a non-default value may result in unexpected per-hop
behavior. It is RECOMVENDED that WebRTC applications use non-default
values only in private networks that are configured to use different
val ues.

Thi s specification defines inputs that are provided by the WbRTC
application hosted in the browser that aid the browser in determ ning
how to set the various packet markings. The specification also
defines the mapping fromabstract QoS policies (flow type, priority

| evel) to those packet markings.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The ternms "browser" and "non-browser" are defined in [ RFC7742] and
carry the same meaning in this docunent.

Rel ation to Ot her Specifications

Thi s docunent is a conplenent to [ RFC7657], which describes the
interacti on between DSCP and real -tine conmuni cati ons. That RFC



covers the inplications of using various DSCP val ues, particularly
focusing on the Real -tinme Transport Protocol (RTP) [RFC3550] streans
that are multiplexed onto a single transport-I|ayer flow.

There are a nunber of guidelines specified in [RFC7657] that apply to
marking traffic sent by WebRTC applications, as it is common for
multiple RTP streans to be nultiplexed on the sanme transport-|ayer
flow Generally, the RTP streanms would be marked with a val ue as
appropriate from Table 1. A WbRTC application m ght also nultiplex
data channel [RFC8831] traffic over the sanme 5-tuple as RTP streans,
whi ch woul d al so be marked per that table. The guidance in [ RFC7657]
says that all data channel traffic would be marked with a single
value that is typically different fromthe val ue(s) used for RTP
streans multiplexed with the data channel traffic over the sane
5-tuple, assuming RTP streans are marked with a val ue other than
Default Forwarding (DF). This is expanded upon further in the next
section.

Thi s specification does not change or override the advice in any
ot her RFCs about setting packet markings. Rather, it sinply selects
a subset of DSCP values that is relevant in the WebRTC cont ext.

The DSCP val ue set by the endpoint is not trusted by the network. In
addition, the DSCP val ue may be remarked at any place in the network
for a variety of reasons to any other DSCP val ue, including the DF
val ue to provide basic best-effort service. Even so, there is a
benefit to marking traffic even if it only benefits the first few
hops. The inplications are discussed in Section 3.2 of [RFC7657].
Further, a mitigation for such action is through an authorization
mechani sm  Such an authorizati on mechanismis outside the scope of
thi s docunent.

I nput s
Thi s docunment reconmends DSCP val ues for two classes of WDbRTC fl ows:
* media flows that are RTP streans [ RFC8834]
* data flows that are data channels [ RFC8831]

Each of the RTP streams and distinct data channels consist of all of
the packets associated with an i ndependent media entity, so an RTP
stream or distinct data channel is not always equivalent to a
transport-layer flow defined by a 5-tuple (source address,
destination address, source port, destination port, and protocol).
There may be multiple RTP streans and data channel s nultipl exed over
the sane 5-tuple, with each having a different |level of inportance to
the application and, therefore, potentially marked using different
DSCP val ues than anot her RTP stream or data channel within the sane
transport-layer flow. (Note that there are restrictions with respect
to marking different data channels carried within the same Stream
Control Transm ssion Protocol (SCTP) association as outlined in
Section 5.)

The following are the inputs provided by the WebRTC application to
the browser:

* Flow Type: The application provides this input because it knows if
the flowis audio, interactive video ([ RFC4594] [G 1010]) with or
wi t hout audi o, or data.

* Application Priority: Another input is the relative inportance of
an RTP stream or data channel. Many applications have nmultiple
flows of the sanme flow type and sone flows are often nore
i nportant than others. For exanple, in a video conference where
there are usually audio and video flows, the audio flow may be



nmore inportant than the video flow. JavaScript applications can
tell the browser whether a particular flowis of Hi gh, Medium
Low, or Very Low inportance to the application.

[ RFC8835] defines in nmore detail what an individual flowis within
the WebRTC context and priorities for media and data fl ows.

Currently in WbRTC, nedia sent over RTP is assuned to be interactive
[ RFC8835] and browser APlIs do not exist to allow an application to
differentiate between interactive and non-interactive video.

DSCP Mappi ngs

The DSCP val ues for each flow type of interest to WbRTC based on
application priority are shown in Table 1. These values are based on
the framework and recomrended val ues in [RFC4594]. A web browser
SHOULD use these values to mark the appropriate nedi a packets. Mre
i nformati on on Expedited Forwardi ng (EF) and Assured Forwardi ng (AF)
can be found in [ RFC3246] and [ RFC2597], respectively. DF is Default
Forwar di ng, which provides the basic best-effort service [ RFC2474].

WebRTC s use of nultiple DSCP values nay result in packets with
certain DSCP val ues being bl ocked by a network. See Section 4.2 of
[ RFC8835] for further discussion, including how WebRTC

i npl ement ati ons establish and maintain connectivity when such

bl ocki ng i s encountered.

F oo ety oo Cbejems el *ems s ey s
| Fl ow Type | Very Low | Low | Medi um | Hi gh |
[ el el el e ool sl °)
| Audi o | LE(1) | DF| EF (46) | EF (46) |
I I | (0) | I I
I I I I I ] I +----- I I +
I i I I R R +----- I I +
| Interactive Video | LE (1) | DF | AF42, AF43 | AF41l, AF42 |
| with or without Audio | | (0) | (36, 38) | (34, 36) |
B i e F--- - - +----- R I R I +
B e ] F--- - - +----- I i I i +
| Non-Interactive Video | LE (1) | DF | AF32, AF33 | AF31, AF32

| with or without Audio | | (0) | (28, 30) | (26, 28) |
I T R R R +----- I I +
B i T R i +----- R R +
| Dat a | LE (1) | DF | AF11 | AF21 |
I I (0) | I I
I I I I I ] I +----- I I +

Tabl e 1: Recommended DSCP Val ues for WDbRTC Applications

The application priority, indicated by the colums "Very Low', "Low',
"Mediunt', and "Hi gh", signifies the relative inportance of the flow
within the application. It is an input that the browser receives to
assi st in selecting the DSCP val ue and adjusting the network
transport behavi or.

The above table assumes that packets marked with LE are treated as

| ower effort (i.e., "less than best effort"), such as the LE behavior
described in [ RFC8622]. However, the treatnent of LE is
i npl ement ati on dependent. |If an inplenmentation treats LE as ot her

than "l ess than best effort", then the actual priority (or, nore
preci sely, the per-hop behavior) of the packets may be changed from
what is intended. It is common for LE to be treated the sanme as DF
so applications and browsers using LE cannot assunme that LE will be
treated differently than DF [ RFC7657]. During devel opnent of this
docunent, the CS1 DSCP was reconmmended for "very | ow' application
priority traffic; inplenentations that followed that reconmendation
SHOULD be updated to use the LE DSCP instead of the CS1 DSCP



I mpl enenters should al so note that excess EF traffic is dropped.
This could nean that a packet narked as EF nay not get through,

al t hough the same packet marked with a different DSCP val ue woul d
have gotten through. This is not a flaw, but how excess EF traffic
is intended to be treated.

The browser SHOULD first select the flowtype of the flow Wthin
the flow type, the relative inportance of the fl ow SHOULD be used to
sel ect the appropriate DSCP val ue.

Currently, all WebRTC video is assuned to be interactive [ RFC8835],
for which the interactive video DSCP values in Table 1 SHOULD be
used. Browsers MJST NOT use the AF3x DSCP val ues (for non-
interactive video in Table 1) for WbRTC applications. Non-browser

i npl ement ati ons of WebRTC MAY use the AF3x DSCP val ues for video that
is known not to be interactive, e.g., all video in a WbRTC vi deo

pl ayback application that is not inplenmented in a browser.

The conbination of flow type and application priority provides
specificity and helps in selecting the right DSCP value for the fl ow
Al'l packets within a fl ow SHOULD have the sane application priority.
In sone cases, the selected application priority cell may have
mul ti pl e DSCP val ues, such as AF41 and AF42. These offer different
drop precedences. The different drop precedence val ues provide
additional granularity in classifying packets within a flow. For
exanple, in a video conference, the video flow may have nedi um
application priority, thus either AF42 or AF43 may be selected. More
i mportant video packets (e.g., a video picture or frame encoded

wi t hout any dependency on any prior pictures or frames) mght be

mar ked with AF42 and | ess inportant packets (e.g., a video picture or
frame encoded based on the content of one or nore prior pictures or
franes) m ght be marked with AF43 (e.g., receipt of the nore

i nportant packets enables a video renderer to continue after one or
nmore packets are |ost).

It is worth noting that the application priority is utilized by the
coupl ed congestion control nechanismfor nmedia fl ows per [RFC8699]
and the SCTP schedul er for data channel traffic per [RFC8831].

For reasons discussed in Section 6 of [RFC7/657], if nultiple flows
are nmultiplexed using a reliable transport (e.g., TCP), then all of
the packets for all flows nultiplexed over that transport-Ilayer flow
MUST be marked using the same DSCP val ue. Likew se, all WbRTC data
channel packets transmitted over an SCTP associ ati on MUST be narked
usi ng the sane DSCP val ue, regardl ess of how nmany data channels
(streanms) exist or what kind of traffic is carried over the various
SCTP streans. In the event that the browser w shes to change the
DSCP val ue in use for an SCTP association, it MJST reset the SCTP
congestion controller after changi ng values. However, frequent
changes in the DSCP val ue used for an SCTP associ ation are

di scouraged, as this would defeat any attenpts at effectively
managi ng congestion. It should also be noted that any change in DSCP
value that results in a reset of the congestion controller puts the
SCTP associ ati on back into slow start, which may have undesirabl e
effects on application perfornmance.

For the data channel traffic nultiplexed over an SCTP association, it
i s RECOMMENDED t hat the DSCP val ue sel ected be the one associ ated
with the highest priority requested for all data channels nultipl exed
over the SCTP association. Likew se, when nultiplexing nultiple
flows over a TCP connection, the DSCP val ue sel ected SHOULD be the
one associated with the highest priority requested for al

mul ti pl exed fl ows.

If a packet enters a network that has no support for a flowtype-
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application priority combination specified in Table 1, then the
network node at the edge will remark the DSCP val ue based on
policies. This could result in the flow not getting the network
treatment it expects based on the original DSCP value in the packet.
Subsequently, if the packet enters a network that supports a |arger
nunber of these conbinations, there may not be sufficient information
in the packet to restore the original markings. Mechanisns for
restoring such original DSCP is outside the scope of this docunent.

In sunmary, DSCP marki ng provi des neither guarantees nor pronised

| evel s of service. However, DSCP marking is expected to provide a
statistical inprovenent in real-time service as a whole. The service
provided to a packet is dependent upon the network design along the
path, as well as the network conditions at every hop

Security Considerations

Since the JavaScript application specifies the flow type and
application priority that determ ne the nedia fl ow DSCP val ues used
by the browser, the browser could consider application use of a |arge
nunber of higher priority flows to be suspicious. |If the server
hosting the JavaScript application is conprom sed, many browsers
within the network mnight sinultaneously transmt flows with the same
DSCP marking. The Diffserv architecture requires ingress traffic
conditioning for reasons that include protecting the network from
this sort of attack.

O herwi se, this specification does not add any additional security
i mplications beyond those addressed in the foll owi ng DSCP-rel at ed
specifications. For security inplications on use of DSCP, please
refer to Section 7 of [RFC7657] and Section 6 of [RFC4594]. Pl ease
al so see [ RFC8826] as an additional reference.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Downwar d Ref er ences

Thi s specification contains downwards references to [ RFC4594] and

[ RFC7657]. However, the parts of the former RFCs used by this
specification are sufficiently stable for these downward references.
The guidance in the latter RFC is necessary to understand the
Diffserv technology used in this docunment and the notivation for the
recomended DSCP val ues and procedures.
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