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Congestion Control Requirenments for Interactive Real -Tinme Media
Abst r act

Congestion control is needed for all data transported across the
Internet, in order to pronote fair usage and prevent congestion

coll apse. The requirenents for interactive, point-to-point real-time
mul ti medi a, which needs | ow delay, sem -reliable data delivery, are
different fromthe requirenents for bulk transfer |like FTP or bursty
transfers |like web pages. Due to an increasing anount of RTP-based
real-tine media traffic on the Internet (e.g., with the introduction
of the Web Real - Ti ne Communi cati on (WbRTC)), it is especially
inmportant to ensure that this kind of traffic is congestion
controll ed.

Thi s docunent describes a set of requirenents that can be used to
eval uate other congestion control mechanisnms in order to figure out
their fitness for this purpose, and in particular to provide a set of
possible requirements for a real-time nedia congestion avoi dance

t echni que.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
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recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8836
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I nt roducti on

Most of today’s TCP congestion control schenes were devel oped with a
focus on a use of the Internet for reliable bul k transfer of non-
time-critical data, such as transfer of large files. They have al so
been used successfully to govern the reliable transfer of snaller
chunks of data in as short a time as possible, such as when fetching
web pages

These al gorithns have al so been used for transfer of nedia streans
that are viewed in a non-interactive manner, such as "streaning"
vi deo, where having the data ready when the viewer wants it is

i mportant, but the exact timng of the delivery is not.

When handling real-tine interactive nedia, the requirenents are
different. One needs to provide the data continuously, within a very
limted time window (no nmore delay than hundreds of mlliseconds end-

to-end). |In addition, the sources of data may be able to adapt the
anount of data that needs sending within fairly wi de margins, but
they can be rate linmted by the application -- even not always havi ng

data to send. They may tol erate sone anount of packet |oss, but
since the data is generated in real time, sending "future" data is

i npossi bl e, and since it’'s consuned in real time, data delivered late
is commonly usel ess.

VWhile the requirements for real-tine interactive nmedia differ from
the requirenents for the other flow types, these other flow types
will be present in the network. The congestion control algorithmfor
real -tine interactive nmedia nust work properly when these other flow
types are present as cross traffic on the network.

One particul ar protocol portfolio being devel oped for this use case
is WebRTC [ RFC8825], where one envisions sending nultiple flows using
the Real -tine Transport Protocol (RTP) [RFC3550] between two peers,
in conjunction with data flows, all at the sanme tinme, w thout having
speci al arrangenments with the intervening service providers. As RTP
does not provide any congestion control nechanism a set of circuit
breakers, such as those described in [RFC38083], are required to
protect the network from excessive congestion caused by non-
congestion-controlled flows. Wen the real-tinme interactive nedia is
congestion controlled, it is recommended that the congestion contro
mechani sm operate within the constraints defined by these circuit
breakers when a circuit breaker is present and that it should not
cause congestion coll apse when a circuit breaker is not inplenented.

Gven that this use case is the focus of this docunent, use cases
i nvol ving non-interactive media such as video streani ng and those
usi ng mul ticast/broadcast-type technol ogi es, are out of scope.
The term nol ogy defined in [ RFC8825] is used in this neno.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this



docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. Requirenents

1. The congestion control algorithm MJST attenpt to provide as-|ow
as-possi bl e-delay transit for interactive real-tinme traffic
while still providing a useful amount of bandwi dth. There may

be lower limts on the amount of bandwi dth that is useful, but
this is largely application specific, and the application may be
able to nodify or renmove flows in order to allow sonme useful
flows to get enough bandw dth. For exanple, although there

m ght not be enough bandw dth for | owl atency video+audi o, there
coul d be enough for audio only.

a. Jitter (variation in the bitrate over short tinescales) is
al so rel evant, though noderate ampunts of jitter will be
absorbed by jitter buffers. Transit delay should be
considered to track the short-term maxi muns of del ay,
including jitter.

b. The algorithm should provide this as-|ow as-possi bl e-del ay
transit and minimze self-induced | atency even when faced
with intermediate bottl enecks and conpeting fl ows.
Conpeting flows may limt what’'s possible to achieve.

c. The algorithmshould be resilient to the effects of events,
such as routing changes, which nmay alter or renopve
bottl enecks or change the bandw dth avail able, especially if
there is a reduction in avail able bandwi dth or increase in
observed delay. It is expected that the mechani smreacts
qui ckly to such events to avoid delay buildup. In the
context of this meno, a "quick" reaction is on the order of
a few RTTs, subject to the constraints of the media codec,
but is likely within a second. Reaction on the next RTT is
explicitly not required, since many codecs cannot adapt
their sending rate that quickly, but at the sanme time a
response cannot be arbitrarily del ayed.

d. The algorithmshould react quickly to handle both | ocal and
renote interface changes (e.g., W.AN to 3G data) that nmay
radi cal |y change the bandwi dth avail abl e or bottl enecks,
especially if there is a reduction in avail able bandw dth or

an increase in bottleneck delay. It is assunmed that an
interface change can generate a notification to the
al gorithm

e. The real-time interactive nedia applications can be rate
limted. This neans the offered | oads can be | ess than the
avai | abl e bandwi dth at any gi ven nonent and may vary
dramatically over time, including dropping to no | oad and
then resum ng a high | oad, such as in a nmute/unnute
operation. Hence, the algorithmnust be designed to handl e
such behavior froma media source or application. Note that
the reaction time between a change in the bandw dth
avail able fromthe algorithmand a change in the offered
load is variable, and it may be different when increasing
ver sus decreasi ng.

f. The algorithmis required to avoid building up queues when
competing with short-termbursts of traffic (for exanple,
traffic generated by web browsing), which can quickly
saturate a |l ocal -bottleneck router or |ink but clear
qui ckly. The al gorithm should al so react quickly to regain
its previous share of the bandw dth when the |oca
bottl eneck or link is cleared.



g. Simlarly, periodic bursty flows such as MPEG DASH
[ MPEG DASH] or proprietary nmedia streamng al gorithns may
conpete in bursts with the algorithmand nmay not be adaptive
within a burst. They are often layered on top of TCP but
use TCP in a bursty manner that can interact poorly with
competing flows during the bursts. The al gorithm nmust not
i ncrease the already existing delay buil dup during those
bursts. Note that this conpeting traffic nmay be on a shared
access link, or the traffic burst may cause a shift in the
| ocation of the bottleneck for the duration of the burst.

The al gorithm MUST be fair to other flows, both real-tinme flows
(such as other instances of itself) and TCP fl ows, both | ong-
lived flows and bursts such as the traffic generated by a

typi cal web-browsing session. Note that "fair" is a rather
hard-to-define term |t SHOULD be fair with itself, giving a
fair share of the bandwidth to nultiple flows with simlar RTTs,
and if possible to nultiple flows with different RTTs.

a. Existing flows at a bottleneck nust also be fair to new
flows to that bottleneck and nust allow new flows to ranp up
to a useful share of the bottleneck bandwi dth as quickly as
possible. A useful share will depend on the nedia types
i nvol ved, total bandw dth avail able, and the user-experience
requirenents of a particular service. Note that relative
RTTs may affect the rate at which new flows can ranp up to a
reasonabl e share.

The al gorithm SHOULD NOT starve conpeting TCP fl ows and SHOULD,
as best as possible, avoid starvation by TCP fl ows.

a. The congestion control should prioritize achieving a usefu
share of the bandw dth dependi ng on the nedia types and
total avail abl e bandw dth over achi eving as-1ow as-possible
transit delay, when these two requirenents are in conflict.

The al gorithm SHOULD adapt as quickly as possible to initia
network conditions at the start of a flow. This SHOULD occur
whet her the initial bandwidth is above or bel ow the bottl eneck
bandwi dt h.

a. The algorithmshould allow di fferent nodes of adaptation;
for exanple, the startup adaptation nmay be faster than
adaptation later in a flow It should allow for both slow
start operation (adapt up) and history-based startup (start
at a point expected to be at or bel ow channel bandw dth from
hi storical information, which may need to adapt down quickly
if the initial guess is wong). Starting too |ow and/or
adapting up too slowy can cause a critical point in a
personal comunication to be poor ("Hello!"). Starting too
hi gh above the avail abl e bandwi dth causes ot her problens for
user experience, so there's a tension here. Alternative
met hods to hel p startup, such as probing during setup with
dumy data, may be useful in some applications; in some
cases, there will be a considerable gap in tine between flow
creation and the initial flow of data. Again, a flow may
need to change adaptation rates due to network conditions or
changes in the provided flows (such as unmuting or sending
data after a gap).

The al gorithm SHOULD be stable if the RTP streans are halted or
di sconti nuous (for exanple, when using Voice Activity
Det ecti on).

a. After streamresunption, the algorithmshould attenpt to
rapidly regain its previous share of the bandw dth; the



aggressiveness with which this is done will decay with the
| ength of the pause.

Where possible, the algorithm SHOULD nerge i nformati on across
mul ti ple RTP streanms sent between two endpoints when those RTP
streans share a common bottl eneck, whether or not those streans
are nmultiplexed onto the sane ports. This will allow congestion
control of the set of streans together instead of as nmultiple

i ndependent streans. It will also allow better overal

bandwi dt h management, faster response to changi ng conditi ons,
and fairer sharing of bandwi dth with other network users.

a. The algorithmshould also share information and adaptation
with ot her non-RTP fl ows between the sanme endpoints, such as
a WebRTC data channel [RFC8831], when possible.

b. When there are multiple streans across the sane 5-tuple
coordi nating their bandw dth use and congestion control, the
al gorithm should all ow the application to control the
relative split of available bandwi dth. The npbst correl ated
bandwi dt h usage would be with other flows on the sane
5-tuple, but there nmay be use in coordinating neasurenent
and control of the local link(s). Use of information about
previous flows, especially on the same 5-tuple, may be
useful input to the algorithm especially regarding startup
performance of a new fl ow.

The al gorithm SHOULD NOT require any special support from
network el ements to be able to convey congestion-rel ated
information. As nuch as possible, it SHOULD | everage avail abl e
i nformati on about the incomng flow to provide feedback to the
sender. Examples of this information are the packet arriva
times, acknow edgenents and feedback, packet tinestanps, packet

| osses, and Explicit Congestion Notification (ECN) [ RFC3168];

all of these can provide information about the state of the path
and any bottl enecks. However, the use of available information
i s al gorithm dependent.

a. Extra information could be added to the packets to provide
nmore detailed information on actual send tinmes (as opposed
to sanpling tinmes), but such information should not be
required.

Since the assunption here is a set of RTP streans, the
backchannel typically SHOULD be done via the RTP Control
Protocol (RTCP) [RFC3550]; instead, one alternative would be to
include it in a reverse-RTP channel using header extensions.

a. In order to react sufficiently quickly when using RTCP for a
backchannel, an RTP profile such as RTP/ AVPF [ RFC4585] or
RTP/ SAVPF [ RFC5124] that allows sufficiently frequent
f eedback nust be used. Note that in some cases, backchanne
messages may be del ayed until the RTCP channel can be
al | ocat ed enough bandw dth, even under AVPF rules. This may
al so inply negotiating a higher maxi mum percentage for RTCP
data or allowing solutions to violate or nodify the rules
speci fied for AVPF.

b. Bandwi dth for the feedback nmessages shoul d be mininized
usi ng techni ques such as those in [RFC5506], to all ow RTCP
wi t hout Sender/ Recei ver Reports.

c. Backchannel data should be nminimzed to avoid taking too
much reverse-channel bandwi dth (since this will often be
used in a bidirectional set of flows). In areas of
stability, backchannel data may be sent nore infrequently so



long as algorithmstability and fairness are naintained.
When the channel is unstable or has not yet reached
equilibriumafter a change, backchannel feedback nmay be nore
frequent and use nore reverse-channel bandwidth. This is an
area with considerable flexibility of design, and different
approaches to backchannel nessages and frequency are
expected to be eval uat ed.

9. Fl ows managed by this algorithmand fl ows conpeting agai nst each
other at a bottleneck nay have different Differentiated Services
Code Point (DSCP) [RFC5865] narkings dependi ng on the type of
traffic or may be subject to fl owbased QS. A particular
bottl eneck or section of the network path may or may not honor
DSCP nmarkings. The algorithm SHOULD attenpt to | everage DSCP
mar ki ngs when they’'re avail abl e.

10. The al gorithm SHOULD sense the unexpected | ack of backchanne
informati on as a possible indication of a channel -overuse
probl em and react accordingly to avoid burst events causing a
congestion col | apse.

11. The al gorithm SHOULD be stable and naintain | ow del ay when faced
with Active Queue Managenent (AQM) algorithms. Also note that
these algorithnms may apply across multiple queues in the
bottl eneck or to a single queue.

Def i ci enci es of Existing Mechani snms

Anong the existing congestion control nmechanisnms, TCP Friendly Rate
Control (TFRC) [RFC5348] is the one that clains to be suitable for
real-tine interactive nedia. TFRC is an equation-based congestion
control mechanismthat provides a reasonably fair share of bandwi dth
when conpeting with TCP flows and offers rmuch | ower throughput
variations than TCP. This is achieved by a slower response to the
avai | abl e bandwi dth change than TCP. TFRC is designed to perform
best with applications that have a fixed packet size and do not have
a fixed period between sendi ng packets.

TFRC detects | oss events and reacts to congestion-caused | oss by
reducing its sending rate. It allows applications to increase the
sending rate until loss is observed in the flows. As noted in | AB/
| RTF report [RFC7295], large buffers are available in the network

el ements, which introduce additional delay in the comunication. It
becones inportant to take all possible congestion indications into
consideration. Looking at the current Internet deploynment, TFRC s
bi ggest deficiency is that it only considers |oss events as a
congestion indication.

A typical real-time interactive comunication includes |ive-encoded
audi o and video flow(s). |In such a conmunication scenario, an audio
source typically needs a fixed interval between packets and needs to
vary the segnment size of the packets instead of the packet rate in
response to congestion; therefore, it sends smaller packets. A
variant of TFRC, Small-Packet TFRC (TFRC- SP) [ RFC4828], addresses the
i ssues related to such kind of sources. A video source generally
varies video frane sizes, can produce |large franes that need to be
further fragnented to fit into path Maxi nrum Transm ssion Unit (MIU)
size, and has an al nost fixed interval between produci ng frames under
a certain frame rate. TFRC is known to be | ess optinmal when using
such vi deo sources.

There are al so sone m snmat ches between TFRC s desi gn assunptions and
how t he nedia sources in a typical real-tine interactive application
work. TFRC is designed to nmaintain a snooth sending rate; however
medi a sources can change rates in steps for both rate increase and
rate decrease. TFRC can operate in two nodes: i) bytes per second
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and ii) packets per second, where typical real-time interactive nedia
sources operate on bit per second. There are also limtations on how
qui ckly the medi a sources can adapt to specific sending rates.

Modern vi deo encoders can operate in a node in which they can vary
the output bitrate a | ot depending on the way they are configured,
the current scene they are encoding, and nore. Therefore, it is
possi ble that the video source will not always output at an allowabl e
bitrate. TFRC tries to increase its sending rate when transmtting
at the maximumallowed rate, and it increases only twi ce the current
transm ssion rate; hence, it nay create issues when the video sources
vary their bitrates.

Moreover, there are a nunber of studies on TFRC that show its
limtations, including TFRC s unfairness to |low statistically

mul ti pl exed |inks, oscillatory behavior, performance issues in highly
dynanic |l oss-rate conditions, and nore [CHO9].

Looking at all these deficiencies, it can be concluded that the
requirenents for a congestion control nechanismfor real-tine
interactive nedia cannot be net by TFRC as defined in the standard.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

An attacker with the ability to delete, delay, or insert nessages
into the flow can fake congestion signals, unless they are passed on
a tanper-proof path. Since sone possible algorithms depend on the
timng of packet arrival, even a traditional, protected channel does
not fully mtigate such attacks.

An attack that reduces bandwi dth is not necessarily significant,
since an on-path attacker could break the connection by discarding
all packets. Attacks that increase the perceived avail abl e bandw dth
are concei vabl e and need to be evaluated. Such attacks could result
in starvation of conpeting flows and permit anplification attacks.

Al gorithm designers should consider the possibility of malicious on-
pat h attackers
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