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Abst r act

Thi s docunent specifies two Application-Layer Protocol Negotiation
(ALPN) | abels for use with Wb Real -Ti me Communi cati on (WebRTC). The
"webrtc" |abel identifies regular WbRTC. a DTLS session that is used
to establish keys for the Secure Real -time Transport Protocol (SRTP)
or to establish data channels using the Stream Control Transm ssion
Protocol (SCTP) over DTLS. The "c-webrtc" |abel describes the sane
protocol, but the peers also agree to nmaintain the confidentiality of
the media by not sharing it with other applications.
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This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
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Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8833
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1. I nt roducti on



Web Real - Ti ne Communi cation (WbRTC) [ RFC8825] uses Dat agram
Transport Layer Security (DTLS) [RFC6347] to secure all peer-to-peer
conmuni cat i ons.

I dentifyi ng WbRTC protocol usage with Application-Layer Protoco
Negoti ati on (ALPN) [ RFC7301] enabl es an endpoint to positively
identify WebRTC uses and di stinguish them from other DTLS uses.

D fferent WebRTC uses can be advertised and behavi or can be
constrained to what is appropriate to a given use. |n particular,
this allows for the identification of sessions that require
confidentiality protection fromthe application that nanages the
signaling for the session

.1. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

ALPN Label s for WbRTC
The following identifiers are defined for use in ALPN

webrtc: The DTLS session is used to establish keys for the Secure
Real -time Transport Protocol (SRTP) -- known as DTLS-SRTP -- as
described in [RFC5764]. The DITLS record layer is used for WbRTC
data channel s [ RFC8831].

c-webrtc: The DTLS session is used for confidential WDbRTC, where
peers agree to naintain the confidentiality of the nedia, as
described in Section 3. The confidentiality protections ensure
that media is protected from other applications, but the
confidentiality protections do not extend to nessages on data
channel s.

Both identifiers describe the same basic protocol: a DTLS session
that is used to provide keys for an SRTP session in conbination wth
WebRTC data channels. Either SRTP or data channels coul d be absent.
The data channels send the Stream Control Transm ssion Protoco

(SCTP) [ RFC4960] over the DTLS record |ayer, which can be multipl exed
with SRTP on the sane UDP flow. WebRTC requires the use of
Interactive Connectivity Establishment (ICE) [ RFC8445] to establish
UDP flow, but this is not covered by the identifier

A nore thorough definition of what WebRTC entails is included in
[ RFC8835] .

There is no functional difference between the identifiers except that
an endpoi nt negotiating "c-webrtc" nakes a pronise to preserve the
confidentiality of the media it receives.

A peer that is not aware of whether it needs to request
confidentiality can use either identifier. A peer in the client role
MUST offer both identifiers if it is not aware of a need for
confidentiality. A peer in the server role SHOULD sel ect "webrtc" if
it does not prefer either.

An endpoint that requires nedia confidentiality mght negotiate a
session with a peer that does not support this specification. An
endpoi nt MJUST abort a session if it requires confidentiality but does
not successfully negotiate "c-webrtc". A peer that is willing to
accept "webrtc" SHOULD assune that a peer that does not support this



specification has negotiated "webrtc" unl ess signaling provides other
i nformati on; however, a peer MJST NOT assune that "c-webrtc" has been
negoti ated unl ess explicitly negoti at ed.

Medi a Confidentiality

Private conmuni cations in WbRTC depend on separating control (i.e.,
signaling) capabilities and access to nedia [RFC8827]. In this way,
an application can establish a session that is end-to-end
confidential, where the ends in question are user agents (or
browsers) and not the signaling application. This allows an
application to manage signaling for a session w thout having access
to the nmedia that is exchanged in the session

Wthout some formof indication that is securely bound to the
session, a WebRTC endpoint is unable to properly distinguish between
a session that requires this confidentiality protection and one that
does not. The ALPN identifier provides that signal

A browser is required to enforce this confidentiality protection
using isolation controls simlar to those used in content cross-
origin protections (see the "Origin" section of [HTM.5]). These
protections ensure that media is protected from applications, which
are not able to read or nodify the contents of a protected fl ow of
media. Media that is produced froma session using the "c-webrtc"
identifier MJUST only be displayed to users.

The promi se to apply confidentiality protections do not apply to data
that is sent using data channels. Confidential data depends on
havi ng both data sources and consuners that are exclusively browser
or user based. No nechanisns currently exist to take advantage of
data confidentiality, though sone use cases suggest that this could
be useful, for example, confidential peer-to-peer file transfer
Alternative |abels night be provided in the future to support these
use cases.

Thi s mechani smexplicitly does not define a specific authentication
met hod; a WebRTC endpoi nt that accepts a session with this ALPN
identifier MJUST respect confidentiality no matter what identity is
attributed to a peer.

RTP m ddl eboxes and entities that forward nedia or data cannot

prom se to nmaintain confidentiality. Any entity that forwards
content, or records content for |ater access by entities other than
the aut henticated peer, MJUST NOT offer or accept a session with the
"c-webrtc" identifier

Security Considerations

Confidential conmunications depend on nore than just an agreenent
from browsers

Information is not confidential if it is displayed to others than for
whomit is intended. Peer authentication [ RFC8827] is necessary to
ensure that data is only sent to the intended peer

This is not a digital rights managenent nechanism A user is not
prevented from using other nmechanisnms to record or forward nedi a.
This nmeans that (for exanple) screen-recording devices, tape
recorders, portable caneras, or a cunning arrangenent of mrrors
could variously be used to record or redistribute nmedia once
delivered. Simlarly, if nediais visible or audible (or otherw se
accessible) to others in the vicinity, there are no technica
measures that protect the confidentiality of that media.

The only guarantee provided by this mechani smand the browser that



inmplements it is that the media was delivered to the user that was
authenticated. Individual users will still need to nmake a judgnent
about how their peer intends to respect the confidentiality of any
i nformati on provided.

On a shared conmputing platformlike a browser, other entities with
access to that platform(i.e., web applications) mght be able to
access information that would conpromi se the confidentiality of
conmuni cations. | nplenentati ons MAY choose to limt concurrent
access to input devices during confidential comrunications sessions.

For instance, another application that is able to access a m crophone
m ght be able to sanple confidential audio that is playing through
speakers. This is true even if acoustic echo cancellation, which
attenpts to prevent this from happening, is used. Simlarly, an
application with access to a video canera m ght be able to use
reflections to obtain all or part of a confidential video stream

5. | ANA Consi der ations

The following two entries have been added to the "TLS Application-
Layer Protocol Negotiation (ALPN) Protocol |IDs" registry established
by [ RFC7301]:

webrtc:
The "webrtc" |abel identifies m xed nedia and data conmuni cati ons
usi ng SRTP and data channel s:

Protocol: WDbRTC Medi a and Dat a
Identification Sequence: 0x77 0x65 0x62 0x72 0x74 0x63 ("webrtc")
Specification: RFC 8833 (this docunent)

c-webrtc:
The "c-webrtc" | abel identifies WbRTC with a prom se to protect
medi a confidentiality:

Protocol: Confidential WbRTC Media and Dat a

Identification Sequence: 0x63 0x2d 0x77 0Ox65 0x62 0x72 0x74 0x63
("c-webrtc")

Specification: RFC 8833 (this docunent)
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