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1. Introduction
1.1. Term nol ogy

Thi s docunent uses term nology from[RFC8825]. In addition, the
following terns are used as descri bed bel ow

RTP stream A stream of RTP packets containing nedia data [ RFC7656].

Medi aStream  An assenbly of Medi aStreaniracks
[ WMBC. CR- nedi acapture-streans]. One Medi aStream can contain
mul ti pl e Medi aStreaniracks, of the same or different types.

Medi aStreanmirack: Defined in [WBC. CR-nedi acapture-streans] as a
unidirectional flow of nmedia data (either audio or video, but not
both). Corresponds to the [RFC7656] term "source streantf. One
Medi aStreanirack can be present in zero, one, or multiple
Medi aSt r eans.

Medi a description: Defined in [ RFC4566] as a set of fields starting
with an "m=" field and term nated by either the next "m" field or
the end of the session description.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Structure of This Docunent

Thi s docunent adds a new Sessi on Description Protocol (SDP) [RFC4566]
mechani smthat can attach identifiers to the RTP streams and attach
identifiers to the groupings they form It is designed for use with
WebRTC [ RFC8825] .

Section 1.3 gives the background on why a new nechani smis needed.
Section 2 gives the definition of the new nechani sm

Section 3 gives the necessary semantic informati on and procedures for
using the "nmsid" attribute to signal the association of

Medi aSt reanTracks to Medi aStreans in support of the WbRTC API

[ WBC- VebRT(] .

1.3. Wiy a New Mechanism|s Needed

When nedia is carried by RTP [ RFC3550], each RTP streamis

di stingui shed inside an RTP session by its Synchronization Source
(SSRC); each RTP session is distinguished fromall other RTP sessions
by being on a different transport association (strictly speaking, two
transport associations, one used for RTP and one used for the RTP
Control Protocol (RTCP), unless RTP/RTCP nultiplexing [ RFC5761] is
used) .



SDP [ RFC4566] gives a format for describing an SDP session that can
contain multiple nedia descriptions. According to the nodel used in
[ RFC8829], each nedia description describes exactly one nedia source.
If multiple nedia sources are carried in an RTP session, this is
signal ed usi ng BUNDLE [ RFC8843]; if BUNDLE is not used, each nedia
source is carried inits own RTP session.

The SDP Grouping Framework [ RFC5888] can be used to group nedia
descriptions. However, for the use case of WDRTC, there is the need
for an application to specify some application-level information
about the association between the nmedi a description and the group.
This is not possible using the SDP G oupi ng Framewor k.

.4. The WebRTC Medi aSt ream

The WBC WbRTC APl specification [ WBC-WebRTC] specifies that

communi cati on between WbRTC entities is done via MediaStreans, which
contain Medi aStreaniracks. A MediaStreanilrack is generally carried
using a single SSRC in an RTP session, form ng an RTP stream The
collision of terminology is unfortunate. There m ght possibly be
addi tional SSRCs, possibly within additional RTP sessions, in order
to support functionality like forward error correction or simulcast.
These additional SSRCs are not affected by this specification

Medi aStreanTracks are unidirectional; they carry nedia in one
direction only.

In the RTP specification, RTP streans are identified using the SSRC
field. Streans are grouped into RTP sessions and al so carry a CNAVE
Nei t her CNAME nor RTP session corresponds to a Medi aStream
Therefore, the association of an RTP streamto Medi aStreans need to
be explicitly signal ed

WebRTC defines a mapping (docunmented in [ RFC8829]) where one SDP
medi a description is used to describe each Medi aStreamlrack, and the
BUNDLE nmechani sm [ RFC8843] is used to group MediaStreanTracks into
RTP sessions. Therefore, the need is to specify the identifier (I1D)
of the MediaStreanirack and its associ ated Medi aStream for each nedi a
description, which can be acconplished with a nedia-1evel SDP
attribute.

This usage is described in Section 3.
The MSI D Mechani sm

Thi s docunent defines a new SDP [ RFC4566] nedi a-|evel "nsid"
attribute. This new attribute allows endpoints to associate RTP
streans that are described in separate nmedi a descriptions with the
right Medi aStreans, as defined in [WBC-WbRTC]. It also allows
endpoints to carry an identifier for each Medi aStreamlrack in its
"appdata" field.

The value of the "nmsid" attribute consists of an identifier and an
optional "appdata" field.

The nane of the attribute is "nsid".

The value of the attribute is specified by the foll owi ng ABNF
[ RFC5234] granmar:

nsi d-value = nsid-id [ SP nsi d-appdata ]
msi d-id = 1*64t oken-char ; see RFC 4566
nei d- appdat a = 1*64t oken-char ; see RFC 4566

An exanple "msid" value for a group with the identifier "exanplefoo"



and application data "exanpl ebar” mght |ook |like this:
nsi d: exanpl ef oo exanpl ebar

The identifier is a string of ASCI|I characters that are legal in a
"token", consisting of between 1 and 64 characters.

Application data (nsid-appdata) is carried on the sane |line as the
identifier, separated fromthe identifier by a space

The identifier ("msid-id") uniquely identifies a group within the
scope of an SDP description

There may be multiple "nsid" attributes in a single nedia
description. This represents the case where a single

Medi aStreanfTrack is present in nultiple MediaStreans; the val ue of
"mei d- appdat a" MJST be identical for all occurrences.

Multiple media descriptions with the sane value for "nsid-id" and
"msi d- appdata" are not permtted.

Endpoi nts can update the associ ati ons between RTP streans as
expressed by "nsid" attributes at any tine.

The "nsid" attributes depend on the association of RTP streams with
medi a descriptions but do not depend on the association of RTP
streans with RTP transports. Therefore, their Mix Category (as
defined in [ RFC8859]) is NORMAL; the process of deciding on "nsid"
attributes doesn’t have to take into consideration whether or not the
RTP streans are bundl ed.

Pr ocedur es

This section describes the procedures for associating nedia
descriptions representing Medi aStreanlracks w thin Medi aStreans, as
defined in [ WVBC- WebRT(C]

In the Javascript APl described in that specification, each
Medi aStream and Medi aStreanifrack has an "id" attribute, whichis a
DOVBt ri ng.

The value of the "nsid-id" field in the MSID consists of the "id"
attribute of a MediaStream as defined in the Medi aStreami s Webl DL
specification [VWEBIDL]. The special value "-" indicates "no

Medi aSt r eant' .

The val ue of the "nsid-appdata” field in the MSID, if present,
consists of the "id" attribute of a Medi aStreanilrack, as defined in
the Medi aStreanilrack’ s Webl DL speci fication

When an SDP session description is updated, a specific "nsid-id"
val ue continues to refer to the same MediaStream and a specific
"mei d- appdata" to the sanme Medi aStreamirack. There is no nenory
apart fromthe currently valid SDP descriptions; if an MSID
"identifier" value disappears fromthe SDP and appears in a |later
negotiation, it will be taken to refer to a new Medi aStream

If the "nsid" attribute does not conformto the ABNF given here, it
SHOULD be i gnor ed.

The following is a high-level description of the rules for handling
SDP updates. Detailed procedures are |located in Section 3.2.

* When a new MSID "identifier" value occurs in a session

description, and it is not "-", the recipient can signal to its
application that a new Medi aStream has been added.



* \When a session description is updated to have nedi a descriptions
with an MSID "identifier" value, with one or nore different
"appdat a" val ues, the recipient can signal to its application that
new Medi aSt reamir acks have been added and note to which
Medi aStream t hey have been added. This is done for each different
MBI D "identifier" value, including the special value "-", which
i ndicates that a Medi aStreanilrack has been added with no
correspondi ng Medi aSt ream

* |If an MSID "identifier" value with no "appdata" val ue appears, it
means that the sender did not informthe recipient of the desired
identifier of the Medi aStreanirack, and the recipient will assign
the "id" value of the created Medi aStreanirack on its own. Al
MBI Ds in a nmedia section that do not have an "appdata" val ue are
assunmed to refer to the sane Medi aStreanilrack

* \When a session description is updated to no |longer list any "nsid"
attribute on a specific nmedia description, the recipient can
signal to its application that the correspondi ng Medi aStreanilrack
has ended.

In addition to signaling that the track is ended when its "nsid"
attribute di sappears fromthe SDP, the track will also be signaled as
bei ng ended when all associ ated SSRCs have di sappeared by the rul es
of [RFC3550], Sections 6.3.4 (BYE packet received) and 6.3.5
(timeout), or when the corresponding nedi a description is disabled by
setting the port nunber to zero. Changing the direction of the nedia
description (by setting "sendonly", "recvonly", or "inactive"
attributes) will not end the Medi aStreamlrack.

The associ ati on between SSRCs and nedi a descriptions is specified in
[ RFC8829] .

.1. Handling of Nonsignal ed Tracks

Entities that do not use the mechani sm described in this docunent

will not send the "nsid" attribute and thus will not send infornmation
all owi ng the mappi ng of RTP packets to Medi aStreans. This nmeans that
there will be sone incom ng RTP packets for which the recipient has
no predefined Medi aStream | D val ue.

Note that the handling described belowis triggered by incom ng RTP
packets, not SDP negoti ation.

When comunicating with entities that use the MSID nmechani sm the
only time incom ng RTP packets can be received w thout an associ ated
Medi aStream | D val ue is when, after the initial negotiation, a
negotiation is performed where the answerer adds a Medi aStreanTrack
to an already established connection and starts sendi ng data before
the answer is received by the offerer. For initial negotiation,
packets won't flow until the Interactive Connectivity Establishnent
(I CE) candidates and fingerprints have been exchanged, so this is not
an i ssue.

The recipient of those packets will performthe follow ng steps:

*  \When RTP packets are initially received, it will create an
appropri ate Medi aStreanilrack based on the type of the nedia
(carried in Payl oadType) and use the M D RTP header extension
[ RFC8843] (if present) to associate the RTP packets with a
speci fic nedia section.

* |f the connection is not in the RTCSignalingState "stable", it
will wait at this point.



* \When the connection is in the RTCSignalingState "stable”, it wll
assign | D val ues.

The following steps are perforned to assign | D val ues:

* |f there is an "nsid" attribute, it will use that attribute to
popul ate the "id" field of the Medi aStreanilrack and associ at ed
Medi aStreans, as descri bed above.

* |f there is no "nsid" attribute, the identifier of the
Medi aStreanirack will be set to a randonly generated string, and
it wll be signaled as being part of a MediaStreamwi th the Webl DL
"l abel ™ attribute set to "Non-WbRTC streant.

* After deciding on the "id" field to be applied to the
Medi aStreanrack, the track will be signaled to the user.

The process above may involve a considerable amount of buffering
before the "stable" state is entered. |If the inplenentation w shes
tolimt this buffering, it MJST signal to the user that nedi a has
been di scarded.

It follows fromthe above that Medi aStreaniracks in the "defaul t"

Medi aSt ream cannot be cl osed by renoving the "nsid" attribute; the
application nmust instead signal these as cl osed when the SSRC

di sappears, either according to the rules of Sections 6.3.4 and 6.3.5
of [RFC3550] or by disabling the nedia description by setting its
port to zero.

. 2. Detail ed O fer/ Answer Procedures

These procedures are given in terns of sections recomended by
[ RFC3264]. They describe the actions to be taken in terns of
Medi aStreans and Medi aStreaniracks; they do not include event
signaling inside the application, which is described in the
JavaScri pt Session Establishment Protocol (JSEP) [RFC8829].

.2.1. Cenerating the Initial Ofer

For each nedi a description in the offer, if there is an associated
out goi ng Medi aStreanirack, the offerer adds one "a=nsid" attribute to
the section for each MediaStreamw th which the Medi aStreamlrack is
associ ated. The "identifier" field of the attribute is set to the
WeblI DL "id" attribute of the MediaStream |If the sender wi shes to
signal identifiers for the MediaStreanlracks, the "appdata" field is
set to the WebI DL "id" attribute of the Medi aStreanilrack; otherw se,
it is omtted.

.2.2. Answerer Processing of the Ofer

For each nedia description in the offer and each "a=nsid" attribute
in the nedia description, the receiver of the offer will performthe
fol |l owi ng steps:

* Extract the "appdata” field of the "a=msid" attribute, if present.

* |f the "appdata" field exists: Check if a MediaStreanirack wth
the sane WeblI DL "id" attribute as the "appdata"” field already
exists and is not in the "ended" state. |If such a
Medi aStreamlrack is not found, create it.

* |f the "appdata" field does not exist, and a MediaStreanTrack is
not associated with this nedia section, create a Medi aStreanmlrack
and associate it with this nedia section for future use.

* Extract the "identifier" field of the "a=nsid" attribute.



* Check if a MediaStreamwi th the sane Wbl DL "id" attribute already
exists. If not, create it.

* Add the Medi aStreanirack to the Medi aStream
* Signal to the user that a new Medi aStreanilrack is avail able
3.2.3. Cenerating the Answer

The answer is generated in exactly the same manner as the offer
"a=nsi d" values in the offer do not influence the answer.

3.2.4. O ferer Processing of the Answer
The answer is processed in exactly the same manner as the offer
3.2.5. Modifying the Session

On subsequent exchanges, precisely the sane procedure as for the
initial offer/answer is followed, but with one additional step in the
parsing of the offer and answer:

* For each Medi aStreanlrack that has been created as a result of
previ ous of fer/answer exchanges, and is not in the "ended" state,
check to see if there is still an "a=nsid" attribute in the
present SDP whose "appdata"” field is the sane as the Wbl DL "id"
attribute of the track.

* If no such attribute is found, stop the Medi aStreanilrack. This
will set its state to "ended"

3.3. Exanple SDP Description

The foll owi ng SDP description shows the representation of a WbRTC
Peer Connection with two Medi aStreans, each of which has one audi o and
one video track. Only the parts relevant to the MSID are shown.

Li ne wrapping, enpty lines, and conments are added for clarity. They
are not part of the SDP

# First MediaStream- id is 4701..

mFaudi o 56500 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98

a=nsi d: 47017f ee- b6c1-4162-929c-a25110252400
f 83006c5- a0f f - 4e0a- 9ed9- d3e6747be7d9

mrvi deo 56502 UDP/ TLS/ RTP/ SAVPF 100 101
a=nsi d: 47017f ee- b6c1-4162-929c-a25110252400
b47bdb4a- 5db8- 49b5- bcdc- e0c9a23172e0

# Second MediaStream- id is 6131...

mFaudi o 56503 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98

a=nsi d: 61317484- 2ed4- 49d7-9eb7-1414322a7aae
b94006c5- cade- 4e0a- 9ed9- d3e6747be7d9

mevi deo 56504 UDP/ TLS/ RTP/ SAVPF 100 101
a=nsi d: 61317484- 2ed4- 49d7- 9eb7- 1414322a7aae
f 30bdb4a- 1497- 49b5- 3198- e0c9a23172e0
4. |1 ANA Consi derations
4.1. Attribute Registration in Existing Registries
I ANA has registered the "msid" attribute in the "att-field" (media

| evel only) registry within the "Session Description Protocol (SDP)
Par amet ers" registry, according to the procedures of [RFC4566].



6.

6.

The "nsid" registration information is as foll ows:

Contact nane, enmil: |ETF, contacted via mmusic@etf.org, or a
successor address designated by | ESG

Attribute name: nsid
Attribute syntax:
mei d-value = nmsid-id [ SP nsi d-appdata ]
msi d-id = 1*64t oken-char ; see RFC 4566
nmei d- appdat a = 1*64t oken-char ; see RFC 4566
Attribute semantics: Described in RFC 8830
Attribute value: msid-value
Long-formattri bute name: MediaStream ldentifier

Usage |l evel: nedia

Subj ect to charset: The attribute value contains only ASCII
characters and is therefore not subject to the charset attribute.

Purpose: The attribute can be used to signal the relationship
bet ween a WebRTC Medi aStream and a set of nedia descriptions.

O A Procedures: Described in RFC 8830

Appropriate values: The details of appropriate values are given in
RFC 8830 (this docunent).

Mux Cat egory: NORVAL
The Mux Category is defined in [ RFC8859].
Security Considerations

An adversary with the ability to nodify SDP descriptions has the
ability to switch around tracks between MediaStreans. This is a
speci al case of the general security consideration that nodification
of SDP descriptions needs to be confined to entities trusted by the
appl i cation.

If inplenenting buffering as nmentioned in Section 3.1, the anount of
buffering should be limted to avoid nmenory exhaustion attacks.

Carel ess generation of identifiers can | eak privacy-sensitive
informati on. [WBC. CR-nedi acapture-streans] recomends that
identifiers be generated using a Universally Unique IDentifier (UU D)
class 3 or 4 as a basis, which avoids such | eakage.

No ot her attacks have been identified that depend on this mechani sm
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Appendi x A, Design Considerations, Rejected Alternatives

One suggest ed nmechani sm has been to use CNAME i nstead of a new
attribute. This was abandoned because CNAME identifies a
synchroni zati on context; one can inmagi ne both wanting to have tracks
fromthe sane synchroni zation context in multiple MediaStreans and
wanting to have tracks fromnultiple synchronization contexts within
one Medi aStream (but the latter is inpossible, since a MediaStreami s
defined to i npose synchronization on its nenbers).

Anot her suggestion has been to put the "nsid" value within an
attribute of RTCP SR (sender report) packets. This doesn’'t offer the
ability to know that you have seen all the tracks currently
configured for a Medi aStream

A suggestion that survived for a nunber of drafts of this docunment
was to define MSID as a generic nechani sm where the particul ar
semantics of this usage of the mechani smwould be defined by an
"a=wns-senantic" attribute. This was renoved in April 2015
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