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Abst r act

Thi s docunent provides information and requirenments for how I P
addresses shoul d be handl ed by Wb Real - Ti ne Conmmuni cati on (WebRTC)
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Aut hors’ Addr esses
I ntroduction

One of WbRTC s key features is its support of peer-to-peer
connections. However, when establishing such a connection, which

i nvol ves connection attenpts fromvarious | P addresses, WbRTC may
all ow a web application to | earn additional information about the
user conpared to an application that only uses the Hypertext Transfer
Protocol (HTTP) [RFC7230]. This may be problematic in certain cases.
Thi s document sunmarizes the concerns and nakes reconmendati ons on
how WbRTC i npl enent ati ons shoul d best handl e the trade-off between
privacy and nedi a performance.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Pr obl em St at enent

In order to establish a peer-to-peer connection, WbRTC

i mpl ementations use Interactive Connectivity Establishnment (ICE)

[ RFC8445]. |ICE attenpts to discover nmultiple | P addresses using
techni ques such as Session Traversal Utilities for NAT (STUN)

[ RFC5389] and Traversal Using Rel ays around NAT (TURN) [ RFC5766] and
then checks the connectivity of each | ocal -address-renote-address
pair in order to select the best one. The addresses that are

coll ected usually consist of an endpoint’s private physical or
virtual addresses and its public Internet addresses.

These addresses are provided to the web application so that they can
be communi cated to the renote endpoint for its checks. This allows
the application to | earn nore about the | ocal network configuration
than it would froma typical HTTP scenario, in which the web server
woul d only see a single public Internet address, i.e., the address
fromwhich the HTTP request was sent.

The additional information revealed falls into three categories:

1. If the client is nultihoned, additional public |IP addresses for
the client can be learned. |In particular, if the client tries to
hide its physical location through a Virtual Private Network
(VPN), and the VPN and | ocal OS support routing over multiple
interfaces (a "split-tunnel” VPN), WbRTC can di scover not only
the public address for the VPN, but also the ISP public address
over which the VPN is running.

2. If the client is behind a Network Address Transl ator (NAT), the
client’s private | P addresses, often [ RFC1918] addresses, can be
| ear ned.

3. If the client is behind a proxy (a client-configured "cl assica
application proxy", as defined in [ RFC1919], Section 3), but
direct access to the Internet is permtted, WbRTC s STUN checks
wi Il bypass the proxy and reveal the public IP address of the
client. This concern also applies to the "enterprise TURN
server" scenario described in [ RFC7478], Section 2.3.5.1 if, as
above, direct Internet access is pernmtted. However, when the
term"proxy" is used in this docunent, it is always in reference
to an [ RFC1919] proxy server.

O these three concerns, the first is the nost significant, because



for sonme users, the purpose of using a VPN is for anonymty.

However, different VPN users will have different needs, and sone VPN
users (e.g., corporate VPN users) may in fact prefer WbRTC to send
media traffic directly -- i.e., not through the VPN

The second concern is less significant but valid nonethel ess. The
core issue is that web applications can | earn about addresses that
are not exposed to the Internet; typically, these address are |Pv4,
but they can also be IPv6, as in the case of NAT64 [ RFC6146]. Wile
di scl osure of the [RFC4941] | Pv6 addresses recommended by [ RFC8835]
is fairly benign due to their intentionally short lifetinmes, |Pv4
addresses present some chal |l enges. Although private | Pv4 addresses
often contain mnimal entropy (e.g., 192.168.0.2, a fairly conmon
address), in the worst case, they can contain 24 bits of entropy with
an indefinite lifetime. As such, they can be a fairly significant
fingerprinting surface. In addition, intranet web sites can be
attacked nore easily when their |Pv4 address range is externally
known.

Private | P addresses can also act as an identifier that allows web
applications running in isolated browsing contexts (e.g., nornal and
private browsing) to learn that they are running on the same device.
This could allow the application sessions to be correl ated, defeating
some of the privacy protections provided by isolation. It should be
noted that private addresses are just one potential mechanismfor
this correlation and this is an area for further study.

The third concern is the | east common, as proxy admnistrators can

al ready control this behavior through organizational firewall policy,
and generally, forcing WebRTC traffic through a proxy server will
have negative effects on both the proxy and nedia quality.

Note al so that these concerns predate WbRTC, Adobe Fl ash Pl ayer has
provided similar functionality since the introduction of Real-Tine
Medi a Fl ow Protocol (RTMFP) support [RFC7016] in 2008.

Goal s

WebRTC s support of secure peer-to-peer connections facilitates

depl oynent of decentralized systens, which can have privacy benefits.
As a result, blunt solutions that disable WbRTC or nake it
significantly harder to use are undesirable. This docunment takes a
nmor e nuanced approach, with the foll ow ng goal s:

* Provide a framework for understanding the problemso that controls
m ght be provided to nake different trade-offs regarding
performance and privacy concerns with WbRTC

* Using that framework, define settings that enabl e peer-to-peer
conmuni cations, each with a different bal ance between performance
and privacy.

* Finally, provide recommendations for default settings that provide
reasonabl e performance w thout al so exposing addressing
information in a way that mght violate user expectations.

Det ai | ed Design

.1. Principles

The key principles for our franework are stated bel ow

1. By default, WbRTC traffic should follow typical |IP routing

(i.e., WbRTC should use the sane interface used for HTTP

traffic) and only the systenis 'typical’ public addresses (or
those of an enterprise TURN server, if present) should be visible



to the application. However, in the interest of optimal nedia
quality, it should be possible to enable WbRTC to nake use of
all network interfaces to determ ne the ideal route.

2. By default, WeDbRTC should be able to negotiate direct peer-to-
peer connections between endpoints (i.e., without traversing a
NAT or relay server) when such connections are possible. This
ensures that applications that need true peer-to-peer routing for
bandwi dt h or | atency reasons can operate successfully.

3. 1t should be possible to configure WbRTC to not disclose private
|l ocal I P addresses, to avoid the issues associated with web
applications |earning such addresses. This docunent does not
require this to be the default state, as there is no currently
defined nmechanismthat can satisfy this requirenment as well as
the aforementioned requirenent to allow direct peer-to-peer
connecti ons.

4. By default, WebRTC traffic should not be sent through proxy
servers, due to the nmedia-quality problens associated with
sendi ng WbRTC traffic over TCP, which is al nost al ways used when
communi cating with such proxies, as well as proxy perfornmance
i ssues that may result from proxying WebRTC s | ong-1ived, high-
bandwi dt h connections. However, it should be possible to force
WebRTC to send its traffic through a configured proxy if desired.

.2. Mdes and Recomrendati ons

Based on these ideas, we define four specific nodes of WbRTC
behavior, reflecting different nedia quality/privacy trade-offs:

Mbde 1 - Enunerate all addresses:
WebRTC MUST use all network interfaces to attenpt comruni cation
with STUN servers, TURN servers, or peers. This will converge on
the best nedia path and is ideal when media performance is the
hi ghest priority, but it discloses the nost informtion

Mode 2 - Default route + associated |ocal addresses:
WebRTC MUST follow the kernel routing table rules, which will
typically cause nedia packets to take the sanme route as the
application’s HTTP traffic. |If an enterprise TURN server is
present, the preferred route MJST be through this TURN server.
Once an interface has been chosen, the private I Pv4 and | Pv6
addresses associated with this interface MIST be discovered and
provided to the application as host candi dates. This ensures that
direct connections can still be established in this node.

Mode 3 - Default route only:
This is the sane as Mdde 2, except that the associated private
addresses MJST NOT be provided; the only I P addresses gathered are
those di scovered via nechanisns |ike STUN and TURN (on the default
route). This may cause traffic to hairpin through a NAT, fal
back to an application TURN server, or fail altogether, with
resulting quality inplications.

Mode 4 - Force proxy:
This is the sane as Mdde 3, but when the application's HTTP
traffic is sent through a proxy, WDbRTC nedia traffic MJST al so be
proxied. If the proxy does not support UDP (as is the case for
all HTTP and nost SOCKS [ RFC1928] proxies), or the WbRTC
i npl ement ati on does not support UDP proxying, the use of UDP will
be di sabled, and TCP will be used to send and receive nedi a
through the proxy. Use of TCP will result in reduced nedia
quality, in addition to any performance consi derations associ at ed
with sending all WebRTC nedia through the proxy server



Mbode 1 MUST NOT be used unl ess user consent has been provided. The
details of this consent are left to the inplenentation; one potentia
mechanismis to tie this consent to getUserMedia (device perm ssions)
consent, described in [ RFC8827], Section 6.2. Alternatively,

i mpl ement ati ons can provide a specific nechanismto obtain user
consent .

In cases where user consent has not been obtai ned, Mbdde 2 SHOULD be
used.

These defaults provide a reasonable trade-off that pernmits trusted
WebRTC applications to achieve optimal network performance but gives
applications wthout consent (e.g., 1-way stream ng or data-channel
applications) only the mninmuminformati on needed to achi eve direct
connections, as defined in Mbde 2. However, inplenentations MAY
choose stricter nodes if desired, e.g., if a user indicates they want
all WebRTC traffic to follow the default route

Future documents may define additional nodes and/or update the
recomended default nodes.

Note that the suggested defaults can still be used even for

organi zations that want all external WbRTC traffic to traverse a
proxy or enterprise TURN server, sinply by setting an organizationa
firewall policy that allows WDbRTC traffic to only | eave through the
proxy or TURN server. This provides a way to ensure the proxy or
TURN server is used for any external traffic but still allows direct
connections (and, in the proxy case, avoids the performance issues
associated with forcing nmedia through said proxy) for intra-

organi zation traffic.

6. I nplenentation CGuidance

Thi s section provides guidance to WbRTC i npl enentati ons on how to
i npl ement the policies described above.

6.1. Ensuring Normal Routing

When trying to follow typical IP routing, as required by Mdes 2 and
3, the sinplest approach is to bind() the sockets used for peer-to-
peer connections to the wildcard addresses (0.0.0.0 for IPv4, :: for
I Pv6), which allows the OS to route WbRTC traffic the sane way as it
woul d HTTP traffic. STUN and TURN wi |l work as usual, and host

candi dates can still be determi ned as nentioned bel ow.

6.2. Determning Associated Local Addresses

When binding to a wildcard address, sonme extra work is needed to
determ ne the associ ated | ocal address required by Mdde 2, which we
define as the source address that would be used for any packets sent
to the web application host (assuming that UDP and TCP get the sane
routing treatnment). Use of the web-application host as a destination
ensures the right source address is selected, regardl ess of where the
application resides (e.g., on an intranet).

First, the appropriate renote | Pv4/1Pv6 address is obtained by

resol ving the host conponent of the web application UR [ RFC3986].

If the client is behind a proxy and cannot resolve these | Ps via DNS
the address of the proxy can be used instead. O, if the web
application was | oaded froma file:// URI [RFC3089] rather than over
the network, the inplementation can fall back to a well-known DNS
name or | P address.

Once a suitable renpte | P has been determ ned, the inplementation can
create a UDP socket, bind() it to the appropriate wildcard address,
and then connect() to the remote IP. Generally, this results in the
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socket being assigned a | ocal address based on the kernel routing
tabl e, w thout sending any packets over the network.

Finally, the socket can be queried using getsockname() or the
equi val ent to determ ne the appropriate |ocal address.

Appli cation Cuidance

The recomendati ons nmentioned in this document nmay cause certain
WebRTC applications to mal function. In order to be robust in all
scenarios, the follow ng guidelines are provided for applications:

* Applications SHOULD depl oy a TURN server with support for both UDP
and TCP connections to the server. This ensures that connectivity
can still be established, even when Mdde 3 or 4 is in use,
assuning the TURN server can be reached.

* Applications SHOULD detect when they don’'t have access to the full
set of | CE candi dates by checking for the presence of host
candidates. |If no host candidates are present, Mbde 3 or 4 is in
use; this know edge can be useful for diagnostic purposes.

Security Considerations

Thi s docunent describes several potential privacy and security
concerns associated with WebRTC peer-to-peer connections and provides
mechani sns and recomendati ons for WebRTC i npl enentations to address
t hese concerns.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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