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I nt roducti on

The Real - Ti ne Comuni cati ons on the Web (RTCWEB) Wor ki ng G oup
standardi zed protocols for real-tinme comunications between Wb
browsers, generally called "WbRTC' [ RFC8825]. The mmjor use cases
for WebRTC technol ogy are real -tinme audi o and/or video calls, VWb
conferencing, and direct data transfer. Unlike nost conventiona
real -tinme systens (e.g., SIP-based [ RFC3261] soft phones), WbRTC
communi cations are directly controlled by some Wb server, via a
JavaScript (JS) APl as shown in Figure 1.
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Figure 1: A Sinple WDbRTC System

A nmore conplicated systemmght allow for inter-domain calling, as
shown in Figure 2. The protocol to be used between the domains is
not standardi zed by WbRTC, but given the installed base and the form
of the WebRTC APl is likely to be sonething SDP-based |ike SIP or
sonmet hing like the Extensible Messagi ng and Presence Protocol (XWVPP)

[ RFC6120] .
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Figure 2: A Miultidomain WebRTC System

This system presents a nunber of new security challenges, which are
anal yzed in [ RFC8826]. This docunent describes a security
architecture for WDbRTC which addresses the threats and requirements
described in that docunent.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Trust Mbdel

The basic assunption of this architecture is that network resources
exist in a hierarchy of trust, rooted in the browser, which serves as
the user’s Trusted Conputing Base (TCB). Any security property which
the user wi shes to have enforced nust be ultinmately guaranteed by the
browser (or transitively by sone property the browser verifies).
Conversely, if the browser is conproni sed, then no security
guarantees are possible. Note that there are cases (e.g., Internet

ki osks) where the user can't really trust the browser that nuch. In



these cases, the level of security provided is limted by how nuch
they trust the browser.

Ootinmally, we would not rely on trust in any entities other than the
browser. However, this is unfortunately not possible if we wish to
have a functional system Oher network elenents fall into two
categories: those which can be authenticated by the browser and thus
can be granted pernmissions to access sensitive resources, and those
whi ch cannot be authenticated and thus are untrusted.

3.1. Authenticated Entities
There are two major classes of authenticated entities in the system

Calling services: Wb sites whose origin we can verify (optimally
via HTTPS, but in some cases because we are on a topologically
restricted network, such as behind a firewall, and can infer
aut hentication fromfirewall behavior).

O her users: WDbRTC peers whose origin we can verify
cryptographically (optimally via DTLS- SRTP)

Note that nerely being authenticated does not make these entities
trusted. For instance, just because we can verify that

<https://ww. exanple.org/> is owned by Dr. Evil does not nean that we
can trust Dr. Evil to access our canera and m crophone. However, it
gives the user an opportunity to deterni ne whether they wi sh to trust
Dr. Evil or not; after all, if they desire to contact Dr. Evi
(perhaps to arrange for ransom paynent), it’'s safe to tenporarily
gi ve them access to the canmera and m crophone for the purpose of the
call, but they don't want Dr. Evil to be able to access their canera
and m crophone other than during the call. The point here is that we
must first identify other elenents before we can determ ne whet her
and how rmuch to trust them Additionally, sonetinmes we need to
identify the conmunicating peer before we know what policies to

appl y.
3.2. Unauthenticated Entities

O her than the above entities, we are not generally able to identify
ot her network el ements; thus, we cannot trust them This does not
mean that it is not possible to have any interaction with them but
it means that we nust assume that they will behave nualiciously and
design a systemwhich is secure even if they do so.

4, Overview

This section describes a typical WebRTC sessi on and shows how t he
various security elements interact and what guarantees are provided
to the user. The exanple in this section is a "best case" scenario
in which we provide the nmaxi mal anobunt of user authentication and
medi a privacy with the minimal |evel of trust in the calling service.
Sinpler versions with lower |evels of security are al so possible and
are noted in the text where applicable. I1t’'s also inportant to
recogni ze the tension between security (or performance) and privacy.
The exanpl e shown here is ainmed towards settings where we are nore
concerned about secure calling than about privacy, but as we shal
see, there are settings where one mght wish to nake different
tradeoffs -- this architecture is still conpatible with those
settings.

For the purposes of this exanple, we assune the topol ogy shown in the
figures below. This topology is derived fromthe topol ogy shown in
Figure 1, but separates Alice’'s and Bob’'s identities fromthe process
of signaling. Specifically, Aice and Bob have rel ationships with
some ldentity Provider (1dP) that supports a protocol (such as OpenlD



Connect) that can be used to denonstrate their identity to other
parties. For instance, Alice mght have an account with a socia
net wor k whi ch she can then use to authenticate to other Wb sites
wi thout explicitly having an account with those sites; this is a
fairly conventional pattern on the Web. Section 7.1 provides an
overview of 1dPs and the rel evant term nol ogy. Alice and Bob m ght
have rel ationships with different 1dPs as well. Note: The IdP
mechani sm descri bed here has not seen wi de adoption. See Section 7
for nmore on the status of |dP-based authentication

This separation of identity provision and signaling isn't
particularly inmportant in "closed world" cases where Alice and Bob
are users on the sane social network and have identities based on
that domain (Figure 3). However, there are inportant settings where
that is not the case, such as federation (calls fromone donain to
anot her; see Figure 4) and calling on untrusted sites, such as where
two users who have a relationship via a given social network want to
call each other on another, untrusted, site, such as a poker site.

Note that the servers thensel ves are al so authenticated by an
external identity service, the SSL/TLS certificate infrastructure
(not shown). As is conventional in the Wb, all identities are
ultimately rooted in that system For instance, when an |dP makes an
identity assertion, the Relying Party consum ng that assertion is
able to verify because it is able to connect to the IdP via HTTPS
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Figure 3: A Call with |dP-Based ldentity

Figure 4 shows essentially the sanme calling scenario but with a cal
bet ween two separate donmains (i.e., a federated case), as in

Figure 2. As nmentioned above, the domai ns conmuni cate by sone
unspeci fied protocol, and providing separate signaling and identity
allows for calls to be authenticated regardless of the details of the
i nt er-domai n protocol
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Figure 4: A Federated Call with |IdP-Based Identity
4.1. Initial Signaling

For sinplicity, assunme the topology in Figure 3. Alice and Bob are
both users of a common calling service; they both have approved the
calling service to nake calls (we defer the discussion of device
access perm ssions until later). They are both connected to the
calling service via HITPS and so know the origin with sone | evel of
confidence. They al so have accounts with some IdP. This sort of
identity service is beconing increasingly conmon in the Wb

envi ronment (with technol ogi es such as Federated Coogl e Login,
Facebook Connect, QAuth, OpenlD, WebFinger), and is often provided as
a side effect service of a user’s ordinary accounts with sone
service. In this exanple, we show Alice and Bob using a separate
identity service, though the identity service nay be the sane entity
as the calling service or there may be no identity service at all

Alice is logged onto the calling service and decides to call Bob. She
can see fromthe calling service that he is online and the calling
service presents a JS U in the formof a button next to Bob's nane
which says "Call". Alice clicks the button, which initiates a JS
cal l back that instantiates a PeerConnection object. This does not
require a security check: JS fromany originis allowed to get this
far.

Once the PeerConnection is created, the calling service JS needs to
set up sone nedia. Because this is an audio/video call, it creates a
Medi aStream wi th two Medi aStreaniracks, one connected to an audio

i nput and one connected to a video input. At this point, the first
security check is required: untrusted origins are not allowed to
access the canmera and m crophone, so the browser pronpts Alice for
per m ssi on.

In the current WBC API, once sone streans have been added, Alice’s
browser + JS generates a signaling nmessage [ RFC8829] cont ai ni ng:

* Media channel information
* |Interactive Connectivity Establishnment (I1CE) [ RFC8445] candi dates

* A "fingerprint" attribute binding the comrunication to a key pair
[ RFC5763]. Note that this key may sinply be ephenerally generated



for this call or specific to this domain, and Alice may have a
| arge nunber of such keys

Prior to sending out the signaling nessage, the PeerConnection code
contacts the identity service and obtains an assertion binding
Alice’s identity to her fingerprint. The exact details depend on the
identity service (though as discussed in Section 7 PeerConnection can
be agnostic to then), but for nowit’'s easiest to think of as an
QAuth token. The assertion nay bind other information to the
identity besides the fingerprint, but at minimumit needs to bind the
fingerprint.

This nmessage is sent to the signaling server, e.g., by fetch()
[fetch] or by WebSockets [ RFC6455], over TLS [RFC8446]. The
signaling server processes the nessage fromAlice' s browser,
determines that this is a call to Bob, and sends a signaling nessage
to Bob’'s browser (again, the format is currently undefined). The JS
on Bob’s browser processes it, and alerts Bob to the incom ng cal

and to Alice’'s identity. |In this case, Alice has provided an
identity assertion and so Bob's browser contacts Alice’ s IdP (again,
this is done in a generic way so the browser has no specific

know edge of the 1dP) to verify the assertion. It is also possible
to have IdPs with which the browser has a specific trust

rel ati onship, as described in Section 7.1. This allows the browser
to display a trusted el enent in the browser chrome indicating that a
call is coming in fromAice. |If Alice is in Bob's address book,
then this interface mght also include her real nane, a picture, etc.
The calling site will also provide some user interface elenent (e.g.,
a button) to allow Bob to answer the call, though this is nost likely
not part of the trusted Ul

If Bob agrees, a PeerConnection is instantiated with the nessage from
Alice’s side. Then, a simlar process occurs as on Alice s browser:
Bob’ s browser prompts himfor device perm ssion, the media streans
are created, and a return signaling nessage containi ng nmedia

i nformation, |CE candidates, and a fingerprint is sent back to Alice
via the signaling service. |If Bob has a relationship with an IdP

the nmessage will also cone with an identity assertion

At this point, Aice and Bob each know that the other party wants to
have a secure call with them Based purely on the interface provided
by the signaling server, they know that the signaling server clains
that the call is fromAlice to Bob. This |level of security is
provided nerely by having the fingerprint in the nmessage and having
that nessage received securely fromthe signaling server. Because
the far end sent an identity assertion along with their nessage, they
know that this is verifiable fromthe IdP as well. Note that if the
call is federated, as shown in Figure 4, then Alice is able to verify
Bob’s identity in a way that is not nediated by either her signaling
server or Bob's. Rather, she verifies it directly with Bob’'s IdP

O course, the call works perfectly well if either Alice or Bob
doesn’t have a relationship with an |dP; they just get a | ower |eve
of assurance. l.e., they sinmply have whatever information their

calling site clains about the caller/callee s identity. Moreover,
Alice mght wish to nake an anonynous call through an anonynous
calling site, in which case she woul d of course just not provide any
identity assertion and the calling site would nask her identity from
Bob.

4. 2. Medi a Consent Verification

As described in [ RFC8826], Section 4.2, nmedia consent verification is
provided via ICE. Thus, Alice and Bob perform | CE checks with each
other. At the conpletion of these checks, they are ready to send
non- | CE dat a.



At this point, Alice knows that (a) Bob (assunming he is verified via
his 1dP) or soneone el se who the signaling service is claimng is Bob
iswilling to exchange traffic with her and (b) either Bob is at the
| P address which she has verified via ICE or there is an attacker who
is on-path to that | P address detouring the traffic. Note that it is
not possible for an attacker who is on-path between Alice and Bob but
not attached to the signaling service to spoof these checks because
they do not have the ICE credentials. Bob has the sanme security
guarantees with respect to Alice.

4. 3. DTLS Handshake

Once the requisite | CE checks have conpl eted, Alice and Bob can set
up a secure channel or channels. This is perfornmed via DILS

[ RFC6347] and DTLS- SRTP [ RFC5763] keying for SRTP [ RFC3711] for the
medi a channel and the Stream Control Transmi ssion Protocol (SCTP)
over DTLS [RFC8261] for data channels. Specifically, Alice and Bob
perform a DTLS handshake on every conponent which has been
established by ICE. The total nunber of channels depends on the
anmount of nuxing; in the nost likely case, we are using both RTP/ RTCP
mux and nmuxing nultiple nmedia streans on the same channel, in which
case there is only one DTLS handshake. Once the DTLS handshake has
compl eted, the keys are exported [ RFC5705] and used to key SRTP for
the medi a channel s.

At this point, Alice and Bob know that they share a set of secure
data and/ or nedia channels with keys which are not known to any
third-party attacker. |If Alice and Bob authenticated via their |dPs,
then they al so know that the signaling service is not mounting a man-
in-the-mddle attack on their traffic. Even if they do not use an
IdP, as long as they have mininmal trust in the signaling service not
to performa man-in-the-niddl e attack, they know that their
communi cati ons are secure against the signaling service as well
(i.e., that the signaling service cannot nmount a passive attack on
the conmuni cati ons).

4.4. Communi cations and Consent Freshness

From a security perspective, everything fromhere oninis alittle
anticlimactic: Alice and Bob exchange data protected by the keys
negoti ated by DTLS. Because of the security guarantees discussed in
the previous sections, they know that the comunications are
encrypted and aut henti cat ed.

The one renmi ning security property we need to establish is "consent

freshness", i.e., allowing Alice to verify that Bob is still prepared
to receive her comrunications so that Alice does not continue to send
large traffic volunmes to entities which went abruptly offline. [ICE

specifies periodic Session Traversal Utilities for NAT (STUN)
keepalives but only if media is not flowing. Because the consent
issue is nore difficult here, we require WbRTC inpl enentations to
periodically send keepalives using the consent freshness nechani sm
specified in [RFC7675]. |If a keepalive fails and no new | CE channel s
can be established, then the session is term nated.

5. SDP ldentity Attribute

The SDP "identity" attribute is a session-level attribute that is
used by an endpoint to convey its identity assertion to its peer.
The identity-assertion value is encoded as base64, as described in
Section 4 of [RFC4648].

The procedures in this section are based on the assunption that the
identity assertion of an endpoint is bound to the fingerprints of the
endpoint. This does not preclude the definition of alternative neans



of binding an assertion to the endpoint, but such nmeans are outside
the scope of this specification

The semantics of nultiple "identity" attributes within an offer or
answer are undefined. |Inplenentations SHOULD only include a single
"identity" attribute in an offer or answer, and Relying Parties MAY
elect to ignore all but the first "identity" attribute.

Nane: identity

Val ue: identity-assertion

Usage Level: session

Charset Dependent: no

Default Value: NA

Synt ax:

i dentity-assertion-val ue
*(SP identity-extension)

i dentity-assertion

i dentity-assertion-val ue = base64
i dentity-extension = extension-name [ "=" extension-val ue ]
ext ensi on- nane = token

ext ensi on-val ue 1*(9%01-09 / %O0b-0c / %O0e-3a / %%3c-ff)

; byte-string from [ RFC4566]

<ALPHA and DIG T as defined in [ RFC4566] >
<base64 as defined in [ RFC4566] >

Exanpl e:

a=identity:\
eyJpZHAI Onsi ZGBt YW ul j oi ZXhhbXBszS5venti LCIwenB0b2NvbCl 61 mivZ3Vz)\
I nOsl nFzc2Vydd vbi | 61 nt cl mM kZWs0aXR5XCl 6 XCJi b2JAZXhhbXBsZS5vcndc)
I'i xcl MivbnRI bnRzXCl 6 XCIhYm\kZWZnad ga2xt bmbwe XJzdHv2d31 6XCl s XCJ z\
aWluYXRlcnwcl j pcl j AxVDI wive AOMDUMNI wi f SJ9

| Note that long lines in the exanple are folded to neet the

| colum width constraints of this docunment; the backslash ("\")
| at the end of a line, the carriage return that foll ows, and

| whitespace shall be ignored

Thi s specification does not define any extensions for the attribute.

The identity-assertion value is a JSON encoded string [ RFC8259]. The
JSON obj ect contains two keys: "assertion" and "idp". The
"assertion" key value contains an opaque string that is consuned by
the 1dP. The "idp" key value contains a dictionary with one or two
further values that identify the 1dP. See Section 7.6 for nore
details.

5.1. O fer/Answer Considerations

This section defines the SDP of fer/answer [ RFC3264] considerations
for the SDP "identity" attribute.

Wthin this section, "initial offer’ refers to the first offer in the
SDP session that contains an SDP "identity" attribute.

5.1.1. Generating the Initial SDP O fer
When an offerer sends an offer, in order to provide its identity

assertion to the peer, it includes an "identity" attribute in the
offer. In addition, the offerer includes one or nore SDP
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ngerprint” attributes. The "identity" attribute MJUST be bound to

Ilfi
Il the "fingerprint" attributes in the session description

a
1.2. Generating an SDP Answer

If the answerer elects to include an "identity" attribute, it follows
the sane steps as those in Section 5.1.1. The answerer can choose to
include or omt an "identity" attribute independently, regardl ess of
whet her the offerer did so.

1.3. Processing an SDP Ofer or Answer

VWhen an endpoi nt receives an offer or answer that contains an
"identity" attribute, the answerer can use the attribute information

to contact the IdP and verify the identity of the peer. |If the
identity requires a third-party |dP as described in Section 7.1, then
that 1dP will need to have been specifically configured. |If the

identity verification fails, the answerer MJST discard the offer or
answer as nal f or nmed.

1.4. Modifying the Session

When nodi fying a session, if the set of fingerprints is unchanged,
then the sender MAY send the same "identity" attribute. |In this
case, the established identity MJST be applied to existing DILS
connections as well as new connections established using one of those
fingerprints. Note that [RFC8829], Section 5.2.1 requires that each
medi a section use the same set of fingerprints. |If a new "identity"
attribute is received, then the receiver MIST apply that identity to
al |l existing connections.

If the set of fingerprints changes, then the sender MJUST either send
a new "identity" attribute or none at all. Because a change in
fingerprints al so causes a new DTLS connection to be established, the
recei ver MJST discard all previously established identities.

Det ai | ed Techni cal Description
1. Oigin and Wb Security |ssues

The basic unit of permissions for WebRTC is the origin [ RFC6454] .
Because the security of the origin depends on being able to

aut henticate content fromthat origin, the origin can only be
securely established if data is transferred over HTTPS [ RFC2818].
Thus, clients MJUST treat HTTP and HTTPS origins as different

perm ssions domains. Note: This follows directly fromthe origin
security nodel and is stated here nerely for clarity.

Many Web browsers currently forbid by default any active m xed
content on HTTPS pages. That is, when JavaScript is |oaded froman
HTTP origin onto an HTTPS page, an error is displayed and the HITP
content is not executed unless the user overrides the error. Any
browser which enforces such a policy will also not pernit access to
WebRTC functionality fromm xed content pages (because they never

di splay m xed content). Browsers which allow active m xed content
MUST neverthel ess di sabl e WbRTC functionality in nmxed content
settings.

Note that it is possible for a page which was not mi xed content to

becone m xed content during the duration of the call. The major risk
here is that the newy arrived insecure JS mght redirect nedia to a
| ocation controlled by the attacker. Inplenentations MJST either

choose to terminate the call or display a warning at that point.

Al so note that the security architecture depends on the keying
mat eri al not being available to nove between origins. However, it is



assuned that the identity assertion can be passed to anyone that the
page cares to.

6.2. Device Perm ssions Mde

| mpl enent ati ons MJUST obtain explicit user consent prior to providing

access to the canmera and/ or mcrophone. |Inplenentations MJST at
m ni mum support the followi ng two perm ssions nodels for HITPS
ori gi ns.

* Requests for one-time caneral nicrophone access.
* Requests for permanent access.

Because HTTP origins cannot be securely established agai nst network
attackers, inplenmentations MJUST refuse all perm ssions grants for
HTTP ori gi ns.

In addition, they SHOULD support requests for access that prom se
that nedia fromthis grant will be sent to a single comunicating
peer (obviously there could be other requests for other peers), e.qg.,
"Cal | custonerservi ce@xanple.org". The senmantics of this request
are that the nmedia streamfromthe canera and mi crophone will only be
routed t hrough a connection which has been cryptographically verified
(through the 1dP nechanismor an X 509 certificate in the DILS- SRTP
handshake) as being associated with the stated identity. Note that
it is unlikely that browsers would have X 509 certificates, but
servers mght. Browsers servicing such requests SHOULD cl early
indicate that identity to the user when asking for pernission. The

i dea behind this type of pernmissions is that a user m ght have a
fairly narrow | ist of peers they are willing to conmunicate with,
e.g., "nmy nother" rather than "anyone on Facebook". Narrow

perm ssions grants allow the browser to do that enforcenent.

APl Requirenent: The API MUST provide a mechanismfor the requesting
JSto relinquish the ability to see or nodify the nedia (e.g., via
Medi aStreamrecord()). Conbined with secure authentication of the
conmuni cating peer, this allows a user to be sure that the calling
site is not accessing or nodifying their conversion

U Requirement: The U MJST clearly indicate when the user’s canera
and nmi crophone are in use. This indication MJST NOT be
suppressible by the JS and MJST clearly indicate how to term nate
devi ce access, and provide a U neans to i mediately stop caneral
m crophone input without the JS being able to prevent it.

U Requirenment: |If the U indication of cameral/ m crophone use is
di splayed in the browser such that mnimzing the browser w ndow
woul d hide the indication, or the JS creating an overl appi ng
wi ndow woul d hide the indication, then the browser SHOULD st op
canmera and m crophone input when the indication is hidden. (Note:
This may not be necessary in systens that are non-w ndows-based
but that have good notifications support, such as phones.)

* Browsers MJST NOT permt permanent screen or application sharing
perm ssions to be installed as a response to a JS request for
perm ssions. Instead, they nust require sone other user action
such as a permi ssions setting or an application install experience
to grant permission to a site.

* Browsers MJST provide a separate dialog request for screen/
application sharing perm ssions even if the nedia request is nade
at the sane tine as the request for canmera and m crophone
per m ssi ons.

* The browser MJST indicate any wi ndows which are currently being



shared i n some unanbi guous way. Wndows which are not visible
MUST NOT be shared even if the application is being shared. |If
the screen is being shared, then that MJST be indicated.

Browsers MAY pernit the formation of data channels without any direct
user approval. Because sites can always tunnel data through the
server, further restrictions on the data channel do not provide any
additional security. (See Section 6.3 for a related issue.)

I mpl enent ati ons whi ch support some form of direct user authentication
SHOULD al so provide a policy by which a user can authorize calls only
to specific communi cating peers. Specifically, the inplenmentation
SHOULD provide the follow ng interfaces/controls:

* Alow future calls to this verified user

* Alow future calls to any verified user who is in ny system
address book (this only works with address book integration, of
course).

I mpl enent ati ons SHOULD al so provide a different user interface
i ndication when calls are in progress to users whose identities are
directly verifiable. Section 6.5 provides nmore on this.

6.3. Communi cations Consent

Browser client inplenentations of WebRTC MUST i npl emrent | CE. Server
gateway inpl enentations which operate only at public | P addresses
MUST i npl ement either full ICE or |ICE-Lite [ RFC8445].

Browser inplenentations MIUST verify reachability via ICE prior to
sendi ng any non-|CE packets to a given destination. |Inplenentations
MUST NOT provide the I CE transaction ID to JavaScript during the
lifetime of the transaction (i.e., during the period when the |ICE
stack woul d accept a new response for that transaction). The JS MJST
NOT be permitted to control the | ocal ufrag and password, though it

of course knows it.

Wil e continuing consent is required, the | CE [ RFC8445], Section 11
keepal i ves use STUN Bi nding I ndications, which are one-way and
therefore not sufficient. The current WG consensus is to use |ICE
Bi ndi ng Requests for continuing consent freshness. |CE already
requires that inplenmentations respond to such requests, so this
approach is maximally conpatible. A separate docurment will profile
the ICE tinmers to be used; see [RFC7675].

6.4. |P Location Privacy

A side effect of the default |ICE behavior is that the peer |earns
one’s | P address, which |eaks | arge anounts of |ocation infornmation
Thi s has negative privacy consequences in sone circunstances. The
APl requirenments in this section are intended to nmitigate this issue.
Note that these requirenents are not intended to protect the user’s

I P address froma nmalicious site. |In general, the site will learn at
| east a user’s server-reflexive address from any HITP transacti on

Rat her, these requirenents are intended to allow a site to cooperate
with the user to hide the user’'s I P address fromthe other side of
the call. Hding the user’s IP address fromthe server requires sone
sort of explicit privacy-preserving nmechanismon the client (e.g.,
Tor Browser <https://ww.torproject.org/projects/torbrowser. htm .en>)
and is out of scope for this specification.

APl Requirenent: The API MJST provide a nechanismto allowthe JSto
suppress | CE negotiation (though perhaps to allow candi date
gathering) until the user has decided to answer the call. (Note:
Det erm ni ng when the call has been answered is a question for the



JS.) This enables a user to prevent a peer fromlearning their IP
address if they elect not to answer a call and also from/| earning
whet her the user is online.

APl Requirenent: The API MJST provide a nechanismfor the calling
application JS to indicate that only TURN candi dates are to be
used. This prevents the peer fromlearning one’s |IP address at
all. This nmechanism MJST al so permt suppression of the related
address field, since that |eaks |ocal addresses.

APl Requirenent: The API MJST provide a nechanismfor the calling
application to reconfigure an existing call to add non- TURN
candi dates. Taken together, this and the previous requirenent
all ow I CE negotiation to start i mediately on incom ng cal
notification, thus reducing post-dial delay, but also to avoid
di sclosing the user’s IP address until they have decided to
answer. They also allow users to conpletely hide their |IP address

for the duration of the call. Finally, they allow a nmechani sm for
the user to optim ze performance by reconfiguring to allow non-
TURN candi dates during an active call if the user decides they no

| onger need to hide their |IP address.

Note that some enterprises may operate proxies and/or NATs designed
to hide internal I P addresses fromthe outside world. WDbRTC
provides no explicit mechanismto allow this function. Either such
enterprises need to proxy the HITP/HTTPS and nodify the SDP and/ or
the JS, or there needs to be browser support to set the "TURN only"
policy regardless of the site’ s preferences.

Not e: These requirements are intended to allow sites to conceal the
user’s | P address fromthe peer. For guidance on concealing the
user’'s I P address fromthe calling site see [ RFC8828].

6.5. Communications Security

I mpl enent ati ons MJST support SRTP [ RFC3711]. |I|nplenmentati ons MJST
support DTLS [ RFC6347] and DTLS- SRTP [ RFC5763] [ RFC5764] for SRTP
keying. |Inplenmentations MJUST support SCTP over DTLS [ RFC8261].

Al'l media channel s MJUST be secured via SRTP and the Secure Real -tinme
Transport Control Protocol (SRTCP). Media traffic MJUST NOT be sent
over plain (unencrypted) RTP or RTCP; that is, inplenmentations MJST
NOT negotiate cipher suites with NULL encrypti on nodes. DILS-SRTP
MUST be offered for every nedia channel. WDRTC inpl enentati ons MJST
NOT of fer SDP security descriptions [ RFC4568] or select it if

offered. An SRTP Master Key ldentifier (MKI) MJST NOT be used.

Al'l data channels MJST be secured via DTLS

Al'l inplenmentations MJST support DTLS 1.2 with the

TLS ECDHE ECDSA W TH _AES 128 GCM SHA256 ci pher suite and the P-256
curve [FIPS186]. Earlier drafts of this specification required DILS
1.0 with the cipher suite TLS ECDHE ECDSA W TH AES 128 CBC SHA, and
at the tine of this witing sone inplenentations do not support DILS
1.2; endpoints which support only DILS 1.2 m ght encounter
interoperability issues. The DILS-SRTP protection profile
SRTP_AES128 CM HVAC SHA1 80 MUST be supported for SRTP

| mpl enent ati ons MJST favor cipher suites which support Forward
Secrecy (FS) over non-FS cipher suites and SHOULD favor Authenticated
Encryption with Associated Data (AEAD) over non- AEAD ci pher suites.
Note: the IETF is in the process of standardizing DILS 1.3

[ TLS- DTLS13] .

I mpl enent ati ons MUST NOT i npl enent DTLS renegoti ati on and MJST rej ect
it with a "no_renegotiation" alert if offered.
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Endpoi nts MUST NOT i npl ement TLS Fal se Start [RFC7918].

APl Requirenent: The API MJST generate a new aut hentication key pair
for every new call by default. This is intended to allow for
unlinkability.

APl Requirenent: The API MJUST provide a nmeans to reuse a key pair
for calls. This can be used to enable key continuity-based
aut hentication, and could be used to anortize key generation
costs.

APl Requirenent: Unless the user specifically configures an externa
key pair, different key pairs MJST be used for each origin. (This
avoi ds creating a super-cookie.)

APl Requirenent: When DTLS-SRTP is used, the API MJST NOT permit the
JS to obtain the negotiated keying material. This requirenent
preserves the end-to-end security of the nedia.

U Requirenents: A user-oriented client MJST provide an "inspector”
interface which allows the user to determne the "security
characteristics" of the nedia.

The foll owi ng properties SHOULD be displayed "up-front” in the
browser chrone, i.e., without requiring the user to ask for them

* Aclient MIST provide a user interface through which a user may
determine the "security characteristics" for currently
di spl ayed audi o and vi deo strean(s).

* A client MIST provide a user interface through which a user may
determne the "security characteristics" for transm ssions of
their microphone audi o and canera vi deo.

* |f the far endpoint was directly verified, either via a third-
party verifiable X. 509 certificate or via a Web | dP mechani sm
(see Section 7), the "security characteristics" MJST include
the verified information. X 509 identities and Wb |dP
identities have simlar semantics and shoul d be displayed in a
simlar way.

The following properties are nore likely to require some "drill -
down" fromthe user:

* The "security characteristics" MJST indicate the cryptographic
algorithms in use (for exanple, "AES-CBC').

* The "security characteristics" MJST indicate whether FSis
provi ded.

*  The "security characteristics" MJST include sone mechanismto
all ow an out-of-band verification of the peer, such as a
certificate fingerprint or a Short Authentication String (SAS).
These are conpared by the peers to authenticate one anot her

Web- Based Peer Authentication

NOTE: The nechani sm described in this section was designed relatively
early in the RTCWEB process. In retrospect, the W was too
optimstic about the enthusiasmfor this kind of mechanism At the
time of publication, it has not been wi dely adopted or inplenented.

It appears in this document as a description of the state of the art
as of this witing.
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1.

In a nunber of cases, it is desirable for the endpoint (i.e., the
browser) to be able to directly identify the endpoint on the other
side without trusting the signaling service to which they are
connected. For instance, users nmay be nmaking a call via a federated
system where they wish to get direct authentication of the other
side. Alternately, they may be making a call on a site which they
mnimal ly trust (such as a poker site) but to someone who has an
identity on a site they do trust (such as a social network).

Recently, a nunmber of Web-based identity technol ogi es (OAuth

Facebook Connect, etc.) have been devel oped. While the details vary,
what these technol ogies share is that they have a Wb-based (i.e.,
HTTP/ HTTPS) |dP which attests to Alice’s identity. For instance, if
Alice has an account at exanple.org, Alice could use the exanple.org
IdP to prove to others that Alice is alice@xanple.org. The

devel opment of these technologies allows us to separate calling from
identity provision: Alice could call you on a poker site but identify
hersel f as alice@xanple.org

What ever the underlying technol ogy, the general principle is that the
party which is being authenticated is NOT the signaling site but
rather the user (and their browser). Simlarly, the Relying Party is
the browser and not the signaling site. Thus, the browser MJST
generate the input to the IdP assertion process and display the
results of the verification process to the user in a way which cannot
be imtated by the calling site.

The nechani sns defined in this docunent do not require the browser to
i npl ement any particular identity protocol or to support any
particular 1dP. |Instead, this docunent provides a generic interface
whi ch any IdP can inplenment. Thus, new |IdPs and protocols can be

i ntroduced without change to either the browser or the calling
service. This avoids the need to nake a conmmtnent to any particul ar
identity protocol, although browsers may opt to directly inplenent
some identity protocols in order to provide superior perfornmance or

U properties.

Trust Rel ationships: [dPs, APs, and RPs
Any federated identity protocol has three nmajor participants:

Aut henticating Party (AP): The entity which is trying to establish
its identity.

Identity Provider (1dP): The entity which is vouching for the AP's
identity.

Relying Party (RP): The entity which is trying to verify the AP s
identity.

The AP and the |IdP have an account relationship of sone kind: the AP
registers with the IdP and is able to subsequently authenticate
directly to the I1dP (e.g., with a password). This nmeans that the
browser must sonehow know which 1dP(s) the user has an account
relationship with. This can either be sonething that the user
configures into the browser or that is configured at the calling site
and then provided to the PeerConnection by the Wb application at the
calling site. The use case for having this information configured
into the browser is that the user may "log into" the browser to bind
it to some identity. This is becom ng conmon in new browsers.
However, it should al so be possible for the IdP information to sinply
be provided by the calling application

At a high level, there are two kinds of |dPs:

Aut horitati ve: I dPs whi ch have verifiable control of sone section of



the identity space. For instance, in the realmof email, the
operator of "exanple.cont has conplete control of the nanespace
ending in "@xanple.conf. Thus, "alice@xanple.con is whoever
the operator says it is. Exanples of systens with authoritative
I dPs include DNSSEC, an identity systemfor SIP (see [ RFC3224]),
and Facebook Connect (Facebook identities only make sense within
the context of the Facebook system

Thi

rd-Party: |dPs which don’t have control of their section of the
identity space but instead verify users’ identities via sone
unspeci fi ed mechani smand then attest to it. Because the IdP
doesn’t actually control the namespace, RPs need to trust that the
IdP is correctly verifying AP identities, and there can
potentially be nultiple IdPs attesting to the same section of the
identity space. Probably the best-known exanple of a third-party
IdP is SSL/TLS certificates, where there are a | arge nunber of
certificate authorities (CAs) all of whomcan attest to any domain
nane.

If an AP is authenticating via an authoritative IdP, then the RP does
not need to explicitly configure trust in the IdP at all. The
identity nechanismcan directly verify that the I dP i ndeed nade the
rel evant identity assertion (a function provided by the nmechanisns in
this docunment), and any assertion it nakes about an identity for
which it is authoritative is directly verifiable. Note that this
does not nean that the 1dP mght not lie, but that is a
trustworthiness judgenent that the user can make at the tine they

|l ook at the identity.

By contrast, if an AP is authenticating via a third-party 1dP, the RP
needs to explicitly trust that 1dP (hence the need for an explicit
trust anchor list in PKlI-based SSL/TLS clients). The list of
trustable I dPs needs to be configured directly into the browser,
either by the user or potentially by the browser manufacturer. This
is a significant advantage of authoritative IdPs and inplies that if
third-party 1dPs are to be supported, the potential nunber needs to
be fairly small.

7.2. Overview of Qperation

In order to provide security without trusting the calling site, the
Peer Connecti on conmponent of the browser must interact directly with
the 1dP. The details of the nechanismare described in the WBC API
specification, but the general idea is that the PeerConnection
conmponent downl oads JS froma specific location on the IdP dictated
by the IdP domain nane. That JS (the "I1dP proxy") runs in an

i solated security context within the browser, and the Peer Connection
talks to it via a secure nmessage passing channel

Note that there are two |logically separate functions here:

* |dentity assertion generation

* ldentity assertion verification

The sane IdP JS "endpoint" is used for both functions, but of course

a given | dP nmight behave differently and | oad new JS to perform one
function or the other
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When t he Peer Connection object wants to interact with the 1dP, the
sequence of events is as foll ows:

1. The browser (the PeerConnection conponent) instantiates an |IdP
proxy. This allows the IdP to | oad whatever JS is necessary into
the proxy. The resulting code runs in the IdP' s security
cont ext .

2. The 1dP registers an object with the browser that conforms to the
APl defined in [webrtc-api]

3. The browser invokes nmethods on the object registered by the IdP
proxy to create or verify identity assertions.

Thi s approach allows us to decouple the browser fromany particul ar
IdP; the browser need only know how to |oad the IdP s JavaScript --
the | ocation of which is determ ned based on the IdP's identity --
and to call the generic APl for requesting and verifying identity
assertions. The 1dP provides whatever logic is necessary to bridge
the generic protocol to the I1dP s specific requirenents. Thus, a
singl e browser can support any nunber of identity protocols,

i ncluding being forward conpatible with I dPs which did not exist at
the time the browser was witten.

7.3. Itens for Standardi zation
There are two parts to this work:

* The precise informati on fromthe signaling nessage that nust be
cryptographically bound to the user’s identity and a nechani sm for
carrying assertions in JavaScript Session Establishnment Protoco
(JSEP) nessages. This is specified in Section 7.4.

* The interface to the IdP, which is defined in the conpani on W8C
WebRTC APl specification [webrtc-api].

The WebRTC API specification al so defines JavaScript interfaces that
the calling application can use to specify which IdP to use. That
APl al so provides access to the assertion-generation capability and
the status of the validation process.

7.4. Binding ldentity Assertions to JSEP O fer/ Answer Transactions

An identity assertion binds the user’s identity (as asserted by the
IdP) to the SDP offer/answer exchange and specifically to the nedia.
In order to achieve this, the PeerConnection nust provide the DILS-
SRTP fingerprint to be bound to the identity. This is provided as a
JavaScript object (also known as a dictionary or hash) with a single
"fingerprint" key, as shown bel ow
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4.

"fingerprint":

[
{ "algorithni: "sha-256",

"digest": "4A:AD:B9:B1:3F:...:E5:7C AB" },
{ "algorithni: "sha-1",
"digest": "74:E9:76:C8:19:...:F4:45:6B" }

}

The "fingerprint" value is an array of objects. Each object in the
array contains "algorithm and "di gest" val ues, which correspond
directly to the algorithmand digest values in the "fingerprint”
attribute of the SDP [ RFC8122].

This object is encoded in a JSON [ RFC8259] string for passing to the
IdP. The identity assertion returned by the 1dP, which is encoded in
the "identity" attribute, is a JSON object that is encoded as
described in Section 7.4.1

This structure does not need to be interpreted by the 1dP or the IdP
proxy. It is consunmed solely by the RP"s browser. The IdP nerely
treats it as an opaque value to be attested to. Thus, new paraneters
can be added to the assertion w thout nodifying the |dP

1. Carrying ldentity Assertions

Once an | dP has generated an assertion (see Section 7.6), it is
attached to the SDP of fer/answer nmessage. This is done by adding a
new "identity" attribute to the SDP. The sole contents of this val ue
is the identity assertion. The identity assertion produced by the
IdP is encoded into a UTF-8 JSON text, then base64-encoded [ RFC4648]
to produce this string. For exanple:

v=0

0=- 1181923068 1181923196 IN | P4 ual. exanpl e. com

s=exanpl el

c=I N | P4 ual. exanpl e. com

a=fingerprint:sha-1\
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB

asidentity:\
eyJpZHAI Onsi Z&t YW ul j oi ZXhhbXBsZS5venti LCIwemB0b2NvbCl 61 mlvZ3Vz\
I n0s| nFzc2Vydd vbi | 61 nt cl M kzZWs0aXR5XCl 6XCJi b2JAZXhhbXBsZS5vcndc\
I'i xcl mMvbnR bnRzXCl 6 XCIhYmNkZWZnad ga2xt brOwe XJzdHV2d31l 6XCl sXCJz\
aWjuYXRlcnvcl j pcl j AxVDI wive AOMDUMNIE wi f SJ9

a=. ..

t=0 0

mraudi 0 6056 RTP/ SAVP 0

a=sendr ecv

| Note that long lines in the exanple are folded to neet the

| colum width constraints of this docunment; the backslash ("\")
| at the end of a line, the carriage return that foll ows, and

| whitespace shall be ignored

The "identity" attribute attests to all "fingerprint" attributes in
the session description. It is therefore a session-level attribute.

Multiple "fingerprint" values can be used to offer alternative
certificates for a peer. The "identity" attribute MJST include all
"fingerprint" values that are included in "fingerprint" attributes of
the session description.

The RP browser MJST verify that the in-use certificate for a DILS
connection is in the set of fingerprints returned fromthe |1dP when
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verifying an assertion.
5. Deternmining the I1dP UR

In order to ensure that the I1dP is under control of the domain owner
rat her than someone who nerely has an account on the domain owner’s
server (e.g., in shared hosting scenarios), the IdP JavaScript is
hosted at a determ nistic |ocation based on the IdP' s donai n nane.
Each I dP proxy instance is associated with two val ues:

authority: The authority [RFC3986] at which the 1dP's service is
host ed.

protocol: The specific IdP protocol which the IdP is using. This is
a conpl etely opaque | dP-specific string, but allows an IdP to
i mpl ement two protocols in parallel. This value nay be the enpty
string. |If no value for protocol is provided, a value of
"default" is used.

Each IdP MJUST serve its initial entry page (i.e., the one | oaded by
the 1dP proxy) froma well-known URI [RFC8615]. The well-known URI
for an 1dP proxy is formed fromthe followi ng URI components:

1. The schenme, "https:". An | dP MJST be | oaded usi ng HTTPS
[ RFC2818] .

2. The authority [RFC3986]. As noted above, the authority MAY
contain a non-default port nunber or userinfo sub-conponent.
Both are removed when deternmining if an asserted identity matches
the nane of the IdP

3. The path, starting with "/.well-known/idp-proxy/" and appended
with the 1dP protocol. Note that the separator characters '/’
(%®2F) and '\’ (%C) MJST NOT be permitted in the protocol field,
| est an attacker be able to direct requests outside of the
controlled "/.well-known/" prefix. Query and fragnment val ues MAY
be used by including '?" or '# characters.

For exanple, for the 1dP "identity.exanple.cont and the protoco
"exanpl e", the URL woul d be:

https://identity. exanpl e.conm .well-known/idp-proxy/exanpl e

The 1dP MAY redirect requests to this URL, but they MJST retain the
"https:" schenme. This changes the effective origin of the 1dP, but
not the domain of the identities that the IdP is permtted to assert
and validate. 1l.e., the IdP is still regarded as authoritative for
the original domain.

5.1. Authenticating Party

How an AP determ nes the appropriate 1dP domain is out of scope of
this specification. In general, however, the AP has sone actua
account relationship with the I1dP, as this identity is what the IdP
is attesting to. Thus, the AP sonehow supplies the 1dP information
to the browser. Sone potential mechani sns include

* Provided by the user directly.

* Selected fromsone set of IdPs known to the calling site (e.g., a
button that shows "Authenticate via Facebook Connect").

5.2. Relying Party

Unli ke the AP, the RP need not have any particular relationship with
the 1dP. Rather, it needs to be able to process whatever assertion



is provided by the AP. As the assertion contains the IdP' s identity
inthe "idp" field of the JSO\-encoded object (see Section 7.6), the
URI can be constructed directly fromthe assertion, and thus the RP
can directly verify the technical validity of the assertion with no
user interaction. Authoritative assertions need only be verifiable.
Third-party assertions al so MJST be verified against |ocal policy, as
described in Section 8.1

7.6. Requesting Assertions

The input to the identity assertion generation process is the JSON
encoded obj ect described in Section 7.4 that contains the set of
certificate fingerprints the browser intends to use. This string is
treated as opaque fromthe perspective of the IdP

The browser also identifies the origin that the PeerConnection is run
in, which allows the IdP to make deci sions based on who is requesting
the assertion.

An application can optionally provide a user identifier hint when
specifying an IdP. This value is a hint that the IdP can use to

sel ect anongst multiple identities, or to avoid providing assertions
for unwanted identities. The "usernane" is a string that has no
meaning to any entity other than the 1dP; it can contain any data the
IdP needs in order to correctly generate an assertion

An identity assertion that is successfully provided by the IdP
consists of the follow ng information:

i dp: The domain name of an IdP and the protocol string. This MAY
identify a different 1dP or protocol fromthe one that generated
the assertion.

assertion: An opaque value containing the assertion itself. This is
only interpretable by the identified IdP or the IdP code running
in the client.

Figure 5 shows an exanple assertion formatted as JSON. In this case,
the nessage has presunably been digitally signed/ MACed in sone way
that the I1dP can later verify it, but this is an inplementation
detail and out of scope of this docunent.

"idp":{
"domai n": "exanple.org",
"protocol": "bogus"

}

1ssertion": "{\"identity\":\"bob@xanple.org\",
\"contents\":\"abcdef ghi j kl mopqr st uvwyz\",
\"signature\":1"010203040506\"}"

Fi gure 5: Exanpl e Assertion

For use in signaling, the assertion is serialized into JSON

base64- encoded [ RFC4648], and used as the value of the "identity"
attribute. 1dPs SHOULD ensure that any assertions they generate
cannot be interpreted in a different context. E.g., they should use
a distinct format or have separate cryptographi c keys for assertion
generati on and ot her purposes. Line breaks are inserted solely for
readability.

7.7. Managi ng User Login

In order to generate an identity assertion, the |IdP needs proof of
the user’s identity. It is comon practice to authenticate users



(using passwords or nulti-factor authentication), then use cookies
[ RFC6265] or HITP authentication [ RFC7617] for subsequent exchanges.

The 1dP proxy is able to access cookies, HTTP authentication data, or
ot her persistent session data because it operates in the security
context of the 1dP origin. Therefore, if a user is logged in, the
IdP could have all the information needed to generate an assertion

An I dP proxy is unable to generate an assertion if the user is not

| ogged in, or the IdP wants to interact with the user to acquire nore
informati on before generating the assertion. |If the IdP wants to
interact with the user before generating an assertion, the IdP proxy
can fail to generate an assertion and instead indicate a URL where

| ogi n shoul d proceed.

The application can then |oad the provided URL to enable the user to
enter credentials. The conmunication between the application and the
IdP is described in [webrtc-api].

8. Verifying Assertions

The input to identity validation is the assertion string taken froma
decoded "identity" attribute.

The 1dP proxy verifies the assertion. Depending on the identity
protocol, the proxy m ght contact the IdP server or other servers.
For instance, an QAut h-based protocol will likely require using the
IdP as an oracle, whereas with a signature-based schene it m ght be
able to verify the assertion without contacting the |IdP, provided
that it has cached the rel evant public key.

Regardl ess of the nechanism if verification succeeds, a successfu
response fromthe 1dP proxy consists of the follow ng infornation:

identity: The identity of the AP fromthe I1dP s perspective.
Details of this are provided in Section 8.1

contents: The original unnodified string provided by the AP as i nput
to the assertion generation process.

Figure 6 shows an exanpl e response, which is JSON-formatted.

{
"identity": "bob@xanple.org",
"contents": "{\"fingerprint\":[ ... ]}"

}
Figure 6: Exanple Verification Result

8.1. Ildentity Fornmats

The identity provided fromthe 1dP to the RP browser MJST consist of
a string representing the user’s identity. This string is in the
form "<user>@donai n>", where "user" consists of any character, and
domain is an internationalized domain nane [ RFC5890] encoded as a
sequence of U | abels.

The Peer Connection API MJST check this string as follows:

1. If the "domain" portion of the string is equal to the domain name
of the 1dP proxy, then the assertion is valid, as the IdP is
authoritative for this domain. Conparison of donmain nanmes is
done using the | abel equivalence rule defined in Section 2.3.2.4
of [ RFC5890].

2. If the "domain" portion of the string is not equal to the domain



nanme of the IdP proxy, then the PeerConnection object MJST reject
the assertion unless bot h:

1. the IdP domain is trusted as an acceptable third-party |dP;
and

2. local policy is configured to trust this IdP domain for the
dommi n portion of the identity string.

Anly '@ or '9% characters in the "user" portion of the identity MJST
be escaped according to the "percent-encoding" rules defined in
Section 2.1 of [RFC3986]. Characters other than '@ and '% MJST NOT
be percent-encoded. For exanple, with a "user"” of "user@33" and a
"domai n" of "identity.exanple.con', the resulting string will be
encoded as "user%0133@dentity. exanpl e. coni'.

I mpl enent ati ons are cautioned to take care when displ ayi ng user
identities containing escaped ' @ characters. |f such characters are
unescaped prior to display, inplenentations MJIST distinguish between
the domain of the IdP proxy and any dommin that might be inplied by
the portion of the "<user>" portion that appears after the escaped
"@ sign

Security Considerations

Much of the security analysis of RTCWEB is contained in [ RFC8826] or
in the discussion of the particular issues above. In order to avoid
repetition, this section focuses on (a) residual threats that are not
addressed by this docunent and (b) threats produced by failure/

m sbehavi or of one of the conponents in the system

.1. Communi cations Security

If HTTPS is not used to secure comunications to the signaling
server, and the identity nechanismused in Section 7 is not used,
then any on-path attacker can replace the DILS-SRTP fingerprints in
the handshake and thus substitute its own identity for that of either
endpoi nt .

Even if HITPS is used, the signaling server can potentially nount a
man-in-the-mddl e attack unl ess inplenentations have sonme mechani sm
for independently verifying keys. The U requirenments in Section 6.5
are designed to provide such a mechani smfor notivated/security
consci ous users, but are not suitable for general use. The identity
service mechanisnms in Section 7 are nore suitable for general use
Not e, however, that a malicious signaling service can strip off any
such identity assertions, though it cannot forge new ones. Note that
all of the third-party security nmechanisns avail abl e (whether X 509
certificates or a third-party 1dP) rely on the security of the third
party -- this is of course also true of the user’s connection to the
Web site itself. Users who wish to assure thenselves of security
against a nmalicious IdP can only do so by verifying peer credentials
directly, e.g., by checking the peer’s fingerprint against a val ue
del i vered out of band.

In order to protect against malicious content JavaScript, that
JavaScri pt MJUST NOT be allowed to have direct access to -- or perform
conmputations with -- DTLS keys. For instance, if content JS were
able to conmpute digital signhatures, then it would be possible for
content JS to get an identity assertion for a browser’s generated key
and then use that assertion plus a signature by the key to
authenticate a call protected under an epheneral D ffie-Hellman (DH)
key controlled by the content JS, thus violating the security
guar ant ees ot herwi se provided by the IdP mechanism Note that it is
not sufficient nerely to deny the content JS direct access to the
keys, as some have suggested doing with the WebCrypto API



[webcrypto]. The JS nust also not be allowed to perform operations
that would be valid for a DILS endpoint. By far the safest approach
is sinmply to deny the ability to perform any operations that depend
on secret information associated with the key. Operations that
depend on public information, such as exporting the public key, are
of course safe.

.2. Privacy
The requirenents in this docunent are intended to allow
* Users to participate in calls without revealing their |ocation

* Potential callees to avoid revealing their |ocation and even
presence status prior to agreeing to answer a call

However, these privacy protections come at a performance cost in
terns of using TURN relays and, in the latter case, delaying |ICE
Sites SHOULD make users aware of these tradeoffs.

Note that the protections provided here assune a non-nalicious
calling service. As the calling service always knows the user’s
status and (absent the use of a technology like Tor) their IP
address, they can violate the user’s privacy at will. Users who w sh
privacy against the calling sites they are using nust use separate
privacy-enhanci ng technol ogi es such as Tor. Conbi ned WbRTC Tor

i mpl ement ati ons SHOULD arrange to route the nedia as well as the
signaling through Tor. Currently this will produce very subopti nal

per f or mance.

Additionally, any identifier which persists across multiple calls is
potentially a problemfor privacy, especially for anonynous calling
services. Such services SHOULD i nstruct the browser to use separate
DTLS keys for each call and also to use TURN t hroughout the call.

O herwi se, the other side will learn linkable information that woul d
allow themto correlate the browser across nultiple calls.

Addi tionally, browsers SHOULD i npl ement the privacy-preserving CNAVE
generati on node of [RFC7022].

9. 3. Deni al of Service

The consent nechani sns described in this docunent are intended to
mtigate denial -of-service (DoS) attacks in which an attacker uses
clients to send large anounts of traffic to a victimwi thout the
consent of the victim Wile these nmechanisns are sufficient to
protect victinms who have not inplemented WbRTC at all, WbRTC

i npl eent ati ons need to be nore careful

Consi der the case of a call center which accepts calls via WbRTC

An attacker proxies the call center’'s front-end and arranges for
multiple clients to initiate calls to the call center. Note that
this requires user consent in many cases, but because the data
channel does not need consent, they can use that directly. Since ICE

will conplete, browsers can then be induced to send | arge anmounts of
data to the victimcall center if it supports the data channel at
all. Preventing this attack requires that autonmated WbRTC

i npl ementations inplenment sensible flow control and have the ability
to triage out (i.e., stop responding to | CE probes on) calls which
are behaving badly, and especially to be prepared to renotely
throttle the data channel in the absence of plausible audio and video
(which the attacker cannot control).

Anot her related attack is for the signaling service to swap the I CE
candi dates for the audio and video streans, thus forcing a browser to
send video to the sink that the other victimexpects will contain
audio (perhaps it is only expecting audio!), potentially causing



overload. Mixing multiple nedia flows over a single transport makes
it harder to individually suppress a single flow by denying | CE
keepal ives. Either nedia-level (RTCP) mechani snms nust be used or the
i mpl ement ati on nust deny responses entirely, thus termnating the
call.

Yet another attack, suggested by Magnus Westerlund, is for the
attacker to cross-connect offers and answers as follows. 1t induces
the victimto make a call and then uses its control of other users
browsers to get themto attenpt a call to someone. It then
translates their offers into apparent answers to the victim which

| ooks like large-scale parallel forking. The victimstill responds
to I CE responses, and now the browsers all try to send nedia to the
victim Inplenmentations can defend thenselves fromthis attack by
only responding to | CE Binding Requests for a |imted nunber of
renote ufrags (this is the reason for the requirenent that the JS not
be able to control the ufrag and password). [RFC8834], Section 13
docunents a nunber of potential RTCP-based DoS attacks and
count er measur es.

Not e that attacks based on confusing one end or the other about
consent are possible even in the face of the third-party identity
mechani smas | ong as major parts of the signaling nmessages are not
signed. On the other hand, signing the entire nmessage severely
restricts the capabilities of the calling application, so there are
difficult tradeoffs here.

9.4. |dP Authentication Mechani sm

This mechanismrelies for its security on the 1dP and on the

Peer Connection correctly enforcing the security invariants described
above. At a high level, the IdP is attesting that the user
identified in the assertion wi shes to be associated with the
assertion. Thus, it rmust not be possible for arbitrary third parties
to get assertions tied to a user or to produce assertions that RPs
will accept.

9.4.1. PeerConnection Oigin Check

Fundanentally, the 1dP proxy is just a piece of HTM. and JS | oaded by
the browser, so nothing stops a Wb attacker fromcreating their own
| FRAME, |oading the IdP proxy HTM./JS, and requesting a signature
over their own keys rather than those generated in the browser.
However, that proxy would be in the attacker’s origin, not the 1dP s
origin. Only the browser itself can instantiate a context that

(a) isinthe IdP s origin and (b) exposes the correct APl surface.
Thus, the 1dP proxy on the sender’s side MJST ensure that it is
running in the IdP s origin prior to issuing assertions.

Note that this check only asserts that the browser (or sone other
entity with access to the user’s authentication data) attests to the
request and hence to the fingerprint. It does not denonstrate that
the browser has access to the associated private key, and therefore
an attacker can attach their own identity to another party’s keying
material, thus naking a call which comes fromAlice appear to cone
fromthe attacker. See [RFC8844] for defenses against this form of
att ack.

9.4.2. 1dP Well-Known UR

As described in Section 7.5, the 1dP proxy HTM./JS | andi ng page is

| ocated at a well-known URI based on the |dP's dormain name. This
requi renent prevents an attacker who can write sone resources at the
IdP (e.g., on one's Facebook wall) frombeing able to i npersonate the
| dP.



9.4.3. Privacy of IdP-Generated Identities and the Hosting Site

Dependi ng on the structure of the 1dP's assertions, the calling site

may | earn the user’'s identity fromthe perspective of the IdP. In
many cases, this is not an issue because the user is authenticating
to the site via the IdP in any case -- for instance, when the user

has | ogged in with Facebook Connect and is then authenticating their
call with a Facebook identity. However, in other cases, the user may
not have already revealed their identity to the site. |In general,

| dPs SHOULD either verify that the user is willing to have their
identity revealed to the site (e.g., through the usual 1dP

perm ssions dialog) or arrange that the identity information is only
avail able to known RPs (e.g., social graph adjacencies) but not to
the calling site. The "domain" field of the assertion request can be
used to check that the user has agreed to disclose their identity to
the calling site; because it is supplied by the PeerConnection it can
be trusted to be correct.

9.4.4. Security of Third-Party |dPs

As di scussed above, each third-party 1dP represents a new universal
trust point and therefore the nunber of these |dPs needs to be quite
limted. Most 1dPs, even those which issue unqualified identities
such as Facebook, can be recast as authoritative 1dPs (e.qg.,

123456@ acebook. con). However, in such cases, the user interface
inplications are not entirely desirable. One internediate approach
is to have special (potentially user configurable) U for |arge
authoritative IdPs, thus allowi ng the user to instantly grasp that
the call is being authenticated by Facebook, Google, etc.

9.4.4.1. Confusable Characters

Because a broad range of characters are pernmitted in identity
strings, it may be possible for attackers to craft identities which
are confusable with other identities (see [RFC6943] for nore on this
topic). This is a problemw th any identifier space of this type
(e.g., emnil addresses). Those minting identifiers should avoid

m xed scripts and sinmlar confusable characters. Those presenting
these identifiers to a user should consider highlighting cases of

m xed script usage (see [RFC5890], Section 4.4). Oher best
practices are still in devel oprment.

9.4.5. Wb Security Feature Interactions

A nunber of optional Wb security features have the potential to
cause issues for this nechanism as discussed bel ow.

9.4.5.1. Popup Bl ocki ng

When popup blocking is in use, the 1dP proxy is unable to generate
popup wi ndows, dialogs, or any other formof user interactions. This
prevents the I dP proxy from being used to circunmvent user
interaction. The "LOG NNEEDED' nessage allows the IdP proxy to
informthe calling site of a need for user login, providing the

i nformati on necessary to satisfy this requirenment wthout resorting
to direct user interaction fromthe IdP proxy itself.

9.4.5.2. Third Party Cookies

Sone browsers allow users to block third party cooki es (cookies
associated with origins other than the top-Ilevel page) for privacy
reasons. Any | dP which uses cookies to persist logins will be broken
by third-party cookie blocking. One option is to accept this as a
limtation; another is to have the PeerConnection object disable
third-party cookie blocking for the |IdP proxy.



10.

11.

11.

| ANA Consi der ations

This specification defines the "identity" SDP attribute per the
procedures of Section 8.2.4 of [RFC4566]. The required information
for the registration is included here:

Contact Nanme: |ESG (iesg@etf.org)
Attribute Nanme: identity

Long Form identity

Type of Attribute: session

Charset Considerations: This attribute is not subject to the charset
attribute.

Purpose: This attribute carries an identity assertion, binding an
identity to the transport-Ilevel security session.

Appropriate Values: See Section 5 of RFC 8827.
Mux Cat egory: NORMAL
This section registers the "idp-proxy" well-known URl from [ RFC8615].
URI suffix: idp-proxy
Change controller: |ETF
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