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I nt roducti on

ACME [ RFC8555] is a mechanismfor automating certificate managenent
on the Internet. It enables adm nistrative entities to prove
effective control over resources |ike domain names, and it automates
the process of generating and issuing certificates.

Thi s docunent describes an extension to ACME for use by S/M M
Section 3 defines extensions for issuing end-user S/M ME [ RFC8550]
certificates.

Thi s docunent ainms to support both:

1. A Mail User Agent (MJA) that has a built-in ACVE client that is
aware of the extension described in this document. (W will cal
such MJAs "ACME-enumi |l -aware".) Such an MJA can present a nice
user interface to the user and automate certificate issuance

2. An MJA that is not ACME aware, with a separate ACME client
i mpl emented in a cormmand-line tool or as a part of a website.
VWiile SIMME certificate issuance is not going to be as painless
as in the case of the ACME-enmil -aware MJA, the extra burden on a
user is going to be mninal.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Use of ACME for Issuing End-User S/MME Certificates

ACME [ RFC8555] defines a "dns" identifier type that is used to verify
that a particular entity has control over a domain or specific
service associated with the domain. In order to be able to issue
end-user S/MME certificates, ACME needs a new identifier type that
proves ownership of an email address.

Thi s docunent defines a new identifier type, "enmail", which
corresponds to an enail address. The address can be all ASClI

[ RFC5321] or internationalized [ RFC6531]; when an internationalized
emai | address is used, the domain part can contain both U | abels and
A-label s [RFC5890]. This can be used with S/M ME or another simlar
service that requires possession of a certificate tied to an enmil
addr ess.

Any identifier of type "email" in a newOrder request MJUST NOT have a
wi ldcard ("*") character in its val ue.

A new chal l enge type, "email-reply-00", is used with the "emil"
identifier type, which provides proof that an ACME client has contro
over an enmil address.

The process of issuing an SIMME certificate works as follows. Note
that the ACME client can be a standal one application (if the MJAis
not ACME-enumil -aware) or can be a conponent of the MJA

1. An end user initiates issuance of an SIMME certificate for one
of their email addresses. This nmight be done by using an emil
client U, by running a command-line tool, by visiting a



certificate authority web page, etc. This docunment doesn’t
prescribe a specific U used to initiate SSMME certificate
i ssuance or where the ACME client is |ocated.

The ACME-enmil -aware client conponent begins the certificate
i ssuance process by sending a POST request to the server’s
newOr der resource, including the identifier of type "email"
See Section 7.4 of [RFC8555] for nore details.

The ACME server responds to the POST request, including an
"aut hori zations" URL for the requested enail address. The ACVE
client then retrieves information about the corresponding
"emai | -reply-00" challenge, as specified in Section 7.5 of

[ RFC8555]. The "token" field of the correspondi ng chall enge
obj ect (fromthe "chall enges" array) contains token-part?2.
token-part2 should contain at |east 128 bits of entropy. The
"type" field of the challenge object is "email-reply-00". The
chal | enge object also contains the "from' field, with the emai
address that would be used in the From header field of the
"chal | enge" enmi| nessage (see the next step).

An exanpl e chal | enge object might |ook |ike this:

{
"type": "email-reply-00",
"url": "https://exanpl e.com acne/chal |/ ABprV_B7yEyA4f",
"fronf: "acne-chal | enge+2i 2110i 1204310@xanpl e. cont',
"token": "DGyRej mCef e7v4Nf DGDKf A"

}

After responding to the authorization request, the ACVE server
generates another token and a "chal | enge" enmail nessage with the
subj ect "ACME: <token-partl1>", where <token-partl> is the
base64url - encoded [ RFC4648] form of the token. The ACME server
MUST generate a fresh token for each S/M ME i ssuance request
(aut horization request), and token-partl MJST contain at |east
128 bits of entropy. The "challenge" email nessage structure is
described in nore details in Section 3.1

The MJA retrieves and parses the "chall enge" email nessage. |If
the MJA is ACME-enunil -aware, it ignores any "chal |l enge" emil
that is not expected, e.g., if there is no ACMVE certificate

i ssuance pending. The ACME-enuil-aware MJA al so i ghores any
"chal I enge" emmil| that has the Subject header field that
indicates that it is an enmail reply, e.g., a subject starting
with the reply prefix "Re:"

The ACME client concatenates "token-partl" (received over email)
and "token-part2" (received over HITPS [ RFC2818]) to create the
ACME "t oken" and cal cul ates keyAut hori zation (as per Section 8.1
of [RFC8555]). Then, it returns the base64url-encoded SHA- 256
di gest [ RFC6234] of the key authorization. The MJA returns the
base64url - encoded SHA- 256 di gest obtained fromthe ACME client
in the body of a "response" emmil message. The "response" enai
message structure is described in nmore details in Section 3. 2.

If the MJAis ACVE-emuil -aware, it MJST NOT respond to the sane
"chal | enge" enmil nore than once

Once the MJA sends the "response" email, the ACME client
notifies the ACME server by POST to the challenge URL ("url"”
field).

The ACME client can start polling the authorization URL (using
POST- as- GET requests) to see if the ACME server received and
val i dated the "response" enmail nessage. (See Section 7.5.1 of
[ RFC8555] for nore details.) |If the "status" field of the
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chal l enge switches to "valid", then the ACME client can proceed
with request finalization. The Certificate Signing Request
(CSR) MUST indicate the exact sane set of requested identifiers
as the initial newOrder request. For an identifier of type
"emai | ", the PKCS#10 [ RFC2986] CSR MUST contain the requested
emai | address in an extensi onRequest attribute [ RFC2985]
requesting a subject Al tNane extension. The enail address MJST
al so match the From header field value of the "response" enmil
nmessage.

In order to request generation of signing-only or encryption-
only SIMME certificates (as opposed to requesting generation of
SIMME certificates suitable for both), the CSR needs to include
the key usage extension (see Section 4.4.2 of [RFC8550]). This
is described in nore details in Section 3.3.

If a request to finalize an order is successful, the ACME server
will return a 200 (OK) with an updated order object. |If the
certificate is issued successfully, i.e., if the order "status"
is "valid", then the ACME client can downl oad the issued S/M M
certificate fromthe URL specified in the "certificate" field.

ACME " Chal | enge” Emai |

A "chal l enge” email message MJUST have the follow ng structure:

1.

The Subj ect header field has the foll owing syntax: "ACME <token-
part1>", where the prefix "ACME:" is followed by folding wite
space (FW5;, see [RFC5322]) and then by <token-partl>, which is
the base64url -encoded first part of the ACME token that MJST be
at least 128 bits long after decoding. Due to the recomended
78-octet line-length limt in [RFC5322], the subject |line can be
fol ded, so white spaces (if any) within the <token-partl> MJST be
i gnored. [RFC2231] encoding of the Subject header field MJST be
supported, and, when used, only the "UTF-8" and "US-ASCl "
charsets are all owed; other charsets MJUST NOT be used. The US-
ASCI | charset SHOULD be used.

The From header field MJUST be the same enmnil address as specified
inthe "from' field of the challenge object.

The To header field MIUST be the email address of the entity that
requested the SIMME certificate to be generat ed.

The nessage MAY contain a Reply-To and/or CC header field.

The nessage MUST include the Auto-Submitted header field with the
val ue "aut o-generated" [RFC3834]. To aid in debugging (and, for
some inplementations, to nmake automated processing easier), the
Aut o- Subm tted header field SHOULD include the "type=acne"
paraneter. It MAY include other optional paraneters, as allowed
by the syntax of the Auto-Subnmitted header field.

In order to prove authenticity of a chall enge nmessage, it MJST be
si gned using either Domai nKeys ldentified Mail (DKIM [RFC6376]
or S/M ME [ RFCB8551].

* |f DKIMsigning is used, the resulting DKI M Signature header
field MUST contain the "h=" tag that includes at |east the
From Sender, Reply-To, To, CC, Subject, Date, In-Reply-To,
Ref erences, Message-I1D, Auto-Submtted, Content-Type, and
Cont ent - Transf er - Encodi ng header fields. The DKI M Signature
header field' s "h=" tag SHOULD al so include the Resent-Date,
Resent - From Resent-To, Resent-Cc, List-1d, List-Help, List-
Unsubscri be, List-Subscribe, List-Post, List-Omer, List-
Archi ve, and List-Unsubscribe-Post header fields. The domain
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fromthe "d=" tag of the DKIM Signature header field MJST be
the same as the domain fromthe From header field of the
"chal | enge" enmil.

* |f SIMME signing is used, the certificate corresponding to
the signer MJUST have an rfc822Nane subj ect Al t Nane ext ensi on
with the value equal to the From header field enmail address of
the "chal |l enge" enmil

7. The body of the challenge nessage is not used for autonated
processing, so it can be any nedia type. (However, there are
extra requirenments on S/M M signing, if used. See below)
Typically, it is text/plain or text/htm containing a human-
readabl e expl anation of the purpose of the nessage. |If S/IMME
signing is used to prove authenticity of the chall enge nessage,
then the multipart/signed or "application/pkcs7-mne; sm ne-
type=si gned-data;" nedia type should be used. Either way, it
MJUST use S/ M ME header protection

An emmil client conpliant with this specification that detects that a
particular "challenge" enail fails the validation described above
MUST ignore the challenge and thus will not generate a "response"
email. To aid in debugging, such failed validations SHOULD be

| ogged.

Here is an exanple of an ACME "chal |l enge" enmmil (note that, for
simplicity, DKIMrelated header fields are not included).

Aut o- Subm tted: auto-generated; type=acne

Date: Sat, 5 Dec 2020 10: 08:55 +0100

Message- | D <A2299BB. FF7788@xanpl e. or g>

From acne-generat or @xanpl e. org

To: al exey@xanpl e. com

Subj ect: ACME: LgYendLy3F1LDki Jrdl GbEzyFJyOyf 6vBdyZ1TG3sME=
Cont ent - Type: text/plain

M ME-Version: 1.0

This is an automatically generated ACME chal l enge for email address
"al exey@xanpl e.cont. If you haven't requested an S/M ME
certificate generation for this email address, be very afraid.

If you did request it, your email client mght be able to process
this request automatically, or you m ght have to paste the first
token part into an external program

Figure 1

ACME " Response" Emai |
A valid "response" enmil nessage MJST have the followi ng structure

1. The Subject header field is formed as a reply to the ACME
"chal | enge" email (see Section 3.1). |Its syntax is the sanme as
that of the chall enge nmessage except that it nmay be prefixed by a
US-ASCI| reply prefix (typically "Re:") and FWS (see [ RFC5322]),
as is nornmal in reply nessages. Wen parsing the subject, ACVE
servers MJST decode [ RFC2231] encoding (if any), and then they
can ignore any prefix before the "ACMVE: " | abel

2. The From header field contains the email address of the user that
is requesting SIMME certificate issuance.

3. The To header field of the response contains the value fromthe
Repl y-To header field fromthe chall enge nessage (if set).
QO herwise, it contains the value fromthe From header field of



the chal | enge nmessage.

4. The Cc header field is ignored if present in the "response" ensil
nessage

5. The In-Reply-To header field SHOULD be set to the Message-ID
header field of the chall enge nmessage according to rules in
Section 3.6.4 of [RFC5322].

6. List-* header fields [ RFC4021][ RFC8058] MJST be absent (i.e., the
reply can’t cone froma mailing list).

7. The media type of the "response” email nessage is either text/
plain or nmultipart/alternative [ RFC2046], containing text/plain
as one of the alternatives. (Note that the requirenent to
support multipart/alternative is to allow use of ACME-unaware
MJAs, which can’t always generate pure text/plain, e.g., if they
reply to a text/htm). The text/plain body part (whether or not
it is inside multipart/alternative) MJST contain a bl ock of |ines
starting with the line "----- BEA N ACVE RESPONSE- - - - - ", followed
by one or nore lines containing the base64url -encoded SHA-256
di gest [ RFC6234] of the key authorization, calculated from
concat enated token-partl (received over enmil) and token-part2
(received over HITPS), as outlined in the 5th bullet in
Section 3. (Note that each line of text/plain is termnated by
CRLF. Bare LFs or bare CRs are not allowed.) Due to historica

line-length limtations in enmail, |line endings (CRLFs) can be
freely inserted in the mddle of the encoded di gest, so they MJST
be ignored when processing it. The final line of the encoded

digest is followed by a |line containing:
————— END ACME RESPONSE- - - - -

Any text before and after this block is ignored. For exanple,
such text might explain what to do with it for ACME-unaware
clients.

8. There is no need to use any Content-Transfer-Encodi ng other than
7bit for the text/plain body part. Use of quoted-printable or
base64 in a "response" enmil nessage is not necessary and shoul d
be avoi ded, though it is pernitted.

9. In order to prove authenticity of a response nessage, it MJST be
DKI M [ RFC6376] signed. The resulting DKIM Signature header field
MUST contain the "h=" tag that includes at |east the From
Sender, Reply-To, To, CC, Subject, Date, In-Reply-To, References,
Message- 1 D, Content-Type, and Content-Transfer-Encodi ng header
fields. The DKIM Signature header field s "h=" tag SHOULD al so
i nclude the Resent-Date, Resent-From Resent-To, Resent-Cc, List-
Id, List-Help, List-Unsubscribe, List-Subscribe, List-Post, List-
Omner, List-Archive, and List-Unsubscribe-Post header fields.

The domain fromthe "d=" tag of DKIM Signhature header field MJST
be the same as the domain fromthe From header field of the
"response" email.

Here is an exanple of an ACME "response" email (note that, for
simplicity, DKIMrelated header fields are not included).

Date: Sat, 5 Dec 2020 12:01:45 +0100

Message- |1 D <111-22222-3333333@xanpl e. conr

I n- Repl y- To: <A2299BB. FF7788@xanpl e. or g>

From al exey@xanpl e. com

To: acne-gener at or @xanpl e. org

Subj ect: Re: ACVE: LgYemJLy3F1LDki Jrdl GbEzyFJyOyf 6vBdyZ1TG3sMeE=
Cont ent - Type: text/plain

M ME- Version: 1.0



————— BEG N ACVE RESPONSE- - - - -
LogXcYV8g50NbI QxbnmR7SCTNo3t i AXDf owy
j XA EuX0=

----- END ACME RESPONSE- - - - -

Figure 2

3.3. Cenerating Encryption-Only or Signing-Only SIMME Certificates

ACME ext ensions specified in this document can be used to request
signing-only or encryption-only S/M M certificates.

In order to request signhing-only SIM M certificates, the CSR MJST
i nclude the key usage extension w th digital Signature and/or
nonRepudi ation bits set and no other bits set.

In order to request encryption-only S/MME certificates, the CSR MJST
i nclude the key usage extension with keyEnci pherment or keyAgreenent
bits set and no other bits set.

Presence of both of the above sets of key usage bits in the CSR as
wel | as absence of the key usage extension in the CSR, signhals to the
ACME server to issue an S/MME certificate suitable for both signing
and encryption.

4. Internationalization Considerations

[ RFC8616] updated/clarified use of DKIMw th internationalized email
addresses [RFC6531]. Please consult [RFC3616] in regards to any
changes that need to be inpl enented.

Use of non-ASCI| characters in |eft-hand sides of internationalized
emai | addresses requires putting internationalized ermail addresses in
X. 509 certificates [ RFC8398].

5. | ANA Consi derations

5.1. ACME ldentifier Type
| ANA has registered a newidentifier type in the "ACME Identifier
Types"” registry defined in Section 9.7.7 of [RFC8555] with Labe
"emai |" and a Reference to this docunent, [RFC5321], and [ RFC6531].
The new identifier type corresponds to an (all ASCI1) ermil address
[ RFC5321] or internationalized enmail addresses [ RFC6531].

5.2. ACME Chal | enge Type

| ANA has registered a newentry in the "ACVE Val i dati on Met hods"
registry defined in Section 9.7.8 of [RFC8555]. This entry is as

fol | ows:
oo S oo ===+
| Label | Identifier Type | ACME | Reference
B Rl el el e ety
| email-reply-00 | enmai | | Y | RFC 8823
I I I I +------ I +

Table 1
6. Security Considerations
Pl ease see the Security Considerations section of [RFC8555] for

general security considerations related to the use of ACME. This
chal | enge/ response protocol denobnstrates that an entity that controls



the private key (corresponding to the public key in the certificate)
al so controls the named email account. The ACME server is confirmng
that the requested enmil address belongs to the entity that requested
the certificate, but this makes no claimto address correctness or
fitness for purpose. |If such clains are needed, they nust be
obt ai ned by sone ot her mechani sm

The security of the "enmail-reply-00" chall enge type depends on the
security of the email system A third party that can read and reply
to user’s enanil nessages (by possessing a user’s password or a secret
derived fromit that can give read and reply access, such as
"password equival ent" information, or by being given perm ssions to
act on a user’s behalf using email del egation features comon in some
emai | systens) can request S/M M certificates using the protoco
specified in this docunent and is indistinguishable fromthe enail
account owner. This has several possible inplications:

1. An entity that conprom sed an email account would be able to
request SIMME certificates using the protocol specified in this
docunent, and such entity couldn’t be distinguished fromthe
legitimate emai|l account owner (unless sone external sources of
i nformati on are consulted).

2. For email addresses with legitimte shared access/control by
mul tiple users, any such user would be able to request S/M ME
certificates using the protocol specified in this docunment; such
requests can’'t be attributed to a specific user without
consul ting external systens (such as | MAP/ SMIP access | 0gs).

3. The protocol specified in this docunment is not suitable for use
with email addresses associated with mailing |lists [RFC5321].
While it is not always possible to guarantee that a particular S/
M ME certificate request is not froma nailing |ist address,
prohi bition on inclusion of List-* header fields helps
certificate issuers to handl e nost common cases

An email systemin its turn depends on DNS. A third party that can
mani pul ate DNS MX records for a domamin mght be able to redirect an
email and can get (at |east tenporary) read and reply access to it.
Sinmlar considerations apply to DKIM TXT records in DNS. Use of
DNSSEC by emmil system administrators is recomrended to avoi d maki ng
it easy to spoof DNS records affecting an email system However, use
of DNSSEC i s not ubiquitous at the tinme of publishing of this
docunent, so it is not required here. Also, many existing systens

that rely on verification of ownership of an enail address -- for
exanpl e, 2-factor authentication systens used by banks or traditiona
certificate issuance systens -- send email nessages to enail

addresses, expecting the owner to click on the link supplied in them
(or to reply to a nmessage), without requiring use of DNSSEC. So the
risk of not requiring DNSSEC i s presuned acceptable in this docunent.

An ACME emmil chall enge nessage can be forged by an attacker. As per
requi renents on an ACME-enuil -aware MJA specified in Section 3, the

MJA will not respond to requests it is not expecting. Even if the
attacker causes the erroneous "response" email to go to an attacker-
controlled email address, very little information is | eaked -- the

SHA- 256 hash of the key authorization would be | eaked, not the key
aut hori zation itself, so no parts of the token or the account key
thunbprint are | eaked.

An attacker that can read the "response” email has only one chance to
guess the token-part2. Even if the attacker can guess it right, it
still needs to know the ACME account key to be able to nake use of
the intercepted SHA-256 hash of the key authorization

Al so see the Security Considerations section of [RFC6376] for details



on how DKI M depends on the DNS and the respective vulnerabilities
this dependence has.
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