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Distributed Mbility Anchoring
Abst r act

Thi s docunent defines distributed nobility anchoring in terns of the
different configurations and functions to provide IP nobility
support. A network may be configured with distributed mobility
anchoring functions for both network-based or host-based mobility
support, depending on the network’s needs. In a distributed nobility
anchoring environnent, nultiple anchors are avail able for m d-session
switching of an I P prefix anchor. To start a new flow or to handle a
flow not requiring | P session continuity as a nobil e node noves to a
new network, the flow can be started or restarted using an | P address
configured fromthe new I P prefix anchored to the new network. |If
the flow needs to survive the change of network, there are solutions
that can be used to enable I P address nobility. This docunent
describes di fferent anchoring approaches, depending on the IP
mobility needs, and how this I P address nobility is handl ed by the
net wor k.
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1. I nt roduction

A key requirenent in distributed nobility managenent (DVM [ RFC7333]
is to enable traffic to avoid traversing a single nmobility anchor far
froman optimal route. This docunent defines different
configurations, functional operations, and paraneters for distributed
mobi l ity anchoring and expl ains howto use themto avoid
unnecessarily long routes when a nobil e node noves.

O her distributed nobility managenent documents al ready address
source address selection [ RFC8653] and control - pl ane and dat a- pl ane
signaling [ FPC-DMM PROTOCOL]. A nunber of distributed nmobility

sol utions have al so been proposed, for exanple, in [ DM DMVA],

[ RFC8885], [DMM W FI], [ DMV ENHANCED- ANCHORI NG, and

[ STATELESS- UPLANE- VEPC] .

Distributed nmobility anchoring enploys nultiple anchors in the data
pl ane. In general, control-plane functions may be separated from
dat a- pl ane functions and be centralized but may al so be co-Ilocated
with the data-plane functions at the distributed anchors. Different
configurations of distributed nobility anchoring are described in
Section 3.1.

As a Mbile Node (MN) attaches to an access router and establishes a
I'ink between them a /64 IPv6 prefix anchored to the router may be
assigned to the link for exclusive use by the MN [ RFC6459]. The MN
may then configure a global |1 Pv6 address fromthis prefix and use it
as the source IP address in a flowto communicate with its
Correspondent Node (CN). Wen there are nultiple nobility anchors
assigned to the same M\, an address selection for a given flowis
first required before the flowis initiated. Using an anchor in an
MN's network of attachnent has the advantage that the packets can
sinmply be forwarded according to the forwarding table. However,
after the flow has been initiated, the MN may | ater nove to anot her
network that assigns a new nobility anchor to the MN. Since the new
anchor is located in a different network, the MN' s assigned prefix
does not belong to the network where the MNis currently attached.

When the MN wants to continue using its assigned prefix to conplete
ongoi ng data sessions after it has nmoved to a new network, the

network needs to provide support for the MN's | P address and session
continuity, since routing packets to the MN through the new network



deviates from applying default routes. The IP session continuity
needs of a flow (application) determ ne how the |IP address used by
this flow has to be anchored. |If the ongoing IP flow can cope with
an | P prefix/address change, the flow can be reinitiated with a new
| P address anchored in the new network. On the other hand, if the
ongoi ng I P fl ow cannot cope with such change, nobility support is
needed. A network supporting a mx of flows both requiring and not
requiring IP mobility support will need to distinguish these flows.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Al'l general mobility-related terns and their acronynms used in this
docunent are to be interpreted as defined in the Mbile I Pv6 (M Pv6)
base specification [ RFC6275], the Proxy Mobile I Pv6 (PM Pv6)
specification [ RFC5213], the Mbility Term nol ogy docunent [RFC3753],
and the DMM Current Practices and Gap Anal ysis docunent [RFC7429].
These include terns such as Mobile Node (M\), Correspondent Node
(CN), Home Agent (HA), Hone Address (HoA), Care-of-Address (CoA),
Local Mobility Anchor (LMA), and Mbbile Access Gateway (MAG .

In addition, this docunent uses the followi ng terns and definitions:

I P session continuity: The ability to nmaintain an ongoing transport
interaction by keeping the same |ocal endpoint |IP address
throughout the lifetine of the |IP socket despite the nobile host
changing its point of attachment within the I P network topol ogy.
The | P address of the host may change after closing the | P socket
and before opening a new one, but that does not jeopardize the
ability of applications using these IP sockets to work flaw essly.
Session continuity is essential for nobile hosts to maintain
ongoi ng flows wi thout any interruption [RFC3653].

Hi gher-1layer session continuity: The ability to maintain an ongoing
transport- or higher-layer (e.g., application) interaction by
keepi ng the session identifiers throughout the lifetinme of the
session despite the nobile host changing its point of attachment
within the I P network topol ogy. This can be achi eved by using
mechani sns at the transport or higher |ayers.

| P address reachability: The ability to maintain the sanme | P address
for an extended period of tine. The IP address stays the sane
across i ndependent sessions, even in the absence of any session.
The I P address may be published in a long-termregistry (e.g.,
DNS) and is made available for serving incomng (e.g., TCP)
connections. |P address reachability is essential for nobile
hosts to use specific/published | P addresses [ RFC8653].

IP mobility: The conbination of |P address reachability and session
continuity.

Anchoring (of an IP prefix/address): An IP prefix (i.e., Hone
Network Prefix (HNP)) or address (i.e., HoA) assigned for use by
an MN is topol ogically anchored to an anchor node when the anchor
node is able to advertise a route into the routing infrastructure
for the assigned IP prefix. The traffic using the assigned IP
address/prefix must traverse the anchor node. W can refer to the
function perfornmed by the I P anchor node as anchoring, which is a
dat a- pl ane function.

Locati on Managenent (LM function: A control-plane function that



keeps and manages the network |ocation information of an MN. The
| ocation information may be a binding of the advertised IP
address/prefix (e.g., HoA or HNP) to the IP routing address of the
MN or of a node that can forward packets destined to the M\

VWen the MNis a Mobile Router (MR), the location information wl|l
al so include the Mobile Network Prefix (MNP), which is the
aggregate I P prefix delegated to the MR to assign IP prefixes for
use by the Mobile Network Nodes (MNNs) in the nobile network.

In a client-server protocol nodel, secure (i.e., authenticated and
aut hori zed) | ocation query and update nessages may be exchanged
bet ween a Location Managenent client (LMc) and a Location
Managenent server (LMs), where the location information can be
updated or queried fromthe LMc. Optionally, there may be a
Locati on Managenent proxy (LMp) between LM and LMs.

Wth separation of control plane and data plane, the LM function
is in the control plane. It may be a |ogical function at the
control -pl ane node, control-plane anchor, or nobility controller.

It may be distributed or centralized.

Forwar di ng Managenment (FM function: Packet interception and
forwarding to/fromthe | P address/prefix assigned for use by the
MN, based on the internetwork | ocation information, either to the
destination or to some other network el enment that knows how to
forward the packets to their destination.

This function nmay be used to achieve traffic indirection. Wth
separation of control plane and data plane, the FM function may
split into an FMfunction in the data plane (FMDP) and an FM
function in the control plane (FM CP).

FM DP may be distributed with distributed nobility managenent. It
may be a function in a data-plane anchor or data-pl ane node.

FM CP may be distributed or centralized. It may be a function in
a control -pl ane node, control -plane anchor, or mobility
controller.

Hone Control - Pl ane Anchor (Honme-CPA or H CPA): The Home- CPA function
hosts the MN's nobility session. There can be nore than one
mobility session for a nobile node, and those sessions nmay be
anchored on the sane or different Home-CPA's. The Home- CPA will
interface with the Home-DPA for managi ng the forwardi ng state.

Hone Dat a- Pl ane Anchor (Hone-DPA or H DPA): The Home-DPA is the
topol ogi cal anchor for the MN's I P address/prefix(es). The Home-
DPA is chosen by the Hone-CPA on a session basis. The Hone-DPA is
in the forwarding path for all the nobile node’s IP traffic.

Access Control -Pl ane Node (Access-CPN or A-CPN): The Access-CPN is
responsible for interfacing with the nobil e node’s Home- CPA and
with the Access-DPN. The Access-CPN has a protocol interface to
t he Home- CPA.

Access Dat a- Pl ane Node (Access-DPN or A-DPN): The Access-DPN
function is hosted on the first-hop router where the nobil e node
is attached. This function is not hosted on a Layer 2 bridging
devi ce such as an eNode(B) or Access Point.

3. Distributed Mbility Anchoring

3.1. Configurations for Different Networks



3.

3.

1.

1.

We next describe sonme configurations with nultiple distributed
anchors. To cover the w dest possible spectrum of scenarios, we
consider architectures in which the control and data pl anes are
separated. W analyze where LM and FM functions, which are specific
sub-functions involved in nobility managenment, can be placed when

| ooking at the different scenarios with distributed anchors.

1. Network-Based DVM

Figure 1 shows a general scenario for network-based distributed
mobi | ity managenent.

The main characteristics of a network-based DVM sol ution are:

* There are multiple data-plane anchors, each with an FM DP
function.

* The control plane may either be distributed (not shown in the
figure) or centralized (as shown in the figure).

* The Control -Plane Anchor (CPA) and the Data Pl ane Anchor (DPA) nmay
or may not be co-located. |If the CPAis co-located with the
di stributed DPAs, then there are nultiple co-located CPA-DPA
i nstances (not shown in the figure).

* An I P prefix/address IP1 (anchored to the DPA with |IP address
I Pal) is assigned for use to an MN\. The MN uses this | P1 address
to communicate with CNs (not shown in the figure).

* The | ocation managenent (LM function may be co-located or split

(as shown in the figure) into a separate server (LMs) and a client
(LMc). In this case, the LMs may be centralized whereas the LM
may be distributed or centralized.

____________ Net wor k
_ v\
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( )
( . . \
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( | DPA(1 Pal): | |DPA(IPa2): | DPAs )
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Fomm e oo - +

Figure 1: Network-Based DWVM Confi guration

2. dient-Based DW

Figure 2 shows a general scenario for client-based distributed



mobil ity managenent. In this configuration, the nobile node perforns
Control - Pl ane Node (CPN) and Data-Pl ane Node (DPN) nobility
functions, nanely the forwardi ng nmanagenent and | ocati on nmanagenent
(client) roles.

+----- +
| LM |
+- - - -+

S T

| CPA: |

| FMCP, LM |

S +

e L S + Distributed

| DPA(I Pal): | |DPA(IPa2): | DPAs

| anchors 1 P1 | |anchors 1P2 |

| FM DP | | FM DP | etc.

S TR S +

S +

| MN(T P1) | Mobi | e node

|[flowmIP1,..)|using I P1

| FM LMc | anchored to

A +DPA( | Pal)

Figure 2: dient-Based DWM Configuration

IP Mobility Handling in Distributed Anchoring Environments: Mbility
Support Only Wen Needed

IP mobility support may be provided only when needed instead of being
provided by default. Three cases can be consi dered:

*  Nomadi c case: No address continuity is required. The IP address
used by the MN changes after a novenent and traffic using the old
address is disrupted. |If session continuity is required, then it
needs to be provided by a solution running at Layer 4 or above.

* Mbility case with traffic redirection: Address continuity is
required. Wen the MN noves, the previous anchor still anchors
the traffic using the old IP address and forwards it to the new
MN's |ocation. The MN obtains a new | P address anchored to the
new | ocation and preferably uses it for new comuni cations
establ i shed whil e connected at the new | ocati on.

* Mbility case with anchor relocation: Address continuity is
required. In this case, the route followed by the traffic is
optinized by using sonme neans for traffic indirection to deviate
fromdefault routes.

A straightforward choice of nmobility anchoring is the follow ng: the
MN chooses, as a source |P address for packets belonging to an IP
flow, an address allocated by the network the MN is attached to when
the flow was initiated. As such, traffic belonging to this flow
traverses the MN's nobility anchor [ DVMM DVA] [ RFC8885].

The I P prefix/address at the MN's side of a flow may be anchored to
the Access Router (AR) to which the MNis attached. For exanple,
when an MN attaches to a network (Netl) or nobves to a new network
(Net2), an IP prefix fromthe attached network is assigned to the
M\'s interface. |In addition to configuring new |link-Iocal addresses,
the MN configures fromthis prefix an I P address that is typically a
dynanmic | P address (neaning that this address is only used while the



MN is attached to this access router, so the I P address configured by
the MN dynanical |y changes when attaching to a different access
network). It then uses this |IP address when a flowis initiated.
Packets fromthis fl ow addressed to the MN are sinply forwarded
according to the forwarding table.

There may be multiple IP prefixes/addresses that an MN can sel ect
when initiating a flow They may be fromthe same access network or
different access networks. The network nmay advertise these prefixes
with cost options [PREFI X-COST] so that the nobile node may choose
the one with the least cost. |In addition, the I P prefixes/addresses
provi ded by the network may be of different types regardi ng whether
mobility support is supported [ RFC8653]. An MN will need to choose
which I P prefix/address to use for each flow accordi ng to whet her or
not it needs IP nobility support, for exanple, using the nechanisns
described in [ RFC8653].

.1. Nomadi c Case
When | P nobility support is not needed for a flow, the LM and FM

functions are not utilized so that the configurations in Section 3.1
are sinplified as shown in Figure 3.

Net 1 Net 2

S + S +
| ARL | AR i s changed | AR2 |
o + aeaaaa- > o +
| CPA | | CPA |
|- I R |
| DPA(I Pal) : | | DPA( | Pa2) : |
| anchors | P1 | | anchors | P2 |
oo + oo +
Fo + R +
. MN( 1 P1) . MN noves | MN( T P2) |
lowmIPL, .. 0) . =======> [flom(IP2,...) |
+ + S +

Figure 3. Changing to a New | P Address/Prefix

When there is no need to provide IP nobility to a flow, the flow may
use a new | P address acquired froma new network as the MN noves to
t he new net wor k.

Regardl ess of whether or not IP nmobility is needed, if the flow has
not term nated before the MN noves to a new network, the flow may
subsequently restart using the new | P address assigned fromthe new
net wor k.

When | P session continuity is needed, even if an application flowis
ongoing as the MN noves, it may still be desirable for the
application flow to change to using the new | P prefix configured in
the new network. The application flow may then be closed at the IP

| evel and then be restarted using a new | P address configured in the
new network. Such a change in the |IP address used by the application
fl ow may be enabl ed using a higher-layer nobility support that is not
in the scope of this docunent.

In Figure 3, aflowinitiated while the MN was using the IP prefix

I P1, anchored to a previous access router ARL in network Netl, has
term nated before the MN noves to a new network Net2. After noving
to Net2, the MN uses the new IP prefix I P2, anchored to a new access
router AR2 in network Net2, to start a new flow Packets may then be
forwarded without requiring |IP-layer nobility support.



An exanple call flowis outlined in Figure 4. An M attaches to AR1,
whi ch sends a router advertisenment (RA) including informtion about
the prefix assigned to the M\, fromwhich the MN configures an IP
address (I1P1). This address is used for new comuni cations, for
exanple, with a correspondent node (CN). |If the MN noves to a new
network and attaches to AR2, the process is repeated (the M\ obtains
a new | P address, P2, fromAR2). Since the IP address (IP1)
configured at the previously visited network is not valid at the
current attachnent point, any existing flows have to be reestablished
usi ng | P2.

Note that in these scenarios, if there is no mobility support
provi ded by Layer 4 or above, application traffic would stop.

WN ARL AR2 CN
| M\ attaches to ARL: |
| acquires MN-1D and profile
|--RS-----mmmmmm oo - >|

[<ommmmmmm e RA(I P1)---

I
. . |
Assigned prefix |P1 |
I P1 address configuration

I

I I I
| M\ detaches from ARL | |
| M\ attaches to AR2 | |
I I

I

I

I
Assigned prefix | P2 | |
| P2 address configuration |

I

I I
| <-new Flowm( I P2, 1 Pcn,...)----------- R >
I I I

Figure 4: Restarting a Flow with New | P Prefix/Address
4.2. Mbility Case with Traffic Redirection

When P nobility is needed for a flow, the LM and FM functions in
Section 3.1 are utilized. There are two possible cases: (i) the
mobi l ity anchor remains playing that role and forwards traffic to a
new | ocator in the new network, and (ii) the nmobility anchor (data-
pl ane function) is changed but binds the MN's transferred | P address/
prefix. The latter enables optimzed routes but requires some data-
pl ane node that enforces traffic indirection. W focus on the first
case in this section. The second case is addressed in Section 4.3.

Mobility support can be provided by using nobility managenent

met hods, such as the approaches surveyed in the foll owi ng acadenic
papers: [|EEE-D STRI BUTED- MOBI LI TY], [PM P-DMA], and

[ DMM MOBI LE- | NTERNET]. After noving, a certain MN's traffic flow may
continue using the IP prefix fromthe prior network of attachnent.
Yet, some tinme later, the application generating this traffic flow
may be closed. |If the application is started again, the new fl ow may
not need to use the prior network’s |IP address to avoid having to
invoke IP nmobility support. This may be the case where a dynanmic IP
prefi x/address, rather than a permanent one, is used. Packets
belonging to this flow nmay then use the new I P prefix (the one
allocated in the network where the flowis being initiated). Routing
is again kept sinpler without enploying IP nobility and will remain
so as long as the M\, which is nowin the new network, does not nove



again to anot her network.

An exanple call flowin this case is outlined in Figure 5. In this
exanmpl e, the ARl plays the role of the FMDP entity and redirects the
traffic (e.g., using an IP tunnel) to AR2.

WN ARL AR2 CN
| M\ attaches to ARL: |
| acquires MN-1D and profile
[--RS-----mmemm oo - >|

I
I RA(I P1)- - -

|
Assi gned prefix IP1 |
I P1 address configuration

I

I
| <-Flow(IPL, IPcn, ... .)-d----cccmmmm oo >

I I I
| M\ detaches from ARL | |
| MN attaches to AR2 | |
I I

I

[-- RS- - >

(some | P nmobility support sol ution)

| <---mmmmme e RA(IP2,IP1)--------- |

| | |

| +<-Flow(IP1,IPcn,...)---------------------- >
| +<===========>+

| <-FlowmIPL, IPcn,...)-------------- >+

I

Assi gned prefix | P2 | |
| P2 address configuration |
I I

Flow(I P1,1Pcn) term nates |
I

I I
| <-new Flow(I P2, 1Pcn,...)----------- R e >

I I I
Figure 5. Flow Using IP Prefix fromHome Network after MN has Myved

Anot her solution could be to place an FMDP entity closer to the CN
network to performtraffic steering to deviate fromdefault routes
(which will bring the packet to ARl per default routing). The LM and
FM functions are inplemented as shown in Figure 6.

Net 1 Net 2
R + R +
| ARL | | AR2 |
Fom e o + Fom e o +
| CPA: | | CPA:

I
| | [LMIP1 at IPal |
[------meee - | I P1 (anchored to Netl) [------meee - |

| DPA(I Pal): | is redirected to Net2 | DPA( 1 Pa2) : |
| anchors | P1 | =======> | anchors | P2 |
| FM 1Pl via | Pa2| | FM 1Pl via | Pal|
S + S +
Fo + R +
. MN(1 P1) . MN noves | MN(I P2, 1P1) |
lowmIPL, . .0) . =======> [flomIPL,...) |
. . [flom(IP2,...) |
+ + S +

Figure 6: Anchor Redirection

Mul tiple instances of DPAs (at access routers), which are providing



IP prefixes to the MNs, are needed to provide distributed mobility
anchoring in an appropriate configuration such as those described in
Figure 1 (Section 3.1.1) for network-based distributed nobility or in
Figure 2 (Section 3.1.2) for client-based distributed nobility.

4.3. Mbility Case with Anchor Rel ocation

We focus next on the case where the nobility anchor (data-plane
function) is changed but binds the M\'s transferred | P address/
prefix. This enables optimzed routes but requires sone data-pl ane
node that enforces traffic indirection

IP mobility is invoked to enable IP session continuity for an ongoi ng
flow as the MN noves to a new network. The anchoring of the IP
address of the flowis in the hone network of the flow (i.e.,
different fromthe current network of attachnment). A centralized
mobi | ity managenent nechani sm nmay enpl oy indirection fromthe anchor
in the honme network to the current network of attachment. Yet, it
may be difficult to avoid using an unnecessarily long route (when the
route between the MN and the CN via the anchor in the home network is
significantly |onger than the direct route between them. An
alternative is to nove the | P prefix/address anchoring to the new

net wor k.

The | P prefix/address anchoring may nove w t hout changing the IP
prefix/address of the flow The LM function in Figure 1 of
Section 3.1.1 is inplenented as shown in Figure 7

Net 1 Net 2
T + T +
| ARL | | AR2 |
S I + S I +
| CPA: | CPA:

I I
|[LMIP1L at |Pal | I
| changes to | | |

| |

| IP1 at |Pa2 |

TP AR |
| DPA( I Pal) : | I'P1 anchoring effectively noved | DPA(I Pa2): |
| anchored | P1 | =======> | anchors 1 P2, 1P1|
Fomm e + Fomm e +
Fo + R +
. MN(1 P1) . MN noves | MN(I P2, 1P1) |
glow(IlPL, .. 0) . =======> [ f1ow(lPL, Y
e + R +

Figure 7: Anchor Rel ocation

As an MN with an ongoi ng session noves to a new network, the flow may
preserve | P session continuity by noving the anchoring of the
original IP prefix/address of the flowto the new network.

One way to acconplish such a move is to use a centralized routing
protocol, but such a solution may present sonme scalability concerns
and its applicability is typically limted to small networks. One
exanple of this type of solution is described in [BGP-ATN-IPS]. Wen
an MN associates with an anchor, the anchor injects the MN's prefix
into the global routing system |f the MN noves to a new anchor, the
ol d anchor withdraws the /64 and the new anchor injects it instead.

5. Security Considerations
As stated in [ RFC7333], "a DMM sol ution MJST support any security

protocol s and mechani sms needed to secure the network and to make
continuous security inmprovenents". It "MJST NOT introduce new
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security risks".

There are different potential deploynment nodels of a DVMM sol ution
The present docunment has presented three different scenarios for

di stributed anchoring: (i) nonadic case, (ii) nobility case with
traffic redirection, and (iii) nmobility case with anchor rel ocation
Each of these cases has different security requirenents, and the
actual security nmechani sns depend on the specifics of each solution/
scenari o.

As general rules, for the first distributed anchoring scenario
(nomadi c case), no additional security consideration is needed, as
this does not involve any additional nechanismat Layer 3. |If
session connectivity is required, the Layer 4 or above solution used
to provide it MJST al so provide the required authentication and
security.

The second and third distributed anchoring scenarios (mobility case)
i nvol ve mobility signaling anong the nobil e node and the control -

pl ane and dat a- pl ane anchors. The control - pl ane nessages exchanged
bet ween these entities MJIST be protected using end-to-end security
associations with data-integrity and data-origination capabilities.

| Psec [ RFC8221] Encapsul ating Security Payload (ESP) in transport
mode with mandatory integrity protecti on SHOULD be used for
protecting the signaling nessages. Internet Key Exchange Protoco
Version 2 (1 KEv2) [RFC8247] SHOULD be used to set up security

associ ations between the data-plane and control -pl ane anchors. Note
that in scenarios in which traffic indirection mechanisns are used to
rel ocate an anchor, authentication and authorization nmechani sns MJST
be used.

Control -plane functionality MJST apply authorization checks to any
commands or updates that are made by the control -plane protocol
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