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Abstract

Thi s docunent recommends deprecation of the use of Any-Source
Multicast (ASM for interdomain multicast. It recommends the use of
Sour ce-Specific Miulticast (SSM for interdomain multicast
applications and recommends that hosts and routers in these

depl oynents fully support SSM The reconmendations in this docunent
do not preclude the continued use of ASMw thin a single organization
or donmain and are especially easy to adopt in existing deploynents of
i ntradonai n ASM usi ng PI M Sparse Mde (PIMSM.

Status of This Meno
Thi s neno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww rfc-editor.org/info/rfc8815.

Copyright Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

IP Multicast has been deployed in various forms, within private
networ ks, the wider Internet, and federated networks such as nationa
or regional research networks. Wile a nunber of service nodels have
been published, and in nany cases revised over tine, there has been
no strong recomendati on nade by the | ETF on the appropriateness of
those nmodel s to certain scenarios, even though vendors and
federati ons have often made such reconmendati ons.

Thi s docunent addresses this gap by nmaking a BCP-1evel recomrendation
to deprecate the use of Any-Source Multicast (ASM for interdonain
mul ticast, |eaving Source-Specific Milticast (SSM as the reconmended
i nterdomain nmode of multicast. Therefore, this docunent reconmmrends
that all hosts and routers that support interdomain multicast
applications fully support SSM

Thi s docunent does not nmke any statenent on the use of ASMwithin a
singl e domai n or organi zation and, therefore, does not preclude its
use. |Indeed, there are application contexts for which ASMis
currently still widely considered well suited within a single domain.

The main issue in nost cases with noving to SSMis application
support. Many applications are initially deployed for intradomain
use and are | ater deployed interdonmain. Therefore, this docunent
recomends that applications support SSM even when they are
initially intended for intradomain use. As explained bel ow, SSM
applications are readily conpatible with existing intradomai n ASM
depl oynents using PIMSM as PIMSSMis nerely a subset of Pl M SM

Backgr ound
1. Multicast Service Mdels

Any-Source Miulticast (ASM and Source-Specific Milticast (SSM are
the two nulticast service nodels in use today. In ASM as originally
described in [RFC1112], receivers express interest in joining a

mul ticast group address, and routers use nulticast routing protocols
to deliver traffic fromthe sender(s) to the receivers. |If there are



multiple senders for a given group, traffic fromall senders will be
delivered to the receivers. Since receivers specify only the group
address, the network -- and therefore the multicast routing protocols
-- are responsible for source discovery.

In SSM by contrast, receivers specify both group and source when
expressing interest in joining a multicast stream Source di scovery
in SSMis handl ed by sone out-of-band nechanism (typically in the
application layer), which drastically sinplifies the network and how
the multicast routing protocols operate.

| ANA has reserved specific ranges of 1Pv4 and | Pv6 address space for
mul ti cast addressing. @Guidelines for IPv4 nulticast address

assi gnnents can be found in [RFC5771], while guidelines for |Pv6
mul ti cast address assignments can be found in [ RFC2375] and

[ RFC3307]. The IPv6 nulticast address format is described in

[ RFC4291] .

2.2. ASM Routing Protocols
2.2.1. PIM Sparse Mde (PIMSM

The nost commonly depl oyed ASM routing protocol is Protoco

I ndependent Multicast - Sparse Mbde (PIMSM, as detailed in

[ RFC7761]. PIMSM as the nanme suggests, was designed to be used in
scenari os where the subnets with receivers are sparsely distributed

t hroughout the network. Because receivers do not indicate sender
addresses in ASM (but only group addresses), PIM SM uses the concept
of a Rendezvous Point (RP) as a "neeting point" for sources and
receivers, and all routers in a PIM SM domain are configured to use a
specific RP(s), either explicitly or through dynam c RP-di scovery

pr ot ocol s.

To enable PIMSMto work between nultiple domains, an interdonain,
inter-RP signaling protocol known as Milticast Source Di scovery

Prot ocol (MsDP) [RFC3618] is used to allow an RP in one domain to

| earn of the existence of a source in another domain. Deploynent
scenarios for MSDP are given in [ RFC4611]. MSDP fl oods infornation
about all active sources for all multicast streans to all RPs in all
the domains -- even if there is no receiver for a given application
in a domain. As a result of this key scalability and security issue,
al ong with ot her depl oyment chall enges with the protocol, MSDP was
never extended to support |1Pv6 and remai ns an Experinmental protocol

At the time of witing, there is no | ETF interdomain solution at the
| evel of Proposed Standard for |Pv4 ASM nulticast, because MSDP was
the de facto nechanismfor the interdomain source di scovery problem
and it is Experimental. Oher protocol options were investigated at
the sanme tine but were never inplenented or depl oyed and are now
historic (e.g., [RFC3913]).

2.2.2. Enbedded-RP

Due to the availability of nmore bits in an | Pv6 address than in | Pv4,
an | Pv6-specific nmechani smwas designed in support of interdomain
ASM with PIM SM | everaging those bits. Enbedded-RP [ RFC3956] all ows
routers supporting the protocol to determne the RP for the group

wi t hout any prior configuration or discovery protocols, sinply by
observing the unicast RP address that is enbedded (included) in the

I Pv6 nulticast group address. Enbedded-RP allows PI M SM operation
across any I Pv6 network in which there is an end-to-end path of
routers supporting this nmechanism including interdomain depl oynent.

2.2.3. BIDRRP

BI DI R-PI M [ RFC5015] is another protocol to support ASM There is no



standardi zed option to operate BIDIR-PIMinterdomain. It is deployed
intradomain for applications where many sources send traffic to the
same | P multicast groups because, unlike PIMSM it does not create
per-source state. BIDIR-PIMis one of the inmportant reasons for this
docunent to not deprecate intradomai n ASM

2.3. SSM Routing Protocols

SSMis detailed in [RFC4607]. It mandates the use of PIM SSM for
routing of SSM PIMSSMis nmerely a subset of PIMSM[RFC7761].

Pl M SSM expects the sender’s source address(es) to be known in
advance by receivers through sonme out-of-band nmechani sm (typically in
the application |ayer); thus, the receiver’'s designated router can
send a PIM Join nessage directly towards the source without needing
to use an RP.

| Pv4 addresses in the 232/8 (232.0.0.0 to 232. 255. 255. 255) range are
desi gnated as Source-Specific Miulticast (SSM destinati on addresses
and are reserved for use by source-specific applications and
protocols. For |IPv6, the address prefix ff3x::/32 is reserved for
source-specific nmulticast use. See [RFC4607].

3. Discussion
3.1. (Observations on ASM and SSM Depl oynent s

In enterprise and canpus scenarios, ASMin the formof PIMSMis
likely the nost commonly depl oyed multicast protocol. The
configuration and managenent of an RP (including RP redundancy)
within a single domain is a well-understood operational practice.
However, if interworking with external PIMdonmains is needed in |Pv4
mul ti cast depl oynents, interdomain MSDP is required to exchange

i nformati on about sources between donmain RPs. Depl oynment experience
has shown MSDP to be a conplex and fragile protocol to nmanage and
troubl eshoot. Some of these issues include conplex Reverse Path
Forwardi ng (RPF) rules, state attack protection, and filtering of
undesired sources.

PIMSMis a general -purpose protocol that can handle all use cases.
In particular, it was designed for cases such as vi deoconferencing
where nultiple sources may cone and go during a mnulticast session
But for cases where a single, persistent source for a group is used,
and receivers can be configured to know of that source, PIM SM has
unnecessary conplexity. Therefore, SSMrenoves the need for many of
the nost conpl ex conponents of Pl M SM

As expl ai ned above, MSDP was not extended to support |Pv6. Instead,
the proposed interdomain ASM solution for PIMSMwith IPv6 is
Enbedded- RP, which allows the RP address for a nulticast group to be
enbedded in the group address, neking RP discovery automatic for al
routers on the path between a receiver and a sender. Enbedded-RP can
support |ightweight ad hoc depl oynents. However, it relies on a
single RP for an entire group that could only be made resilient
within one domain. Wile this approach solves the MSDP issues, it
does not sol ve the probl em of unauthorized sources sending traffic to
ASM nul ticast groups; this security issue is one of biggest problens
of interdomain multicast.

As stated in RFC 4607, SSMis particularly well suited to either
di ssem nation-style applications with one or nore senders whose
identities are known (by sonme out-of-band nechani sm before the
application starts running or applications that utilize sone
signaling to indicate the source address of the multicast stream
(e.g., an electronic programing guide in | PTV applications).
Therefore, SSMthrough PIMSSMis very well suited to applications



such as classic |inear-broadcast TV over |P.

SSM requi res applications, host operating systens, and the designated
routers connected to receiving hosts to support Internet G oup
Managenment Protocol, Version 3 (1 Gwv3) [RFC3376] and Milti cast

Li stener Discovery, Version 2 (MDv2) [RFC3810]. Wile support for

| GWv3 and M_.Dv2 has been commonpl ace in routing platfornms for a | ong
time, it has al so now becone wi despread in conmon operating systens
for several years (Wndows, Mac OS, Linux/Android) and is no | onger
an i npedi ment to SSM depl oyment .

3.2. Advantages of SSM for Interdomain Milticast

This section describes the three key benefits that SSMwith Pl M SSM
has over ASM These benefits also apply to intradomai n depl oynent
but are even nore inportant in interdonain deploynments. See

[ RFC4607] for nore details.

3.2.1. Reduced Network Operations Conplexity

A significant benefit of SSMis the reduced conplexity that cones
through elininating the network-based source discovery required in
ASMwith PIMSM Specifically, SSMelininates the need for RPs,
shared trees, Shortest Path Tree (SPT) switchovers, PIMregisters,
MSDP, dynam ¢ RP-di scovery mechani snms (Bootstrap Router (BSR) /

Aut oRP), and data-driven state creation. SSMsinply utilizes a small
subset of PIM SM alongside the integration with | Gwv3/ M.Dv2, where
the source address signaled fromthe receiver is immediately used to
create (S,G state. Elimnating network-based source discovery for
interdomain nulticast nmeans the vast majority of the conplexity of
mul ti cast goes away.

Thi s reduced conplexity nakes SSMradically sinpler to manage,
troubl eshoot, and operate, particularly for backbone network
operators. This is the main operator notivation for the
recomrendati on to deprecate the use of ASMin interdomain scenari os.

Note that this discussion does not apply to BIDR-PIM and there is
(as nentioned above) no standardi zed interdomain solution for BlID R
PIM In BIDDRPIM traffic is forwarded to the RP instead of
building state as in PPMSM This occurs even in the absence of
receivers. Therefore, BIDIR-PIMoffers a trade-off of state
complexity at the cost of creating unnecessary traffic (potentially a
| arge anount).

3.2.2. No Network-Wde IP Milticast G oup-Address Managenent

In ASM IP multicast group addresses need to be assigned to
applications and instances thereof, so that two sinultaneously active
application instances will not share the sane group address and
receive IP nulticast traffic from each other

In SSM no such IP multicast group managenent is necessary. |nstead,
the P multicast group address sinply needs to be assigned locally on
a source |like a unicast transport protocol port number: the only
coordination required is to ensure that different applications
runni ng on the sane host don’t send to the sanme group address. This
does not require any network-operator involvenent.

3.2.3. Intrinsic Source-Control Security

SSMis inplicitly secure against off-path unauthorized/ undesired
sources. Receivers only receive packets fromthe sources they
explicitly specify in their | GWwv3/ M.Dv2 nenbershi p nessages, as
opposed to ASM where any host can send traffic to a group address
and have it transmitted to all receivers. Wth PIMSSM traffic from



sources not requested by any receiver will be discarded by the First-
Hop Router (FHR) of that source, mnimzing source attacks agai nst
shared network bandwi dth and receivers

This benefit is particularly inportant in interdomain deployments
because there are no standardi zed sol utions for ASM control of
sources and the nost common intradomai n operational practices such as
Access Control Lists (ACLs) on the sender’s FHR are not feasible for

i nt erdomai n depl oynents.

This topic is expanded upon in [ RFC4609].
4. Recommendati ons

This section provides recommendations for a variety of stakehol ders
in SSM depl oynment, including vendors, operators, and application
devel opers. It also suggests further work that could be undertaken
within the | ETF.

4.1. Deprecating Use of ASMfor Interdomain Milticast

Thi s docunent recommends that the use of ASM be deprecated for
interdomain nulticast; thus, inplicitly, it recomends that hosts and
routers that support such interdomain applications fully support SSM
and its associated protocols. Best current practices for deploying
interdomain nulticast using SSM are docunented in [ RFC8313].

The recomendati on applies to the use of ASM between domai ns where
ei ther MSDP (I Pv4) or Enmbedded-RP (1Pv6) is used.

An interdomain use of ASMmulticast in the context of this docunent
is one where PIMSM w th RPs/ MSDP/ Enbedded-RP is run on routers
operated by two or nore separate adm nistrative entities.

The focus of this docunent is deprecation of interdomain ASM

mul ticast, and while encouraging the use of SSMw thin domains, it

| eaves operators free to choose to use ASMwithin their own domains.
A nore inclusive interpretation of this recommendation is that it

al so extends to deprecating use of ASMin the case where PIMis
operated in a single operator donain, but where user hosts or non-PIM
network edge devices are under different operator control. A typica
exanple of this case is a service provider offering | PTV (single
operator domain for PIM to subscribers operating an | GW proxy hone
gateway and | GWv3/ ML.Dv2 hosts (conputer, tablets, set-top boxes)

4.2. Including Network Support for | Gwv3/ M.Dv2

Thi s docunent recommends that all hosts, router platforms, and
security appliances used for deploying nmulticast support the
conmponents of | Gwv3 [RFC3376] and M.Dv2 [ RFC3810] necessary to
support SSM (i.e., explicitly sending source-specific reports).

"I Pv6 Node Requirenents" [RFC8504] states that M.Dv2 nust be
supported in all inplenentations. Such support is already w despread
in common host and router platforns.

Further guidance on |GWv3 and M.Dv2 is given in [ RFC4604].

Mul ticast snooping is often used to linmit the flooding of multicast
traffic in a Layer 2 network. Wth snooping, an L2 switch wll

moni tor | GWP/ MLD nessages and only forward nulticast traffic out on
host ports that have interested receivers connected. Such snooping
capability should therefore support 1GwWv3 and M.Dv2. There is
further discussion in [ RFC4541].

4.3. Building Application Support for SSM



The recomendation to use SSMfor interdomain nulticast neans that
applications should properly trigger the sending of | GWwv3/ M.Dv2
source-specific report nessages. It should be noted, however, that
there is a wide range of applications today that only support ASM

In many cases, this is due to application devel opers being unaware of
the operational concerns of networks and the inplications of using
ASM versus SSM  This docunent serves to provide clear direction for
appl i cation devel opers who m ght currently only consider using ASMto
i nstead support SSM which only requires relatively mnor changes for
many applications, particularly those with single sources.

It is often thought that ASMis required for multicast applications
where there are nultiple sources. However, RFC 4607 al so descri bes
how SSM can be used instead of PIMSMfor nulti-party applications

| SSM can be used to build nulti-source applications where al

| participants’ identities are not known in advance, but the nulti-

| source "rendezvous" functionality does not occur in the network

| layer in this case. Just like in an application that uses unicast
| as the underlying transport, this functionality can be inpl enented
| by the application or by an application-layer library.

Sone useful considerations for nmulticast applications can be found in
[ RFC3170] .

4. 4. Devel oping Application Quidance: SSM ASM Service D scovery

Applications with many-to-many communi cation patterns can create nore
(S, G state than is feasible for networks to manage, whether the
source discovery is done by ASMwith PIM SM or at the application

| evel and SSM PI M SSM These applications are not best supported by
ei ther SSM PI M SSM or ASM Pl M SM

I nstead, these applications are better served by routing protocols
that do not create (S,G, such as BIDDR PIM Unfortunately, nany
appl i cations today use ASM sol ely for service discovery. One exanple
is where clients send IP nulticast packets to elicit unicast replies
fromserver(s). Deploying any formof IP nulticast solely in support
of such service discovery is, in general, not recomended. Dedicated
service discovery via DNS-based Service Discovery (DNS-SD) [ RFC6763]
shoul d be used for this instead.

Thi s docunent describes best practices to explain when to use SSMin
applications -- e.g., when ASMw thout (S,G state in the network is
better, or when dedi cated service-di scovery nechani sns shoul d be
used. However, specifying how applications can support these
practices is outside the scope of this document. Further work on
this subject my be expected within the |IETF.

4.5. Preferring SSM Applications |Intradomain

If feasible, it is recomended for applications to use SSM even if
they are initially only neant to be used in intradomai n environnents
supporting ASM Because PIMSSMis a subset of PIMSM existing

i ntradomain PI M SM networks are automatically conpatible with SSM
applications. Thus, SSM applications can operate al ongsi de existing
ASM applications. SSMs benefits of sinplified address nmanagenent
and significantly reduced operational conplexity apply equally to

i ntradomai n use

However, for sone applications, it may be prohibitively difficult to
add support for source discovery, so intradomain ASM may still be
appropri at e.

4.6. Docunenting an ASM SSM Prot ocol Mappi ng Mechani sm



In the case of existing ASM applications that cannot readily be
ported to SSM it may be possible to use sone form of protoco
mapping -- i.e., to have a nmechanismto translate a (*, G join or
leave to a (S, join or |leave for a specific source S. The genera
chal l enge in performning such mapping is determning where the
configured source address, S, conmes from

There are existing vendor-specific nmechani sns depl oyed that achieve
this function, but none are docunented in | ETF docunents. This may
be a useful area for the IETF to work on as an interimtransition
mechani sm  However, these nechani sns woul d introduce additiona

adm ni strative burdens, along with the need for sonme form of address
managenent, neither of which are required in SSM Hence, this should
not be considered a | ong-term solution

4.7. Not Filtering ASM Addressing between Domai ns

A key benefit of SSMis that the receiver specifies the source-group
tupl e when signaling interest in a multicast stream Hence, the
group address need not be globally unique, so there is no need for
mul ti cast address allocation as |long the reserved SSMrange i s used.

Despite the deprecation of interdomain ASM it is recomended that
operators not filter ASM group ranges at donai n boundaries, as some
form of ASM SSM nmappi ngs may continue to be used for sone tine.

4.8. Not Precluding Intradomai n ASM

The use of ASMwithin a single multicast donain such as a canpus or
enterprise is still relatively common today. There are even gl oba
enterprise networks that have successfully been using PIM SM for many
years. The operators of such networks nost often use Anycast-RP

[ RFC4610] or MSDP (with IPv4) for RP resilience, at the expense of
the extra operational conplexity. These existing practices are

unaf fected by this docunent.

In the past decade, sone BI DI R- Pl M depl oynents have scal ed

i nt erdonmai n ASM depl oynents beyond the capabilities of PIMSM This,
too, is unaffected by this docunent; instead, it is encouraged where
necessary due to application requirenents (see Section 4.4).

Thi s docunent al so does not preclude continued use of ASMw th
mul ti ple Pl M SM domai ns inside organi zations, such as with | Pv4 MSDP
or | Pv6 Enbedded-RP. This includes organi zations that are
federations and have appropriate, nonstandardi zed nechani sns to dea
with the interdomain ASMissues explained in Section 3.2.

4.9. Evolving PIM Depl oynments for SSM

Exi sting Pl M SM depl oynents can usually be used to run SSM
applications with fewto-no changes. In sone w dely avail able router
i npl ementations of PIMSM PIMSSMis sinply enabled by default in
the desi gnated SSM address spaces whenever PIMSMis enabled. In
other inplenentations, sinple configuration options exist to enable
it. This allows mgration of ASM applications to SSM Pl M SSM sol el y
t hrough application-side devel opnent to handl e source-signaling via

| GWv3/ M.Dv2 and using SSM addresses. No network actions are
required for this transition; unchanged ASM applications can continue
to coexist w thout issues.

VWhen running PIMSM | GWv3/M.Dv2 (S, G nenbership reports may al so
result in the desired PIMSSM (S, G operations and bypass any RP
procedures. This is not standardi zed but depends on inpl enentation
and nmay require additional configuration in available products. In
general, it is recomended to al ways use SSM address space for SSM
applications. For exanple, the interaction of |1GWv3/M.Dv2 (S, G
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menbership reports and BIDIR-PIMis undefined and may not result in
forwarding of any traffic.

Note that these migration recommendati ons do not include

consi derations on when or how to evol ve those intradomain
applications best served by ASMBIDDR-PIMfromPIMSMto BIDIR PIM
This may al so be inportant but is outside the scope of this docunent.

Future I nterdomai n ASM Wor k

Future work may attenpt to overcone current limtations of ASM
solutions, such as interdomai n depl oyment solutions for BID R Pl M or
sour ce- access-control nechanisns for |Pv6 PIMSMw th enbedded- RP.
Such work could nodify or amend the recomendati ons of this docunent
(like any future | ETF Standards Track / BCP work).

Nevertheless, it is very unlikely that any ASM sol ution, even with
such future work, can ever provide the sanme intrinsic security and
net wor k- and addr ess-managenent sinmplicity as SSM (see Section 3.2).
Accordingly, this docunment recomends that future work for general -
purpose interdonmain IP nulticast focus on SSMitens listed in
Section 4.

Security Considerations

Thi s docunent adds no new security considerations. |t instead
renoves security issues incurred by interdomain ASMwi th Pl M SM MSDP,
such as infrastructure control-plane attacks and application and
bandwi dt h/ congesti on attacks from unauthorized sources sending to ASM
mul ticast groups. RFC 4609 describes the additional security
benefits of using SSMinstead of ASM

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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