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1. I nt roducti on

[ RFC5480] specifies the syntax and semantics for the Subject Public
Key Information field in certificates that support Elliptic Curve
Cryptography. As part of these semantics, it defines what

combi nations are pernissible for the values of the key usage

ext ensi on [ RFC5280]. [RFC5480] specifies 7 of the 9 values; it nakes



no nmention of the keyEnci pherment and dat aEnci pherment key usage
bits. This docunent corrects this om ssion by updating Section 3 of
[ RFC5480] to nmke it clear that neither keyEnci phernment nor the

dat aEnci pherment key usage bits are set for key agreenent algorithns
defined therein. The additions are to be nade to the end of

Section 3 of [RFC5480].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Updates to Section 3

If the keyUsage extension is present in a certificate that indicates
i d-ecPublicKey in SubjectPublicKeylnfo, then the foll owi ng val ues
MUST NOT be present:

keyEnci phernent; and
dat aEnci pher nent .

If the keyUsage extension is present in a certificate that indicates
i d-ecDH or id-ecMQV in SubjectPublicKeylnfo, then the follow ng
val ues al so MJUST NOT be present:

keyEnci pher nent; and
dat aEnci pher nent .

4. Security Considerations

Thi s docunent introduces no new security considerations beyond those
found in [ RFC5480].

5. | ANA Consi der ations
Thi s docunent has no | ANA acti ons.
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