I nternet Engineering Task Force (IETF) Q W

Request for Comments: 8808 Huawei
Cat egory: Standards Track B. Lengye
| SSN. 2070-1721 Eri csson Hungary
Y. Nu
Huawei

August 2020

A YANG Data Model for Factory Default Settings
Abst ract

Thi s docunent defines a YANG data nodel with the "factory-reset” RPC
to allowclients to reset a server back to its factory default

condition. It also defines an optional "factory-default" datastore
to allowclients to read the factory default configuration for the
devi ce.

The YANG data nodel in this docunent conforns to the Network
Managenment Datastore Architecture (NVDA) defined in RFC 8342
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I ntroduction
Thi s docunent defines a YANG data nodel and associ ated nmechanismto
reset a server to its factory default contents. This nechani sm nmay
be used, for exanple, when the existing configuration has mgjor
errors and so restarting the configuration process fromscratch is
the best option.
A "factory-reset" renote procedure call (RPC) is defined within the
YANG data nodel. When resetting a device, all previous configuration
settings will be lost and replaced by the factory default contents.
In addition, an optional "factory-default" read-only datastore is
defined within the YANG data nodel. This datastore contains the data
to replace the contents of inplenented read-wite conventiona
configuration datastores at reset and can al so be used in the
<get - dat a> operation

The YANG data nodel in this docunent conforns to the Network
Management Datastore Architecture defined in [ RFC8342].

.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The following terns are defined in [ RFC8342] and [ RFC7950] and are
not redefined here:

* server

* startup configuration datastore

* candi date configuration datastore

* running configuration datastore

* intended configuration datastore

* operational state datastore

* conventional configuration datastore

* datastore schema

* RPC operation

Thi s docunent defines the following term

"factory-default" datastore: A read-only configuration datastore
hol ding a preset initial configuration that is used to initialize
the configuration of a server. This datastore is referred to as
"<factory-defaul t>".

"Factory-Reset"” RPC

Thi s docunent introduces a new "factory-reset” RPC. Upon receivVing
t he RPC



* Al supported conventional read-wite configuration datastores
(i.e., <running> <startup> and <candidate>) are reset to the
contents of <factory-default>.

* Read-only datastores receive their contents from ot her datastores
(e.g., <intended> gets its contents from <running>).

* Al data in any dynam c configuration datastores MJST be
di scar ded

* The contents of the <operational > datastore MJST reflect the
operational state of the device after applying the factory default
configuration.

In addition, the "factory-reset" RPC MJST restore nonvol atil e storage
to factory condition. Depending on the system this may entai

del eting dynamically generated files, such as those containing keys
(e.g., letc/ssl/private), certificates (e.g., /etc/ssl), logs (e.aqg.
/var/log), and tenporary files (e.g., /tnp/*). Any other
cryptographic keys that are part of the factory-installed i mage wll
be retained (such as an Initial Device ldentifier (IDevlD)
certificate [BRSKI]). Wen this process includes security-sensitive
data such as cryptographi c keys or passwords, it is RECOVMENDED to
performthe deletion in as thorough a manner as possible (e.qg.,
overwriting the physical storage mediumwi th zeros and/or randombits
for repurposing or end-of-life (EQL) disposal) to reduce the risk of
the sensitive material being recoverable. The "factory-reset" RPC
MAY al so be used to trigger sonme other resetting tasks such as
restarting the node or sone of the software processes.

Not e that operators should be aware that since all read-wite
datastores are imediately reset to factory default, the device may
becone unreachable as a host on the network. It is inportant to
under stand how a gi ven vendor’'s device will behave after the RPCis
executed. Inplenmentors SHOULD reboot the device and get it properly
configured or otherw se restart processes needed to bootstrap it.

"Factory-Default" Datastore

Fol l owi ng the guidelines for defining datastores in Appendix A of

[ RFC8342], this docunment introduces a new optional datastore resource
naned "factory-default” that represents a preset initia

configuration that can be used to initialize the configuration of a
server. A device MAY inplenent the "factory-reset” RPC without

i mpl ementing the "factory-default" datastore, which would only
elimnate the ability to programmatically determine the factory
default configuration.

Nanme: "factory-default".

YANG nodul es: The "factory-default" datastore schena MJST be either
(1) the sane as the conventional configuration datastores or
(2) a subset of the datastore schema for the conventiona
configuration datastores.

YANG nodes: Al "config true" data nodes.

Managenent operations: The contents of the datastore is set by the
server in an inplementation-dependent nanner. The contents cannot
be changed by managenent operations via the Network Configuration
Prot ocol (NETCONF), RESTCONF, the CLI, etc., unless specialized,
dedi cat ed operations are provided. The datastore can be read
usi ng the standard NETCONF/ RESTCONF protocol operations. The
"factory-reset" operation copies the factory default contents to
<runni ng> and, if present, <startup> and/or <candidate>. The



contents of these datastores is then propagated automatically to
any other read-only datastores, e.g., <intended> and
<oper ati onal >.

Oigin: This docunment does not define a new origin identity, as it
does not interact with the <operational > datastore.

Protocol s: RESTCONF, NETCONF, and ot her managenent protocols.
Defining YANG nodul e: "ietf-factory-default".

The contents of <factory-default> are defined by the device vendor
and MUST persist across device restarts. |f supported, the "factory-
default" datastore MJUST be included in the list of datastores in the
YANG | i brary [ RFC8525].

YANG Modul e

Thi s nodul e uses the "datastore"” identity [ RFC8342] and the
"defaul t-deny-all" extension statenment from[RFC8341].

<CODE BEGA NS> file "ietf-factory-default@020-08-31.yang"
nmodul e ietf-factory-default {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-factory-default"”;
prefix fd;

inmport ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture
(NVDA) ™5
}
i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";
}

organi zati on
"I ETF Network Mdeling (netnod) Wrking Goup”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/ netnod/ >
WG List: <nmailto:netnod@etf.org>

Edi t or: Qn W
<mai | to:bill.w@wuawei.conpr

Edi t or: Bal azs Lengyel
<muai | t 0: bal azs. | engyel @ri csson. conp

Edi t or: Ye N u
<mai | t 0: ni uye@uawei . cons";
description
"This nodul e provides functionality to reset a server to its
factory default configuration and, when supported, to
di scover the factory default configuration contents
i ndependently of resetting the server

Copyright (c) 2020 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions



Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8808; see the
RFC itself for full legal notices.";

revi si on 2020-08-31 {
description
"Initial revision.";
ref erence
"RFC 8808: A YANG Data Model for Factory Default Settings";

}

feature factory-default-datastore {
description
"Indicates that the factory default configuration is
avail abl e as a datastore.";

}

rpc factory-reset {
nacm def aul t - deny- al |
description
"The server resets all datastores to their factory
default contents and any nonvol atile storage back to
factory condition, deleting all dynamically
generated files, including those containing keys,
certificates, logs, and other tenporary files.

Dependi ng on the factory default configuration, after
bei ng reset, the device may beconme unreachabl e on the
net wor k. ";

}

identity factory-default {

if-feature "factory-default-datastore";

base ds: dat astore;

description
"This read-only datastore contains the factory default
configuration for the device that will be used to repl ace
the contents of the read-wite conventional configuration
datastores during a 'factory-reset’ RPC operation.”;

}
}
<CODE ENDS>

| ANA Consi der ati ons

| ANA has registered the following URI in the "ns" subregistry within
the "I ETF XML Regi stry" [ RFC3688]:
URI: wurn:ietf:paranms:xm:ns:yang:ietf-factory-default

Regi strant Contact: The | ESG
XM: N A; the requested URI is an XML nanmespace

| ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paranmeters" registry:

Nane: ietf-factory-default

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-factory-default
Prefix: fd

Ref erence: 8808

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
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as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inplement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Access to the "factory-reset” RPC operation and factory default

val ues of all configuration data nodes within the "factory-default"
datastore is considered sensitive and therefore has been restricted
by using the "default-deny-all" access control statement defined in
[ RFC8341] .

The "factory-reset” RPC can prevent any further nanagenment of the
devi ce when the server is reset back to its factory default
condition, e.g., the session and client configurations are included
in the factory default contents or treated as dynanmic files in
nonvol atil e storage and overwritten by the "factory-reset" RPC

The operational disruption caused by setting the configuration to
factory default contents or the | ack of appropriate security contro
on the factory default configuration varies greatly, depending on the
i npl ementation and current configuration

The nonvol atile storage is expected to be wi ped clean and reset back
to the factory default state, but there is no guarantee that the data
is wiped clean according to any particul ar data-cl eansi ng standard,
and the owner of the device MJUST NOT rely on any sensitive data
(e.g., private keys) being forensically unrecoverable fromthe
device's nonvol atile storage after a "factory-reset" RPC has been

i nvoked.
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