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I nt roducti on

Thi s docunent describes an Extensible Provisioning Protocol (EPP)
ext ensi on for enhancing the security of the EPP | ogin command in EPP
[ RFC5730]. EPP [RFC5730] includes a maxi mum password | ength of 16
characters, which inhibits inplenenting stronger password security
policies with higher entropy. The enhancenents include supporting

| onger passwords (or passphrases) than the 16-character nmaxi mum and
providing a list of security events in the |login response. The
password (current and new) in EPP [ RFC5730] can be overridden by the
password included in the extension to extend past the 16-character
maxi mum  The security events supported include password expiry,
client certificate expiry, insecure cipher, insecure TLS protocol,
new password conplexity, login security statistical warning, and a
customevent. The attributes supported by the security events
include an identified event type or a subtype, an indicated security
| evel of warning or error, a future or past-due expiration date, the
value that resulted in the event, the duration of the statistica
event, and a free-formdescription with an optional |anguage.

.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

XM. is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this document MJST be interpreted in the
character case presented in order to devel op a conform ng

i mpl ement ati on.

In examples, "C. " represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. In exanples,

i ndentati on and whitespace are provided only to illustrate el enent
rel ati onships and are not a required feature of this protocol

"l ogi nSec-1.0" is used as an abbreviation for

"urn:ietf:parans: xm:ns:epp:loginSec-1.0". The XML namespace prefix
"l ogi nSec" is used, but inplenentations MJUST NOT depend on it.
Instead, they are to enploy a proper nanespace-aware XM. parser and
serializer to interpret and output the XM. docunents.

"whi t espace” is defined by the XML Schema whiteSpace data type in
[ VBC. REC- xml schema- 2- 20041028], which only includes the ASCI
whi t espace characters #x9 (tab), #xA (linefeed), #xD (carriage
return), and #x20 (space).

Mgrating to Newer Versions of This Extension

Servers that inplement this extension SHOULD provide a way for
clients to progressively update their inplenentations when a new
versi on of the extension is deployed. A newer version of the
extension is expected to use an XM. nanmespace with a hi gher version
nunber than the prior versions.



Servers SHOULD (for a tenporary mgration period up to server policy)
provi de support for ol der versions of the extension in parallel to
the newest version and allow clients to select their preferred
version via the <svcExtension> el enent of the <login> command.

If a client requests nultiple versions of the extension at |ogin,
then, when preparing responses to comuands that do not include
extension el enents, the server SHOULD only include extension el enents
in the nanespace of the newest version of the extension requested by
the client.

When preparing responses to commands that do include extension
el ements, the server SHOULD only include extension elenents for the
ext ensi on versions present in the command.

oj ect Attributes

Thi s extension adds additional elenments to [ RFC5730] | ogin comrmand
and response. Only those new el enents are described here.

1. Event

A security event using the <loginSec:event> el enent represents either
a warning or error identified by the server after the client has
connected and subnmitted the | ogin command. The <l ogi nSec: event >
element is contained in a list of one or nore elenments in the

<l ogi nSec: | ogi nSecDat a> el enent, so there MAY be nmultiple events
returned that provide information for the client to address. The

<l ogi nSec: event> MAY include a free-formdescription. Al of the
security events use a consistent set of attributes, where the exact
set of applicable attributes is based on the event type. The
supported set of <loginSec:event> elenent attributes include:

"type": A REQU RED attribute that defines the type of security
event. The enunerated list of "type" values includes:

"password": ldentifies a password expiry event where the
password expires in the future or has expired based on the
"exDate" date and tinme. The "exDate" attribute MIST be set
with the password expiry date and tine.

"certificate": Identifies a client certificate expiry event
where the client certificate will expire at the "exDate" date
and tine. The "exDate" attribute MIUST be set with the
certificate expiry date and tine.

"cipher": Identifies the use of an insecure or deprecated TLS
ci pher suite. The "nane" attribute MJIST be set with the nane
of the cipher suite, which is free-formand is not expected
to be parsed and automatically addressed by the client. An
exanpl e of cipher suite nanes can be found in the TLS C pher
Suites of the "Transport Layer Security (TLS) Paraneters”
registry (https://ww.iana.org/assignments/tls-paraneters/
tls-paraneters. xhtm #t| s- paranet ers-4).

"tlsProtocol": Identifies the use of an insecure or deprecated
TLS protocol. The "nane" attribute MJST be set with the nane
of the TLS protocol, which is free-formand is not expected
to be parsed and autonatically addressed by the client.

"newPW: The new password does not neet the server password
conpl exity requirenents.

"stat": Provides a login security statistical warning that MJST
set the "nane" attribute to the name of the statistic
subt ype.



"custoni: Customevent type that MJST set the "nane" attribute
with the custom event type nane.

nane": Used to define a subtype when the "type" attribute is not
"custont or the full type name when the "type" attribute is
"custont. The "nanme" attribute MJST be set when the "type"
attribute is "stat" or "custom'. The possible set of "nane"
val ues, by event type, can be di scovered/negotiated out of band
to EPP or using a separate EPP extension designed to provide
server policy information to the client.

"level": Defines the level of the event as either "warning"” for a
war ni ng event that needs action or "error"” for an error event
that requires i mediate action

"exDate": Contains the date and tine that a "warning" |evel has or
will become an "error" level. At expiry, there MAY be a
connection failure or MAY be a login failure. An exanple is an
expired certification that will result in a connection failure or
an expired password that may result in a login failure.

"value": ldentifies the value that resulted in the login security
event. An exanple is the negotiated insecure cipher suite or the
negoti ated i nsecure TLS protocol

"duration": Defines the duration that a statistical event is
associ ated with, ending when the I ogin command was received. The
format of the duration is defined by the duration prinitive data
type in Section 3.2.6 of [WC. REC- xm schema- 2- 20041028] .

"lang": Identifies the negotiated | anguage of the free-form
description. The format of the | anguage is defined by the
| anguage prinmitive data type in Section 3.3.3 of
[ MBC. REC- xml schenma- 2- 20041028]. The default is "en" (English).

Exanpl e login security event for password expiration, where the
current date is 2020-03-25

<l ogi nSec: event
t ype="password"
| evel =" war ni ng"
exDat e="2020- 04- 01T22: 00: 00. 0Z"
| ang="en" >
Password expiration soon
</l ogi nSec: event >

Exanpl e login security event for identifying 100 failed | ogins over
the | ast day, using the "stat" subtype of "fail edLogi ns”

<l ogi nSec: event

type="stat"

name="f ai | edLogi ns"

| evel =" war ni ng"

val ue="100"

durati on="P1D"'>

Excessive invalid daily | ogins
</l ogi nSec: event >

.2. "[LOG N-SECURITY]" Password

When the [ RFC5730] <pw> el enment contains the predefined val ue of
"[LOG@ N-SECURI TY] ", the <loginSec: pw> el ement overrides the <pw>

el ement, which is a constant value for the server to use the

<l ogi nSec: pw> elenent for the password. Sinmilarly, when the

[ RFC5730] <newPw> el enent contains the predefined value of "[LOG N



SECURI TY] ", the <l ogi nSec: newPw> el enent overrides the <newPw>

el ement, which is a constant value for the server to use the

<l ogi nSec: newPW> el enent for the new password. The "[LOQd N

SECURI TY] " predefined string MJST be supported by the server for the
client to explicitly indicate to the server whether to use

<l ogi nSec: pw> el enent in place of the [ RFC5730] <pw> el ement or to
use the <l ogi nSec: newPWs in place of the [ RFC5730] <newPWs el enent.
The server MJUST NOT allow the client to set the password to the val ue
"[LOG N SECURI TVY] ".

3.3. Dates and Tines

Date and time attribute val ues MJST be represented in Universa
Coordinated Tinme (UTC) using the Gregorian cal endar. The extended
date-time formusing upper case "T" and "Z" characters defined in

[ VBC. REC- xm schema- 2- 20041028] MUST be used to represent date-tine
val ues, as XML Schenma does not support truncated date-time fornms or
| ower case "T" and "Z" characters.

4. EPP Conmand Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [ RFC5730].

4.1. EPP <l ogi n> Conmand

Thi s extension defines additional elenents to extend the EPP <l| ogi n>
command and response to be used in conjunction with [ RFC5730].

The EPP <l ogi n> command is used to establish a session with an EPP
server. This extension overrides the password that is passed with
the [RFC5730] <pw> or the <newPWs el enent, as defined in Section 3.2.
A <l ogi nSec: | ogi nSec> el enent is sent along with the [ RFC5730]

<l ogi n> comuand and MJST contain at |east one of the following child
el ement s:

<l ogi nSec: user Agent >:  OPTIONAL client user-agent information that
identifies the client application software, technol ogy, and
operating systemused by the server to identify functional or
security constraints, current security issues, and potential
future functional or security issues for the client. The server
may use the information for real-time identification and client
notification of security issues, such as keying off of the client
application software for executing security rule checks. The
server may capture the information to identify future security
policy issues, such as deprecating or renoving TLS ci pher suites
or TLS protocols. The <l ogi nSec: user Agent > el emrent MJST contai n
at least one of the following child el ements:

<l ogi nSec: app>: OPTIONAL nane of the client application software
with version if available, such as the nane of the client SDK
"EPP SDK 1.0.0". The <l oginSec: app> el enent val ue can be
created by appendi ng the version nunber to the name of the
application software, such as the Augmented Backus- Naur Form
(ABNF) grammar [RFC5234] format:

app = name SP version
name = 1*VCHAR
version = 1*VCHAR

<l ogi nSec:tech>: OPTIONAL technol ogy used for the client
software with version if available, such as "Vendor Java
11.0.6". The <l oginSec:tech> el emrent val ue can be created by
i ncluding the technol ogy vendor, technol ogy nane, and
technol ogy version, such as the Augnmented Backus-Naur Form
(ABNF) grammar [ RFC5234] format:



tech = vendor SP name SP version
vendor = 1*VCHAR

nanme = 1*VCHAR

versi on = 1*VCHAR

<l ogi nSec: 0s>: OPTIONAL client operating systemused with
version if available, such as "x86 64 Mac OS X 10.15.2". The
<l ogi nSec: os> el enent val ue can be created by including the
operating system architecture, operating system nane, and
operating system version, such as the Augnmented Backus- Naur
Form (ABNF) grammar [ RFC5234] format:

os = arch SP nane SP version
arch = 1*VCHAR

nanme = 1*VCHAR

versi on = 1*VCHAR

<l ogi nSec: pw>: OPTIONAL plain text password that is case sensitive,
has a minimumlength of 6 characters, and has a nmaxi mum | ength
that is up to server policy. Al leading and trailing whitespace
is removed, and all internal contiguous whitespace that includes
#x9 (tab), #xA (linefeed), #xD (carriage return), and #x20
(space) is replaced with a single #x20 (space). This el enent
MJST only be set if the [RFC5730] <pw> elenment is set to the
"[LOG N-SECURI TY] " val ue

<l ogi nSec: newPWs:  OPTI ONAL pl ain text new password that is case
sensitive, has a mnimumlength of 6 characters, and has a
maxi mum |l ength that is up to server policy. Al I|eading and
trailing whitespace is removed, and all internal contiguous
whi t espace that includes #x9 (tab), #xA (linefeed), #xD (carriage
return), and #x20 (space) is replaced with a single #x20 (space).
This el ement MJST only be set if the [RFC5730] <newPWs el enment is
set to the "[LOG N-SECURITY]" val ue

It is RECOVWENDED that the plain text password in the <l ogi nSec: pw>
and <l ogi nSec: newPw> el enents use printable ASCI|I characters #x20
(space) - #x7E (~) with high entropy, such as 128 bits. |If non-ASClI
characters are supported with the plain text password, then use a
standard for passwords with international characters; the
OpaqueString PRECIS profile in [RFC8265] is recomended in the
absence of other considerations.

Exanpl e 1 ogin command that uses the <l ogi nSec: pw> el enment instead of
the <pw> el ement ([RFC5730]) to establish the session and includes
t he <l ogi nSec: user Agent > el enent:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn :ns: epp-1.0">
<command>
<l ogi n>
<cl I D>dientX</cl D>
<pw>[ LOA N- SECURI TY] </ pw>
<opti ons>
<versi on>1. 0</ ver si on>
<l ang>en</| ang>
</ opti ons>
<svcs>
<obj URI >urn:ietf: parans: xm : ns: obj 1</ obj URI >
<obj URI >urn:ietf: paramnms: xm : ns: obj 2</ obj URI >
<obj URI >urn:i et f: parans: xm : ns: obj 3</ obj URI >
<svcExt ensi on>
<ext URI >urn:ietf:paranms: xm :ns:epp:|ogi nSec- 1. 0</ ext URl >
</ svcExt ensi on>
</ svcs>

0000000000000 000



</l ogi n>
<ext ensi on>
<l ogi nSec: | ogi nSec
xm ns: | ogi nSec=
"urn:ietf:parans: xm :ns: epp:logi nSec-1.0">
<l ogi nSec: user Agent >
<l ogi nSec: app>EPP SDK 1. 0. 0</| ogi nSec: app>
<l ogi nSec: t ech>Vendor Java 11.0. 6</| ogi nSec:tech>
<l ogi nSec: 0s>x86_64 Mac OS X 10.15. 2</| ogi nSec: 0s>
</l ogi nSec: user Agent >
<l ogi nSec: pw>this is a | ong password</| ogi nSec: pw>
</l ogi nSec: | ogi nSec>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C </ epp>

0000000000000 0O0

Exanpl e 1 ogi n command that uses the <l ogi nSec: pw> el ement i nstead of
the <pw> el ement ([RFC5730]) to establish the session and that uses
the <l ogi nSec: newPWs el enent instead of the <newPWs el enent

([ RFC5730]) to set the new password

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<comand>
<l ogi n>
<cl I D>C i ent X</ cl | D>
<pw>[ LOG N- SECURI TY] </ pw>
<newPWs[ LOG N- SECURI TY] </ newPWs
<opti ons>
<versi on>1. 0</ ver si on>
<l ang>en</ | ang>
</ opti ons>
<svcs>
<obj URI >urn:ietf: paranms: xm : ns: obj 1</ obj URI >
<obj URI >urn:ietf: parans: xm : ns: obj 2</ obj URI >
<obj URI >urn:ietf: paramnms: xm : ns: obj 3</ obj URI >
<svcExt ensi on>
<ext URI >urn:ietf:parans: xm :ns: epp: | ogi nSec- 1. 0</ ext URI >
</ svcExt ensi on>
</ svcs>
</l ogi n>
<ext ensi on>
<l ogi nSec: | ogi nSec
xm ns: | ogi nSec=
"urn:ietf:parans: xm :ns: epp:logi nSec-1.0">
<l ogi nSec: pw>this is a | ong password
</l ogi nSec: pw>
<l ogi nSec: newPWnew password that is still |ong
</ | ogi nSec: newPW>
</l ogi nSec: | ogi nSec>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

0000000000000 0O0000O00O0OO0O0O0O0O0O0

Exanpl e 1 ogin command that uses the <pw> el enent ([RFC5730]) to
establish the session and that uses the <l ogi nSec: newPW> el enent
i nstead of the <newPW>- el ement ([RFC5730]) to set the new password:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0">
C. <command>

C <l ogi n>
C <cl I D>Cl i ent X</ cl | D>
C <pw>short passwor d</ pw>



<newPWt[ LOG N- SECURI TY] </ newPWs
<opti ons>
<versi on>1. 0</ ver si on>
<l ang>en</ | ang>
</ opti ons>
<svcs>
<obj URI >urn:ietf: paramnms: xm : ns: obj 1</ obj URI >
<obj URI >urn:i et f: parans: xm : ns: obj 2</ obj URI >
<obj URI >urn:i et f: parans: xm : ns: obj 3</ obj URI >
<svcExt ensi on>
<ext URI >urn:ietf:paranms: xm :ns:epp:|ogi nSec- 1. 0</ ext URl >
</ svcExt ensi on>
</ svcs>
</l ogi n>
<ext ensi on>
<l ogi nSec: | ogi nSec
xm ns: | ogi nSec=
"urn:ietf:parans: xm :ns: epp:logi nSec-1.0">
<l ogi nSec: newPWsnew password that is still |ong
</ | ogi nSec: newPW>
</l ogi nSec: | ogi nSec>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

0000000000000 O000OO0O0O0O0O0

Upon a conpl eted | ogin command (success or failed), the extension
MUST be included in the response when both of the follow ng
condi tions hol d:

Client supports extension: The client supports the extension based
on the <svcExtension> el enent of the <login> command.

At least one login security event: The server has identified at
| east one login security event to conmunicate to the client.

The extension to the EPP response uses the <l ogi nSec: | ogi nSecbat a>
el ement that contains the follow ng child el enents:

<l ogi nSec: event>: One or nore <l oginSec:event> el enents defined in
Section 3.1.

Exampl e EPP response to a successful |ogin comrand on 2020-03- 25,
where the password will expire in a week

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful | y</ nsg>
</result>
<ext ensi on>
<l ogi nSec: | ogi nSecDat a
xm ns: | ogi nSec=
"urn:ietf:parans: xm :ns: epp:logi nSec-1.0">
<l ogi nSec: event
t ype="passwor d"
| evel ="war ni ng"
exDat e="2020- 04- 01T22: 00: 00. 0Z"
| ang="en" >
Password expiring in a week
</l ogi nSec: event >
</l ogi nSec: | ogi nSecbat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
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S <svTRI D>54321- XYZ</ svTRI D>

S: </tr|D>
S:  </response>
S: </ epp>

Exanpl e EPP response to a failed | ogin command where the password has
expired and the new password does not neet the server conplexity
requirenents:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="2200">
<msg>Aut henti cati on error</nsg>
</result>
<ext ensi on>
<l ogi nSec: | ogi nSecDat a
xm ns: | ogi nSec=
"urn:ietf:parans: xm :ns:epp:logi nSec-1.0">
<l ogi nSec: event
t ype="passwor d"
| evel ="error"
exDat e="2020- 03- 24T22: 00: 00. 0Z" >
Password has expired
</l ogi nSec: event >
<l ogi nSec: event
type="newPW
| evel ="error">
New password does not neet conplexity requirements
</l ogi nSec: event >
</l ogi nSec: | ogi nSecbDat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>

DODDLLDDLDLDDDLDLDDDDLDDNDWWD®

Exanpl e EPP response to a successful |ogin comrand where there is a
set of login security events:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<ext ensi on>
<l ogi nSec: | ogi nSecDat a
xm ns: | ogi nSec=
"urn:ietf:parans: xm :ns: epp:loginSec-1.0">
<l ogi nSec: event
type="password"
| evel =" war ni ng"
exDat e="2020- 04- 01T22: 00: 00. 02"
| ang="en" >
Password expiration soon
</l ogi nSec: event >
<l ogi nSec: event
type="certificate"
| evel =" war ni ng"
exDat e="2020- 04- 02T22: 00: 00. 02"/ >
<l ogi nSec: event
type="ci pher"
| evel =" war ni ng"

PDOODLLODDDLDDDDDWLDDUNWWL®DN



val ue="TLS_RSA W TH_AES 128_CBC_SHA">
Non- PFS Ci pher negoti ated
</l ogi nSec: event >
<l ogi nSec: event
type="t| sProtocol"
| evel =" war ni ng"
val ue="TLSv1. 0" >
I nsecure TLS protocol negotiated
</l ogi nSec: event >
<l ogi nSec: event
type="stat"
nane="f ai | edLogi ns"
| evel =" war ni ng"
val ue="100"
duration="P1D">
Excessive invalid daily |ogins
</l ogi nSec: event >
<l ogi nSec: event
type="cust ont
name="nyCust onEvent "
| evel ="war ni ng" >
A custom |l ogin security event occurred
</l ogi nSec: event >
</l ogi nSec: | ogi nSecbDat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>
</trlD>
</ response>
: </ epp>

DODDLLDDDDDDDLLDDDDLDDLDLDDDDNDWWDN

5. Formal Syntax
The EPP Login Security Extension schema is presented here.

The formal syntax shown here is a conplete XML Schema representation
of the object mapping suitable for automated validation of EPP XM

i nstances. The <CODE BEGQ NS> and <CODE ENDS> tags are not part of
the XML Schemm; they are used to note the beginning and ending of the
XML Scherma for URI registration purposes.

5.1. Login Security Extension Schema

<CODE BEG NS>
<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. org/ 2001/ XM_Scherma"
xm ns: epp="urn:ietf:parans: xm :ns: epp-1. 0"
xm ns: eppconF"urn:ietf: parans: xm : ns: eppcom 1. 0"
xm ns: | ogi nSec="urn:ietf:parans: xm : ns: epp: | ogi nSec-1. 0"
t arget Nanespace="urn: i etf: parans: xm : ns: epp: | ogi nSec- 1. 0"
el ement For mDef aul t ="qual i fi ed">
<I--
I mport common el enent types.
-->
<i nport namespace="urn:ietf:parans: xnm :ns: eppcom 1. 0" />
<i nport nanmespace="urn:ietf:parans: xn :ns:epp-1.0" />
<annot at i on>
<docunent at i on>Ext ensi bl e Provi si oning Protocol v1.0
Logi n Security Extension Schema. </ docunentati on>
</ annot ati on>

<l-- Login command extension elenents -->
<el enent nane="I| ogi nSec" type="I| ogi nSec: | ogi nSecType" />
<I--

Attributes associated with the |ogin command extension.
-->



<conpl exType nane="| ogi nSecType" >
<sequence>
<el enent nane="user Agent"
type="1 ogi nSec: user Agent Type" mi nCccurs="0" />
<el enent name="pw'
type="I1 ogi nSec: pwlType" m nCccurs="0" />
<el enent nanme="newPW
type="1 ogi nSec: pwlType" m nCccurs="0" />
</ sequence>
</ conpl exType>
<si npl eType name="pwlype" >
<restriction base="t oken">
<m nLength val ue="6" />
</restriction>
</ si npl eType>
<conpl exType nane="user Agent Type" >
<choi ce>
<sequence>
<el enent nanme="app"
type="t oken" />
<el ement nane="tech"
type="t oken" m nGCccurs="0" />
<el ement nane="o0s"
type="t oken" m nCccurs="0" />
</ sequence>
<sequence>
<el ement nane="tech"
type="t oken" />
<el ement nane="o0s"
type="t oken" m nCccurs="0" />
</ sequence>
<el ement nane="o0s"
type="t oken" />
</ choi ce>
</ conpl exType>
<I-- Login response extension el enents -->
<el enent nane="I ogi nSecDat a"
type="1o0gi nSec: | ogi nSecbat aType" />
<conpl exType nane="| ogi nSecbDat aType" >
<sequence>
<el ement nane="event"
type="1 ogi nSec: event Type"
m nCccur s="1" maxQOccur s="unbounded” />
</ sequence>
</ conpl exType>
<l-- Security event elenent -->
<conpl exType nane="event Type" >
<si npl eCont ent >
<ext ensi on base="normal i zedString">
<attribute name="type"
type="I1 ogi nSec: t ypeEnunt' use="required" />
<attribute nanme="nane"
type="t oken" />
<attribute nane="I|evel "
type="I1ogi nSec: | evel Enum' use="required" />
<attribute nanme="exDate"
type="dat eTi ne" />
<attribute nanme="val ue"
type="t oken" />
<attribute nanme="duration"
type="duration" />
<attribute nanme="I| ang"
type="I anguage" default="en" />
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>



<l--
Enunmerated |ist of event types, with extensibility via "custoni.
-->
<si npl eType nane="t ypeEnun' >
<restriction base="token">
<enuner ation val ue="password" />
<enuneration value="certificate" />
<enuneration val ue="ci pher" />
<enuner ati on val ue="tl sProtocol" />
<enuner ati on val ue="newPW />
<enuner ation val ue="stat" />
<enuner ati on val ue="custont />
</restriction>
</ si npl eType>
<l --
Enunerated |ist of |evels.
-->
<si npl eType nanme="I| evel Enuni' >
<restriction base="token">
<enuneration val ue="warni ng" />
<enuner ati on val ue="error" />
</restriction>
</ si npl eType>
<l--
End of schenm.
-->
</ schema>
<CODE ENDS>

6. | ANA Consi derati ons
6.1. XM Nanespace

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conform ng to a registry nmechani smdescribed in [ RFC3688]. The
following URI assignment has been nade by | ANA

Regi stration request for the |ogi nSec nanespace:

URI: wurn:ietf:paranms:xm:ns:epp:loginSec-1.0
Regi strant Contact: |ESG
XM.: None. Namespace URIs do not represent an XM specification

Regi stration request for the | oginSec XM. Schena:

URI: wurn:ietf:parans: xm:schena: epp: | ogi nSec-1.0
Regi strant Contact: |ESG
XM.:  See the "Formal Syntax" section of this docunent.

6.2. EPP Extension Registry

The EPP extension described in this docunent has been registered by
IANA in the "Extensions for the Extensible Provisioning Protoco
(EPP)" registry described in [RFC7451]. The details of the
registration are as foll ows:

Nane of Extension: "Login Security Extension for the Extensible
Provi si oni ng Protocol (EPP)"

Docurent status: Standards Track

Ref erence: RFC 8807

Regi strant Nane and Email Address: |ESG <iesg@etf.org>

Top- Level Domai ns(TLDs): Any

I PR Di scl osure: None

Status: Active

Not es: None



8.

8.

8.

Security Considerations

The security considerations of [RFC5730] apply in this docunment, and
this docunment enhances these considerations.

The extension | eaves the password (<pw> el enent) and new password
(<newPWt el enent) minimumlength greater than 6 characters and the
maxi mum |l ength up to server policy. The server SHOULD enforce

m ni mum and nmaxi mum | ength requirenents that are appropriate for
their operating environment. One exanple of a guideline for password
I ength policies can be found in Section 5 of N ST Special Publication
800-63B (https://pages. ni st.gov/800-63-3/sp800-63b. htm ).

The client SHOULD NOT decrease the security of a new password by
decreasing the length of the current password. For exanple, a client
with a 20-character password set using the extension should not use
the login comuand in [ RFC5730] wi thout using the extension to set a
new password that is less than or equal to 16 characters.

The extension provides an extensible list of login security events to
informclients of connection and | ogin warnings and errors. The
server returning of security events to unauthenticated users needs to
take into account the security/privacy issues of returning
information to potential attackers.

The user-agent information represents the client systemof a system
to-systeminterface, so the user-agent information MJST NOT provide
any ability to track individual users or classes of users.
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