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Abstract

Thi s docunent records a format whereby a network operator can publish
a mapping of | P address prefixes to sinplified geol ocation
information, colloquially termed a "geol ocation feed". Interested
parties can poll and parse these feeds to update or merge with other
geol ocation data sources and procedures. This format intentionally
only all ows specifying coarse-level |ocation

Sone technical organizations operating networks that nove from one
conference location to the next have already experinentally published
smal | geol ocati on feeds.

Thi s docunent describes a currently deployed format. At |east one
consuner (CGoogle) has incorporated these feeds into a geol ocation
data pipeline, and a significant nunber of I1SPs are using it to

i nformthemwhere their prefixes should be geol ocat ed.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8805
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Copyright (c) 2020 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this document.

Tabl e of Contents



1.

1.

1.

1. I nt roduction
Mot i vati on

N
el
NE@wN e

=

PENDONNE
PRRPPP

1
1
1.
1.
1
2
3

w
WWwwWw N
AONPONNN

. Exanpl es

PN O~

Requi renments Notation
Assunptions about Publication
| f-Published | P Geol ocation Feeds
Speci fication
.1. Geolocation Feed Individual Entry Fields
. P Prefix
2. Al pha2code (Previously: 'country’)
3. Region
4. Cty
5. Postal Code
Prefixes with No CGeol ocation Information
Addi tional Parsing Requirenents

nsum ng Sel f-Publ i shed | P CGeol ocati on Feeds
Feed Integrity
Verification of Authority
Verification of Accuracy
Ref reshi ng Feed I nfornmation
Privacy Consi derations
Relation to Gt her Wrk
Security Considerations
Pl anned Future Work
Fi ndi ng Sel f-Published I P Geol ocati on Feeds

8.1. Ad Hoc 'Well-Known’ URIS
8.2. O her Mechani sns

9. | ANA Consi derati ons

1

0. References

iO.l. Nor mat i ve Ref erences
10.2. Infornmtive References
Appendi x A, Sanpl e Python Validation Code

Acknowl edgenent s
Aut hors’ Addresses

I nt roduction

Mot i vati on

Provi ders of services over the Internet have grown to depend on best-
effort geol ocation information to inprove the user experience.
Locality information can aid in directing traffic to the nearest
serving location, inferring Iikely native |anguage, and providing
addi tional context for services involving search queries.

When an | SP, for exanple, changes the location where an IP prefix is
depl oyed, services that make use of geolocation information rmay begin
to suffer degraded performance. This can |ead to custoner

compl aints, possibly to the ISP directly. Dissem nation of correct
geol ocation data is conplicated by the lack of any centralized neans
to coordinate and communi cate geol ocation information to al

i nterested consumers of the data.

Thi s docunent records a format whereby a network operator (an ISP, an
enterprise, or any organi zation that deens the geolocation of its IP
prefixes to be of concern) can publish a mapping of |IP address

prefixes to sinplified geolocation information, colloquially terned a

"geol ocation feed".

Interested parties can poll and parse these

feeds to update or nerge with other geol ocati on data sources and

pr ocedures.

Thi s docunent describes a currently deployed format. At |east one
consuner (CGoogle) has incorporated these feeds into a geol ocation
data pipeline, and a significant nunber of I1SPs are using it to

i nformthemwhere their prefixes should be geol ocat ed.
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Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

As this is an informational docunment about a data format and set of

operational practices presently in use, requirenments notation
captures the design goals of the authors and inpl ementors.

Assunpti ons about Publication
Thi s docunent describes both a format and a nmechani sm for publishing

data, with the assunption that the network operator to whom
operational responsibility has been del egated for any published data

wi shes it to be public. Any privacy risk is bounded by the format,

and feed publishers MAY onit prefixes or any location field
associated with a given prefix to further protect privacy (see
Section 2.1 for details about which fields exactly nmay be omtted).
Feed publishers assunme the responsibility of deternining which data
shoul d be nade publi c.

Thi s docunent does not incorporate a mechanismto comunicate
acceptabl e use policies for self-published data. Publication itself
is inferred as a desire by the publisher for the data to be usefully
consunmed, sinilar to the publication of information |ike host nanes,
crypt ographi ¢ keys, and Sender Policy Framework (SPF) records

[ RFC7208] in the DNS

Sel f - Publ i shed | P Geol ocati on Feeds

The format described here was devel oped to address the need of
network operators to rapidly and usefully share geol ocation
informati on changes. Oiginally, there arose a specific case where
regi onal operators found it desirable to publish I|ocation changes
rather than wait for geolocation algorithns to "learn" about them
Later, technical conferences that frequently use the same network
prefixes advertised fromdifferent conference | ocations experinented
by publishing geol ocation feeds updated in advance of network

| ocation changes in order to better serve conference attendees.

At its sinplest, the nechani sm consists of a network operator
publishing a file (the "geolocation feed") that contains several text
entries, one per line. Each entry is keyed by a unique (within the
feed) IP prefix (or single I P address) followed by a sequence of
network locality attributes to be ascribed to the given prefix.

Speci fication

For operational sinplicity, every feed should contain data about al
| P addresses the provider wants to publish. Alternatives, like
publishing only entries for | P addresses whose geol ocati on data has
changed or differ fromcurrent observed geol ocati on behavi or "at
large", are likely to be too operationally conpl ex.

Feeds MJST use UTF-8 [ RFC3629] character encoding. Lines are
delinmted by a line break (CRLF) (as specified in [ RFC4180]), and
blank lines are ignored. Text froma '# character to the end of the
current line is treated as a comment only and is simlarly ignored
(note that this does not strictly follow [ RFC4180], which has no
support for coments).

Feed lines that are not conments MJST be formatted as comma- separ at ed
val ues (CSV), as described in [RFC4180]. Each feed entry is a text



line of the form
i p_prefix, al pha2code, region, city, postal code

The IP prefix field is REQU RED, all others are OPTIONAL (can be
enpty), though the requisite m ni mum nunber of comms SHOULD be
present.

2.1.1. Geolocation Feed Individual Entry Fields
2.1.1.1. IP Prefix

REQUI RED: Each I P prefix field MIST be either a single |IP address or
an [P prefix in Cassless Inter-Domain Routing (CIDR) notation in
conformance with Section 3.1 of [ RFC4632] for |IPv4 or Section 2.3 of
[ RFC4291] for |Pv6.

Exanmpl es include "192.0.2.1" and "192.0.2.0/24" for |Pv4 and
"2001: db8::1" and "2001: db8::/32" for |Pv6.

2.1.1.2. Al pha2code (Previously: ’'country’)

OPTI ONAL: The al pha2code field, if non-enpty, MJST be a 2-letter |SO
country code conformng to | SO 3166-1 al pha 2 [I SO 3166. lal pha?].
Parsers SHOULD treat this field case-insensitively.

Earlier versions of this docunent called this field "country", and it
may still be referred to as such in existing tools/interfaces.

Parsers MAY additionally support other 2-letter codes outside the |ISO
3166-1 al pha 2 codes, such as the 2-letter codes fromthe
"Exceptionally reserved codes" [| SO GLOSSARY] set.

Exanpl es include "US" for the United States, "JP' for Japan, and "PL"
for Pol and.

2.1.1.3. Region
OPTI ONAL: The region field, if non-enpty, MJST be an | SO regi on code
conformng to | SO 3166-2 [ISO 3166.2]. Parsers SHOULD treat this
field case-insensitively.

Exanmpl es include "ID-RI" for the R au province of Indonesia and "NG
RI" for the Rivers province in Nigeria.

2.1.1.4. Gty

OPTI ONAL: The city field, if non-enpty, SHOULD be free UTF-8 text,
excluding the comm (’,’) character.

Exanmpl es include "Dublin", "New York", and "Sao Paul 0" (specifically
"S" foll owed by 0Oxc3, Oxa3, and "o Paul 0").

2.1.1.5. Post al Code

OPTI ONAL, DEPRECATED: The postal code field, if non-enpty, SHOULD be
free UTF-8 text, excluding the comma (',’') character. The use of
this field is deprecated; consunmers of feeds should be able to parse
feeds containing these fields, but new feeds SHOULD NOT include this
field due to the granularity of this information. See Section 4 for
addi tional discussion.

Exanmpl es include "106-6126" (in Mnato ward, Tokyo, Japan).

2.1.2. Prefixes with No Geol ocation |Infornation



Feed publishers may indicate that sone |IP prefixes should not have
any associ ated geol ocation information. It nmay be that sone prefixes
under their admnistrative control are reserved, not yet allocated or
depl oyed, or in the process of being redepl oyed el sewhere and

exi sting geol ocation information can, fromthe perspective of the
publi sher, safely be di scarded.

Thi s special case can be indicated by explicitly | eaving blank al
fields that specify any degree of geolocation information. For
exanpl e:

192.0. 2.0/ 24, ,,
2001: db8: 1::/48,,,
2001: db8: 2::/48,,,

Hi storically, the user-assigned al pha2code identifier of "ZzZ" has
been used for this same purpose. This is not necessarily preferred,
and no specific interpretation of any of the other user-assigned

al pha2code codes is currently defined.

2.1.3. Additional Parsing Requirenents

Feed entries that do not have an | P address or prefix field or have
an | P address or prefix field that fails to parse correctly MJST be
di scarded

Whi | e publishers SHOULD fol |l ow [ RFC5952] for IPv6 prefix fields,
consumers MUST neverthel ess accept all valid string representations.

Duplicate | P address or prefix entries MJST be considered an error,
and consuner inplenmentations SHOULD | og the repeated entries for
further adm nistrative review Publishers SHOULD take neasures to
ensure there is one and only one entry per |IP address and prefix.

Multiple entries that constitute nested prefixes are pernitted.
Consuners SHOULD consider the entry with the | ongest matching prefix
(i.e., the "nost specific") to be the best matching entry for a given
| P address.

Feed entries with non-enpty optional fields that fail to parse,
either in part or in full, SHOULD be discarded. It is RECOVMENDED
that they also be |ogged for further adm nistrative review.

For conpatibility with future additional fields, a parser MJST ignore
any fields beyond those it expects. The data fromfields that are
expected and that parse successfully MJST still be considered valid.
Per Section 7, no extensions to this fornat are in use nor are any
anti ci pat ed.

2.2. Exanples

Exanpl e entries using different | P address formats and descri bi ng
| ocations at al pha2code ("country code"), region, and city
granularity level, respectively:

192. 0. 2.0/ 25, US, US- AL, ,
192.0. 2.5, US, US- AL, Al abast er,
192. 0. 2.128/ 25, PL, PL- Mz, ,
2001: db8::/32, PL, ,

2001: db8: cafe:: /48, PL, PL- Mz, ,

The | ETF network publishes geolocation information for the neeting
prefixes, and generally just comrent out the last neeting infornmation
and append the new neeting information. The [GEOIETF], at the tine
of this witing, contains:



# | ETF106 (Si ngapore) - Novenber 2019 - Singapore, SG
130. 129. 0. 0/ 16, SG, SG 01, Si ngapor e,

2001: df 8:: /32, SG, SG 01, Si ngapor e,
31.133.128. 0/ 18, SG, SG 01, Si ngapor e,

31.130. 224. 0/ 20, SG, SG 01, Si ngapor e,

2001: 67c: 1230: : /46, SG, SG 01, Si ngapor e,

2001: 67c: 370: : / 48, SG SG- 01, Si ngapor e,

Experinmental |y, RIPE has published geol ocation infornation for their
conference network prefixes, which change location in accordance with
each new event. [GEO RIPE NCC], at the time of witing, contains

193. 0. 24. 0/ 21, NL, NL- ZH, Rot t er dam
2001: 67c: 64:: /48, NL, NL- ZH, Rot t er dam

Simlarly, | CANN has published geol ocation information for their
portabl e conference network prefixes. [CGEOICANN], at the tine of
witing, contains:

199. 91.192. 0/ 21, MA, MA- 07, Mar r akech
2620: f:8000: :/48, MA, MA- 07, Marr akech

A longer exanple is the [ GEO Google] Google Corp Ceofeed, which lists
the geol ocation information for Google corporate offices.

At the time of witing, Google processes approxi mately 400 feeds
conprising nore than 750,000 | Pv4 and | Pv6 prefixes.

3. Consunming Self-Published I P Geol ocati on Feeds

Consumers MAY treat published feed data as a hint only and MAY choose
to prefer other sources of geolocation information for any given I[P
prefix. Regardless of a consuner’s stance with respect to a given
publ i shed feed, there are sone points of note for sensibly and

ef fectively consuni ng published feeds.

3.1. Feed Integrity

The integrity of published informati on SHOULD be protected by
securing the means of publication, for exanple, by using HTTP over
TLS [ RFC2818]. \WWhenever possible, consuners SHOULD prefer retrieving
geol ocation feeds in a manner that guarantees integrity of the feed.

3.2. Verification of Authority

Consuners of sel f-published | P geol ocati on feeds SHOULD perform sone
formof verification that the publisher is in fact authoritative for
the addresses in the feed. The actual neans of verificationis

I'i kel y dependent upon the way in which the feed is discovered. Ad
hoc shared URI's, for exanple, will likely require an ad hoc
verification process. Future autonmated nmeans of feed discovery
SHOULD have an acconpanyi ng automated neans of verification

A consumer should only trust geolocation information for | P addresses
or prefixes for which the publisher has been verified as

adm nistratively authoritative. Al other geolocation feed entries
shoul d be ignored and | ogged for further adm nistrative review.

3.3. Verification of Accuracy

Errors and inaccuraci es may occur at many |evels, and publication and
consunption of geol ocation data are no exceptions. To the extent
practical, consuners SHOULD take steps to verify the accuracy of
published locality. Verification methodol ogy, resolution of

di screpanci es, and preference for alternative sources of data are
left to the discretion of the feed consuner.



Consumers SHOULD deci de on di screpancy threshol ds and SHOULD fl ag,
for admnistrative review, feed entries that exceed set threshol ds.

3.4. Refreshing Feed Information

As a publisher can change geol ocation data at any time and w t hout
notification, consumers SHOULD i npl enent nechanisns to periodically
refresh | ocal copies of feed data. In the absence of any other
refresh tinmng information, it is recomended that consuners SHOULD
refresh feeds no | ess often than weekly and no nore often than is
likely to cause issues to the publisher.

For feeds available via HTTPS (or HITP), the publisher MAY

communi cate refresh timng informati on by neans of the standard HTTP
expiration nmodel ([RFC7234]). Specifically, publishers can include
either an Expires header (Section 5.3 of [RFC7234]) or a Cache-
Control header (Section 5.2 of [RFC7234]) specifying the nax-age.
Where practical, consunmers SHOULD refresh feed informati on before the
expiry tine is reached

4. Privacy Considerations

Publ i shers of geol ocation feeds are advised to have fully consi dered
any and all privacy inplications of the disclosure of such
information for the users of the described networks prior to
publication. A thorough conprehension of the security considerations
(Section 13 of [RFC6772]) of a chosen geol ocation policy is highly
recomrended, including an understanding of sonme of the linitations of
i nformati on obscurity (Section 13.5 of [RFC6772]) (see also
[ RFC6772]).

As noted in Section 2.1, each location field in an entry is optional,
in order to support expressing only the level of specificity that the
publ i sher has deened acceptable. There is no requirenment that the

| evel of specificity be consistent across all entries within a feed.
In particular, the Postal Code field (Section 2.1.1.5) can provide
very specific geol ocation, sonetines within a building. Such
specific Postal Code val ues MJST NOT be published in geof eeds w thout
the express consent of the parties being |ocated.

Operators who publish geolocation information are strongly encouraged
to inform affected users/customers of this fact and of the potentia
privacy-rel ated consequences and trade-offs.

5. Relation to Gher Wrk

VWile not originally done in conjunction with the GEOPRI V Wbr ki ng
G oup [GEOPRI V], Richard Barnes observed that this work is
neverthel ess consistent with that which the group has defined, both
for address format and for privacy. The data elenents in geol ocation
feeds are equivalent to the following XM. structure ([ RFC5139]
[ WVBC. REC- xml - 20081126] ) :

<ci vi cAddr ess>
<country>country</country>
<Al>r egi on</ Al>
<A2>city</ A2>
<PC>post al _code</ PC

</ ci vi cAddr ess>

Provi di ng geolocation information to this granularity is equival ent
to the followi ng privacy policy (the definition of the 'building
Section 6.5.1 of [RFC6772] |evel of disclosure):

<rul eset >



<rul e>
<condi ti ons/ >
<actions/>
<transformati ons>
<provi de-location profile="civic-transformation">
<provi de-ci vi c>bui | di ng</ provi de-ci vi c>
</ provi de-Il ocation>
</ transfornmati ons>
</rul e>
</rul eset >

6. Security Considerations

As there is no true security in the obscurity of the |ocation of any
given | P address, self-publication of this data fundanentally opens
no new attack vectors. For publishers, self-published data may

i ncrease the ease with which such | ocation data m ght be exploited
(it can, for exanple, make easy the discovery of prefixes popul ated
with custonmers as distinct fromprefixes not generally in use).

For consuners, feed retrieval processes may receive input from
potentially hostile sources (e.g., in the event of hijacked traffic).
As such, proper input validation and defense neasures MJST be taken
(see the discussion in Section 3.1).

Simlarly, consuners who do not performsufficient verification of
publ i shed data bear the same risks as fromother forns of geol ocation
configuration errors (see the discussion in Sections 3.2 and 3. 3).

Validation of a feed' s contents includes verifying that the publisher
is authoritative for the IP prefixes included in the feed. Failure
to verify IP prefix authority would, for exanple, allow ISP Bob to
make geol ocati on statenents about | P space held by ISP Alice. At
this time, only out-of-band verification nethods are inplenented
(i.e., an ISP's feed may be verified against publicly available IP

al |l ocati on data).

7. Planned Future Work

In order to nore flexibly support future extensions, use of a nore
expressive feed format has been suggested. Use of JavaScript hject
Not ati on (JSON) [ RFC8259], specifically, has been di scussed.

However, at the tine of witing, no such specification nor

i mpl ementation exists. Nevertheless, work on extensions is deferred
until a nmore suitable format has been sel ect ed.

The authors are planning on witing a docurment describing such a new
format. This docunent describes a currently depl oyed and used
format. G ven the extrenely limted extensibility of the present
format no extensions to it are anticipated. Extensibility
requirenents are instead expected to be integral to the devel opnent
of a new format.

8. Finding Self-Published I P Geol ocati on Feeds

The issue of finding, and later verifying, geolocation feeds is not
formally specified in this docunent. At this tine, only ad hoc feed
di scovery and verification has a nodi cum of established practice (see
bel ow); discussion of other mechani sms has been renoved for clarity.

8.1. Ad Hoc 'Well-Known’ URIs

To date, geolocation feeds have been shared informally in the form of
HTTPS URI s exchanged in email threads. Three example URI's

([GEO_I ETF], [CGEO RIPE_NCC], and [GEO I CANN]) describe networks that
change | ocations periodically, the operators and operationa



8.

2.

10.

10.

practices of which are well known within their respective technical
communi ti es.

The contents of the feeds are verified by a simlarly ad hoc process,
i ncl udi ng:

* personal know edge of the parties involved in the exchange and

* conparison of feed-advertised prefixes with the BGP-adverti sed
prefixes of Autonomous System Nunbers known to be operated by the
publ i shers.

Ad hoc mechani sms, while useful for early experinentation by
producers and consuners, are unlikely to be adequate for |ong-term

wi despread use by nmultiple parties. Future versions of any such

sel f- publ i shed geol ocati on feed mechani sm SHOULD address scal ability
concerns by defining a nmeans for automated di scovery and verification
of operational authority of advertised prefixes.

O her Mechani sns

Previ ous versions of this docunent referenced use of the WHO S
service [ RFC3912] operated by Regional Internet Registries (RIRs), as
wel | as possi bl e DNS-based schenes to di scover and validate geof eeds.
To the authors’ know edge, support for such mechani sms has never been
i mpl emented, and this specul ative text has been renoved to avoid

anbi guity.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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Appendi x A.  Sanpl e Python Validati on Code

Included here is a sinple format validator in Python for self-
publ i shed i pgeo feeds. This tool reads CSV data in the self-
publ i shed i pgeo feed format fromthe standard i nput and perforns
basic validation. It is intended for use by feed publishers before

| aunching a feed. Note that this validator does not verify the

uni queness of every IP prefix entry within the feed as a whol e but
only verifies the syntax of each single line fromwithin the feed. A
conpl ete validator MJUST al so ensure | P prefix uniqueness.

The main source file "ipgeo feed validator.py" follows. It requires
use of the open source ipaddr Python library for |IP address and Cl DR
parsing and validation [l PADDR_PY].

<CODE BEG NS>
#!/ usr/ bi n/ pyt hon

H*

# Copyright (c) 2012 | ETF Trust and the persons identified as

# authors of the code. All rights reserved. Redistribution and use
# in source and binary forns, with or without nodification, is

# permitted pursuant to, and subject to the license terns contained
#1in, the Sinplified BSD License set forth in Section 4.c of the

# | ETF Trust’s Legal Provisions Relating to | ETF

# Documents (http://trustee.ietf.org/license-info).

"""Sinple format validator for self-published ipgeo feeds.

This tool reads CSV data in the self-published ipgeo feed fornat
fromthe standard i nput and perforns basic validation. It is
i ntended for use by feed publishers before | aunching a feed.

i mport csv

i mport i paddr
import re

i mport sys

cl ass | PGeoFeedVal i dat or (obj ect):
def __init_ (self):
self.prefixes = {}
self.line_nunber =0
self.output_log = {}
sel f. Set Qut put St rean( sys. stderr)

def Validate(self, feed):
"""Check validity of an | PCGeo feed.

Ar gs:



feed: iterable with feed |lines

for line in feed:
sel f. _ValidateLine(line)

def SetQutput Strean(self, logfile)
"""Controls where the output nmessages go do (STDERR by default).

Use None to disabl e | ogging.

Args:
logfile: a file object (e.g., sys.stdout) or None.

sel f.output_stream = logfile

def CountErrors(self, severity):
"""How many ERRORs or WARNI NGs were generated."""
return len(self.output_I|og.get(severity, []))

RHHBHHHHBHHBH BB B R R R R R R R

def _ValidateLine(self, line):
line = line.rstrip(’\r\n")
self.line_nunber += 1
self.line =line.split("# )[0]

self.is _correct _line = True

i f self._Shoul dl gnoreLine(line):
return

fields = [field for field in csv.reader([line])][0]

sel f. ValidateFi el ds(fi el ds)
sel f. FlushQut put Stream)

def _Shoul dl gnoreLi ne(sel f, line):
line = line.strip()
if line.startswith('# ):
return True
return len(line) ==

HABHHHHHH AR R AR A R R AR R
def _ValidateFields(self, fields):
assert(len(fields) > 0)

is correct = self. |slPAddressOrPrefixCorrect(fields[0])

if len(fields) > 1:
if not self._IsAl pha2CodeCorrect (fields[1]):
is_correct = Fal se

if len(fields) > 2 and not self._I|sRegi onCodeCorrect(fields[2]):
is_correct = Fal se

if len(fields) !'=5
sel f. ReportWarning(’'5 fields were expected (got %d).
% | en(fields))

HHHHH R R R H B R H TR R R R HTH RRHH H R R R R R
def _IslPAddressOrPrefixCorrect(self, field):
if '/ in field:
return self. |sClDRCorrect(field)
return self. | sl PAddressCorrect(field)

def _|IsCIDRCorrect(self, cidr):
try:



i pprefix = ipaddr.|PNetwork(cidr)
if ipprefix.network. ip !'=ipprefix._ip:
self. ReportError(’'Incorrect |IP Network.')
return Fal se
if ipprefix.is_private:
self. ReportError(’' | P Address nust not be private.’)
return Fal se
except:
self. ReportError(’'Incorrect |IP Network.')
return Fal se
return True

def _IslPAddressCorrect(self, ipaddress):

try:
ip = ipaddr.| PAddress(i paddress)

except:
self._ReportError(’'Incorrect |P Address.’)
return Fal se

if ip.is_private:
self. ReportError(’' | P Address nust not be private.’)
return Fal se

return True

HEHH AR R R H R R H R R R R
def _1sAl pha2CodeCorrect(sel f, al pha2code):
i f len(al pha2code) == 0:
return True
i f len(al pha2code) !'= 2 or not al pha2code. i sal pha():
sel f. _ReportError(
"Al pha 2 code nmust be in the 1SO 3166-1 al pha 2 format.’)
return Fal se
return True

def | sRegi onCodeCorrect(self, region_code):
if len(region_code) == O:
return True
if -’ not in region_code:
sel f. ReportError(’ Region code nust be in | SO 3166-2 fornat.")
return Fal se

parts = region_code.split(’'-")

if not self._IsAl pha2CodeCorrect (parts[0]):
return Fal se

return True
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def _ReportError(self, message):
sel f. ReportWthSeverity(’' ERROR , message)

def _ReportWarning(self, message):
sel f. ReportWthSeverity(’' WARNI NG , nessage)

def _ReportWthSeverity(self, severity, nessage):
self.is _correct |ine = Fal se
output _line = "%: %\n" % (severity, nessage)

if severity not in self.output_|og:
sel f.output | og[severity] =[]
sel f.out put _I og[ severity].append(output _line)

if self.output_streamis not None:
sel f.output_streamwite(output |ine)

def _FlushQut put Strean(sel f):
if self.is_correct_line: return
if self.output_streamis None: return



self.output_streamwite(’'line %d: %\n\n
% (self.line_nunber, self.line))

HEHH AR R H R H R R R R R R
def main():

feed validator = | PGeoFeedVal i dator ()

feed validator. Validate(sys.stdin)

if feed_validator.CountErrors(’' ERROR ):

sys.exit (1)
if __name__ =="'_ _min__’
mai n()
<CODE ENDS>
A unit test file, "ipgeo_feed validator_test.py" is provided as well.

It provides basic test coverage of the code above, though does not
test correct handling of non-ASCI| UTF-8 strings.

<CODE BEG NS>
#!/ usr/ bi n/ pyt hon

H*

# Copyright (c) 2012 | ETF Trust and the persons identified as

# authors of the code. Al rights reserved. Redistribution and use
# in source and binary forns, with or without nodification, is

# permitted pursuant to, and subject to the license terns contained
#in, the Sinplified BSD License set forth in Section 4.c of the

# | ETF Trust’'s Legal Provisions Relating to | ETF

# Docunents (http://trustee.ietf.org/license-info)

i mport sys
fromipgeo_feed_ validator inport |PGeoFeedVali dator

cl ass | PGeoFeedVal i dat or Test (obj ect):
def __init__ (self):
sel f.validator = | PGeoFeedVal i dator ()
sel f.val i dat or. Set Qut put St r earm( None)
sel f.successes = 0
self.failures = 0

def Run(self):
sel f. Test FeedLi ne(' # asdf’, 0, 0)

sel f. Test FeedLi ne(’ ", 0, 0)

sel f. Test FeedLine('', 0, 0)

sel f. Test FeedLi ne(’ asdf’, 1, 1)

sel f. Test FeedLi ne(’ asdf , US,,,’, 1, 0)
sel f. Test FeedLi ne(’ aaaa::,US,,,’, 0, 0)
sel f. Test FeedLi ne(’ zzzz::,US, 1, 1)
sel f. Test FeedLine(’,US,,,’, 1, 0)

sel f. Test FeedLi ne(’ 55.66. 77", 1, 1)
sel f. Test FeedLi ne(’ 55.66.77.888" , 1, 1)
sel f. Test FeedLi ne(’ 55. 66. 77. asdf ", 1, 1)

sel f. Test FeedLi ne(’ 2001: db8: cafe: : /48, PL, PL- Mz, , 02-784", 0, 0)
sel f. Test FeedLi ne(’ 2001: db8: cafe:: /48, 0, 1)

sel f. Test FeedLi ne(’ 55.66. 77.88,PL", 0, 1)
sel f. Test FeedLi ne(’ 55.66.77.88,PL,,,’, 0, 0)

sel f. Test FeedLi ne(’ 55.66.77.88,,,,’, 0, 0)

sel f. Test FeedLi ne(’ 55. 66.77.88,2Z,,,’, 0, 0)
sel f. Test FeedLi ne(’ 55.66.77.88,US,,,’, 0, 0)
sel f. Test FeedLi ne(’ 55.66. 77.88, USA,,,’, 1, 0)
sel f. Test FeedLi ne(’ 55.66.77.88,99,,,’, 1, 0)



sel f. Test FeedLi ne(’ 55.66. 77.88, US, US-CA,,’, 0, 0)
sel f. Test FeedLi ne(’ 55. 66. 77.88, US, USA-CA,,’, 1, 0)
sel f. Test FeedLi ne(’ 55. 66. 77. 88, USA, USA-CA,,’, 2, 0)

sel f. Test FeedLi ne(’ 55. 66. 77. 88, US, US- CA, Mountain View,’, 0, 0)

sel f. Test FeedLi ne(’ 55. 66. 77. 88, US, US- CA, Mbunt ai n Vi ew, 94043’ ,
0, 0)

sel f. Test FeedLi ne(’ 55. 66. 77. 88, US, US- CA, Mount ai n Vi ew, 94043, "’
"1600 Anpt hitheatre Parkway', 0, 1)

sel f. Test FeedLi ne(’ 55.66.77.0/24,Us,,,’, 0, 0)
sel f. Test FeedLi ne(’ 55. 66. 77.88/24,US,,,’, 1, 0)
sel f. Test FeedLi ne(’ 55. 66. 77.88/32,Us,,,’, 0, 0)
sel f. Test FeedLi ne(’ 55.66.77/24,US,,,’, 1, 0)
sel f. Test FeedLi ne(’ 55.66.77.0/35,US,,,’, 1, 0)
sel f. Test FeedLi ne(’ 172.15.30.1,US,,,’, 0, 0)
sel f. Test FeedLi ne(’ 172.28.30.1,US,,,’, 1, 0)
sel f. Test FeedLi ne(’ 192. 167. 100. 1, Us,,,’, 0, 0)
sel f. Test FeedLi ne(’ 192. 168. 100. 1, Us,,,’, 1, 0)
sel f. Test FeedLine(’ 10.0.5.9,US,,,’, 1, 0)

sel f. Test FeedLi ne(’ 10.0.5.0/24,Us,,,’, 1, 0)
sel f. Test FeedLi ne(’ fc00::/48,PL,,,’, 1, 0)

sel f. Test FeedLi ne(’ fe00::/48,PL,,,’, 0, 0)

print ("%l tests passed, % failed
% (sel f.successes, self.failures))

def 1sQutputLogCorrect At Severity(self, severity,
expect ed_nsg_count):
nmsg_count = self.validator. CountErrors(severity)

if msg_count != expected nsg_count:
print (' TEST FAI LED: %\ nexpected % %[s], observed %\ n%s\n
% (self.validator.line, expected_nsg _count, severity,
nsg_count,
str(sel f.validator.output | og[severity])))
return Fal se
return True

def 1sQutputlLogCorrect(self, new errors, new warnings):
retval = True

if not self.lsQutputlLogCorrectAtSeverity(’'ERROR, new errors):
retval = Fal se
if not self.IlsQutputlLogCorrectAtSeverity(’ WARNI NG ,
new_war ni ngs) :
retval = Fal se

return retva

def Test FeedLi ne(self, line, warning _count, error_count):
self.validator.output_log[ ' WARNING | = []
self.validator.output_log[' ERROR ] =[]
sel f.validator. ValidateLine(line)

if not self.|sCutputLogCorrect(warning_count, error_count):
self.failures += 1
return Fal se

sel f.successes += 1
return True

name ="' min__



| PGeoFeedVal i dat or Test (). Run()
<CODE ENDS>
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