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Abstract

Provi si oni ng Domai ns (PvDs) are defined as consistent sets of network
configuration information. PvDs allows hosts to manage connecti ons
to nultiple networks and interfaces simnultaneously, such as when a
honme router provides connectivity through both a broadband and

cel lul ar network provider.

Thi s docunent defines a nmechanismfor explicitly identifying PvDs
through a Router Advertisenent (RA) option. This RA option announces
a PvD identifier, which hosts can conmpare to differentiate between
PvDs. The option can directly carry sone information about a PvD and
can optionally point to PvD Additional Information that can be
retrieved using HTTP over TLS
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I nt roduction

Provi si oni ng Domai ns (PvDs) are defined in [ RFC7556] as consi stent
sets of network configuration information. This information includes
properties that are traditionally associated with a single networking
interface, such as source addresses, DNS configuration, proxy
configuration, and gateway addresses.

Clients that are aware of PvDs can take advantage of multiple network
i nterfaces simultaneously. This enables using two PvDs in parallel
for separate connections or for nulti-path transports.

Wil e nost PvDs today are discovered inplicitly (such as by receiving
information via Router Advertisenents froma router on a network that
a client host directly connects to), [RFC7556] al so defines the
notion of Explicit PvDs. |[IPsec Virtual Private Networks are
considered Explicit PvDs, but Explicit PvDs can al so be di scovered
via the local network router. Discovering Explicit PvDs allows two
key advancenents in managing multiple PvDs:

1. The ability to discover and use nultiple PvDs on a single
interface, such as when a local router can provide connectivity
to two different Internet Service Providers.

2. The ability to associate Additional Information about PvDs to
descri be the properties of the network.

Whi | e [ RFC7556] defines the concept of Explicit PvDs, it does not
define the mechanismfor discovering multiple Explicit PvDs on a
singl e network and their Additional |nformation.



Thi s docunent specifies a way to identify PvDs with Fully Qualified
Domai n Nanmes (FQDNs), called PvD IDs. Those identifiers are
advertised in a new Router Advertisement (RA) [ RFC4861] option called
the PvD Option, which, when present, associates the PvDID with al
the informati on present in the Router Advertisenent as well as any
configuration object, such as addresses, derived fromit. The PvD
Option may al so contain a set of other RA options, along with an
optional inner Router Advertisenent nessage header. These options
and optional inner header are only visible to ' PvD-aware’ hosts,

al  owi ng such hosts to have a specialized view of the network

confi guration.

Since PvD IDs are used to identify different ways to access the
Internet, multiple PvDs (with different PvD I Ds) can be provisioned
on a single host interface. Sinmilarly, the sane PvD ID could be used
on different interfaces of a host in order to informthat those PvDs
ultimately provide equival ent services.

This docunent al so i ntroduces a nmechanismfor hosts to retrieve
optional Additional Information related to a specific PvD by neans of
an HTTP-over-TLS query using a URl derived fromthe PvD ID. The
retrieved JSON obj ect contains Additional Information that would
typically be considered too large to be directly included in the
Rout er Advertisenment but m ght be considered useful to the
applications, or even sonetinmes users, when choosi ng which PvD shoul d
be used.

For exanple, if Alice has both a cellular network provider and a

br oadband provider in her hone, her PvD aware devices and
applications would be aware of both avail abl e uplinks. These
applications could fail-over between these networks or run
connections over both (potentially using multi-path transports).
Applications could al so sel ect specific uplinks based on the
properties of the network; for example, if the cellular network

provi des free high-quality video stream ng, a video-streani ng
application could select that network while nost of the other traffic
on Alice s device uses the broadband provider

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy
Thi s docunent uses the follow ng term nol ogy:

Provisioning Domain (PvD): A set of network configuration
information; for nore information, see [ RFC7556].

PvDID: A Fully Qualified Domain Nane (FQDN) used to identify a PvD.

Explicit PvD: A PvD uniquely identified with a PvyD ID. For nore
i nformati on, see [ RFC7556].

Implicit PvD: A PvD that, in the absence of a PvDID, is identified
by the host interface to which it is attached and the address of
the advertising router. See also [ RFC7556].

PvD-aware host: A host that supports the association of network
configuration information into PvDs and the use of these PvDs as
described in this docunent. Al so named "PvD aware node" in
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[ RFC7556] .
Provi si oning Domain lIdentification Using Router Advertisenents

Explicit PvDs are identified by a PvDID. The PvDIDis a Fully
Qualified Domain Name (FQDN) that identifies the network operator.
Net wor k operators MJST use names that they own or manage to avoid
nanm ng conflicts. The sane PvD I D MAY be used in several access
net wor ks when they ultimately provide identical services (e.g., in
all hone networks subscribed to the same service); else, the PvDID
MUST be different to follow Section 2.4 of [RFC7556].

PvD Option for Router Advertisenents

Thi s docunent introduces a Router Advertisenent (RA) option called
the PvD Option. It is used to convey the FQDN identifying a given
PvD (see Figure 1), bind the PvD ID with configuration information
recei ved over DHCPv4 (see Section 3.4.2), enable the use of HITP over
TLS to retrieve the PvD Additional Information JSON object (see
Section 4), as well as contain any other RA options that would
otherwi se be valid in the RA
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(Only present when R-flag is set)
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| Options ...
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Figure 1: PvD Option Format
Type: (8 bits) Set to 21.

Length: (8 bits) The length of the option in units of 8 octets,
i ncluding the Type and Length fields, the Router Advertisenent
message header, if any, as well as the RA options that are
included within the PvD Opti on.

Hflag: (1 bit) "HITP flag stating whether sone PvD Additional
Information is nade avail abl e through HTTP over TLS, as descri bed
in Section 4.

L-flag: (1 bit) ’'Legacy’ flag stating whether the PvD is associ ated
with IPv4 information assigned using DHCPv4 (see Section 3.4.2).

R-flag: (1 bit) 'Router Advertisenent’ flag stating whether the PvD
Option header is followed (right after padding to the next 64-bit
boundary) by a Router Advertisement nessage header (see
Section 4.2 of [RFC4861]). The usage of the inner nessage header
is described in Section 3.4.

Reserved: (9 bits) Reserved for later use. It MJST be set to zero
by the sender and ignored by the receiver.
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Del ay: (4 bits) Unsigned integer used to delay HTTP GET queries from
hosts by a random zed backoff (see Section 4.1). If the Hflag is
not set, senders SHOULD set the delay to zero, and receivers
SHOULD i gnore the val ue.

Sequence Nunber: (16 bits) Sequence number for the PvD Additiona
I nformation, as described in Section 4. |If the Hflag is not set,
senders SHOULD set the Sequence Nunmber to zero, and receivers
SHOULD i gnore the val ue.

PvD I D FQDN: The FQDN used as PvD I D encoded in DNS format, as
described in Section 3.1 of [RFCL035]. Domain name conpression as
described in Section 4.1.4 of [RFC1035] MUST NOT be used.

Paddi ng: Zero or nore padding octets to the next 8-octet boundary
(see Section 4.6 of [RFC4861]). It MJST be set to zero by the
sender and ignored by the receiver.

RA message header: (16 octets) Wien the R-flag is set, a full Router
Advertisenment message header as specified in [ RFC4861]. The
sender MJST set the Type field to 134 (the value for "Router
Advertisenment") and set the Code field to 0. Receivers MJST
i gnore both of these fields. The Checksumfield MJST be set to O
by the sender; non-zero checksuns MJST be ignored by the receiver
wi t hout causing the processing of the nmessage to fail. Al other
fields are to be set and parsed as specified in [ RFC4861] or any
updati ng docunents.

Options: Zero or nore RA options that woul d otherw se be valid as
part of the Router Advertisenent main body but are instead
included in the PvD Option so as to be ignored by hosts that are
not PvD aware.

Figure 2 shows an exanple of a PvD Option with "exanple.org" as the
PvD | D FQDN and i ncludes both a Recursive DNS Server (RDNSS) option
and a Prefix Information Option. It has a Sequence Number of 123 and
i ndi cates the presence of PvD Additional Information that is expected
to be fetched with a delay factor of 1.

0 1 2 3
01234567890123456789012345678901
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| Type: 21 | Length: 12 | 1] O] O] Reserved | Del ay: 1
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| Seq numnber: 123 | 7 | e |
o o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
I X I a I m I p I
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| l | e | 3 | 0 |
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I r I g I 0 | 0 (padding) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +
| 0 (padding) | O (padding) | 0 (paddi ng) | 0 (paddi ng) |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +

| RDNSS option (RFC 8106) length: 5

| Prefix Information Option (RFC 4861) length: 4

Figure 2: Exanple PvD Option

Rout er Behavi or



A router MAY send RAs containing one PvD Option but MJUST NOT i ncl ude
nmore than one PvD Option in each RA. The PvD Option MJUST NOT contain
further PvD Options.

The PvD Option MAY contain zero, one, or nmore RA options that woul d
otherw se be valid as part of the same RA. Such options are
processed by PvD aware hosts and ignored by other hosts as per
Section 4.2 of [RFC4861].

In order to provide nultiple different PvDs, a router MJST send
multiple RAs. RAs sent fromdifferent |ink-Iocal source addresses
establish distinct Inmplicit PvDs in the absence of a PvD Option.
Explicit PvDs MAY share |ink-local source addresses with an Inplicit
PvD and any nunber of other Explicit PvDs.

In other words, different Explicit PvDs MAY be advertised with RAs
usi ng the sane |ink-local source address, but different Inplicit
PvDs, advertised by different RAs, MJST use different |ink-1Iocal
addresses because these Inplicit PvDs are identified by the source
addresses of the RAs. |If a link-local address on the router is
changed, then any new RA will be interpreted as a different Inplicit
PvD by PvD aware hosts.

As specified in [ RFC4861] and [ RFC6980], when the set of options
causes the size of an advertisenent to exceed the link MU, nultiple
router advertisenments MJST be sent to avoid fragmentation, each
contai ning a subset of the options. |In such cases, the PvD Option
header (i.e., all fields except the Options field) MJST be repeated
in all the transmitted RAs. The options within the Options field MAY
be transmitted only once, included in one of the transmtted PvD

Opt i ons.

3. 3. Non- PvD- Awar e Host Behavi or

As the PvD Option has a new option code, non-PvD aware hosts wil|
simply ignore the PvD Option and all the options it contains (see
Section 4.2 of [RFC4861]). This ensures the backward conpatibility
required in Section 3.3 of [RFC7556]. This behavior allows for a
nm xed- node network where a m x of PvD aware and non- PvD-aware hosts
coexi st .

3. 4. PvD- Awar e Host Behavi or

Hosts MJST associ ate recei ved RAs and included configuration
information (e.g., Router Valid Lifetine, Prefix Infornation

[ RFC4861], Recursive DNS Server [RFC8106], and Routing Information

[ RFC4191] options) with the Explicit PvD identified by the first PvD
Option present in the received RA, if any, or with the Inplicit PvD
identified by the host interface and the source address of the
received RA otherwise. |f an RA nessage header is present both
within the PvD Option and outside it, the header within the PvD
Option takes precedence.

In case nultiple PvD Options are found in a given RA, hosts MJST
ignore all but the first PvD Option.

If a host receives PvD Options flags that it does not recognize
(currently in the Reserved field), it MJST ignore these flags.

Simlarly, hosts MJST associate all network configuration objects
(e.g., default routers, addresses, nore specific routes, and DNS
Recursive Resolvers) with the PvD associated with the RA that

provi sioned the object. For exanple, addresses that are generated
using a received Prefix Information Option (PIO are associated with
the PvD of the last received RA that included the given PIQO



PvD | Ds MUST be conpared in a case-insensitive nanner as defined by
[ RFC4343]. For exanple, "pvd.exanple.com" or "PvD. Exanpl e.coM"
woul d refer to the sane PvD.

VWi |l e perform ng PvD specific operations such as resol ving nanes,
executing the default address selection algorithm][RFC6724], or
executing the default router selection algorithmwhen forwarding
packets [ RFC4861] [ RFC4191] [ RFC8028], hosts and applications MAY
consider only the configuration associated with any non-enpty subset
of PvDs. For exanple, a host MAY associate a given process with a
specific PvD, or a specific set of PvDs, while associating another
process with another PvD. A PvD-aware application m ght also be able

to select, on a per-connection basis, which PvDs should be used. In
particul ar, constrai ned devices such as snall battery-operated
devices (e.g., Internet of Things (10T)) or devices with linited CPU

or menory resources may purposefully use a single PvD while ignoring
some received RAs containing different PvD I Ds.

The way an application expresses its desire to use a given PvD, or a
set of PvDs, and the way this selection is enforced are out of the
scope of this docunent. Useful insights about these considerations
can be found in [ MPVD-API ] .

3.4.1. DHCPv6 Configuration Association

When a host retrieves stateless configuration el enments usi ng DHCPv6
(e.g., DNS recursive resolvers or DNS domain search lists [ RFC3646]),
they MUST be associated with all the Explicit and Inplicit PvDs
received on the same interface and contained in an RAwith the Oflag
set [ RFC4861].

When a host retrieves stateful assignnents using DHCPv6, such

assi gnnents MJST be associated with the received PvD that was
received with RAs with the Mflag set and including a matching PIO

A PIOis considered to match a DHCPv6 assi gnnment when the I Pv6 prefix
fromthe PIO includes the assignnent from DHCPv6. For exanple, if a
PvD s associated Pl O defines the prefix "2001: db8: cafe::/ 64", a
DHCPv6 | A NA nessage that assigns the address

"2001: db8: caf e: : 1234: 4567" woul d be considered to natch.

In cases where an address woul d be assigned by DHCPv6 and no mat chi ng
PvD coul d be found, hosts MAY associ ate the assigned address with any
Inmplicit PvD received on the sane interface or to nultiple Inplicit
PvDs received on the sanme interface. This is intended to resolve
backwar d- conpatibility issues with rare depl oynents choosing to

assi gn addresses with DHCPv6 while not sending any matching PlIO

I mpl enent ati ons are suggested to flag or | og such scenarios as errors
to hel p detect m sconfigurations.

3.4.2. DHCPv4 Configuration Association

Associ ati ng DHCPv4 [ RFC2131] configuration elements with Explicit
PvDs allows hosts to treat a set of IPv4 and | Pv6 configurations as a
single PvD with shared properties. For exanple, consider a router
that provides two different uplinks. One could be a broadband
network that has data rate and streaning properties described in PvD
Addi tional Information and that provides both | Pv4 and | Pv6 network
access. The other could be a cellular network that provides only

| Pv6 network access and uses NAT64 [RFC6146]. The broadband network
can be represented by an Explicit PvD that points to the Additiona
Information and al so marks association with DHCPv4 information. The
cellular network can be represented by a different Explicit PvD that
i s not associated with DHCPv4.

VWhen a PvD-aware host retrieves configuration el ements from DHCPv4,



the information is associated either with a single Explicit PvD on
that interface or else with all Inplicit PvDs on the sane interface.

An Explicit PvDindicates its association with DHCPv4 information by
setting the L-flag in the PvD Option. |If there is exactly one
Explicit PvD that sets this flag, hosts MJST associ ate the DHCPv4
information with that PvD. Miltiple Explicit PvDs on the same
interface marking this flag is a m sconfiguration, and hosts SHOULD
NOT associate the DHCPv4 information with any Explicit PvDin this
case.

If no single Explicit PvD clainms association with DHCPv4, the
configuration el enents conming from DHCPv4 MJUST be associated with all
Inmplicit PvDs identified by the interface on which the DHCPv4
transacti on happened. This nmintains existing host behavior.

3.4.3. Connection Sharing by the Host

The situation in which a host shares connectivity from an upstream
interface (e.g., cellular) to a dowmstreaminterface (e.g., W-Fi) is
known as 'tethering’ . Techniques such as ND Proxy [ RFC4389], 64share
[ RFC7278], or prefix delegation (e.g., using DHCPv6- PD [ RFC8415]) may
be used for that purpose.

Whenever the RAs received fromthe upstreaminterface contain a PvD
Option, hosts that are sharing connectivity SHOULD i ncl ude a PvD
Option within the RAs sent downstream with:

* The sane PvD | D FQDN
* The sane H-flag, Delay, and Sequence Number val ues

* The L-flag set whenever the host is sharing | Pv4d connectivity
received fromthe sane upstreaminterface

* The bits in the Reserved field set to O

The val ues of the Rflag, Router Advertisenent nessage header, and
Options field depend on whether or not the connectivity should be
shared only with PvD-aware hosts (see Section 3.2). |In particular,
all options received within the upstream PvD Option and included in
the downstream RA SHOULD be included in the downstream PvD Opti on.

3.4.4. Usage of DNS Servers

PvD-aware hosts can be provisioned with recursive DNS servers via RA
options passed within an Explicit PvD, via RA options associated with
an Inplicit PvD, via DHCPv6 or DHCPv4, or from some ot her

provi sioni ng mechani smthat creates an Explicit PvD (such as a VPN).
In all of these cases, the recursive DNS server addresses SHOULD be
associated with the corresponding PvD. Specifically, queries sent to
a configured recursive DNS server SHOULD be sent froma local IP
address that was provisioned for the PvD via RA or DHCP. Answers
received fromthe DNS server SHOULD only be used on the same PvD.

PvD-aware applications will be able to select which PvD(s) to use for
DNS resol uti on and connections, which allows themto effectively use
multiple Explicit PvDs. |In order to support non-PvD aware

appl i cations, however, PvD aware hosts SHOULD ensure that non-PvD
aware name resolution APls |ike "getaddrinfo" only use resolvers from
a single PvD for a given query. Handling DNS across PvDs is

di scussed in Section 5.2.1 of [RFC7556], and PvD APlIs are discussed
in Section 6 of [RFC7556].

Mai nt ai ning the correct usage of DNS within PvDs avoi ds various
practical errors such as:



4.

4.

* A PvD associated with a VPN or otherw se private network may
provi de DNS answers that contain addresses inaccessible over
another PvD. This includes the DNS queries to retrieve PvD
Addi tional Information, which could otherw se send identifying
information to the recursive DNS system (see Section 4.1).

* A PvD that uses a NAT64 [ RFC6146] and DNS64 [ RFC6147] wil |
synt hesi ze | Pv6 addresses in DNS answers that are not globally
routable and woul d be invalid on other PvDs. Conversely, an |Pv4
address resolved via DNS on another PvD cannot be directly used on
a NAT64 net wor K.

Provi si oni ng Domai n Additional Information

Addi tional information about the network characteristics can be
retrieved based on the PvD ID. This set of information is called PvD
Addi tional Information and is encoded as a JSON obj ect [ RFC8259].

This JSON object is restricted to the Internet JSON (I1-JSON) profile,
as defined in [ RFC7493].

The purpose of this JSON object is to provide Additional Information
to applications on a client host about the connectivity that is
provided using a given interface and source address. It typically

i ncludes data that would be considered too |arge, or not critica
enough, to be provided within an RA option. The information
contained in this object MAY be used by the operating system network
libraries, applications, or users in order to decide which set of
PvDs shoul d be used for which connection, as described in

Section 3.4.

The Additional Information related to a PvDis specifically intended
to be optional and is targeted at optim zing or informng the
behavi or of user-facing hosts. This information can be extended to
provide hints for host system behavior (such as captive portal or

wal | ed-garden PvD detection) or application behavior (describing
application-specific services offered on a given PvD). This content
may not be appropriate for light-weight |oT devices. 10T devices

m ght need only a subset of the information and would in sone cases
prefer a smaller representation |like Concise Binary hject
Representation (CBOR) [RFC7049]. Delivering a reduced version of the
PvD Additional Information designed for such devices is not defined
in this docunent.

1. Retrieving the PvD Additional Infornmation

When the Hflag of the PvD Option is set, hosts MAY attenpt to
retrieve the PvD Additional Information associated with a given PvD
by perform ng an HTTP-over-TLS [ RFC2818] GET query to "https://<PvD
I D>/ . wel |l -known/pvd". Inversely, hosts MJST NOT do so whenever the
Hflag is not set.

Reconmendati ons for how to use TLS securely can be found in
[ RFC7525] .

When a host retrieves the PvD Additional Information, it MJST verify
that the TLS server certificate is valid for the perforned request,
specifically, that a DNS-1D [ RFC6125] on the certificate is equal to
the PvD I D expressed as an FQDN. This validation indicates that the
owner of the FQDN authorizes its use with the prefix advertised by
the router. |If this validation fails, hosts MJST cl ose the
connection and treat the PvD as if it has no Additional |nfornation

HTTP requests and responses for PvD Additional Information use the
"application/pvd+json" nmedia type (see Section 8.5). ddients SHOULD
include this media type as an Accept header field in their GET



requests, and servers MJST mark this nmedia type as their Content-Type
header field in responses.

Note that the DNS nane resolution of the PvD ID, any connections nade
for certificate validation (such as Online Certificate Status

Prot ocol (OCSP) [RFC6960]), and the HTTP request itself MJST be
performed using the considered PvD. In other words, the nane

resol ution, PKI checks, source address selection, as well as the
next - hop router selection MJST be perfornmed whil e exclusively using
the set of configuration information attached with the PvD, as
defined in Section 3.4. 1In sone cases, it may therefore be necessary
to wait for an address to be available for use (e.g., once the
Duplicate Address Detection or DHCPv6 processes are conplete) before
initiating the HITP-over-TLS query. |In order to address privacy
concerns around linkability of the PvD HTTP connection with future
user-initiated connections, if the host has a tenporary address per
[RFC4941] in this PvD, then it SHOULD use a tenporary address to
fetch the PvD Additional Information and MAY deprecate the used
tenporary address and generate a new tenporary address afterward.

If the HTTP status of the answer is greater than or equal to 400, the
host MUST cl ose its connection and consider that there is no PvD
Additional Information. |If the HITP status of the answer is between
300 and 399, inclusive, it MJIST follow the redirection(s). |If the
HTTP status of the answer is between 200 and 299, inclusive, the
response i s expected to be a single JSON object.

After retrieval of the PvD Additional Information, hosts MJUST
remenber the |ast Sequence Nunber val ue received in an RA including
the sane PvD ID. Whenever a new RA for the same PvDis received with
a different Sequence Number val ue, or whenever the expiry date for
the additional information is reached, hosts MJST deprecate the

Addi tional Information and stop using it.

Hosts retrieving a new PvD Additional |nformation object MJST check
for the presence and validity of the nandatory fields specified in
Section 4.3. A retrieved object including an expiration tine that is
al ready past or missing a mandatory el ement MJUST be ignored.

In order to avoid synchronized queries toward the server hosting the
PvD Additional Information when an object expires, object updates are
del ayed by a random zed backoff time.

* \When a host perfornms a JSON object update after it detected a
change in the PvD Option Sequence Nunber, it MJST add a del ay
before sending the query. The target tinme for the delay is
calcul ated as a randomtine between zero and 2*((10 + Del ay))
m | 1iseconds, where 'Delay’ corresponds to the 4-bit unsigned
integer in the last received PvD Option.

* \When a host last retrieved a JSON object at tinme A that includes
an expiry time B using the "expires" key, and the host is
configured to keep the PvD Additional Information up to date, it
MJUST add some randommess into its calculation of the time to fetch
the update. The target tine for fetching the updated object is
calculated as a uniformy randomtine in the interval [(B-A)/2,B].

In the exanple in Figure 2, the Delay field value is 1, this means
that the host calculates its delay by choosing a uniformy random
time between 0 and 27((10 + 1)) nmilliseconds, i.e., between 0 and
2048 milliseconds.

Since the Delay value is directly within the PvD Option rather than
the object itself, an operator may perform a push-based update by

i ncrementing the Sequence Nunber val ue whil e changing the Del ay val ue
depending on the criticality of the update and the capacity of its



PvD Addi tional |Information servers.

In addition to adding a random del ay when fetching Additiona

I nformation, hosts MJST enforce a ninimumtine between requesting
Addi tional Information for a given PvD on the sane network. This
mnimmtime is RECOVWENDED to be 10 seconds, in order to avoid hosts
causing a denial -of-service on the PvD server. Hosts also MUST Iimt
the nunber of requests that are nade to different PvD Additiona

I nformation servers on the same network within a short period of

time. A RECOMMENDED value is to issue no nore than five PvD

Addi tional Information requests in total on a given network within 10
seconds. For nore discussion, see Section 6.

The PvD Additional Information object includes a set of |IPv6 prefixes
(under the key "prefixes") that MJST be checked against all the
Prefix Information Options advertised in the RA. |f any of the
prefixes included in any associated PIOis not covered by at |east
one of the listed prefixes, the PvD Additional Information MJST be
considered to be a m sconfiguration and MJUST NOT be used by the host.
See Section 4.4 for nore discussion on handling such

m sconfi gurati ons.

If the request for PvD Additional Information fails due to a TLS
certificate validation error, an HITP error, or because the retrieved
file does not contain valid PvD JSON, hosts MJIST cl ose any connecti on
used to fetch the PvD Additional Information and MJUST NOT request the
information for that PvD ID again for the duration of the |oca
network attachment. |If a host detects 10 or nore such failures to
fetch PvD Additional Information, the | ocal network is assunmed to be
m sconfigured or under attack and the host MUST NOT make any further
requests for any PvD Additional Information, belonging to any PvD I D
for the duration of the |local network attachment. For nore

di scussi on, see Section 6

4.2. (Operational Consideration to Providing the PvD Additiona
I nformation

Whenever the Hflag is set in the PvD Option, a valid PvD Additiona
I nformati on obj ect MJUST be nade available to all hosts receiving the
RA by the network operator. |In particular, when a captive portal is
present, hosts MJST still be allowed to perform DNS, certificate

val idation, and HTTP-over-TLS operations related to the retrieval of
the object, even before logging into the captive portal

Rout ers SHOULD i ncrenent the PvD Option Sequence Nunber by one
whenever a new PvD Additional Information object is avail able and
shoul d be retrieved by hosts. |f the value exceeds what can be
stored in the Sequence Nunber field, it MJUST wap back to zero.

The server providing the JSON files SHOULD al so check whether the
client address is contained by the prefixes listed in the Additiona
I nformati on and SHOULD return a 403 response code if there is no
mat ch.

4.3. PvD Additional Information Format
The PvD Additional Information is a JSON object.

The followi ng table presents the mandatory keys, which MJST be
i ncluded in the object:

B sl e el s el s e el
| JSON key | Description | Type | Exanple |
B oo s sl oo e s s
| identifier | PvDID FQDN | String | "pvd. exanple.com"” |
R i R B T I +



| expires | Date after | [RFC3339] | "2020-05-23T06: 00: 00Z" |
| | which this | Date | |
| | object is no | | |
| | longer valid | | |
S ISRy I Ry S IR T +
| prefixes | Array of 1Pv6 | Array of | ["2001:db8:1::/48", |
| | prefixes | strings | "2001: db8:4::/48"] |
| | valid for | | |
| | this PvD | | |
- . - T +
Table 1

A retrieved object that does not include all three of these keys at
the root of the JSON object MJUST be ignored. Al three keys need to
be validated; otherw se, the object MJUST be ignored. The value
stored for "identifier" MJST be matched agai nst the PvD | D FQDN
presented in the PvD Option using the conpari son nechani sm descri bed
in Section 3.4. The value stored for "expires"” MJST be a valid date

inthe future. |If the PIO of the received RAis not covered by at
| east one of the "prefixes" key, the retrieved object SHOULD be
i gnor ed.

The following table presents sonme optional keys that MAY be incl uded
in the object.

+::::::::::::+::::::::::::::::::::::+::::::::::+::::::::::::::::::::+
| JSON key | Description | Type | Exanple |
| dnsZones | DNS zones searchable | Array | ["exanple.cont,

| | and accessible | of | "sub.exanple.con'] |
| | | strings |

oo oo e oo oo e ee oo +
| nolnternet | No Internet; set to | Boolean | true |
| | "true" when the PvD | | |
| | is restricted | | |
R T TS o e e e +

Table 2

It is worth noting that the JSON format all ows for extensions.
Whenever an unknown key is encountered, it MJST be ignored along with
its associ ated el enents.

Private-use or experinental keys MAY be used in the JSON dictionary.
In order to avoid such keys colliding with the keys registered by

I ANA, inplementers or vendors defining private-use or experinental
keys MJST create sub-dictionaries. |If a set of PvD Additiona

I nformati on keys are defined by an organi zation that has a formal URN
nanespace [l ANA-URN], the URN nanespace SHOULD be used as the top-

| evel JSON key for the sub-dictionary. For other private uses, the
sub-dictionary key SHOULD follow the format of "vendor-*", where the
"*" js replaced by the inplementer’s or vendor’'s identifier. For
exanpl e, keys specific to the FooBar organi zati on could use "vendor -
foobar". If a host receives a sub-dictionary with an unknown key,
the host MJST ignore the contents of the sub-dictionary.

4.3.1. Exanple
The foll owi ng two exanpl es show how the JSON keys defined in this

docunent can be used

"identifier": "cafe.exanple.com",
"expires": "2020-05-23T06: 00: 00Z",
"prefixes": ["2001:db8:1::/48", "2001:db8:4::/48"],



{
"identifier": "conpany.foo.exanple.com",
"expires": "2020-05-23T06: 00: 002",
"prefixes": ["2001:db8:1::/48", "2001:db8:4::/48"],
"vendor - f o0":
{
"private-key": "private-val ue",
b
}

4.4. Detecting Msconfiguration and M suse

Hosts MJST validate the TLS server certificate when retrieving PvD
Additional Infornmation, as detailed in Section 4.1

Hosts MJST verify that all prefixes in all the RA PIGs are covered by
a prefix fromthe PvD Additional Information. An adversarial router
attenpting to spoof the definition of an Explicit PvD, w thout the
ability to nodify the PvD Additional Information, would need to
perform I Pv6-to-1Pv6 Network Prefix Translation (NPTv6) [ RFC6296] in
order to circunvent this check. Thus, this check cannot prevent all
spoofing, but it can detect m sconfiguration or m smatched routers
that are not adding a NAT

If NPTv6 is being added in order to spoof PvD ownership, the HITPS
server for Additional Information can detect this m sconfiguration
The HTTPS server SHOULD validate the source addresses of incom ng
connections (see Section 4.1). This check gives reasonabl e assurance
that NPTv6 was not used and restricts the information to the valid
network users.|f the PvD does not provision IPv4 (it does not include
the L-flag in the RA), the server cannot validate the source
addresses of connections using |Pv4d. Thus, the PvD ID FQN for such
PvDs SHOULD NOT have a DNS A record.

5. Operational Considerations

This section describes sone exanpl e use cases of PvDs. For the sake
of sinplicity, the RA nessages will not be described in the usua
ASCI | art but rather in an indented list. Values in the PvD Option
header that are not included in the exanple are assuned to be zero or
false (such as the Hflag, Sequence Nunber, and Del ay fields).

5.1. Exposing Extra RA Options to PvD Aware Hosts

In this exanple, there is one RA nmessage sent by the router. This

message contains some options applicable to all hosts on the network

and also a PvD Option that al so contains other options only visible

to PvD aware hosts.

* RA Header: router lifetinme = 6000

* Prefix Information Option: length = 4, prefix = 2001: db8: cafe::/64

* PvD Option header: length = 3 + 5 + 4, PvD ID FQDN = exanpl e.org.,
R-flag = 0 (actual length of the header with padding 24 bytes = 3
* 8 bytes)

- Recursive DNS Server: length = 5, addresses =
[ 2001: db8: caf e: : 53, 2001: db8: f 00d: : 53]

- Prefix Information Option: length = 4, prefix =
2001: db8: f00d: : / 64

Note that a PvD-aware host will receive two different prefixes,



"2001: db8: cafe:: /64" and "2001: db8: f00d::/ 64", both associated with
the sane PvD (identified by "exanple.org."). A non-PvD aware host
will only receive one prefix, "2001:db8:cafe::/64".

.2. Different RAs for PvD Aware and Non- PvD- Aware Hosts

It is expected that for sone years, networks will have a m xed

envi ronment of PvD-aware hosts and non-PvD-aware hosts. |If there is
a need to give specific information to PvD-aware hosts only, then it
i's RECOWENDED to send two RA nessages, one for each class of hosts.
Thi s approach allows for two distinct sets of configuration
information to be sent in a way that will not disrupt non-PvD aware
hosts. It also lowers the risk that a single RA nessage will
approach its MU limt due to duplicated infornation.

If two RA nessages are sent for this reason, they MJST be sent from
two different Iink-local source addresses (Section 3.2). For
exanple, here is the RA sent for non-PvD aware hosts:

* RA Header: router lifetinme = 6000 (non-PvD-aware hosts will use
this router as a default router)

* Prefix Information Option: length = 4, prefix = 2001: db8: cafe::/64

* Recursive DNS Server Option: length = 3, addresses =
[ 2001: db8: caf e: : 53]

exanpl e. org.,

* PvD Option header: length =3 + 2, PvD ID FQN = foo.
= 3 * 8 bytes)

R-flag = 1 (actual length of the header 24 bytes

- RA Header: router lifetine = 0 (PvD-aware hosts will not use
this router as a default router), inplicit length = 2

And here is the RA sent for PvD aware hosts:

* RA Header: router lifetime = 0 (non-PvD-aware hosts will not use
this router as a default router)

* PvD Option header: length =3 + 2 + 4 + 3, PvDID FQDN =
bar.exanple.org., Rflag = 1 (actual length of the header 24 bytes
= 3 * 8 bytes)

- RA Header: router lifetine = 1600 (PvD aware hosts will use
this router as a default router), inplicit length = 2

- Prefix Information Option: length = 4, prefix =
2001: db8: f 00d: : / 64

- Recursive DNS Server Option: length = 3, addresses =
[ 2001: db8: f 00d: : 53]

In the above exanpl e, non-PvD aware hosts will only use the first
listed RA sent by their default router and use the

"2001: db8: cafe:: /64" prefix. PvD aware hosts w |l autononously
configure addresses fromboth PIGs but will only use the source
address in "2001: db8:f00d::/ 64" to comuni cate past the first-hop
router since only the router sending the second RA will be used as
the default router; simlarly, they will use the DNS server

"2001: db8: f 00d: : 53" when communi cating fromthis address.

.3. Enabling Multihomi ng for PvD Aware Hosts

In this exanple, the goal is to have one prefix fromone RA be usable
by both non-PvD-aware and PvD aware hosts and to have another prefix
usable only by PvD-aware hosts. This allows PvD aware hosts to be
able to effectively multihone on the network.



The first RAis usable by all hosts. The only difference for PvD
aware hosts is that they can explicitly identify the PvD ID
associated with the RA. PvD-aware hosts will also use this prefix to
communi cate with non-PvD aware hosts on the sane networKk.

* RA Header: router lifetine = 6000 (non-PvD aware hosts will use
this router as a default router)

* Prefix Information Option: length = 4, prefix = 2001: db8: cafe::/64

* Recursive DNS Server Option: length = 3, addresses =
[ 2001: db8: caf e: : 53]

* PvD Option header: length = 3, PvD ID FQDN = foo. exanpl e. org.,
R-flag = 0 (actual length of the header 24 bytes = 3 * 8 bytes)

The second RA contains a prefix usable only by PvD aware hosts. Non-
PvD-aware hosts will ignore this RA; hence, only the PvD aware hosts
will be multihomed.

* RA Header: router lifetine = 0 (non-PvD aware hosts will not use
this router as a default router)

* PvD Option header: length =3 + 2 + 4 + 3, PvDID FQDN =
bar.exanple.org., Rflag = 1 (actual length of the header 24 bytes
= 3 * 8 hytes)

- RA Header: router lifetine = 1600 (PvD aware hosts will use
this router as a default router), inplicit length = 2

- Prefix Information Option: length = 4, prefix =
2001: db8: f00d: : / 64

- Recursive DNS Server Option: length = 3, addresses =
[ 2001: db8: f 00d: : 53]

Not e: the above exanples assune that the router has received its PvD
I Ds fromupstreamrouters or via sone other configuration nmechani sm
Anot her docunent could define ways for the router to generate its own
PvD IDs to allow the above scenario in the absence of PvD ID
provi si oni ng.

.4. Providing Additional Information to PvD- Aware Hosts

In this exanple, the router indicates that it provides Additiona
Information using the Hflag. The Sequence Nunber on the PvD Option
is set to 7 in this exanple.

* RA Header: router lifetime = 6000

* Prefix Information Option: length = 4, prefix = 2001: db8: cafe::/64

* Recursive DNS Server Option: length = 3, addresses =
[ 2001: db8: caf e: : 53]

* PvD Option header: length = 3, PvD ID FQDN = cafe. exanpl e. com,
Sequence Nunber = 7, Rflag = 0, Hflag = 1 (actual length of the
header with padding 24 bytes = 3 * 8 bytes)

A PvD-aware host will fetch <https://cafe.exanple.com.well-known/
pvd> to get the additional information. The follow ng exanpl e shows
a CET request that the host sends, in HITP/2 syntax [ RFC7540]:

CGET
ht t ps

: met hod
:schene



cauthority = cafe. exanpl e. com
:path = /.well-known/ pvd
accept = application/pvd+json

The HTTP server will respond with the JSON Additional |nfornmation:

:status = 200
content-type = application/pvd+j son
content-length = 116

"identifier": "cafe.example.com",
"expires": "2020-05-23T06: 00: 002",
"prefixes": ["2001: db8:cafe::/48"],

}

At this point, the host has the PvD Additional I|nformation and knows
the expiry tine. When either the expiry time passes or a new
Sequence Nunber is provided in an RA, the host will re-fetch the
Addi tional |Information

For exanple, if the router sends a new RA with the Sequence Numnber
set to 8, the host will re-fetch the Additional |nfornation:

* PvD Option header: length =3 +5 + 4, PvDID FQDN =
caf e. exanpl e.com, Sequence Nunber = 8, Rflag =0, Hflag =1
(actual length of the header with padding 24 bytes = 3 * 8 bytes)

However, if the router sends a new RA, but the Sequence Number has
not changed, the host would not re-fetch the Additional Information
(until and unless the expiry time of the Additional I|nformation has
passed).

Security Considerations

Since the PvD Option can contain an RA header and ot her RA options,
any security considerations that apply for specific RA options
continue to apply when used within a PvD Option.

Al t hough sone sol utions such as | Psec or SEcure Nei ghbor Discovery
(SeND) [ RFC3971] can be used in order to secure the |IPv6 Nei ghbor

Di scovery Protocol, in practice, actual deploynments largely rely on
i nk-1ayer or physical-layer security nechanisns (e.g., 802.1x

[ EEEB021X]) in conjunction with RA-Guard [ RFC6105].

If multiple RAs are sent for a single PvD to avoid fragnentation,
droppi ng packets can lead to processing only part of a PvD Opti on,
which could lead to hosts receiving only part of the contained
options. As discussed in Section 3.2, routers MJST include the PvD
Option in all fragments generated.

Thi s specification does not inprove the Nei ghbor D scovery Protoco
security nodel but sinply validates that the owner of the PvD FQDN
authorizes its use with the prefix advertised by the router. In
conmbination with inplicit trust in the local router (if present),
this gives the host some | evel of assurance that the PvDis

aut horized for use in this environnent. However, when the |oca
router cannot be trusted, no such guarantee is avail abl e.

It must be noted that Section 4.4 of this docunment only provides
reasonabl e assurance agai nst m sconfigurati on but does not prevent a
hostil e network access provider fromadvertising incorrect
information that could | ead applications or hosts to select a hostile
PvD. However, a host that correctly inplenments the nultiple PvD
architecture [ RFC7556] using the mechani sm described in this docunent
will be less susceptible to some attacks than a host that does not by



being able to check for the various misconfigurations or
i nconsi stenci es described in this docunent.

Since expiration tines provided in PvD Additional Information use
absolute tine, these values can be skewed due to cl ock skew or for
hosts wi thout an accurate tinme base. Such tine values MJUST NOT be
used for security-sensitive functionality or decisions.

An attacker generating RAs on a |ocal network can use the Hflag and
the PvD ID to cause hosts on the network to make requests for PvD
Addi tional Information fromservers. This can becone a deni al - of -
service attack, in which an attacker can anplify its attack by
triggering TLS connections to arbitrary servers in response to
sendi ng UDP packets containing RA nessages. To nitigate this attack,
hosts MJUST:

* limt the rate at which they fetch a particular PvD s Additiona
I nf or mati on;

* limt the rate at which they fetch any PvD Additional Infornmation
on a given |ocal network;

* stop nmaking requests for a PvD ID that does not respond with valid
JSON; and

* stop making requests for all PvD IDs once a certain nunber of
failures is reached on a particul ar network.

Details are provided in Section 4.1. This attack can be targeted at
generic web servers, in which case the host behavi or of stopping
requesting for any server that doesn’'t behave |ike a PvD Additiona
Information server is critical. Limting requests for a specific PvD
I D mght not be sufficient if the attacker changes the PvD I D val ues
qui ckly, so hosts also need to stop requesting if they detect
consistent failure when on a network that is under attack. For cases
in which an attacker is pointing hosts at a valid PvD Additiona
Information server (but one that is not actually associated with the
| ocal network), the server SHOULD reject any requests that do not
originate fromthe expected I Pv6 prefix as described in Section 4. 2.

Privacy Considerations

Retrieval of the PvD Additional Information over HITPS requires early
conmmuni cati ons between the connecting host and a server that may be

| ocated further than the first-hop router. Although this server is
likely to be located within the same adm nistrative domain as the
default router, this property can't be ensured. To mininize the

| eakage of identity information while retrieving the PvD Additiona

I nformation, hosts SHOULD nake use of an |Pv6 tenporary address and
SHOULD NOT include any privacy-sensitive data, such as a User - Agent
header field or an HTTP cooki e.

Hosts mnight not always fetch PvD Additional Information, depending on
whet her or not they expect to use the information. However, if a
host allows requesting Additional Information for certain PvD IDs, an
attacker could send various PvD IDs in RAs to detect which PvD I Ds
are allowed by the client. To avoid this, hosts SHOULD either fetch
Addi tional Information for all eligible PvD IDs on a given |oca
network or fetch the information for none of them

From a user privacy perspective, retrieving the PvD Additiona
Information is not different fromestablishing a first connection to
a renote server or even perfornmng a single DNS | ookup. For exanple,
nmost operating systens already performearly queries to static web
sites, such as <http://captive. exanpl e.conf hotspot-detect.htm >, in
order to detect the presence of a captive portal
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The DNS queries associated with the PvD Additional I|nformation MJST
use the DNS servers indicated by the associated PvD, as described in
Section 4.1. This ensures the nane of the PvD Additional Information
server is not unintentionally sent on another network, thus |eaking
identifying informati on about the networks with which the client is
associ at ed.

There may be sonme cases where hosts, for privacy reasons, should
refrain fromaccessing servers that are |located outside a certain

networ k boundary. |In practice, this could be inplenented as an
allowed list of "trusted” FQDNs and/or |P prefixes that the host is
all owed to comunicate with. In such scenarios, the host SHOULD

check that the provided PvD ID, as well as the I P address that it
resolves into, are part of the allowed |ist.

Net wor k operators SHOULD restrict access to PvD Additiona

Information to only expose it to hosts that are connected to the

| ocal network, especially if the Additional Information would provide
i nformati on about |ocal network configuration to attackers. This can
be inplenented by all owi ng access fromthe addresses and prefixes
that the router provides for the PvD, which will match the prefixes
contained in the PvD Additional Information. This technique is
described in Section 4. 2.

| ANA Consi der ati ons

.1. Change to | Pv6 Nei ghbor Discovery Option Formats Registry

| ANA has removed the 'reclainmable’ tag for value 21 for the PvD
Option in the "I Pv6 Nei ghbor Discovery Option Formats" registry.

2. New Entry in the Well-Known URIs Registry

| ANA has added a new entry in the "Well-Known URIs" registry
[ RFC8615] with the follow ng information

URI suffix: pvd

Change controller: |ETF

Speci fication docunent: RFC 8801

St atus: per manent

Rel ated information: NA
3. New Additional Information PvD Keys Registry

I ANA has created and will nmaintain a new registry called "Additional
I nformati on PvD Keys", which reserves JSON keys for use in PvD
Additional Information. The initial contents of this registry are
given in Section 4.3 (both the table of mandatory keys and the table
of optional keys).

The status of a key as mandatory or optional is intentionally not
denoted in the table to allow for flexibility in future use cases
Any new assi gnments of keys will be considered as optional for the
pur pose of the nechani sm described in this docunent.

New assi gnnents in the "Additional Information PvD Keys" registry
wi Il be adm nistered by | ANA through Expert Revi ew [ RFC8126].
Experts are requested to ensure that defined keys do not overlap in
nanes or semantics and that they represent non-vendor-specific use
cases. Vendor-specific keys SHOULD use sub-dictionaries, as
described in Section 4. 3.



I ANA has placed the "Additional Information PvD Keys" registry within
a new registry entitled "Provisioning Donmains (PvDs)".

8.4. New PvD Option Flags Registry

| ANA has al so created and will maintain a new registry entitled "PvD
Option Flags". This newregistry reserves bit positions from0O to 11
to be used in the PvD Option bitnmask. This docunment assigns bit
positions 0, 1, and 2 as shown in the table below Future
assignnents require Standards Action [ RFC8126] .

[ ool el e el
| Bit | Nane | Reference

=t —-————————————+t———————————+
| 0 | Hflag | RFC 8801 |
+------ I I +
| 1 | L-flag | RFC 8801 |
+------ R I F--- - - - +
| 2 | Rflag | RFC 8801 |
+------ I I +
| 3-11 | Unassigned | |
+------ I I +

Table 3
Since these flags apply to an | Pv6 Router Advertisenent Option, |ANA
has placed this registry under the existing "Internet Control Message
Protocol version 6 (ICVMPv6) Parameters" registry and provided a |ink
on the new "Provisioning Domains (PvDs)" registry.
8.5. PvD JSON Medi a Type Registration

Thi s docunent registers the nmedia type for PvD JSON text,
"appl i cation/ pvd+j son".

Type name: application
Subt ype nane: pvd+j son
Required paraneters: NA
Optional parameters: NA

Encodi ng consi derations: Encoding considerations are identical to
those specified for the "application/json" nedia type.

Security considerations: See Section 6 of RFC 8801

Interoperability considerations: This docunent specifies the format
of conform ng nessages and the interpretation thereof.

Publ i shed specification: RFC 8801

Applications that use this nedia type: This nedia type is intended
to be used by networks advertising additional Provisioning Domain
informati on and clients | ooking up such information.

Fragrment identifier considerations: NA

Addi tional information: N A

Person & email address to contact for further information: See
Aut hors’ Addresses section

I ntended usage: COMMON
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Restrictions on usage:

Aut hor :

| ETF

Change controller:
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