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Abstract

Thi s docunent introduces a sinple mechanismto associate a group of
Label Switched Paths (LSPs) via an extension to the Path Conputation
El ement Conmuni cation Protocol (PCEP) w th the purpose of conputing
di verse (disjointed) paths for those LSPs. The proposed extension
all ows a Path Conmputation Cient (PCC) to advertise to a Path
Conput ati on El enent (PCE) that a particular LSP belongs to a
particul ar Di sjoint Association Goup; thus, the PCE knows that the
LSPs in the sanme group need to be disjoint fromeach ot her
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I nt roducti on

[ RFC5440] describes the Path Conputation El enent Communi cation

Prot ocol (PCEP), which enabl es the conmuni cati on between a Path
Conputation Cient (PCC) and a Path Control Elenment (PCE) or between
two PCEs based on the PCE architecture [ RFC4655].

The PCEP Extensions for Stateful PCE Mdel [RFC8231] describes a set
of extensions to PCEP to enable active control of MPLS-TE and GWLS
tunnels. [RFC8281] describes the setup and teardown of PCE-initiated
LSPs under the active stateful PCE nodel, w thout the need for |oca
configuration on the PCC, thus allowi ng for a dynam c network.

[ RFC8697] introduces a generic nechanismto create a groupi ng of LSPs
in the context of a PCE that can then be used to define associations
between a set of LSPs and a set of attributes (such as configuration
paraneters or behaviors) and is equally applicable to the active and
passi ve nodes of a stateful PCE [RFC8231] or a statel ess PCE

[ RFC4655] .

Thi s docunent specifies a PCEP extension to signal that a set of LSPs
in a particular group shoul d use diverse (disjointed) paths,
including the requested type of diversity. Sections 3 and 4 describe
the property and use of a Disjoint Association Goup. A PCC can use
this extension to signal to a PCE that a particular LSP belongs to a
particul ar Di sjoint Association Goup. Wen a PCE receives LSP
states belonging to the sanme Disjoint Association Goup from sone
PCCs, the PCE should ensure that the LSPs within the group are

di sjoint from each other.

.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
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4.

Ter m nol ogy

The following ternminology is used in this docunent.

DAT: Di sj oi nt Associ ati on Type

DAG Di sj oi nt Associ ation G oup

MPLS: Mul tiprotocol Label Switching

OF: oj ective Function

PCC. Path Conputation Client. Any client application requesting
a path conputation to be perforned by a Path Conputation
El emrent .

PCE: Pat h Conputation Elenment. An entity (component,

application, or network node) that is capable of conputing
a network path or route based on a network graph and
appl yi ng conput ati onal constraints.

PCEP: Pat h Conput ation El enent Communi cation Protoco
PLSP-1D: PCEP-specific identifier for the LSP
SRLG Shared Ri sk Link G oup

Mot i vati on

Path diversity is a very common use case in today’s | P/ MPLS networks,
especially for layer 2 transport over MPLS. A custonmer may request
that the operator provide two end-to-end disjoint paths across the
operator’s | P/MPLS core. The custoner nmay use these paths as
primary/ backup or active/active configuration.

Different |evels of disjointness may be of fered:

* Link disjointness: the paths of the associated LSPs should transit
different links (but may use common nodes or different |inks that
may have sone shared fate).

* Node disjointness: the paths of the associated LSPs should transit
different nodes (but may use different |links that may have sone
shared fate)

* SRLG di sjointness: the paths of the associated LSPs should transit
different links that do not share fate (but may use conmon transit
nodes) .

*  Node+SRLG di sj oi ntness: the paths of the associated LSPs shoul d
transit different links that do not have any comobn shared fate
and should transit different nodes.

The associated LSPs may originate fromthe same or different head
end(s) and may termnate at the sanme or different tail end(s).

Applicability
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Figure 1: Disjoint Paths with Different Head Ends and Tail Ends

In the figure above, let us consider that the customer wants to have
two di sjoint paths, one between CE1l and CE2 and one between CE3 and
CE4. Froman | P/ MPLS network point view, in this exanple, the CEs
are connected to different PEs to nmaxim ze their disjointness. Wen
LSPs originate fromdifferent head ends, distributed conputation of

di verse paths can be difficult, whereas conputation via a centralized
PCE ensures path disjointness, correctness, and sinplicity.

Section 5.4 describes the relationship between the Disjoint
Associ ati on Group (DAG and Synchronizati on VECor (SVEC) object.

The PCEP extension for stateful PCE [ RFC8231] defined new PCEP
messages -- Path Conmputation Report (PCRpt), Path Conputation Update
(PCUpd), and Path Conputation Initiate (PClnitiate) [RFC8281]. These
messages use a PLSP-1D in the LSP object for identification.

Moreover, to allow diversity between LSPs originating fromdifferent
PCCs, the generic nechanismto create a grouping of LSPs that is
equal ly applicable to the active and passive nodes of a stateful PCE
is described in [ RFC8697].

Using the extension to PCEP defined in this docunent, the PCC uses
the extension defined in [RFC8697] to indicate that a group of LSPs
are required to be disjoint; such indication should include

di sjoi ntness paraneters |like the type of disjointness, the D sjoint
Associ ation Group identifiers, and any custom zation paraneters
according to the configured | ocal policy.

The managenent of the Disjoint Association Goup IDs will be a key
point for the operator as the Association IDfieldis limted to
65535. The |l ocal configuration of the IPv4/1Pv6 Association Source,
or d obal Association Source/ Ext ended Association | D, can overcone
this limtation, as described in [RFC8697]. Wen a PCC or PCE
initiates all the LSPs in a particular Disjoint Association Goup, it
can set the | Pv4/IPv6 Association Source as one of its owmn |IP
address. Wen disjoint LSPs are initiated fromdifferent head ends,
the Associ ation Source could be the PCE address or any other unique
value to identify the DAG

Initiate Disjoint LSPs

| PCReq/ PCRpt
\% {DAG Y}
+--- - T > 4----- +
______ | PCE | I | PCE |

| +----- + | eeeeeeee-- > 4o---- +
| PClnitiate | | PCReq/ PCRpt
}{DAGX} } } {DAG Y}
T | I
I ( ) | +----- + ( )
| - ( )-- | 1PCC 2] --.-( )--
v ( ) | +----- + ( )
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Case 1: Disjointness initiated by Case 2: Disjointness initiated by
PCE and enforced by PCC PCC and enforced by PCE

Figure 2: Sanple Use Cases for Carrying D sjoint Association
G oup over PCEP Session

The Disjoint Association Goup within a PCEP nessages is used for

* Configuration: Used to comunicate the configured disjoint
requirenent to a PCEP peer.

* Status: Used to comunicate the status of the conputed
di sj oi nt ness.

5. Protocol Extension
5.1. Association Goup

As per [RFCB697], LSPs are associated with other LSPs with which they
interact by adding themto a common association group. As described
in [RFC8697], the association group is uniquely identified by the
combi nation of the following fields in the ASSOCI ATI ON obj ect:
Associ ati on Type, Association ID, Association Source, and (if
present) d obal Association Source or Extended Association ID

Thi s docunent defines a new Association type, called "D sjoint
Associ ation" (2), based on the generic ASSOCI ATI ON object. This new
Associ ation type is also called "DAT", for "Disjoint Association

Type".

[ RFC8697] specifies the mechanismfor the capability advertisenent of
the Association types supported by a PCEP speaker by defining an
ASSQOC- Type-List TLV to be carried within an OPEN object. This
capability exchange for the DAT (2) MJST be done before using the

di sjoint association. Thus, the PCEP speaker MJST include the DAT in
the ASSCC- Type-List TLV and MJST receive the sane fromthe PCEP peer
before using the Disjoint Association Goup (DAG in PCEP nessages.

This Association type is considered to be both dynam c and operat or -
configured in nature. As per [RFC8697], the association group could
be manual ly created by the operator on the PCEP peers, and the LSPs
bel onging to this association are conveyed via PCEP nessages to the
PCEP peer; alternately, the association group could be created
dynani cally by the PCEP speaker, and both the association group

i nformati on and the LSPs bel onging to the association group are
conveyed to the PCEP peer. The Operator-configured Association Range
MJST be set for this association-type to mark a range of Associ ation
Identifiers that are used for operator-configured associations to
avoi d any Association ldentifier clash within the scope of the
Associ ation Source. (Refer to [RFC8697].)

A Di sjoint Association Goup can have two or nore LSPs, but a PCE may
be limted in the nunber of LSPs it can take into account when
conputing disjointness. |If a PCE receives nore LSPs in the group
than it can handle in its conputation algorithm it SHOULD apply

di sjoi ntness conmputation to only a subset of LSPs in the group. The
subset of disjoint LSPs will be decided by PCE as a | ocal policy.
Local polices MAY define the conputational behavior for the other



LSPs in the group. For exanple, the PCE may provide no path, a
shortest path, or a constrained path based on rel axi ng di sjoi nt ness,
etc. The disjoint status of the conputed path is informed to the PCC
via the DI SJO NTNESS- STATUS TLV (see Section 5.2).

There are different types of disjointness identified by the flags (T,
S, N, and L) in the DI SJIO NTNESS- CONFI GURATI ON TLV (see Section 5.2).
All LSPs in a particular D sjoint Association Goup MIST use the sane
conbination of T, S, N, and L flags in the D SJO NTNESS- CONFI GURATI ON
TLV. |If a PCEP peer receives a PCEP nessage for LSPs belonging to
the sane Disjoint Association Goup but having an inconsistent
combination of T, S, N, and L flags, the PCEP peer MJUST NOT add the
LSPs to the Disjoint Association Goup and MIST reply with a PCErr
with Error-Type 26 (Association Error) and Error-value 6 (Association
i nformati on m snatch).

A particular LSP MAY be associated to multiple Disjoint Association
Groups, but in that case, the PCE SHOULD try to consider all the

Di sjoint Association G oups during path conputation, if possible.

O herwi se, a local policy MAY define the conputational behavior. |If
a PCE does not support such a path conputation, it MJUST NOT add the
LSP into the association group and MJST return a PCErr with Error-
Type 26 (Association Error) and Error-value 7 (Cannot join the
associ ati on group).

5.2. Disjoint TLVs

The Di sjoint Association G oup (ASSOCI ATI ON object with Association
type = 2 for DAT) MJIST carry the follow ng TLV:

* DI SJO NTNESS- CONFI GURATI ON TLV: Used to communi cate some
di sjoi ntness configuration paraneters. This is applicable for all
PCEP nessages that include DAG

In addition, the Disjoint Association Goup (ASSCCI ATI ON object with
Associ ation type = 2 for DAT) MAY carry the follow ng TLVs:

* DI SJO NTNESS- STATUS TLV: Used to communicate the status of the
conputed disjointness. This is applicable for nessages froma PCE
to a PCConly (i.e., PCUpd, PCinitiate, or PCRep nessages).

*  VENDOR- | NFORVATI ON- TLV: Used to conmunicate arbitrary vendor-
speci fic behavioral information, described in [RFC7470].

* OF-List TLV: Used to comunicate the disjointness objective
function. See Section 5. 3.

The DI SJIO NTNESS- CONFI GURATI ON TLV is shown in the follow ng figure:
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type = 46 | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| FI ags | TI P| S| N L]

I i S T i i S e e S i e o
Fi gure 3: DI SIO NTNESS- CONFI GURATI ON TLV

Type: 46

Length: Fixed value of 4 bytes.

Fl ags:

L (Link Diverse) bit: Wen set, this indicates that the conputed



paths within the Disjoint Association Goup MIJST NOT have any
l'ink in conmmon.

N (Node Diverse) bit: Wen set, this indicates that the conputed
paths within the Disjoint Association Goup MJST NOT have any
node i n conmon.

S (SRLG Diverse) bit: Wen set, this indicates that the conputed
paths within the Disjoint Association Goup MJST NOT share any
SRLG (Shared Ri sk Link G oup).

P (Shortest Path) bit: Wen set, this indicates that the conputed
path of the LSP SHOULD satisfy all the constraints and
obj ective functions first w thout considering the diversity
constraint. This neans that all of the LSPs with P flag set in
the association group are conputed first, as if the
di sj oi ntness constraint has not been configured; then, with
those LSPs fixed, the other LSPs with P flag unset in the
associ ation group are conputed by taking into account the
di sjointness constraint. The role of P flag is further
described with exanples in Section 5.5.

T (Strict Disjointness) bit: Wen set, if disjoint paths cannot
be found, the PCE MJST return no path for LSPs that coul d not
be disjoint. When unset, the PCE is allowed to rel ax
di sjointness by either applying a requested objective function
(cf. Section 5.3) or using the local policy if no objective
function is requested (e.g., using a lower disjoint type (link
i nstead of node) or fully relaxing disjointness constraint).
See Section 5.6 for further details.

Unassi gned bits: Unassigned bits are considered reserved. They
MUST be set to 0 on transm ssion and MJST be ignored on
receipt.

If a PCEP speaker receives a Disjoint Association Goup (ASSOCI ATI ON
object with Association type = 2 for DAT) w thout the D SIO NTNESS-
CONFI GURATION TLV, it SHOULD reply with a PCErr Error-Type 6
(Mandatory Object mssing) and Error-val ue 15 (DI SJO NTNESS-

CONFI GURATI ON TLV mi ssi ng).

The DI SJIO NTNESS- STATUS TLV uses the sanme format as the DI SIO NTNESS-
CONFI GURATION TLV with a different type 47 (in the TLV). The L, N,
and S flags are set if the respective disjointness criterion was
requested and the conputed paths neet it. The P flag indicates that
the conputed path is the shortest path (conputed first w thout taking
di sj oi ntness constraints into consideration but considering other
constraints).

The T flag has no neaning in the DI SIO NTNESS- STATUS TLV and MUST NOT
be set while sending and MUST be ignhored on receipt.

Any docunent defining a new flag for the DI SJO NTNESS- CONFI GURATI ON
TLV automatically defines a new flag with the sane nane and in the
same | ocation in D SIO NTNESS- STATUS TLV; the semantics of the flag
in the DI SJIO NTNESS- STATUS TLV MJST be specified in the docunent that
specifies the flag in the DI SJO NTNESS- CONFI GURATI ON TLV.

5.3. Disjointness Objective Functions

An obj ective function (OF) MAY be applied to the disjointness
conputation to drive the PCE conputation behavior. |In this case, the
OF-List TLV (defined in [RFC5541]) is used as an optional TLV in the
ASSCCI ATI ON obj ect. VWhereas the PCEP OF-List TLV allows nultiple OF
codes inside the TLV, a sender SHOULD include a single O-code in the
OF-Li st TLV when included in the Association Goup, and the receiver



MJST consider the first OF-code only and ignore others if included.

To minimze the common shared resources (Node, Link, or SRLG between
a set of paths during path conputation, three new OF-codes are
defi ned:

ML

Nane: M nimze the nunber of Shared (common) Li nks.
oj ective Function Code: 15
Description: Find a set of paths such that it passes through the
| east number of shared (common) i nks.
- A network comprises a set of Nlinks {Li, (i=1...N}.
- A path P passes through K links {Lpi,(i=1...K)}.
- A set of paths {Pl...Pnt have L |links that are common to
nmore than one path {Lci,(i=1...L)}.
- Find a set of paths such that the value of L is mnimnzed.

M5S

Nane: M nimze the nunber of Shared (commobn) SRLGs.
oj ective Function Code: 16
Description: Find a set of paths such that it passes through the
| east number of shared (common) SRLGs.
- A network comprises a set of Nlinks {Li, (i=1...N)}.
- A path P passes through K links {Lpi,(i=1...K)} belonging to
uni qgue M SRLGs {Spi,(i=1..M}.
- A set of paths {P1...Pn} have L SRLGs that are comon to
nmore than one path {Sci,(i=1...L)}.
- Find a set of paths such that the value of L is mnimzed.

MSN

Nane: M nimze the nunber of Shared (commopn) Nodes.
oj ective Function Code: 17
Description: Find a set of paths such that they pass through the
| east number of shared (common) nodes.
- A network conprises a set of N nodes {Ni, (i=1...N}.
- A path P passes through K nodes {Npi, (i=1...K)}.
- A set of paths {P1...Pn} have L nodes that are comon to
nmore than one path {Nci, (i=1...L)}.
- Find a set of paths such that the value of L is mnimzed.

If the OF-List TLV is included in the ASSOCI ATI ON object, the first
OF-code inside the OF object MJUST be one of the disjoint O-s defined
in this docunent. |If this condition is not net, the PCEP speaker
MUST respond with a PCErr nessage with Error-Type 10 (Reception of an
invalid object) and Error-value 32 (Inconpatible OF code).

5.4. Relationship to SVEC

[ RFC5440] defines a nechanismfor the synchronization of a set of
pat h conputation requests by using the SVEC object, which specifies
the list of synchronized requests that can be either dependent or

i ndependent. The SVEC object identifies the relationship between the
set of path conputation requests, identified by ’'Request-ID nunber’
in the RP (Request Paraneters) object. [RFC6007] further clarifies
the use of the SVEC list for synchronized path conputations when
comput i ng dependent requests and describes a nunber of usage
scenarios for SVEC |ists within single-domain and nmulti-domain

envi ronment s.

The SVEC object includes a Flags field that indicates the potenti al
dependency between the set of path conputation requests in a simlar
way as the Flags field in the TLVs defined in this docunent. The
pat h conputation request in the Path Conputati on Request (PCReq)



message MAY use both the SVEC and ASSCOCI ATI ON obj ects to identify the
rel ated path conputation request, as well as the DAG The PCE MJST
try to find a path that neets both the constraints. It is possible
that the diversity requirement in the association group is different
fromthe one in the SVEC object. The PCE MJST consider both the
objects (including the flags set inside the objects) as per the
processing rules and aimto find a path that neets both of these

constraints. In case no such path is possible, the PCE MUST send a
Pat h Conputation Reply (PCRep) with a NO PATH object indicating path
conmputation failure, as per [RFC5440]. It should be noted that the

LSPs in the association group can be fully same or partially
overlapping with the LSPs grouped by the SVEC object in PCReq
nessage

Sone exanpl es of usage are listed bel ow

* PCReq with SVEC object with node-diverse bit=1 (LSP1, LSP2) and DAG
with S=1 (LSP1, LSP2) - both node- and SRLG di verse path between
LSP1 and LSP2.

* PCReq with SVEC object with link-diverse bit=1 (LSP1,LSP2) and DAG

with L=1 (LSP1, LSP3) - link-diverse paths between LSP1 and LSP2
and between LSP1 and LSP3. |If the DAGis part of the stateful
dat abase, any future change in LSP3 wi |l have an inpact on LSPIl.

But any future change in LSP2 will have no inpact on LSP1, as LSP2
is part of SVEC object (which is considered once on receipt of the
PCReq nessage only).

5.4.1. SVEC and OF

Thi s docunent defines three new OF-codes in Section 5.3 to maxim ze
diversity as much as possible. In other words, new OF-codes all ow
specification of nminimzation of conmon shared resources (Node, Link,
or SRLG anpbng a set of paths during path conmputation

It may be interesting to note that the diversity flags in the SVEC
object and OF for diversity can be used together. Sone exampl es of
usage are |listed bel ow

* SVEC object with node-diverse bit=1 - ensure full node diversity.

*  SVEC object with node-diverse bit=1 and OF=M5S - full node
diversity with as much SRLG diversity as possible.

* SVEC obj ect with donai n-di verse bit=1 [ RFC8685]; node-diverse
bit=1, and OF=M5S - full domain and node diversity with as nuch
SRLG di versity as possible.

* SVEC object with node-diverse bit=1 and OF=M5SN - ensure full node
diversity.

In the | ast exanple above, it is interesting to note that "OF"
becomes redundant as "SVEC object" ensures full node diversity;
however, this specification does not prohibit redundant constraints
whi |l e using "SVEC object” and "OF" together for diversity.

5.5. P Flag Considerations

As nentioned in Section 5.2, the P flag (when set) indicates that the
comput ed path of the LSP SHOULD satisfy all constraints and objective
functions first wi thout considering the diversity constraint.

This nmeans that an LSP with the P flag set should be placed first, as
i f the disjointness constraint has not been configured, while the
other LSPs in the association with the P flag unset should be pl aced
by taking into account the disjointness constraint. Setting the P



flag changes the relationship between LSPs to a one-sided
relationship (LSP 1 with P=0 depends on LSP 2 with P=1, but LSP 2
with P=1 does not depend on LSP 1 with P=0). Miltiple LSPs in the
same Di sjoint Association Group nay have the P flag set. In such a
case, those LSPs nmay not be disjoint fromeach other but will be
disjoint fromother LSPs in the group that have the P flag unset.

This could be required in some primary/backup scenari os where the
primary path should use the nore optinmal path available (taking into
account the other constraints). Wen disjointness is conputed, it is
important for the algorithmto know that it should try to optimze
the path of one or nore LSPs in the Disjoint Association Goup (for
instance, the primary path), while other paths are allowed to be
costlier (conpared to a simlar path without the disjointness
constraint). Wthout such a hint, the disjointness algorithmmy set
a path for all LSPs that may not conpletely fulfill the custoner’s
requi renent.

/ \
/ S + \
I | PCE | I
| oo + |
I I
I I
| +------ + 10 +o-m - - +
CELlL ****| PE1 | ----- RL ---- R ------- | PE 2 |**** CE2
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I I I I
| +------ + | Fo-m - - - +
CE3 ****| PE3 | ----- R3 ---- R4 ------- | PE 4 |**** CE4
| +------ + \ | [ A------ +
| \ | 10 / |
\ +-- RE --------- R6 /
\ /

Figure 4: Exanple Topology with Six Internal Routers

Note: In Figure 4, the cost of all the links is 1, unless explicitly
mar ked ot herw se.

In the figure above, a custonmer has two dual -honed sites (CEl/CE3 and
CE2/ CE4). Let us consider that this custonmer wants two |ink disjoint
pat hs between the two sites. Due to physical neshing, the custoner
wants to use CE1 and CE2 as the primary (and CE3 and CE4 are hosted
in arenote site for redundancy purpose).

Wthout any hint (constraint) provided, the PCE may conpute the two
link disjoint LSPs together, |leading to PE1->PE2 using path

PEl- >R1- >R2- >PE2 and PE3->PE4 usi ng PE3->R3->R4->PE4. 1In this case,
even if the disjointness constraint is fulfilled, the path from PEl
to PE2 does not use the best optimal path available in the network
(path del ay may be higher); the customer requirement is thus not
completely fulfilled.

The usage of the P flag allows the PCE to know that a particular LSP
should be tied to the best path, as if the disjointness constraint
was not requested.

In our exanple, if the Pflag is set to the LSP PEl->PE2, the PCE
shoul d use the path PEl->Rl->R3->R4->R2->PE2 for this LSP, while the
other LSP should be Iink disjoint fromthis path. The second LSP
will be placed on PE3->R5->R6->PE4, as it is allowed to be costlier

Driving the PCE disjointness conputation may be done in other ways,



for instance, setting a netric boundary reflecting a path del ay
boundary. Oher constraints nmay al so be used.

The P flag allows to sinply express that the disjointness constraint
shoul d not make the LSP worst.

Any constraint added to a path disjointness conputation may reduce
the chance to find suitable paths. The usage of the P flag, as any
other constraint, may prevent finding a disjoint path. 1In the
exanpl e above, if we consider that router R5 is down and if PEl->PE2
has the P flag set, there is no roomavailable to place PE3->PE4 (the
I'ink di sjointness constraint cannot be fulfilled). |If PEl->PE2 has
the P flag unset, the algorithmmy be able to place PEl->PE2 on the
R1->R2 link | eaving roomfor PE3->PE4 using the R3->R4 |ink. Wen
using the P flag or any additional constraint on top of the

di sj oi ntness constraint, the user should be aware that there is |ess

chance to fulfill the disjointness constraint.
/ \
/ to-m--- + \
I | PCE | I
I to----- + I
| |
| +------ + 10 +omm e +
CEl ****| PE1 | ----- RL ---- R ------- | PE 2 |**** CE2
| +------ + |\ | Fommm - +
I | \2 | I
I I Voo I
| +------ + | \ | [ S, +
CE3 ****| PE3 | ----- R3 ---- R4 ------- | PE 4 |**** CE4
| +------ + +omm e - +
I I
\ /
\ /

Figure 5: Exanple Topology with Four Internal Routers

Note: In Figure 5, the cost of all the links is 1, unless explicitly
mar ked ot herw se.

In the figure above, we still consider the same previous
requirenents, so PE1->PE2 LSP should be optimzed (P flag set), while
PE3- >PE4 shoul d be link disjoint and may use a costlier path.

Regardi ng PE1->PE2, there are two paths that are satisfying the
constraints (ECMP): PEl->R1->R4->R2->PE2 (path 1) and

PE1- >R1- >R3- >R4- >R2- >PE2 (path 2). An inplenentati on may choose one
of the paths.

If the inplenmentation elects only one path, there is a chance that
pi cking up one path may prevent |ink disjointness. |In our exanple,
if path 2 is used for PE1->PE2, there is no roomleft for PE3->PE4,
while if path 1 is used, PE3->PE4 can be placed on R3->R4 |ink

When the P flag is set for an LSP and when ECMPs are avail able, an
i npl ementation should aimto select a path that allows disjointness.

.6. Disjointness Conputation |Issues

There may be sonme cases where the PCE is not able to provide a set of
disjoint paths for one or nore LSPs in the association

When the T flag is set (Strict disjointness), if disjointness cannot
be ensured for one or nmore LSPs, the PCE MUST reply to a PCReq with a



PCRep message containing a NO PATH object. In case of a PCRpt
message, the PCE MUST return a PCErr nessage with Error-Type 26
(Association Error) and Error-value 7 (Cannot join the association

group) .

In case of a network event |eading to an inpossible strict

di sj oi ntness, the PCE MJUST send a PCUpd nessage containing an enpty
Explicit Route Object (ERO to the corresponding PCCs. |n addition
to the enpty ERO object, the PCE MAY add the NO PATH VECTOR TLV

[ RFC5440] in the LSP object.

Thi s docunent adds new bits in the Flags field of the NO PATH VECTOR
TLV:

* bit 11: Wien set, the PCE indicates that it could not find a
disjoint path for this LSP

* bit 10: Wen set, the PCE indicates that it does not support the
requested di sjointness conputation

When the T flag is unset, the PCE is allowed to relax disjointness by
appl ying a requested objective function (Section 5.3) if specified.

O herwise, if no objective function is specified, the PCE is all owed
to reduce the required level of disjointness as it deens fit. The
actual |evel of disjointness of the paths computed by the PCE can be
reported through the DI SIO NTNESS- STATUS TLV by setting the
appropriate flags in the TLV. Wile the DI SIO NTNESS- CONFI GURATI ON
TLV defines the desired | evel of disjointness required by
configuration, the DI SJO NTNESS- STATUS TLV defines the achi eved | eve
of di sj oi ntness comput ed.

There are sone cases where the PCE may need to conpletely relax the
di sjointness constraint in order to provide a path to all the LSPs
that are part of the association. A nechanismthat allows the PCE to
fully relax a constraint is considered by the authors as nore gl oba
to PCEP rather than linked to the disjointness use case. As a
consequence, it is considered out of scope of the document. See

[ PCE- OPTI ONAL] for a proposed nmechani sm

Security Considerations

Thi s docunent defines one new PCEP Associ ation type, which by itself
does not add any new security concerns beyond those discussed in

[ RFC5440], [RFC8231], [RFC7470], and [RFC8697]. But adding of a
spurious LSP into the Disjoint Association Goup could lead to
reconputation and setup of all LSPs in the group, which could be used
to overwhel mthe PCE and the network.

A spurious LSP can have flags that are inconsistent with those of the
legitimate LSPs of the group and thus cause LSP allocation for the
legitimate LSPs to fail with an error. Also, certain conbinations of
flags (notably, the T bit) can result in conflicts that cannot be
resol ved.

Al so, as stated in [RFC8697], much of the information carried in the
ASSQOCI ATI ON obj ect reflects information that can al so be derived from
the LSP dat abase, but association provides a nuch easier grouping of
rel ated LSPs and nessages. This holds true for the DAT as well;

thus, this could provide an adversary with the opportunity to
eavesdrop on the rel ationship between the LSPs and understand the

net wor k t opol ogy.

Thus, securing the PCEP session using Transport Layer Security (TLS)
[ RFC8253], as per the reconmendations and best current practices in
BCP 195 [ RFC7525], is RECOMVENDED.



7. |1 ANA Consi derations
7.1. Association Type

Thi s docunent defines a new Association type, originally described in
[ RFC8697]. | ANA has assigned the foll owing new value in the

" ASSOCI ATI ON Type Fi el d" subregistry [RFC3697] within the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry:

[ el oo s s sl oo e
| Type | Name | Reference |
B el ool e oo ©)
| 2 | Disjoint Association | RFC 8800 |
+------ R F-- - - - +

Tabl e 1. ASSOCI ATI ON Type Field
7.2. PCEP TLVs
Thi s docunent defines two new PCEP TLVs. | ANA has assigned the

followi ng values in the "PCEP TLV Type Indicators" subregistry within
the "Path Conputation El ement Protocol (PCEP) Nunbers" registry:

o oo 4 o=+
| TLV Type | TLV Name | Reference |
B Rl s el s ety o
| 46 | DI SIO NTNESS- CONFI GURATI ON | RFC 8800 |
R I T I +
| 47 | DI SIO NTNESS- STATUS | RFC 8800 |
R i B T i R +

Table 2: PCEP TLV Type | ndicators
| ANA has created a new subregistry, named "Dl SJO NTNESS- CONFI GURATI ON
TLV Flag Field", within the "Path Conputation El ement Protocol (PCEP)
Nunbers" registry to nanage the Flags field in the DI SJO NTNESS-
CONFI GURATI ON TLV. New values are to be assigned by Standards Action
[ RFC8126]. Each bit should be tracked with the follow ng qualities:
* Bit nunber (count fromO as the nost significant bit)
* Flag Name
* Reference

The initial contents of this subregistry are shown bel ow

B oo e e s e s s s s s sl oo °}
| Bit | Name | Reference |
‘o4 oS- 4-—-—=-=—=—=—=—==+4
| 31 | L - Link Diverse | RFC 8800 |
+------ I I ] I I +
| 30 | N - Node Diverse | RFC 8800 |
+------ I T I I +
| 29 | S- SRLG Diverse | RFC 8800 |
+------ I T ] Fo-m - - +
| 28 | P - Shortest Path | RFC 8800 |
+------ I I ] I I +
| 27 | T - Strict Disjointness | RFC 8800 |
+------ I T I I +
| 0-26 | Unassigned | |
+------ I T ] Fo-m - - +

Tabl e 3: DI SJIO NTNESS- CONFI GURATI ON TLV
Flag Field



7.3. (Objective Functions

Thi s docunent defines three new objective functions. |ANA has nmade
the following allocations in the "Objective Function" subregistry
within the "Path Conputation El enent Protocol (PCEP) Nunbers"
registry:

+ oo o4 oD =— =+
| Code Point | Nane | Reference |
E e oo s e oo e
| 15 | Mninize the nunber | RFC 8800 |
| | of Shared Links (ML) | |
R I B i e F--- - - - +
| 16 | Mnimze the nunber | RFC 8800 |
| | of Shared SRLGs (MSS) | |
I I i I I R I +
| 17 | Mninize the nunber | RFC 8800 |
| | of Shared Nodes (MSN) | |
R I B i e F--- - - - +

Tabl e 4: Objective Function
7.4. NO PATH VECTOR Bit Fl ags

Thi s docunent defines new bits for the NO PATH VECTOR TLV in the "NO
PATH VECTOR TLV Fl ag Fiel d* subregistry of the "Path Conputation

El ement Protocol (PCEP) Nunbers" registry. |ANA has nade the

followi ng allocations:

[ sl el oot 1}
| Bit Nunmber | Nanme | Reference |
e el e el sty
| 11 | Disjoint path not found | RFC 8800 |
I I i T T R I +
| 10 | Requested disjoint | RFC 8800 |
| | computation not supported | |
R I I i I R F--- - - - +

Tabl e 5: NO PATH VECTOR TLV Flag Field
7.5. PCEP- ERRCOR Codes

Thi s docunent defines two new Error-values within existing Error-
Types related to disjoint association. |ANA has allocated the
following new Error-val ues in the "PCEP- ERROR Ohject Error Types and
Val ues" subregistry within the "Path Conputation El enent Protocol
(PCEP) Nunbers" registry:

4= -4 - """ =——-"=-—="=——="+4+=-="=-=—="=——====+
| Error-Type | Meaning | Error-val ue | Reference |
B ety el ety sl pp—t— o
| 6 | Mandatory | | [ RFC5440] |
I | Qoj ect I I I
I | mssing | I I
F--m - - - - - I I I T i I I +
| | | 15: DI SJO NTNESS- | RFC 8800 |
| | | CONFI GURATI ON TLV nissing | |
Fommm e - - - I I I i e I I I I +
| 10 | Reception | | [ RFC5440] |
I | of an I I I
| | invalid | | |
I | object I I I
Fo-m - - - - Fo-m - - - - I i I I Fo-m - - - - +
| | | 32: Inconpatible OF code | RFC 8800 |



Tabl e 6: PCEP- ERROR Obj ect Error Types and Val ues
Manageabi |l ity Consi derations
.1. Control of Function and Policy

An operator SHOULD be allowed to configure the Disjoint Association
Groups and disjoint paraneters at the PCEP peers and associate them
with the LSPs. The operator MJST be allowed to set the Qperator-
configured Associ ation Range. The operator SHOULD be allowed to set
the local policies to define various disjoint conputational behavior
at the PCE

.2. Information and Data Mbdel s

An i npl enentati on SHOULD al |l ow the operator to view the disjoint
associ ations configured or created dynamically. Furthernore,

i mpl ement ati ons SHOULD al |l ow to vi ew di sjoint associ ati ons reported
by each peer and the current set of LSPs in this association. The
PCEP YANG nodul e [ PCEP- YANG i ncl udes association group information.

.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

.4. Verification of Correct Operations

Apart fromthe operation verification requirenents already listed in
[ RFC5440], a PCEP inpl enentati on SHOULD provi de paraneters related to
di sjoint path conputation, such as nunber of DAG nunber of disjoint
path conputation failures, etc. A PCEP inplenentation SHOULD | og
failure events (e.g., inconpatible Flags).

.5. Requirenments on O her Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.

.6. Inpact on Network Operations

Mechani sns defined in Section 8.6 of [RFC5440] also apply to PCEP
extensions defined in this docunent. Additionally, a PCEP

i npl ementation SHOULD allow a limt to be placed on the nunber of
LSPs that can belong to a DAG
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