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I ntroduction

As the Internet continues to grow and diversify, with a realistic
prospect of tens of billions of nodes being connected directly and
indirectly, there is a noticeable trend towards network-specific and
| ocal requirements, behaviors, and semantics. The word "l ocal"

shoul d be understood in a special sense, however. In sone cases, it
may refer to geographi cal and physical locality -- all the nodes in a
single building, on a single canmpus, or in a given vehicle. In other

cases, it may refer to a defined set of users or nodes distributed
over a much wi der area, but drawn together by a single virtua
network over the Internet, or a single physical network running in
parallel with the Internet. W expand on these possibilities bel ow.
To capture the topic, this docunent refers to such networks as
"l'imted domains". O course, a sinmlar situation may arise for a
network that is conpletely disconnected fromthe Internet, but that
is not our direct concern here. However, it should not be forgotten
that interoperability is needed even within a di sconnected networKk.

Sone peopl e have concerns about splintering of the Internet along
political or linguistic boundaries by nechanisns that block the free
flow of information. That is not the topic of this docunent, which
does not discuss filtering nechanisns (see [ RFC7754]) and does not
apply to protocols that are designed for use across the whole
Internet. It is only concerned with donmains that have specific
techni cal requirenents.

The word "domain" in this docunent does not refer to nami ng domains
in the DNS, although in some cases, a limted domain m ght
incidentally be congruent with a DNS domain. In particular, with a
"split horizon" DNS configuration [RFC6950], the split m ght be at
the edge of a limted domain. A recent proposal for defining
definite perimeters within the DNS namespace [ DNS- PERI METER] mi ght
al so be considered to be a linited donai n nechani sm

Anot her termthat has been used in sone contexts is "controlled
environment". For exanple, [RFC8085] uses this to delimt the
operational scope within which a particular tunnel encapsul ation

m ght be used. A specific exanple is GRE-i n-UDP encapsul ati on

[ RFC8086], which explicitly states that "The controlled environnent
has |l ess restrictive requirenments than the general Internet." For
exanpl e, non-congestion-controlled traffic m ght be acceptable within
the controlled environment. The same phrase has been used to delimt
the useful scope of quality-of-service protocols [RFC6398]. It is
not necessarily the case that protocols will fail to operate outside
the controlled environment, but rather that they m ght not operate
optimally. In this docunment, we assume that "limted donmai n" and



"controlled environnent” nean the same thing in practice. The term
"managed network" has been used in a sinmlar way, e.g., [RFC6947].
In the context of secure multicast, a "group donain of
interpretation” is defined by [ RFC6407].

Yet nore definitions of types of domains are to be found in the
routing area, such as [RFC4397], [RFC4427], and [ RFC4655]. W
conclude that the notion of a limted domain is very wi despread in
many aspects of |nternet technol ogy.

The requirenents of Iimted donains will depend on the depl oynent
scenario. Policies, default paraneters, and the options supported
may vary. Also, the style of network nmanagenent may vary between a
conpl etely unmanaged network, one with fully autononi ¢ managenent,
one with traditional central managenent, and m xtures of the above.
Finally, the requirenents and solutions for security and privacy nmay
vary.

Thi s docunent anal yzes and di scusses sone of the consequences of this
trend and how it may inpact the idea of universal interoperability in
the Internet. First, we list exanples of limted domai n scenarios
and of technical solutions for Iimted domains, with the main focus
being the Internet |layer of the protocol stack. An appendi x provides
a taxonony of the features to be found in limted domains. Wth this
background, we discuss the resulting challenge to the idea that all

I nternet standards nust be universal in scope and applicability. To
the contrary, we assert that sonme protocols, although needing to be
standardi zed and i nteroperable, also need to be specifically limted
intheir applicability. This inplies that the concepts of a linmted
domai n, and of its nenbership, need to be formalized and supported by
secure nmechani sms. Wile this docunent does not propose a design for
such nechani sns, it does outline sone functional requirenents.

Thi s docunent is the product of the research of the authors. It has
been produced through discussions and consultation within the | ETF
but is not the product of |ETF consensus.

Failure Modes in Today’'s Internet

Today, the Internet does not have a well-defined concept of linited
domains. One result of this is that certain protocols and features
fail on certain paths. FEarlier analyses of this topic have focused
either on the |oss of transparency of the Internet [ RFC2775]

[ RFC4924] or on the m ddl eboxes responsible for that | oss [ RFC3234]
[ RFC7663] [ RFC8517]. Unfortunately, the probl ens persist both in
application protocols and even in very fundanmental nechanisns. For
exanmple, the Internet is not transparent to | Pv6 extension headers
[ RFC7872], and Path MIU Di scovery has been unreliable for many years
[ RFC2923] [RFC4821]. |IP fragnentation is also unreliable

[ FRAG FRAG LE], and problens in TCP MSS negoti ati on have been
reported [ PV6-USE-M NMTU] .

On the security side, the wi despread insertion of firewalls at domain
boundari es that are perceived by humans but unknown to protocols
results in arbitrary failure nodes as far as the application |layer is
concerned. There are operational recomendati ons and practices that
effectively guarantee arbitrary failures in realistic scenarios

[ 1 PV6- EXT- HEADERS] .

Domai n boundaries that are defined adm nistratively (e.g., by address
filtering rules in routers) are prone to | eakage caused by human
error, especially if the limted domain traffic appears otherw se
normal to the boundary routers. In this case, the network operator
needs to take active steps to protect the boundary. This form of

| eakage is much less likely if nodes nmust be explicitly configured to
handl e a given limted-domain protocol, for exanple, by installing a



specific protocol handl er.

I nvestigations of the unreliability of IP fragnmentation

[ FRAG FRAG LE] and the filtering of | Pv6 extension headers [ RFC7872]
strongly suggest that at |east for sonme protocol elenents,
transparency is a |l ost cause and m ddl eboxes are here to stay. In
the following two sections, we show that some application
environments require protocol features that cannot, or should not,
cross the whole Internet.

Exanpl es of Linited Dormai n Requirenents

Thi s section describes various exanples where limted domain
requirenents can easily be identified, either based on an application
scenario or on a technical inperative. It is, of course, not a
conplete list, and it is presented in an arbitrary order, |oosely
fromsmaller to bigger.

1. A home network. It will be mainly unnmanaged, constructed by a
non-specialist. It nmust work with devices "out of the box" as
shi pped by their nmanufacturers and nust create adequate security
by default. Renpte access may be required. The requirenents
and applicable principles are summarized in [ RFC7368].

2. A small office network. This is sometines very sinmlar to a
honme network, if whoever is in charge has little or no
speci al i st know edge, but may have differing security and
privacy requirenents. 1In other cases, it may be professionally
constructed using reconmended products and configurations but
operate unmanaged. Renote access may be required.

3. A vehicle network. This will be designed by the vehicle
manuf act urer but may include devices added by the vehicle’'s
owner or operator. Parts of the network will have denandi ng

performance and reliability requirenents with inplications for
human safety. Renote access may be required to certain
functions but absolutely forbidden for others. Conmunication
with other vehicles, roadside infrastructure, and external data
sources will be required. See [|PWAVE- NETWORKI NG for a survey
of use cases.

4. Supervisory Control And Data Acquisition (SCADA) networks and
other hard real-time networks. These will exhibit specific
techni cal requirenments, including tough real-tine performance
targets. See, for exanple, [RFC8578] for numerous use cases.
An exanple is a building services network. This will be
designed specifically for a particular building but using
standard conponents. Additional devices may need to be added at
any tine. Parts of the network may have demanding reliability
requirenents with inplications for human safety. Renbte access
may be required to certain functions but absolutely forbidden
for others. An extrene exanple is a network used for virtua
reality or augnented reality applications where the |atency
requirenents are very stringent.

5. Sensor networks. The two preceding cases will all include
sensors, but some networks nmay be specifically limted to
sensors and the collection and processing of sensor data. They
may be in remote or technically challenging |ocations and
installed by non-specialists.

6. Internet-of-Things (10T) networks. Wile this termis very
flexi ble and covers many innovative types of networks, including
ad hoc networks that are formed spontaneously and sone
applications of 5G technology, it seens reasonable to expect
that 10T edge networks will have special requirements and



10.

11.

12.

13.

14.

protocols that are useful only within a specific domain, and
that these protocols cannot, and for security reasons should
not, run over the Internet as a whole.

Constrai ned Networks. An inportant subclass of |oT networks

consi sts of constrained networks [ RFC7228] in which the nodes
are limted in power consunption and comuni cations bandw dt h
and are therefore limted to using very frugal protocols.

Del ay-tol erant networks. These may consist of domains that are
relatively isolated and constrained in power (e.g., deep space
net wor ks) and are connected only intermttently to the outside,
with a very long | atency on such connections [ RFC4838].

Clearly, the protocol requirenents and possibilities are very
speci ali zed in such networks.

"Traditional" enterprise and canmpus networks, which rmay be
spread over many kilometers and over multiple separate sites,
with multiple connections to the Internet. Interestingly, the
| ETF appears never to have anal yzed this | ong-established class
of networks in a general way, except in connection with |IPv6
depl oynent (e.g., [RFC7381]).

Unsuitabl e standards. A situation that can arise in an
enterprise network is that the Internet-wi de solution for a
particular requirement may either fail locally or be nmuch nore
conplicated than is necessary. An exanple is that the

conmpl exity induced by a nmechani smsuch as Interactive
Connectivity Establishnent (1 CE) [ RFC8445] is not justified

Wi thin such a network. Furthernore, |ICE cannot be used in sone
cases because candi date addresses are not known before a call is
established, so a different |ocal solution is essentia

[ RFC6947] .

Managed wi de-area networks run by service providers for
enterprise services such as Layer 2 (Ethernet, etc.) point-to-
poi nt pseudow res, multipoint Layer 2 Ethernet VPNs using
Virtual Private LAN Service (VPLS) or Ethernet VPN (EVPN), and
Layer 3 IP VPNs. These are generally characterized by service-
| evel agreenents for availability, packet |oss, and possibly
mul ticast service. These are different fromthe previous case
in that they nmostly run over MPLS infrastructures, and the
requirenents for these services are well defined by the IETF.

Data centers and hosting centers, or distributed services acting
as such centers. These will have high performance, security,
and privacy requirenents and will typically include |arge
nunbers of independent "tenant" networks overlaid on shared
infrastructure

Content Delivery Networks (CDNs), conprising distributed data
centers and the paths between them spanning thousands of
kil oneters, with numerous connections to the Internet.

Massi ve Web Service Provider Networks. This is a small class of
networks with well-known trademarked names, conbining aspects of
distributed enterprise networks, data centers, and CDNs. They
have their own international networks bypassing the generic
carriers. Like CDNs, they have numerous connections to the
Internet, typically offering a tailored service in each econony.

Three other aspects, while not tied to specific network types, also
strongly depend on the concept of |limted donains:

1.

Many of the above types of networks may be extended throughout
the Internet by a variety of virtual private network (VPN)



techni ques. Therefore, we argue that |limted domains may overl ap
each other in an arbitrary fashion by use of virtualization
techni ques. As noted above in the discussion of controlled
environments, specific tunneling and encapsul ati on techni ques may
be tailored for use within a given domain

2. Intent-Based Networking. |In this concept, a network domain is
configured and managed in accordance with an abstract policy
known as "Intent" to ensure that the network perforns as required
[ 1 BN- CONCEPTS]. Whatever technol ogies are used to support this
will be applied within the domain boundary, even if the services
supported in the domain are gl obally accessible.

3. Network Slicing. A network slice is a formof virtual network
that consists of a nanaged set of resources carved off froma
| arger network [ ENHANCED-VPN]. This is expected to be
significant in 5G depl oynents [ USER- PLANE- PROTOCOL]. \hatever

technol ogi es are used to support slicing will require a clear
definition of the boundary of a given slice within a | arger
domai n.

Wiile it is clearly desirable to use comopn solutions, and therefore
common st andards, wherever possible, it is increasingly difficult to
do so while satisfying the wi dely varying requirements outlined
above. However, there is a tendency when new protocols and protoco
extensions are proposed to always ask the question "How will this
work across the open Internet?" This docunent suggests that this is
not always the best question. There are protocols and extensions
that are not intended to work across the open Internet. On the
contrary, their requirenments and semantics are specifically linmted
(in the sense defined above).

A common argunent is that if a protocol is intended for Iimted use,
the chances are very high that it will in fact be used (or m sused)
in other scenarios including the so-called open Internet. This is
undoubtedly true and means that limted use is not an excuse for bad
design or poor security. |In fact, alimted use requirenent
potentially adds conplexity to both the protocol and its security
design, as discussed |ater

Nevert hel ess, because of the diversity of limted domains with
specific requirenments that is now energing, specific standards (and
ad hoc standards) w Il probably emerge for different types of

domains. There will be attenpts to capture each nmarket sector, but
the market will demand standardi zed sol utions within each sector. In
addi tion, operational choices will be nade that can in fact only work
within a linted domain. The history of RSVP [ RFC2205] illustrates
that a standard defined as if it could work over the open Internet

m ght not in fact do so. 1In general, we can no |onger assune that a
protocol designed according to classical Internet guidelines will in
fact work reliably across the network as a whole. However, the "open
Internet” nust remain as the universal method of interconnection
Reconciling these two aspects is a major challenge.

Exanmpl es of Limted Domai n Sol utions

This section lists various exanples of specific |imted domain

solutions that have been proposed or defined. It intentionally does
not include Layer 2 technol ogy solutions, which by definition apply
tolimted domains. It is worth noting, however, that with recent

devel opments such as Transparent |nterconnection of Lots of Links
(TRILL) [RFC6325] or Shortest Path Bridging [SPB], Layer 2 domains
may becone very |arge

1. Differentiated Services. This nechanism[RFC2474] allows a
network to assign locally significant values to the 6-bit



Differentiated Services Code Point field in any |IP packet.

Al t hough there are sone recommended code point val ues for

speci fic per-hop queue managenent behavi ors, these are
specifically intended to be donai n-specific code points with
traffic being classified, conditioned, and mapped or re-marked
at domai n boundaries (unless there is an inter-domain agreenent
that makes mappi ng or re-marking unnecessary).

Integrated Services. Although it is not intrinsic in the design
of RSVP [ RFC2205], it is clear frommany years’' experience that

I ntegrated Services can only be depl oyed successfully within a
limted domain that is configured with adequate equi prent and
resour ces

Network function virtualization. As described in [RFC8568],
this general concept is an open research topic in which virtua
network functions are orchestrated as part of a distributed
system Inevitably, such orchestration applies to an

adm ni strative domain of sone kind, even though cross-domain
orchestration is also a research area

Service Function Chaining (SFC). This technique [ RFC7665]
assunmes that services within a network are constructed as
sequences of individual service functions within a specific SFC
enabl ed domai n such as a 5G domain. As that RFC states
"Specific features may need to be enforced at the boundaries of
an SFC-enabl ed donmain, for exanple to avoid |eaking SFC
information". A Network Service Header (NSH) [ RFC8300] is used
to encapsul ate packets flow ng through the service function
chain: "The intended scope of the NSH is for use within a single
provi der’s operational domain.”

Firewal | and Service Tickets (FAST). Such tickets would
acconpany a packet to claimthe right to traverse a network or
request a specific network service [FAST]. They would only be
meani ngful within a particul ar domain.

Data Center Network Virtualization Overlays. A conmmon
requirenent in data centers that host many tenants (clients) is
to provide each one with a secure private network, all running
over the same physical infrastructure. [RFC8151] descri bes
various use cases for this, and specifications are under

devel opment. These include use cases in which the tenant
network is physically split over several data centers, but which
nmust appear to the user as a single secure donain.

Segnment Routing. This is a technique that "steers a packet
through an ordered list of instructions, called segnents"”

[ RFC8402]. The senmantics of these instructions are explicitly
|l ocal to a segnment routing donmain or even to a single node.
Technical ly, these segnents or instructions are represented as
an MPLS | abel or an |IPv6 address, which clearly adds a semantic
interpretation to themw thin the domain.

Aut ononmi ¢ Networking. As explained in [ REF- MODEL], an autononic
network is also a security domain wthin which an autonomc
control plane [ACP] is used by autonom c service agents. These
agents manage technical objectives, which may be locally
defined, subject to donain-wi de policy. Thus, the domain
boundary is inmportant for both security and protocol purposes.

Honenet. As shown in [RFC7368], a honme networking domain has
specific protocol needs that differ fromthose in an enterprise
network or the Internet as a whole. These include the Hone

Net wor k Control Protocol (HNCP) [RFC7788] and a nam ng and

di scovery sol uti on [ HOVENET- NAM NG .



10. Creative uses of IPv6 features. As |IPv6 enters nore genera
use, engineers notice that it has nmuch nore flexibility than
I Pv4. I nnovative suggestions have been nade for

* The flow |l abel, e.g., [RFC6294].

* Extension headers, e.g., for segnent routing [ RFC8754] or
Qperations, Adm nistration, and Mai ntenance (OAM nar ki ng
[ 1 PV6- ALT- MARK] .

* Meani ngful address bits, e.g., [EMBEDDED SEMANTICS]. Al so,
segnment routing uses | Pv6 addresses as segnent identifiers
with specific |ocal neanings [ RFC8402].

* |f segnent routing is used for network programr ng
[ SRV6- NETWORK], | Pv6 extensi on headers can support rather
compl ex local functionality.

The case of the extension header is particularly interesting,
since its existence has been a major "selling point" for |Pv6,
but new extension headers are notorious for being virtually

i mpossi bl e to deploy across the whol e Internet [RFC7045]
[RFC7872]. It is worth noting that extension header filtering
is considered an inportant security issue [I|PV6-EXT- HEADERS] .
There is considerabl e appetite anong vendors or operators to
have flexibility in defining extension headers for use in
limted or specialized donmains, e.g., [IPV6-SRH, [BIGP], and
[ APP- AWARE] . Local |y significant hop-by-hop options are al so
envi saged, that woul d be understood by routers inside a domain
but not el sewhere, e.g., [INSITU CAM.

11. Determnistic Networking (DetNet). The Deterninistic Networking
Architecture [ RFC8655] and encapsul ati on [ DETNET- DATA- PLANE] ai m
to support flows with extrenely | ow data | oss rates and bounded
| atency but only within a part of the network that is "DetNet
aware". Thus, as for Differentiated Services above, the concept
of a domain is fundanent al

12. Provisioning Domains (PvDs). An architecture for Miltiple
Provi si oni ng Domai hs has been defined [ RFC7556] to all ow hosts
attached to nmultiple networks to learn explicit details about
the services provided by each of those networKks.

13. Address Scopes. For conpleteness, we nention that, particularly
in |Pv6, sonme addresses have explicitly limted scope. In
particular, link-l1ocal addresses are linited to a single
physi cal link [ RFC4291], and Uni que Local Addresses [RFC4193]
are limted to a sonewhat |oosely defined |ocal site scope.
Previously, site-local addresses were defined, but they were
obsol et ed precisely because of "the fuzzy nature of the site
concept" [RFC3879]. Milticast addresses al so have explicit
scopi ng [ RFC4291].

14. As an application-layer example, consider stream ng services
such as IPTV infrastructures that rely on standard protocols,
but for which access is not globally avail abl e.

Al'l of these suggestions are only viable within a specified domain
Neverthel ess, all of themare clearly intended for multivendor

i npl ementation on thousands or mllions of network domains, so

i nt eroper abl e standardi zati on woul d be beneficial. This argunent

m ght seemirrelevant to private or proprietary inplenentations, but
these have a strong tendency to becone de facto standards if they
succeed, so the argunents of this docunent still apply.
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The Scope of Protocols in Limted Domains

One consequence of the deploynent of limted domains in the Internet
is that sonme protocols will be designed, extended, or configured so
that they only work correctly between end systens in such domains.
This is to some extent encouraged by some existing standards and by
the assignment of code points for |ocal or experinmental use. |In any
case, it cannot be prevented. Also, by endorsing efforts such as
Servi ce Function Chaining, Segnent Routing, and Determnistic
Networ ki ng, the IETF is in effect encouragi ng such depl oynments.
Furthernore, it seems inevitable, if the Internet of Things becones
reality, that mllions of edge networks containing conpletely nove
types of nodes will be connected to the Internet; each one of these
edge networks will be a limted donain.

It is therefore appropriate to di scuss whether protocols or protoco
ext ensi ons shoul d sonetinmes be standardi zed to i nteroperate only
within a |imted-domain boundary. Such protocols would not be
required to interoperate across the Internet as a whole. Various
scenarios could then arise if there are multiple domains using the
limted-domain protocol in question

A If a domainis split into two parts connected over the |nternet
directly at the IP layer (i.e., with no tunnel encapsul ating the
packets), a |limted-domain protocol could be operated between
those two parts regardless of its special nature, as long as it
respects standard IP formats and is not arbitrarily bl ocked by
firewalls. A sinple exanple is any protocol using a port number
assigned to a specific non-I1ETF protocol

Such a protocol could reasonably be described as an "inter-
dommi n" protocol because the Internet is transparent to it, even
if it is neaningless except inthe two limted donains. This is,
of course, nothing newin the Internet architecture.

B. If alimted-domain protocol does not respect standard IP formats
(for example, if it includes a non-standard | Pv6 extension
header), it could not be operated between two dommi ns connected
over the Internet directly at the I P |ayer

Such a protocol could reasonably be described as an "intra-
domai n" protocol, and the Internet is opaque to it.

C. If alimted-domain protocol is clearly specified to be invalid
outside its domain of origin, neither scenario A nor B applies.
The only solution would be a single virtual domain. For exanple,
an encapsul ati ng tunnel between two donains could be used to
create the virtual domain. Also, nodes at the domai n boundary
must drop all packets using the |imted-domain protocol

D. If alimted-domain protocol has donai n-specific variants, such
that inplementations in different domai ns could not interoperate
if those domains were unified by some nechanismas in scenario C
the protocol is not interoperable in the normal sense. If two
domains using it were nerged, the protocol mght fai
unpredictably. A sinple exanple is any protocol using a port
nunber assigned for experinmental use. Related issues are
di scussed in [RFC5704], including the conplex exanple of
Transport MPLS

To provide a w despread exanple, consider Differentiated Services

[ RFC2474]. A packet containing any val ue whatsoever in the 6 bits of
the Differentiated Services Code Point (DSCP) is well fornmed and
falls into scenario A. However, because the semantics of DSCP val ues
are locally significant, the packet also falls into scenario D. In
fact, Differentiated Services are only interoperabl e across domain



boundaries if there is a correspondi ng agreenent between the
operators; otherw se, a specific gateway function is required for
meani ngful interoperability. Mch nore detailed discussion is found
in [ RFC2474] and [ RFC8100].

To provide a provocative exanpl e, consider the proposal in [|PV6-SRH|
that the restrictions in [RFC8200] should be relaxed to allow I Pv6
ext ension headers to be inserted on the fly in | Pv6 packets. |If this
is done in such a way that the affected packets can never |eave the
specific limted domain in which they were nodified, scenario C

applies. |If the semantic content of the inserted headers is locally
defined, scenario D also applies. In neither case is the Internet
outside the Iimted domain disturbed. However, inside the donain,
nodes must understand the variant protocol. Unless it is

standardi zed as a formal version, with all the conplexity that
inmplies [RFC6709], the nodes nust all be non-standard to the extent
of understanding the variant protocol. For the exanple of |Pv6
header insertion, that neans non-conpliance with [ RFC8200] within the
domai n, even if the inserted headers are thenselves fully conpliant.
Apart fromthe issue of formal conpliance, such deviations from
docunent ed standard behavior might |ead to significant debuggi ng

i ssues. The possible practical inpact of the header insertion
example is explored in [I N FLI GHT-1PV6].

The FAST proposal nentioned in Section 4, Paragraph 2, Item5 is also
an interesting case study. The semantics of FAST tickets [ FAST] have
limted scope. However, they are designed in a way that, in
principle, allows themto traverse the open Internet, as standardized
| Pv6 hop-by-hop options or even as a proposed form of |Pv4 extension
header [|PV4- EXT- HEADERS]. \Whether such options can be used reliably
across the open Internet remains unclear [I|PV6-EXT- HEADERS] .

We conclude that it is reasonable to explicitly define |imted-donmain
protocols, either as standards or as proprietary nechani sns, as |ong
as they describe which of the above scenarios apply and they clarify
how the domain is defined. As long as all relevant standards are
respected outside the domai n boundary, a well-specified limted-
dommi n protocol need not damage the rest of the Internet. However,
as described in the next section, nechanisns are needed to support
domai n menber shi p operati ons.

Note that this conclusion is not a reconmendation to abandon the
normal goal that a standardi zed protocol should be global in scope
and able to interoperate across the open Internet. It is sinply a
recognition that this will not always be the case.

Functional Requirenents of Linited Donmains

Noting that |imted-domain protocols have been defined in the past,
and that others will undoubtedly be defined in the future, it is
useful to consider how a protocol can be nade aware of the donmin
within which it operates and how t he donai n boundary nodes can be
identified. As the taxononmy in Appendix A shows, there are nunerous
aspects to a domamin. However, we can identify some generally
required features and functions that would apply partially or
conpletely to many cases

Today, where limted donmains exist, they are essentially created by
careful configuration of boundary routers and firewalls. |[If a domain
is characterized by one or nore address prefixes, address assignnent
to hosts must also be carefully managed. This is an error-prone

met hod, and a conbi nation of configuration errors and default routing
can lead to unwanted traffic escaping the donain. Qur basic
assunption is therefore that it should be possible for domains to be
created and managed automatically, with m nimal human configuration
We now di scuss requirements for automating domain creation and



managemnent .

First, if we drew a topol ogy map, any given domain -- virtual or
physical -- will have a well-defined boundary between "inside" and
"outside". However, that boundary in itself has no technica

meani ng. What matters in reality is whether a node is a nmenber of
the domain and whether it is at the boundary between the domain and
the rest of the Internet. Thus, the boundary in itself does not need
to be identified, but boundary nodes face both i nwards and outwards.

I nside the domain, a sending node needs to know whether it is sending
to an inside or outside destination, and a receiving node needs to
know whet her a packet originated inside or outside. Al so, a boundary
node needs to know which of its interfaces are inward facing or
outward facing. 1t is irrelevant whether the interfaces involved are
physi cal or virtual

To underline that domain boundaries need to be identifiable, consider
the statement fromthe Deterministic Networking Problem Statenent

[ RFC8557] that "there is still a lack of clarity regarding the linmts
of a domain where a determnistic path can be set up". This remark
can certainly be generalized.

Wth this perspective, we can |ist sone general functiona
requirenents. An underlying assunption here is that domain
menber shi p operations shoul d be cryptographically secured; a domain
wi t hout such security cannot be reliably protected from attack.

1. Domain Identity. A domain nust have a uni que and verifiable
identifier; effectively, this should be a public key for the
domain. Wthout this, there is no way to secure domain
operations and domai n nenbership. The hol der of the
correspondi ng private key becones the trust anchor for the
domai n.

2. Nesting. It nust be possible for domains to be nested (see, for
exanpl e, the network-slicing exanpl e nentioned above).

3. Overlapping. It nust be possible for nodes and links to be in
nore than one donmain (see, for exanple, the case of PvDs
menti oned above).

4. Node Eligibility. It nmust be possible for a node to determ ne
whi ch domain(s) it can potentially join and on which
interface(s).

5. Secure Enrollnment. A node nust be able to enroll in a given
domain via secure node identification and to acquire rel evant
security credentials (authorization) for operations within the
domain. |If a node has multiple physical or virtual interfaces,
i ndi vidual enrollnent for each interface may be required.

6. Wthdrawal . A node nmust be able to cancel enrollnent in a given
domai n.

7. Dynam ¢ Menbership. Optionally, a node should be able to
tenmporarily leave or rejoin a donmain (i.e., enrollnent is
persistent but nenbership is intermttent).

8. Rol e, inplying authorization to performa certain set of
actions. A node nust have a verifiable role. |In the sinplest
case, the role choices are "interior node" and "boundary node".
In a boundary node, individual interfaces may have different
roles, e.g., "inward facing" and "outward facing"

9. Peer Verification. A node nust be able to verify whether
anot her node is a menber of the domain.



10. Role Verification. A node should be able to learn the verified
rol e of another node. In particular, it should be possible for
a node to find boundary nodes (interfacing to the Internet).

11. Domain Data. 1In a domain with managenent requirements, it mnust
be possible for a node to acquire domain policy and/or domain
configuration data. This would include, for exanple, filtering
policy to ensure that inappropriate packets do not |eave the
domai n.

These requirenments could formthe basis for further analysis and
sol ution design.

Anot her aspect is whether individual packets within a linted domain
need to carry any sort of indicator that they belong to that domain
or whether this information will be inplicit in the | P addresses of
the packet. A related question is whether individual packets need
cryptographi c authentication. This topic is for further study.

Security Considerations

As noted above, a protocol intended for linited use may well be

i nadvertently used on the open Internet, so limted use is not an
excuse for poor security. In fact, a limted use requirenent
potentially adds conplexity to the security design

O'ten, the boundary of a limted domain will also act as a security
boundary. In particular, it will serve as a trust boundary and as a
boundary of authority for defining capabilities. For exanple,
segnment routing [ RFC3402] explicitly uses the concept of a "trusted
domain" in this way. Wthin the boundary, |imted-domain protocols
or protocol features will be useful, but they will in nmany cases be
meani ngl ess or harnful if they enter or |eave the donain.

The boundary al so serves to provide confidentiality and privacy for
operational paraneters that the operator does not wish to reveal
Note that this is distinct fromprivacy protection for individua
users within the domain.

The security nodel for a limted-scope protocol nust allow for the
boundary and in particular for a trust nodel that changes at the
boundary. Typically, credentials will need to be signed by a donmain-
specific authority.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Taxonony of Limted Domains

Thi s appendi x devel ops a taxonony for describing |inmted donmains.

Sever a

*

maj or aspects are considered in this taxonony:

The domain as a whol e

The i ndi vi dual nodes

The donmai n boundary

The donmai n’ s topol ogy

The domain’ s technol ogy

How t he domai n connects to the Internet

The security, trust, and privacy nodel

Qper at i ons

The foll owi ng sub-sections anal yze each of these aspects.

A 1.

*

Donai n as a Wol e

Why does the domain exist? (e.g., human choice, adm nistrative

policy,

orchestration requirenents, technical requirenments such as

operational partitioning for scaling reasons)

If there are special requirenents, are they at Layer 2, Layer 3,
or an upper |ayer?



A 3.

Where does the domain Iie on the spectrum between conpletely
managed by humans and conpl etel y autonom c?

I f managed, what style of nanagenent applies? (Manual
configuration, automated configuration, orchestration?)

Is there a policy nodel? (Intent, configuration policies?)
Does the dommin provide controlled or paid service or open access?
I ndi vi dual Nodes

Is a domain nmenber a conplete node or only one interface of a
node?

Are nodes pernmanent nenbers of a given domain, or are join and
| eave operations possible?

Are nodes physical or virtual devices?

Are virtual nodes general purpose or limted to specific
functions, applications, or users?

Are nodes constrained (by battery, etc.)?

Are devices installed "out of the box" or pre-configured?
Domai n Boundary

How i s the domain boundary identified or defined?

I's the domai n boundary fixed or dynam c?

Are boundary nodes special, or can any node be at the boundary?
Topol ogy

Is the domain a subset of a Layer 2 or 3 connectivity domai n?

Does the domain overlap other domains? (In other words, is a node
all owed to be a menber of multiple domains?)

Does the domain natch physical topology, or does it have a virtua
(overl ay) topol ogy?

Is the domain in a single building, vehicle, or campus? O is it
di stributed?

If distributed, are the interconnections private or over the
I nternet?

In I P addressing terns, is the domain Link local, Site |ocal, or
d obal ?

Does the scope of IP unicast or nmulticast addresses map to the
domai n boundary?

Technol ogy

VWhat routing protocol (s) or different forwarding mechanisns (MPLS
or other non-I1P nechanisn) are used?

In an overlay domain, what overlay technique is used (L2VPN,
L3VPN, etc.)?



* Are there specific QS requirenments?
* Link latency - Normal or long latency |inks?
* Mbility - Are nodes nobile? |s the whole network nobile?

* \Wich specific technol ogi es, such as those in Section 4, are
appl i cabl e?

A. 6. Connection to the |nternet

Ack

* |s the Internet connection permanent or intermittent? (Never
connected is out of scope.)

* What traffic is blocked, in and out?

* \What traffic is allowed, in and out?

* Vhat traffic is transforned, in and out?

* |s secure and privileged renote access needed?

* Does the domain allow unprivileged renpote sessions?
Security, Trust, and Privacy Mode

* Must domain menbers be authorized?

* Are all nodes in the domain at the sane trust |evel?

* |s traffic authenticated?

* |s traffic encrypted?

* \What is hidden fromthe outside?
Qper at i ons

* Safety level - Does the domain have a critical (hunman) safety
rol e?

* Reliability requirement - Normal or 99.999%
* Environnent - Hazardous conditions?
* Installation - Are specialists needed?
* Service visits - Easy, difficult, or inpossible?
* Software/firmvare updates - Possible or inpossible?

Maki ng Use of This Taxonony
Thi s taxonony could be used to design or analyze a specific type of
limted domain. For the present docunment, it is intended only to
forma background to the scope of protocols used in |imted domains
and the mechanisns required to securely define donmai n nmenbership and
properties.
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