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I ntroduction

The Fast Reroute (FRR) procedures defined in [ RFC4090] describe the
mechani sms for the Point of Local Repair (PLR) to reroute traffic and
signaling of a protected RSVP-TE Label Switched Path (LSP) onto the
bypass tunnel in the event of a TE link or node failure. Such
signaling procedures are perforned individually for each affected
protected LSP. This may eventually lead to control-plane scalability
and | atency issues on the PLR and/or the Merge Point (MP) nodes due
to limted nenory and CPU processing resources. This condition is
exacerbated when the failure affects a | arge nunber of protected LSPs
that traverse the same PLR and MP nodes

For exanple, in a |arge-scal e depl oynent of RSVP-TE LSPs, a single
Label Switching Router (LSR) acting as a PLR node may host tens of

t housands of protected RSVP-TE LSPs egressing the sane protected |ink
and al so act as an MP node for a simlar nunber of LSPs that ingress
on the sane link. 1In the event of the failure of the Iink or

nei ghbor node, the RSVP-TE control plane of the node (when acting as
a PLR node) becones busy rerouting protected LSPs over the bypass
tunnel (s) in one direction and (when acting as an MP node) becones
busy mergi ng RSVP states from signaling received over bypass tunnels
for one or nore LSPs in the reverse direction. Subsequently, the
head- end Label Edge Routers (LERs) that are notified of the |oca
repair at any downstream LSRs will attenpt to (re)converge the

af fected RSVP-TE LSPs onto newl y conputed paths -- possibly
traversing the same previously affected LSR(s). As a result, the
RSVP- TE control plane becones overwhel med (1) by the amount of FRR
RSVP- TE processi ng overhead followi ng the Iink or node failure and
(2) due to other control-plane protocols (e.g., I1G) that undergo
convergence on the sane node at the sane tine.

Today, each protected RSVP-TE LSP is signaled individually over the
bypass tunnel after FRR  The changes introduced in this docunent
all ow the PLR node to assign multiple protected LSPs to a bypass



tunnel group and to communi cate this assignment to the MP, such that
upon failure, the signaling over the bypass tunnel happens on one or
nmore bypass tunnel groups. This docunent defines new extensions that

1. update the procedures defined in [ RFC4090] for facility backup
protection, to enable the MP node to becone aware of the PLR
node’ s bypass tunnel assignment group or groups.

2. allow FRR procedures between the PLR and the MP nodes to be
signal ed and processed on one or nore per-bypass tunnel groups.

As defined in [RFC2961], sunmary refresh procedures use MESSAGE ID to
refresh the RSVP Path and Resv states to help with scaling. The
Sunmary FRR procedures introduced in this docunent build on those
concepts to allow the MESSAGE I D(s) to be exchanged on one or nore
per - bypass tunnel assignnment groups and continue to use summary
refresh procedures while reduci ng the anmount of messaging that occurs
after rerouting signaling over the bypass tunnel post-FRR

2. Conventions Used in This Docunent

2.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2.2. Acronyns and Abbreviations

It is assunmed that the reader is famliar with the terns and
abbrevi ations used in [ RFC3209] and [ RFC4090].

The foll owi ng abbreviations are al so used in this docunent:
LSR: Label Swi tching Router

LER. Label Edge Router

MPLS: Ml tiprotocol Label Switching

LSP: Label Swi tched Path

MP:  Merge Point node as defined in [ RFC4090]

PLR: Point of Local Repair node as defined in [ RFC4090]
FRR: Fast Reroute as defined in [ RFC4090]

B- SFRR- Ready: Bypass Summary FRR Ready Ext ended ASSOCI ATI ON obj ect.
Added by the PLR node for each LSP protected by the bypass tunne

B- SFRR- Acti ve: Bypass Summary FRR Active Extended ASSOCI ATI ON
object. Used to notify the MP node that one or nore groups of
protected LSPs have been rerouted over the associ ated bypass
t unnel

MIU:  Maxi mum Transmni ssion Unit

3. Extensions for Summary FRR Signaling
The RSVP ASSOCI ATI ON object is defined in [RFC4872] as a neans to
associate LSPs with each other. For exanple, in the context of one

or nmore GWPLS-controlled LSPs, the ASSOCI ATI ON object is used to
associate a recovery LSP with the LSP(s) it is protecting. The



Ext ended ASSCOCI ATI ON obj ect is introduced in [RFC6780] to expand on
the possi bl e usage of the ASSOCI ATI ON obj ect and generalize the
definition of the Extended Association ID field.

Thi s docunent defines the use of the Extended ASSOCI ATI ON object to
carry the Summary FRR i nformation and associate the protected LSP or
LSPs with the bypass tunnel that protects them Two new Associ ati on
Types for the Extended ASSCCI ATI ON obj ect, and new Ext ended

Associ ation I Ds, are defined in this docunent to describe the Bypass
Sunmary FRR Ready (B-SFRR-Ready) and Bypass Sunmary FRR Active

(B- SFRR- Acti ve) associ ati ons.

The PLR node creates and manages the Summary FRR LSP groups
(identified by Bypass Group ldentifiers) and shares the group
identifiers with the MP via signaling.

A PLR node SHOULD assign the same Bypass_Goup_ldentifier to all
protected LSPs provided that the protected LSPs:

* share the same outgoing protected interface,
* are protected by the sane bypass tunnel, and

* are assigned the same tunnel sender address that is used for
backup path identification after FRR as described in [ RFC4090] .

This minimzes the nunber of bypass tunnel Summary FRR groups and
optinizes the amobunt of signaling that occurs between the PLR and the
MP nodes after FRR

A PLR node that supports Sumrary FRR procedures adds an Extended
ASSQOCI ATI ON obj ect with a B- SFRR- Ready Extended Association IDin the
RSVP Pat h nessage of the protected LSP. The PLR node adds the
protected LSP Bypass _Group _ldentifier, information fromthe assigned
bypass tunnel, and a MESSAGE | D object into the B-SFRR-Ready Extended
Association ID. The MP uses the information contained in the

recei ved B- SFRR- Ready Extended Association ID to refresh and nerge
the protected LSP Path state after FRR occurs.

An MP node that supports Summary FRR procedures adds the B- SFRR- Ready
Ext ended ASSCOCI ATI ON obj ect and respective Extended Association ID in
the RSVP Resv nmessage of the protected LSP to acknow edge the PLR s
bypass tunnel assignnent and provide the MESSAGE | D object that the
MP node will use to refresh the protected LSP Resv state after FRR
occurs.

The MP maintains the PLR node group assignments |earned from
signaling and acknow edges the group assignnents to the PLR node via
signaling. Once the PLR node receives the group assignment

acknow edgnent fromthe MP, the FRR signaling can proceed based on
Sunmary FRR procedures as described in this docunent.

The B- SFRR- Acti ve Ext ended ASSCOCI ATI ON obj ect with Extended
Association IDis sent by the PLR node after activating the Summary
FRR procedures. The B-SFRR-Active Extended ASSOCI ATI ON object with
Ext ended Association IDis sent within the RSVP Path nessage of the
bypass tunnel to informthe MP node that one or nore groups of
protected LSPs protected by the bypass tunnel are now being rerouted
over the bypass tunnel.

3.1. B-SFRR-Ready Extended ASSOCI ATI ON Obj ect
The Extended ASSCOCI ATI ON obj ect is popul ated using the rules defined

bel ow to associate a protected LSP with the bypass tunnel that is
protecting it when Summary FRR procedures are enabl ed.



The Associ ation Type, Association |ID, and Association Source MJST be
set as defined in [RFC4872] for the ASSCCI ATI ON object. More
specifically:

Associ ati on Source:
The Association Source is set to an address of the PLR node.

Associ ati on Type:
A new Associ ation Type is defined for B-SFRR- Ready as foll ows:

| Value | Type |
[§ ool oo e oo s s s s o}
| 5 | Bypass Summary FRR Ready Associ ation (B- SFRR- Ready) |
oo - o m o m o e +

Table 1: The B- SFRR- Ready Associ ation Type

The Extended ASSCOCI ATI ON obj ect’s G obal Associati on Source MJST be
set according to the rules defined in [ RFC6780].

The B- SFRR- Ready Extended Association ID is popul ated by the PLR node
when perforni ng Bypass Sunmmary FRR Ready association for a protected
LSP. The rules governing its popul ation are described in the
subsequent sections.

3.1.1. |Pv4 B-SFRR- Ready Extended Association ID

The |1 Pv4 Extended Association ID for the B-SFRR Ready Associ ation
Type is carried inside the | Pv4d Extended ASSCCI ATI ON obj ect and has
the follow ng format:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Bypass_Tunnel _I D | Reserved |
B i s T T i i o S o T Ji I
| Bypass_Source_| Pv4_Address |
e L i i e e i s ik ik i SR S S
| Bypass_Destination_| Pv4_Address |
i e e R i T T e o o o i oI SR R S S
| Bypass_Goup_ldentifier |
B i s T T i i o S o T Ji I
| MESSAGE_I D |
e L o i e et o i R SR

Figure 1: The | Pv4 Extended Association ID for B-SFRR-Ready
Bypass_Tunnel _ID: 16 bits
The bypass tunnel identifier.
Reserved: 16 bits

Reserved for future use. MJST be set to zero when sending and
i gnored on receipt.

Bypass_Source_| Pv4_Address: 32 bits

The bypass tunnel source |Pv4 address.
Bypass _Destination_|Pv4d Address: 32 bits

The bypass tunnel destination |Pv4 address.

Bypass_Goup_ldentifier: 32 bits



The bypass tunnel group identifier that is assigned to the LSP
MESSAGE | D: A MESSAGE | D object as defined by [ RFC2961].
.2. 1 Pv6 B- SFRR- Ready Extended Association ID
The 1 Pv6 Extended Association ID for the B-SFRR-Ready Associ ation
Type is carried inside the | Pv6 Extended ASSCCI ATl ON obj ect and has
the follow ng format:
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

Bypass_Tunnel | D | Reserved |
B S i ks e S S i i i S S S S e e e e

Bypass_Source_| Pv6_Address

T S S i Sl S S S T sl o oI S S S S S s S

Bypass_Destinati on_I Pv6_Addr ess

-+ +— +— +— +— +— +—

B T i T o o o S e i i S S
Bypass_Goup _ldentifier |
i T T e e i e o i i S O S e S S S it i S e NI S
MESSAGE | D |
B i s i T Tt s sl It S ST S T S S S e S S

+—-—+——+——+—+—— +— +— +— +— +— +—

Figure 2: The | Pv6 Extended Association |ID for B-SFRR-Ready
Bypass_Tunnel _ID: 16 bits
The bypass tunnel identifier.
Reserved: 16 bits

Reserved for future use. MJST be set to zero when sending and
i gnored on receipt.

Bypass_Source_| Pv6_Address: 128 bits

The bypass tunnel source |Pv6 address.
Bypass_Destination_I Pv6_Address: 128 bits

The bypass tunnel destination |Pv6 address.
Bypass _Goup ldentifier: 32 bits

The bypass tunnel group identifier that is assigned to the LSP

MESSAGE I D: A MESSAGE | D object as defined by [ RFC2961].

.1.3. Processing Rules for B-SFRR- Ready Extended ASSOCI ATI ON Obj ect

A PLR node assigns a bypass tunnel and Bypass_Goup_ldentifier for
each protected LSP. The sane Bypass_Goup_ldentifier is used for the



set of protected LSPs that share the sanme bypass tunnel, traverse the
sanme egress link, and are not already rerouted. The PLR node MJST
generate a MESSACE |ID object with Epoch and Message | dentifier set
according to [ RFC2961]. The MESSACE | D object Flags MJUST be cleared
when transnmitted by the PLR node and ignored when received at the M
node.

A PLR node MUST generate a new Message ldentifier each tinme the
contents of the B-SFRR-Ready Extended Association |ID change (e.qg.,
when the PLR node changes the bypass tunnel assignnent).

A PLR node notifies the MP node of the bypass tunnel assignment via
addi ng a B- SFRR- Ready Extended ASSCCI ATI ON obj ect and Ext ended
Association ID in the RSVP Path nessage for the protected LSP, using
the procedures described in Section 3. 3.

An MP node acknow edges the assignnent to the PLR node by signaling

t he B- SFRR- Ready Ext ended ASSCOCI ATI ON obj ect and Extended Associ ation
IDwthin the RSVP Resv nmessage of the protected LSP. Wth the
exception of the MESSAGE ID object, all other fields fromthe

recei ved B- SFRR- Ready Extended Association IDin the RSVP Path
message are copied into the B- SFRR- Ready Extended Association IDto
be added in the Resv nmessage. The MESSACE |ID object is set according
to [ RFC2961]. The MESSAGE | D object Flags MJST be cl eared when
transmtted by the MP node and ignored when received at the PLR node.
A new Message ldentifier MJUST be used to acknow edge an updated PLR
node’ s assi gnnent.

A PLR node considers the protected LSP as Summary FRR capable only if
all the fields in the B- SFRR-Ready Extended Association ID that are
sent in the RSVP Path nessage match the fields received in the RSVP
Resv nessage (with the exception of the MESSAGE ID). |If the fields
do not match or if the B-SFRR- Ready Extended ASSOCI ATI ON object is
absent in a subsequent refresh, the PLR node MJUST consi der the
protected LSP as not Sunmary FRR capabl e.

A race condition may arise for a previously Summary FRR-capabl e
protected LSP when the MP node triggers a refresh that does not
contain the B-SFRR- Ready Extended ASSCOCI ATI ON obj ect, while at the
same time the PLR triggers Summary FRR procedures due to a fault
occurring concurrently. In this case, it is possible that the PLR
triggers Sunmary FRR procedures on the protected LSP before it can
recei ve and process the refresh fromthe MP node. As a result, the
MP will receive an Srefresh with a Message ldentifier that is not
associated with any state. As per [RFC2961], this results in the M
generating an Srefresh NACK for this Message Identifier and sending
it back to the PLR. The PLR processes the Srefresh NACK, replays the
full Path state associated with the Message ldentifier, and
subsequently recovers fromthis condition

3.2. B-SFRR-Active Extended ASSOCI ATI ON hj ect

The Extended ASSCOCI ATI ON obj ect for the B-SFRR-Active Association
Type is populated by a PLR node to indicate to the MP node (the
bypass tunnel destination) that one or nmore groups of Summary
FRR- capabl e protected LSPs that are being protected by the bypass
tunnel are being rerouted over the bypass tunnel

The B- SFRR- Acti ve Ext ended ASSOCI ATI ON object is carried in the RSVP
Pat h nessage of the bypass tunnel and signal ed downstreamtowards the
MP (the bypass tunnel destination).

The Associ ation Type, Association |ID, and Association Source MJST be
set as defined in [RFC4872] for the ASSCCI ATI ON object. More
specifically:



Associ ati on Sour ce:
The Association Source is set to an address of the PLR node.

Associ ati on Type:
A new Associ ation Type is defined for B-SFRR-Active as foll ows:

[S bbbl oo s oo e s s e s s s s s s s
| Value | Type |
S s femsfemmsfemnf s e s e e e s s s s s s s s e s s s s e e s s s s s s e s s s s e
| 6 | Bypass Summary FRR Active Association (B-SFRR-Active) |
S o m m e e e e e e e e e e e e e e e e e e e e e e e e mee— oo - +

Tabl e 2: The B- SFRR-Active Associ ation Type

Ext ended Association |ID for B-SFRR-Active:
The B- SFRR- Active Extended Association IDis populated by the PLR
node for the Bypass Summary FRR Active association. The rules to
popul ate the Extended Association IDin this case are descri bed
bel ow.

3.2.1. |1Pv4 B-SFRR-Active Extended Association |ID

The | Pv4 Extended Association ID for the B-SFRR-Active Association
Type is carried inside the | Pv4d Extended ASSCCI ATl ON obj ect and has
the follow ng format:

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Num BG Ds | Reserved |
B i s T T i i o S o T Ji I
| Bypass_Group ldentifier |
i I e S i i SR S R S S i o i i
I : I
I/ : I/
!l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!|-
| Bypass_Group ldentifier |
i I e S i i SR S R S S i o i i

/1 RSVP_HOP_(nj ect /1
R R L o eSS R T S S R T R e
/1 TI ME_VALUES /1

B i s T T i i o S o T Ji I
| | Pv4 tunnel sender address |
i i i T i I S i e s o o i i
Fi gure 3: The | Pv4 Extended Association ID for B-SFRR-Active
Num BG Ds: 16 bits
Nunber of Bypass Goup ldentifier fields.
Reserved: 16 bits
Reserved for future use.
Bypass_Goup ldentifier: 32 bits each
A Bypass_Goup_ldentifier that was previously signaled by the PLR
usi ng the Extended ASSOCI ATI ON obj ect in the B-SFRR-Ready Extended
Association ID. One or nore Bypass_Goup_ldentifiers MAY be
i ncl uded.

RSVP_HOP_(hject: dCdass 3, as defined by [ RFC2205]

Repl acenment RSVP_HOP object to be applied to all LSPs associ ated



3.

2.

with each of the follow ng Bypass_Goup_ldentifiers. This
corresponds to C-Type = 1 for |Pv4d RSVP_HOP.

TI ME_VALUES object: Cass 5, as defined by [ RFC2205]

Repl acenment TI ME_VALUES object to be applied to all LSPs
associated with each of the preceding Bypass_Goup_ldentifiers
after receiving the B-SFRR-Active Extended ASSOCI ATI ON obj ect.

| Pv4 tunnel sender address:
The |1 Pv4 address that the PLR node sets to identify one or nore
backup paths as described in Section 6.1.1 of [ RFC4090]. This
address is applicable to all groups identified by any
Bypass Group ldentifiers carried in the B-SFRR-Active Extended
Associ ation ID.

2. | Pv6 B-SFRR-Active Extended Association |ID

The | Pv6 Extended Association ID for the B-SFRR-Active Associ ation
Type is carried inside the | Pv6 Extended ASSCCI ATI ON obj ect and has
the follow ng format:

0 1 2 3

012345678901234567890123456789¢01
B i s T T i i o S o T Ji I
| Num BG Ds | Reserved |
T S S T i o S S e i e S I S i S
| Bypass_Group_ldentifier |
i s i T S e S T T il o S R S S S
}/ : /}
!I-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!I-
| Bypass_Group_ldentifier |
i s i T S e S T T il o S R S S S

/1 RSVP_HOP_(nj ect /1
i S S T i S S e S e s i S S
/1 TI ME_VALUES /1

T T T s R S S S T Ak T e

+ +
I I
+ I Pv6 tunnel sender address +
I I
+ +
I I
R et e s i o e s i i
Figure 4: The | Pv6 Extended Association ID for B-SFRR-Active
Num BG Ds: 16 bits
Nunber of Bypass_G oup_ldentifier fields.
Reserved: 16 bits
Reserved for future use.
Bypass_Goup_ldentifier: 32 bits each
A Bypass_Goup_ldentifier that was previously signaled by the PLR
usi ng the Extended ASSOCI ATI ON obj ect in the B-SFRR-Ready Extended
Association ID. One or nore Bypass Goup_ldentifiers MAY be

i ncl uded.

RSVP_HOP_(hject: dass 3, as defined by [ RFC2205]



3.

3.

Repl acenent RSVP_HOP object to be applied to all LSPs associ ated
with each of the follow ng Bypass G oup ldentifiers. This
corresponds to CType = 2 for | Pv6 RSVP_HOP

TI ME_VALUES object: dass 5, as defined by [ RFC2205]

Repl acenent TI ME_VALUES object to be applied to all LSPs
associated with each of the followi ng Bypass G oup ldentifiers
after receiving the B-SFRR-Active Extended ASSOCI ATI ON obj ect.

| Pv6 tunnel sender address:
The |1 Pv6 address that the PLR node sets to identify one or nore
backup paths as described in Section 6.1.1 of [ RFC4090]. This
address is applicable to all groups identified by any
Bypass_Goup_ldentifiers carried in the B-SFRR- Active Extended
Associ ation I D

3. Signaling Procedures prior to Failure

Bef ore Summary FRR procedures can be used, a handshake MJST be

conpl eted between the PLR and MP nodes. This handshake is perforned
usi ng the Extended ASSOCI ATI ON obj ect that carries the B- SFRR Ready
Ext ended Association IDin both the RSVP Path and Resv nessages of
the protected LSP

The facility backup method introduced in [ RFC4090] takes advantage of
MPLS | abel stacking (the PLR node inposes additional MPLS | abels
post-FRR) to allow rerouting of protected traffic over the backup
path. The backup path may have stricter MIU requirenents; due to

| abel stacking at the PLR node, the protected traffic nmay exceed the
backup path MIU. It is assuned that the operator engineers their
network to allow rerouting of protected traffic and the additiona

| abel stacking at the PLR node in order to not exceed the backup path
MTU.

VWhen using the procedures defined in this docunment, the PLR node MUST
ensure that the bypass tunnel assignnment can satisfy the protected
LSP MIU requirenents post-FRR  This prevents any packets from being
dropped due to exceeding the MIU size of the backup path after
traffic is rerouted onto the bypass tunnel post-failure. Section 2.6
of [RFC3209] describes a nechanismto deterni ne whether a node needs
to fragment or drop a packet when it exceeds the path MIU di scovered
usi ng RSVP signaling on the primary LSP path. A PLR can | everage the
RSVP- di scovered path MIU on the backup and primary LSP paths to
ensure that the MIU is not exceeded before or after rerouting the
protected traffic onto the bypass tunnel

3.1. PLR Signaling Procedure

The B- SFRR- Ready Extended ASSOCI ATI ON obj ect is added by each PLR
node in the RSVP Path nessage of the protected LSP to record the
bypass tunnel assignnent. This object is updated every tinme the PLR
node updates the bypass tunnel assignment. This results in
triggering an RSVP Path change nessage.

Upon receiving an RSVP Resv nessage with a B- SFRR- Ready Extended
ASSCCI ATI ON obj ect, the PLR node checks to see if the expected

subobj ects fromthe B-SFRR- Ready Extended Association ID are present.
If present, the PLR node determines if the MP has acknow edged the
current PLR node’ s assignnent.

To be a valid acknow edgnent, the received B- SFRR- Ready Extended
Association I D contents within the RSVP Resv nessage of the protected
LSP MUST match the | atest B- SFRR-Ready Extended ASSCCI ATI ON obj ect
and Association ID contents that the PLR node had sent within the
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3.

3.

RSVP Pat h nessage (with the exception of the MESSAGE | D).

Not e that when forwardi ng an RSVP Resv nessage upstream the PLR node
SHOULD renove any/all B-SFRR-Ready Extended ASSCCI ATI ON obj ects whose
Bypass_Source_| Pv4_Address or Bypass_Source_| Pv6_Address field

mat ches any of the PLR node addresses.

3.2. MP Signaling Procedure

Upon receiving an RSVP Path nessage with a B- SFRR- Ready Extended
ASSQCI ATI ON obj ect, an MP node processes all (there may be multiple
PLR nodes for a single MP node) B-SFRR-Ready Extended ASSOCI ATI ON
obj ects that have the MP node address as the bypass destination
address in the Extended Association ID.

The MP node first ensures the existence of the bypass tunnel and that
the Bypass_Group_ldentifier is not already FRR Active. That is, an
LSP cannot join a group that is already FRR rerouted.

The MP node builds a mirrored Summary FRR group database per PLR node
by associating the Bypass_Source | Pv4_Address or
Bypass_Source_ | Pv6_Address that is carried in the IPv4 or |Pv6

B- SFRR- Ready Extended Association |Ds, respectively.

The MESSAGE ID is extracted and recorded for the protected LSP Path
state. The MP node signals a B- SFRR- Ready Extended ASSOCI ATI ON

obj ect and Extended Association IDin the RSVP Resv nessage of the
protected LSP. Wth the exception of the MESSAGE |D objects, al
other fields of the received B- SFRR- Ready Extended ASSOCI ATI ON obj ect
in the RSVP Path nessage are copied into the B- SFRR- Ready Extended
ASSQCI ATI ON obj ect to be added in the Resv nmessage. The MESSAGE | D
object is set according to [ RFC2961] with the Flags cl eared

Note that an MP nmay receive nore than one RSVP Path nessage with the
B- SFRR- Ready Extended ASSOCI ATI ON object from one or nore different
upstream PLR nodes. In this case, the MP node is expected to save

all the received MESSAGE |IDs received fromthe different upstream PLR
nodes. After a failure, the MP node determ nes and activates the
state(s) associated with the Bypass _Goup ldentifier(s) received in
the RSVP Path message containing the B-SFRR-Active Extended
ASSQOCI ATI ON obj ect that is signaled over the bypass tunnel fromthe
PLR node, as described in Section 3.4.

When forwardi ng an RSVP Path nessage downstream the MP node SHOULD
renove any/all B-SFRR-Ready Extended ASSCOCI ATI ON obj ects whose
Bypass_Destination_| Pv4_Address or Bypass Destination | Pv6_Address
field matches any of the MP node addresses.

4. Signaling Procedures Post-Failure

Upon detection of a fault (egress link or node failure), the PLR node
will first performthe object nodification procedures described by
Section 6.4.3 of [RFC4090] for all affected protected LSPs. For the
Sunmary FRR-capabl e LSPs that are assigned to the same bypass tunnel,
a commn RSVP_HOP and SENDER TEMPLATE MJST be used.

The PLR node MJST signal non-Summary FRR-capabl e LSPs over the bypass
tunnel before signaling the Summary FRR-capable LSPs. This is needed
to allow for the case where the PLR node recently changed a bypass
assi gnnent and the MP has not processed the change yet.

The B- SFRR- Active Extended ASSOCI ATI ON object is sent within the RSVP
Pat h nessage of the bypass tunnel to reroute the RSVP state of
Sunmary FRR- capabl e LSPs.

4.1. PLR Signaling Procedure



After a failure event, when using the Summary FRR path signaling
procedures, an individual RSVP Path nessage is not signaled for each
Sunmary FRR LSP. Instead, to reroute Summary FRR LSPs via the bypass
tunnel, the PLR node adds the B-SFRR-Active Extended ASSOCI ATI ON
object in the RSVP Path nmessage of the RSVP session of the bypass
tunnel .

The RSVP_HOP_(bject field in the B-SFRR-Active Extended Associ ation
IDis set to a cormon object that will be applied to all LSPs
associated with the Bypass_Goup_ldentifiers that are carried in the
B- SFRR- Acti ve Extended Association |ID.

The PLR node adds the Bypass Goup ldentifier(s) of any group or
groups that have common group attributes, including the tunnel sender
address, to the sane B-SFRR-Active Extended Association ID. Note
that nultiple ASSOCI ATI ON obj ects, each carrying a B- SFRR-Active

Ext ended Association ID, can be carried within a single RSVP Path
message of the bypass tunnel and sent towards the MP as described in
[ RFC6780] .

Any previously received MESSAGE IDs fromthe MP are activated on the
PLR. As a result, the PLR starts sending Srefresh nessages
containing the specific Message ldentifier(s) for the states to be
refreshed.

3.4.2. WMP Signaling Procedure

Upon receiving an RSVP Path nessage with a B-SFRR-Active Extended
ASSQCI ATI ON obj ect, the MP performs normal merge point processing for
each protected LSP associated with each Bypass_Goup_ldentifier, as
if it had received an individual RSVP Path nessage for that LSP.

For each Summary FRR-capable LSP that is being nerged, the MP first
nmodi fies the Path state as foll ows:

1. The RSVP_HOP object is copied fromthe RSVP_HOP _(bject field in
the B- SFRR- Active Extended Association |D.

2. The TIME_VALUES object is copied fromthe TIME VALUES field in
the B- SFRR- Active Extended Association ID. The TI ME_VALUES
obj ect contains the refresh period of the PLR node, and it is
used to generate periodic refreshes. The TIME_VALUES obj ect
carried in the B-SFRR- Active Extended Association |ID matches the
one that would have been exchanged in a full Path nessage sent to
the MP after the failure when no Summary FRR procedures are used.

3. The tunnel sender address field in the SENDER TEMPLATE object is
copied fromthe tunnel sender address field of the B-SFRR-Active
Ext ended Associ ation |D.

4. The Explicit Route hject (ERO is nodified as per Section 6.4.4
of [RFC4090]. Once the above nodifications are conpleted, the M
node performnms merge processing as per [ RFC4090].

5. Any previously received MESSAGE IDs fromthe PLR node are
activated. The MP is allowed to send Srefresh nessages
containing the specific Message Identifier(s) for the states to
be refreshed.

A failure during merge processing of any individual rerouted LSP MUST
result in an RSVP Pat hErr nessage.

An individual RSVP Resv nessage for each successfully nmerged Summary
FRR LSP is not signaled. The MP node SHOULD i medi atel y use sunmary
refresh procedures to refresh the protected LSP Resv state.
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5. Refreshing Summary FRR Active LSPs

The refreshing of Summary FRR Active LSPs is performed using summary
refresh as defined by [ RFC2961].

Backwar ds Conpatibility

The (Extended) ASSCCI ATI ON object is defined in [ RFC4872] with a
class nunber in the form 11bbbbbb, where b=0 or 1. This ensures
conmpatibility with nodes that do not provide support, in accordance
with the procedures specified in Section 3.10 of [RFC2205] regarding
unknown-cl ass objects. Such nodes will ignore the object and forward
it without any nodification.

Security Considerations

Thi s docunent updates an existing RSVP object -- the Extended
ASSQCI ATI ON obj ect as described in Section 3. Thus, in the event of
the interception of a signaling nessage, slightly nore information
coul d be deduced about the state of the network than was previously
t he case.

When using the procedures defined in this document, FRR signaling for
rerouting of the states of one or nmore protected LSPs onto the bypass
tunnel can be perforned on a group of protected LSPs with a single
RSVP nessage. This allows an intruder to potentially inpact and
mani pul ate a set of protected LSPs that are assigned to the sane
bypass tunnel group. Note that such an attack is possible even

wi t hout the mechani snms defined in this document, albeit at an extra
cost resulting fromthe excessive per-LSP signaling that will occur

Exi sting nmechani sns for maintaining the integrity and authenticity of
RSVP messages [RFC2747] can be applied. Oher considerations
mentioned in [ RFC4090] and [ RFC5920] al so apply.

I ANA Consi derati ons

| ANA nmai ntains the "CGeneralized Miulti-Protocol Label Switching
(QWPLS) Signaling Paraneters" registry. The "Association Type"
subregistry is included in this registry.

This registry has been updated with the new Association Types for the
Ext ended ASSOCI ATI ON obj ects defined in this docunent as foll ows:

[ oo el e oo s ey e e
| Value | Nane | Reference

[ e e oo s s s sl sl ]
| 5 | B-SFRR-Ready Association | Section 3.1 |
+------- I T e i i +
| 6 | B-SFRR-Active Association | Section 3.2 |
+------- I i T T R I +

Tabl e 3: New Ext ended ASSOCI ATI ON Obj ect
Associ ati on Types
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