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Thi s docunent defines the Extensible Binary Meta Language (EBM.)
format as a binary container format designed for audio/video storage.
EBML i s designed as a binary equivalent to XML and uses a storage-
efficient approach to build nested El enents with identifiers,

| engths, and values. Sinmilar to how an XM. Schema defines the
structure and semantics of an XML Docunent, this docunent defines how
EBML Schermas are created to convey the semantics of an EBM. Docunent.
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I nt roducti on

EBM., short for Extensible Binary Meta Language, specifies a binary
format aligned with octets (bytes) and inspired by the principle of
XM. (a framework for structuring data).

The goal of this docunent is to define a generic, binary, space-
efficient format that can be used to define nore conplex formats
using an EBML Schema. EBM. is used by the multimedi a container,
Matroska [Matroska]. The applicability of EBML for other use cases
i s beyond the scope of this docunent.

The definition of the EBM. fornmat recogni zes the i dea behind HTM. and
XML as a good one: separate structure and semantics all owing the same
structural layer to be used with multiple, possibly widely differing,
semantic |ayers. Except for the EBM. Header and a few d oba

El ements, this specification does not define particular EBM. format
semanti cs; however, this specification is intended to define how

ot her EBM.-based formats can be defined, such as the audio/video
contai ner formats Matroska and WebM [ WebM .

EBML uses a sinple approach of building El ements upon three pieces of
data (tag, length, and value), as this approach is well known, easy
to parse, and all ows selective data parsing. The EBM. structure
additionally allows for hierarchical arrangenment to support conplex
structural formats in an efficient manner.

A typical EBM. file has the follow ng structure:

EBM. Header (naster)
+ DocType (string)
+ DocTypeVersi on (unsigned integer)
EBML Body Root (master)
+ Element A (utf-8)
+ Parent (naster)
+ El ement B (i nteger)
+ Parent (naster)
+ El ement B (i nteger)

Not ati on and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent defines specific terns in order to define the fornmat
and application of "EBM.". Specific terns are defined bel ow

"EBML": Extensible Binary Meta Language

"EBML Docunent Type": A nane provided by an "EBM. Schema" to
designate a particular inplenmentation of "EBM." for a data format
(e.g., Matroska and WbM.

"EBML Schemmn": A standardized definition for the structure of an



"EBML Docunment Type".

"EBML Docunent": A datastream conprised of only two conponents, an
"EBM. Header" and an "EBM. Body".

"EBML Reader": A data parser that interprets the semantics of an
"EBM. Document” and creates a way for progranms to use "EBM.".

"EBML Streantf: A file that consists of one or nbre "EBM. Docunents”
that are concatenated together.

"EBML Header": A declaration that provides processing instructions
and identification of the "EBM. Body". The "EBM. Header" is
anal ogous to an XM. Declaration [ XM.] (see Section 2.8 on "Prol og
and Docurnent Type Declaration").

"EBML Body": Al data of an "EBM. Docunment" follow ng the "EBM
Header ".

"Variabl e-Si ze Integer": A conpact variable-length binary val ue that
defines its own | ength.

"VINT": Also known as "Variabl e-Size Integer".

"EBML El enment”: A foundation block of data that contains three
parts: an "Elenment ID', an "Elenment Data Size", and "El enent
Dat a".

"Element ID': A binary value, encoded as a "Variabl e-Size |Integer",
used to uniquely identify a defined "EBML Elemrent" within a
specific "EBML Schema".

"El enent Data Size": An expression, encoded as a "Vari abl e-Si ze
Integer”, of the length in octets of "Elenent Data".

"VI NTMAX': The maxi mum possi bl e value that can be stored as "El enent
Data Size".

"Unknown- Si zed Elerment": An "Elenment” with an unknown "El ement Data
Si ze".

"El enent Data": The value(s) of the "EBML El ement”, which is
identified by its "Elenent ID' and "Element Data Size". The form
of the "Elenent Data" is defined by this docunent and the
correspondi ng "EBM. Schema" of the El enent’s "EBM. Docunent Type".

"Root Level": The starting level in the hierarchy of an "EBM
Docunment .
"Root Elenent": A mandatory, nonrepeating "EBM. El enent" that occurs

at the top level of the path hierarchy within an "EBM. Body" and
contains all other "EBM. El enents" of the "EBM. Body", excepting
optional "Void El ements".

"Top-Level Elenent”: An "EBM. El enent" defined to only occur as a
"Child Element" of the "Root Element"”.

"Master Elenent": The "Master Elenment" contains zero, one, or nany
ot her "EBM. El ements".

"Child Elenent": A "Child Elenent"” is arelative termto describe
the "EBM. El enents” imrediately contained within a "Mster
El enent ™.

"Parent Elenent": A relative termto describe the "Master El enent”

that contains a specified elenent. For any specified "EBM



El enent” that is not at "Root Level", the "Parent El enent" refers
to the "Master Elenent” in which that "EBML El enent” is directly

cont ai ned.
"Descendant Element": A relative termto describe any "EBM
El ements" contained within a "Master El ement”, including any of

the "Child El ements" of its "Child El enents", and so on.

"Void Elenent": An "Elenent" used to overwite data or reserve space
within a "Master Elenment" for |ater use.

"El ement Nane": The human-readabl e nane of the "EBM. El emrent".

"El enent Path": The hierarchy of "Parent Elenent"” where the "EBM
El ement” is expected to be found in the "EBM. Body".

"Enpty Elenent": An "EBML El enent" that has an "El ement Data Size"
with all "VINT_DATA" bits set to zero, which indicates that the
"El enent Data" of the "Elenment"” is zero octets in |ength.

3. Structure

EBML uses a system of Elenments to conpose an EBM. Docunent. EBM

El ements incorporate three parts: an Element 1D, an El enent Data
Size, and Element Data. The El enent Data, which is described by the
El ement 1D, includes either binary data, one or nore other EBM.

El ements, or both.

4. Vari abl e-Si ze | nteger

The Element 1D and El enent Data Size are both encoded as a Vari abl e-
Size Integer. The Variable-Size Integer is conposed of a VINT_W DTH,
VI NT_MARKER, and VINT_DATA, in that order. Variable-Size Integers
MUST | eft-pad the VINT_DATA value with zero bits so that the whole
Vari abl e-Si ze Integer is octet aligned. The Variable-Size |Integer
will be referred to as VINT for shorthand.

4.1. VINT_WDTH

Each Variabl e-Si ze Integer starts with a VINT_WDTH fol | owed by a

VI NT_MARKER. VINT_WDTH is a sequence of zero or nmore bits of val ue
"0" and is term nated by the VINT_MARKER, which is a single bit of
value "1". The total length in bits of both VINIT_WDTH and
VINT_MARKER is the total length in octets in of the Variable-Size

I nt eger.

The single bit "1" starts a Variable-Size Integer with a | ength of
one octet. The sequence of bits "01" starts a Variabl e-Si ze I nteger
with a length of two octets. "001" starts a Variable-Size Integer
with a length of three octets, and so on, with each additional "0"
bit adding one octet to the |l ength of the Variabl e-Size |Integer.

4.2. VI NT_MARKER

The VI NT_MARKER serves as a separator between the VINT_W DTH and

VI NT_DATA. Each Vari abl e-Si ze I nteger MJST contain exactly one

VI NT_MARKER. The VINT_MARKER is one bit in length and contain a bit
with a value of one. The first bit with a value of one within the
Vari abl e-Si ze Integer is the VINI_MARKER

4.3. VI NT_DATA

The VI NT_DATA portion of the Variable-Size Integer includes all data
followi ng (but not including) the VINT_MARKER until end of the

Vari abl e-Si ze I nteger whose length is derived fromthe VINT_W DTH.
The bits required for the VINT_WDTH and the VI NT_MARKER use one out



of every eight bits of the total Iength of the Variabl e-Si ze Integer
Thus, a Variable-Size Integer of 1l-octet length supplies 7 bits for
VI NT_DATA, a 2-octet length supplies 14 bits for VINT_DATA and a
3-octet length supplies 21 bits for VINT_DATA. |If the nunber of bits
required for VINT_DATA is less than the bit size of VINT_DATA, then
VI NT_DATA MJST be zero-padded to the left to a size that fits. The
VI NT_DATA val ue MJST be expressed as a bi g-endi an unsi gned i nt eger

VI NT Exanpl es

Tabl e 1 shows exanpl es of Variable-Size Integers with lengths from1l
to 5 octets. The "Usable Bits" colum refers to the nunber of bits
that can be used in the VINT_DATA. The "Representation” colum
depicts a binary expression of Variable-Size Integers where
VINT_WDTH is depicted by "0", the VINT_MARKER as "1", and the

VI NT_DATA as "x".

| Octet Length | Usable Bits | Representation |
[ e ———— e p—p——_————————— Ll p—p————
| 1 | 7 | IXXX XXXX |
. . e +
| 2 | 14 | 0IXX XXXX XXXX XXXX |
S o m e e e oo - o e e e e e e e meme oo +
| 3 | 21 | 001X XXXX XXXX XXXX XXXX XXXX

R S o mm e e e e e e a— oo oo +
| 4 | 28 | 0001 XXXX XXXX XXXX XXXX XXXX

| | | XXXX XXXX |
. I T T TRy +
| 5 | 35 | 0000 1IxxXX XXXX XXXX XXXX XXXX

| | | XXXX XXXX XXXX XXXX |
R S o mm e e e e e e a— oo oo +

Table 1. VINT exanpl es depicting usable bits

A Variabl e-Si ze Integer may be rendered at octet |lengths |larger than
needed to store the data in order to facilitate overwiting it at a
|ater date -- e.g., when its final size isn't known in advance. In
Table 2, an integer "2" (with a correspondi ng binary val ue of 0bl10)

i s shown encoded as different Variable-Size Integers with | engths
fromone octet to four octets. Al four encoded exanpl es have

i dentical semantic meaning, though the VINT_WDTH and t he paddi ng of
the VI NT_DATA vary.

[ sl s e e s e e e e s oo s s s s s st
| Integer | Cctet | As Represented in | As Represented in |
| | Length | VI NT (binary) | VINT (hexadecimal) |
| 2 | 1 | 1000 0010 | 0x82 |
R R o e e e e m oo oo o e e e e oo +
| 2 | 2 | 0100 0000 0000 0010 | 0x4002 |
S oo oo Fom oo +
| 2 | 3 | 0010 0000 0000 0000 | 0x200002 |
| | | 0000 0010 | |
S R o e e - o e e e e e oo - o e e e +
| 2 | 4 | 0001 0000 0000 0000 | 0x10000002 |
| | | 0000 0000 0000 0010 | |
S oo oo Fom oo +

Tabl e 2: VINT exanpl es depicting the same integer val ue rendered
at different VINT |engths

El enent 1D

An Elenent IDis a Variable-Size Integer. By default, Elenent |IDs
are fromone octet to four octets in length, although El ement |Ds of



greater |engths MAY be used if the EBM.Maxl DLengt h El ement of the
EBML Header is set to a value greater than four (see Section 11.2.4).
The bits of the VINT_DATA conponent of the El enment | D MJUST NOT be all
"0" values or all "1" values. The VINT_DATA conmponent of the El enent
I D MUST be encoded at the shortest valid |l ength. For exanple, an
Element 1D with binary encoding of "1011 1111" is valid, whereas an
Element 1D with binary encoding of "0100 0000 0011 1111" stores a
semantical ly equal VINT_DATA but is invalid, because a shorter VINT
encoding is possible. Additionally, an Elenent ID with binary
encodi ng of "1111 1111" is invalid, since the VINI_DATA section is
set to all one values, whereas an Elenent ID with binary encoding of
"0100 0000 0111 1111" stores a semantically equal VINT_DATA and is
the shortest-possible VINT encoding.

Table 3 details these specific exanples further

F oo ey oo s s e s s s o}
| VINT_WDTH | VI NT_MARKER | VINT_DATA | Elenent ID Status |
[ S s e e e e s s ey s s ety
| | 1| 0000000 | Invalid: VINT_DATA |
| | | | MUST NOT be set to

I I I | all 0 I
I I i S I A ] R I I R +
| 0| 1 | 00000000000000 | Invalid: VINT_DATA |
| | | | MUST NOT be set to

I I I | all 0 I
I L i I I T T T R I +
| | 1 0000001 | Valid |
I I i S I A ] R I I R +
| 0 | 1 | 00000000000001 | Invalid: A shorter

| | | | VI NT_DATA encodi ng

| | | | is avail able. |
I L i I I T T T R I +
| | 1| 0111111 | Valid |
I I i S I A ] R I I R +
| 0 | 1 | 00000000111111 | Invalid: A shorter

| | | | VI NT_DATA encodi ng

| | | | is avail able. |
I L i I I T T T R I +
| | 1] 1111111 | Invalid: VI NT_DATA |
| | | | MUST NOT be set to

I I I | all 1 I
R I F-- - - - - - i T I I R +
| 0| 1 | 00000001111111 | Valid |
I L i I I T T T R I +

Table 3: Exanples of valid and invalid El emrent |Ds

The range and count of possible Elenent IDs are determ ned by their
octet length. Exanples of this are provided in Table 4.

| Element ID Cctet Length | Range of Valid | Number of Valid

| | Element |Ds | El ement | Ds

[ e ————————————— L ——_—————————_ Ll ——(—(———— L
| 1 | 0x81 - OxFE | 126 |
e . +
| 2 | 0x407F - | 16, 256 |
| | Ox7FFE | |
St oo o - o e e e e oo - +
| 3 | 0x203FFF - | 2,080, 768

| | Ox3FFFFE | |
e . +
| 4 | Ox101FFFFF - | 268, 338, 304

| | Ox1FFFFFFE | |
St oo o - o e e e e oo - +



Tabl e 4. Exanpl es of count and range for Elenent |Ds at
various octet |engths

6. Elenment Data Size
6. 1. Data Si ze Fornat

The El enment Data Size expresses the length in octets of El ement Data.
The Element Data Size itself is encoded as a Variabl e-Si ze | nteger.
By default, Elenment Data Sizes can be encoded in | engths from one
octet to eight octets, although El enent Data Sizes of greater |engths
MAY be used if the octet length of the | ongest El enment Data Size of
the EBML Docunent is declared in the EBM.MaxSi zeLength El enent of the
EBM. Header (see Section 11.2.5). Unlike the VINT_DATA of the

El ement |1 D, the VINT_DATA conponent of the Elenment Data Size is not
mandated to be encoded at the shortest valid |length. For exanple, an
El ement Data Size with binary encoding of 1011 1111 or a binary
encodi ng of 0100 0000 0011 1111 are both valid El enent Data Sizes and
both store a senantically equal value (both 0b00000000111111 and
0b0111111, the VINT_DATA sections of the exanples, represent the

i nteger 63).

Al though an Elenment IDwith all VINT_DATA bits set to zero is
invalid, an Elenment Data Size with all VINT_DATA bits set to zero is
al l oned for EBM. El ement Types that do not nmandate a nonzero | ength
(see Section 7). An Elenent Data Size with all VINT_DATA bits set to
zero indicates that the Element Data is zero octets in length. Such
an EBML Elenent is referred to as an Enpty Elenent. [|f an Enpty

El ement has a default val ue declared, then the EBM. Reader MJST
interpret the value of the Enpty El enent as the default value. |[If an
Enpty El enent has no default value declared, then the EBM. Reader
MUST use the value of the Enpty El enent for the correspondi ng EBM

El ement Type of the Elenent ID, 0 for nunmbers and an enpty string for
strings.

6. 2. Unknown Data Size

An El enent Data Size with all VINT_DATA bits set to one is reserved
as an indicator that the size of the EBM. El enent is unknown. The
only reserved val ue for the VINT_DATA of Element Data Size is all
bits set to one. An EBML Elenment with an unknown El enent Data Size
is referred to as an Unknown-Si zed Elenent. Only a Master Elenent is
all oned to be of unknown size, and it can only be so if the
"unknownsi zeal | owed" attribute of its EBM. Schema is set to true (see
Section 11.1.6.10).

The use of Unknown-Sized El enents all ows an EBM. El ement to be
witten and read before the size of the EBML El enent i s known.
Unknown- Si zed El enments MUST only be used if the Elenent Data Size is
not known before the Elenent Data is witten, such as in sone cases
of datastreami ng. The end of an Unknown-Si zed El enent is determ ned
by whi chever cones first:

* Any EBML Element that is a valid Parent El enent of the Unknown-
Si zed El enent according to the EBML Schema, d obal El enents
excl uded.

* Any valid EBML El enent according to the EBML Scherma, d obal
El ements excluded, that is not a Descendant Elenent of the
Unknown- Si zed El erent but shares a common direct parent, such as a
Top- Level El enent.

* Any EBML Elenment that is a valid Root Elenent according to the
EBML Schema, G obal El enents excl uded.



* The end of the Parent El enent with a known size has been reached.

* The end of the EBM.L Docunent, either when reaching the end of the
file or because a new EBM. Header started.

Consi der an Unknown- Si zed El ement whose EBML path is

"\root\level 1\l evel 2\elt". Wen reading a new El enent I D, assum ng
the EBML Path of that new Elenent is valid, here are sone possible
and i npossi ble ways that this new Elenent is ending "elt":

+
| EBML Path of new el ement |
[} i —p——————————————————_—_ Ll et
| \root\level 1\| evel 2 | Ends the Unknown- Sized |
| Elenent, as it is a new |
| Parent El enent |

| \root\levell | Ends the Unknown-Sized |
| | Elenent, as it is a new |
| | Parent El enent |

| \root | Ends the Unknown-Sized |
| | Elenent, as it is a new |
| | Root El enent |

| \root2 | Ends the Unknown- Sized |
| | Elenent, as it is a new |
| | Root El enent |

| \root\level 1\| evel 2\ ot her | Ends the Unknown-Si zed |
| | Elenent, as they share the |
| | sane parent |

| \root\level 1\l evel 2\ el t | Ends the Unknown-Sized |
| | Elenent, as they share the |
| | same parent |

| \root\level 1\l evel 2\ el t\i nsi de | Doesn’t end the Unknown- |
| | Sized Elenment; it's a |
| | child of "elt" |

| \root\level 1\l evel 2\ elt\<gl obal > | G obal El enent is valid,; |
| | it’s a child of "elt" |

| d obal Elenent cannot be |
| interpreted with this |
| path; while parsing "elt", |
| a dobal Elenment can only |
| be a child of "elt” |

Table 5. Exanpl es of deternmining the end of an Unknown-Si zed
El enent

. 3. Data Si ze Val ues

For El enent Data Sizes encoded at octet |engths fromone to eight,
Table 6 depicts the range of possible values that can be encoded as
an Elenent Data Size. An Elenent Data Size with an octet length of 8
is able to express a size of 27"(56)-2 or 72,057,594, 037,927,934
octets (or about 72 petabytes). The maxi mum possi bl e val ue that can
be stored as Element Data Size is referred to as VI NTMAX

R el ety o
| Octet Length | Possible Val ue Range |
[ ety ey o



7

o e o e e eeeao oo +
| 2 | 0to 2°(14) - 2 |
o e e - o e ee e +
| 3 | 0to 2°(21) - 2 |
Fommm e Fom e e +
| 4 | 0to 2°(28) - 2 |
o e o e e eeea oo +
| 5 | 0to 2°(35) - 2 |
o e e - o e ee e +
| 6 | 0to 27(42) - 2 |
Fommm e Fom e e +
| 7 | 0to 2°(49) - 2 |
o e o e e eeea oo +
| 8 | 0to 2°(56) - 2 |
o e e - o e ee e +

Tabl e 6: Possibl e range of val ues
that can be stored in VINTs, by
octet length

If the length of Element Data equals 22(n*7)-1, then the octet length
of the Element Data Size MJST be at least n+tl. This rule prevents an
El ement Data Size from being expressed as the unknown-si ze val ue.
Table 7 clarifies this rule by showing a valid and invalid expression
of an Elenent Data Size with a VINT_DATA of 127 (which is equal to
27(1*7)-1) and 16,383 (which is equal to 27(2*7)-1).

El ement Data
Size Status |

Reserved |
(meani ng |
Unknown) |

| 1| 00000001111111 | Valid |
| | | | (meaning 127 |
| | | octets) |

| 00 | 1 | 000000000000001111111 | Valid |
| | | | (meaning 127 |
| | | | octets) |

| 1] 11111111111111 | Reserved |
| | | | (meaning |
| | | Unknown) |

| | | | (16,383 |

Tabl e 7: Denonstration of VINT_DATA reservation for VINTs of
unknown size

EBM. El enent Types

EBM. El enents are defined by an EBM. Schema (see Section 11.1), which
MUST decl are one of the foll owing EBM. El enent Types for each EBML

El ement. An EBM. El enent Type defines a concept of storing data
within an EBML El enment that describes such characteristics as |ength,
endi anness, and definition

EBM. El enents that are defined as a Signed |Integer El enment, Unsigned
Integer Element, Float Elenent, or Date El enment use bi g-endi an



st or age.
7.1. Signed Integer Elenent

A Signed Integer Element MJUST declare a length fromzero to eight
octets. If the EBM. Elenment is not defined to have a default val ue,
then a Signed Integer Element with a zero-octet length represents an
i nteger val ue of zero.

A Signed Integer Elenent stores an integer (nmeaning that it can be
witten without a fractional conmponent) that could be negati ve,
positive, or zero. Signed Integers are stored with two's conpl enent
notation with the leftnost bit being the sign bit. Because EBM.
limts Signed Integers to 8 octets in length, a Signed |nteger

El ement stores a nunmber from -9, 223,372,036, 854, 775,808 to

+9, 223, 372, 036, 854, 775, 807

7.2. Unsigned Integer Elenent

An Unsi gned I nteger Element MJUST declare a length fromzero to eight
octets. If the EBML Elenent is not defined to have a default val ue,
then an Unsigned Integer Elenent with a zero-octet length represents
an integer value of zero.

An Unsigned I nteger Elenment stores an integer (nmeaning that it can be
witten without a fractional conponent) that could be positive or
zero. Because EBML limts Unsigned Integers to 8 octets in |length,
an Unsigned |Integer Element stores a nunber fromO to

18, 446, 744,073, 709, 551, 615

7.3. Fl oat El enent

A Fl oat El enent MUST declare a length of either zero octets (0 bit),
four octets (32 bit), or eight octets (64 bit). |If the EBM. El enent
is not defined to have a default value, then a Float Elenent with a
zero-octet length represents a nunerical val ue of zero.

A Float El enent stores a floating-point nunber in the 32-bit and
64-bit binary interchange format, as defined in [|EEE. 754].

7.4. String El ement

A String Element MJST declare a length in octets fromzero to
VINTMAX. |If the EBM. El enent is not defined to have a default val ue,
then a String Elenment with a zero-octet length represents an enpty
string.

A String Element MJST either be enpty (zero-length) or contain
printable ASCI| characters [RFC0020] in the range of 0x20 to Ox7E,
with an exception made for term nation (see Section 13).

7.5. UTF-8 El enent

A UTF-8 El enent MUST declare a length in octets fromzero to VI NTMAX
If the EBM. Elenent is not defined to have a default value, then a
UTF-8 Elenent with a zero-octet |ength represents an enpty string.

A UTF-8 El enent contains only a valid Unicode string as defined in
[ RFC3629], with an exception nmade for term nation (see Section 13).

7.6. Dat e El enment

A Date Elemrent MJUST declare a Il ength of either zero octets or eight
octets. |If the EBM. Elenent is not defined to have a default val ue,
then a Date Element with a zero-octet length represents a tinestanp
of 2001-01-01T00: 00: 00. 000000000 UTC [ RFC3339].



The Date El ement stores an integer in the sane format as the Signed

I nteger Elenment that expresses a point in tine referenced in
nanoseconds fromthe precise beginning of the third m !l enniumof the
G egorian Cal endar in Coordinated Universal Time (al so known as

2001- 01-01TOO: 00: 00. 000000000 UTC). This provides a possible
expression of time from 1708-09-11T00: 12: 44. 854775808 UTC to
2293-04-11T11: 47: 16. 854775807 UTC.

7.7. Master El enent

A Master Element MJST declare a length in octets fromzero to VI NTMAX
or be of unknown I ength. See Section 6 for rules that apply to
el enents of unknown | ength.

The Master Elenent contains zero or nore other elenents. EBM

El ements contained within a Master Elenment MJST have the

EBM_Par ent Path of their Element Path equal to the EBM_Ful | Path of the
Mast er El enent El enent Path (see Section 11.1.6.2). Elenent Data
stored within Master El enents SHOULD only consist of EBM. El enents
and SHOULD NOT contain any data that is not part of an EBM. El enent.
The EBML Scherm identifies what Elenent IDs are valid within the
Master El enents for that version of the EBML Docunent Type. Any data
contained within a Master Elenment that is not part of a Child El enent
MJUST be i gnor ed.

7.8. Binary El enent

A Binary El ement MUST declare a length in octets fromzero to
VI NTMAX.

The contents of a Binary El enment should not be interpreted by the
EBM. Reader.

8. EBM. Docunent

An EBML Document is composed of only two components, an EBM. Header
and an EBM. Body. An EBM. Docunent MJST start with an EBML Header

that declares significant characteristics of the entire EBM. Body.

An EBML Docunent consists of EBM. El enents and MJUST NOT contain any
data that is not part of an EBM. El enent.

8. 1. EBM. Header

The EBM. Header is a declaration that provides processing
instructions and identification of the EBM. Body. The EBM. Header of
an EBML Docunent is anal ogous to the XM. Declaration of an XM
Docunent .

The EBM. Header documents the EBML Schenma (al so known as the EBM
DocType) that is used to semantically interpret the structure and
meani ng of the EBML Document. Additionally, the EBM. Header
docunents the versions of both EBM. and the EBML Scherma that were
used to wite the EBM. Docurment and the versions required to read the
EBM. Docunent .

The EBM. Header MJST contain a single Master Elenent with an El enent
Name of "EBM." and El ement |D of "Ox1A45DFA3" (see Section 11.2.1);
the Master El enent nay have any nunber of additional EBM. El enents
within it. The EBM. Header of an EBM. Document that uses an
EBM_Version of 1 MJST only contain EBM. El ements that are defined as
part of this docunent.

El ements within an EBM. Header can be at nobst 4 octets |ong, except
for the EBML El enent with El enent Nanme "EBM." and El enent ID
"0x1A45DFA3" (see Section 11.2.1); this Elenent can be up to 8 octets
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| ong.
EBM. Body

Al'l data of an EBM. Docunent follow ng the EBML Header is the EBM
Body. The end of the EBML Body, as well as the end of the EBM.
Docunent that contains the EBML Body, is reached at whi chever cones
first: the beginning of a new EBML Header at the Root Level or the
end of the file. This docunent defines precisely which EBM. El enents
are to be used within the EBM. Header but does not name or define

whi ch EBML El enents are to be used within the EBML Body. The
definition of which EBML El ements are to be used within the EBM. Body
is defined by an EBML Schema.

Wthin the EBM. Body, the nmaxi numoctet |ength allowed for any
Element IDis set by the EBM.Maxl DLength El enent of the EBML Header,
and the maxi num octet |length allowed for any El enent Data Size is set
by the EBM_.MaxSi zeLengt h El enent of the EBM. Header.

EBM. Stream

An EBM. Streamis a file that consists of one or nore EBM. Docunents
that are concatenated together. An occurrence of an EBM. Header at
the Root Level marks the begi nning of an EBML Docunent.

EBM. Ver si oni ng

An EBML Docunent handles 2 different versions: the version of the
EBM. Header and the version of the EBML Body. Both versions are
meant to be backward conpati bl e.

1. EBM. Header Version

The version of the EBML Header is found in EBM.Version. An EBM.
parser can read an EBML Header if it can read either the EBM.Version
version or a version equal or higher than the one found in
EBM_ReadVer si on.

2. EBM. Docunent Version

The version of the EBML Body is found in EBM.DocTypeVersion. A
parser for the particular DocType format can read the EBM. Docunent
if it can read either the EBM.DocTypeVersion version of that format
or a version equal or higher than the one found in
EBM.DocTypeReadVer si on.

El enments semantics
1. EBM. Schema

An EBML Schenma is a well-formed XML Docunent [ XM.] that defines the
properties, arrangenent, and usage of EBM. El enents that conpose a
speci fic EBM. Docunment Type. The relationship of an EBM. Schema to
an EBML Docunent is anal ogous to the relationship of an XM. Schema

[ XML- SCHEMA] to an XML Document [XM.]. An EBML Schema MUST be
clearly associated with one or nore EBML Docunent Types. An EBM
Docurrent Type is identified by a string stored within the EBM. Header
in the DocType El enent -- for exanple, Mtroska or WebM (see

Section 11.2.6). The DocType val ue for an EBML Document Type MJST be
uni que, persistent, and described in the | ANA registry (see

Section 17.2).

An EBML Schenma MJST decl are exactly one EBM. El enent at Root Level
(referred to as the Root Elenent) that occurs exactly once within an
EBML Docunent. The Void El ement MAY al so occur at Root Level but is
not a Root El enment (see Section 11.3.2).



The EBML Schema MUST docunent all El enents of the EBML Body. The
EBML Schenma does not docunment d obal Elenents that are defined by
this docunment (nanmely, the Void El ement and the CRC-32 El enent).

The EBML Scherma MUST NOT use the Element 1D "Ox1A45DFA3", which is
reserved for the EBML Header for the purpose of resynchronization.

An EBML Schenma MAY constrain the use of EBM. Header El enents (see
Section 11.2) by adding or constraining that El enent’s "range"
attribute. For exanple, an EBM. Schema MAY constrain the

EBM_MaxSi zeLength to a maxi mum val ue of "8" or MAY constrain the
EBM_Version to only support a value of "1". |If an EBML Schema adopts
the EBM. Header Elenent as is, then it is not required to docunent
that El ement within the EBML Schema. |f an EBML Schema constrains
the range of an EBML Header Elenent, then that El ement MJST be
docunmented within an "<el enent>" node of the EBML Schema. This
docunent provides an exanple of an EBML Schema; see Section 11.1.1.

.1.1. EBM. Schema Exanpl e

<?xm version="1.0" encodi ng="utf-8"?>
<EBMLSchema xm ns="urn:ietf:rfc:8794"
docType="fil es-i n-ebm -denp" version="1">
<l-- constraints to the range of two EBM. Header El enents -->
<el enent nane="EBM.ReadVer si on" pat h="\ EBM.\ EBM_ReadVer si on"
i d="0x42F7" m nCccurs="1" maxQccurs="1" range="1" defaul t="1"
type="ui nteger"/ >
<el ement nane="EBM._MaxSi zeLengt h"
pat h="\ EBM_.\ EBM_MaxSi zeLengt h" i d="0x42F3" m nCccurs="1"
maxCccur s="1" range="8" defaul t="8" type="uinteger"/>
<!-- Root Elenent-->
<el enent nanme="Fil es" path="\Files" id="0x1946696C'
type="nmaster">
<docunent ati on | ang="en"
pur pose="defi nition">Contai ner of data and
attributes representing one or many fil es. </ docunentati on>
</ el enent >
<el enent nanme="File" path="\Files\File" id="0x6146"
type="master" m nQccurs="1">
<docunent ati on | ang="en" purpose="definition">
An attached file.
</ docunent ati on>
</ el enent >
<el enent nanme="Fi | eName" path="\Fil es\File\Fil eNane"
i d="0x614E" type="utf-8"
m nCccurs="1">
<docunent ati on | ang="en" purpose="definition">
Fil ename of the attached file.
</ docurnent ati on>
</ el ement >
<el enent name="M neType" path="\Files\File\M neType"
i d="0x464D" type="string"
m nCccur s="1">
<docunent ati on | ang="en" purpose="definition">
M ME type of the file.
</ documnent ati on>
</ el ement >
<el enent name="Modi fi cati onTi mest anp"
pat h="\Fi |l es\ Fi | e\ Modi fi cationTi mestanp" id="0x4654"
type="date" m nCccurs="1">
<docunent ati on | ang="en" purpose="definition">
Modi fication tinestanp of the file.
</ document ati on>
</ el ement >
<el enent nanme="Data" path="\Files\File\Data" id="0x4664"
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type="bi nary" m nQccurs="1">
<docunent ati on | ang="en" purpose="definition">
The data of the file.
</ docunent ati on>
</ el ement >
</ EBMLSchema>

1.2. "<EBM.Schenma>" El enent

Wthin an EBM. Schena, the XPath [ XPath] of the "<EBM.Schena>"
el ement is "/EBM.Schema".

When used as an XM. Docunent, the EBML Schema MJST use " <EBM.Schema>"
as the top-level element. The "<EBM.Schema>" el ement can contain
"<el enent >" subel enent s.

1.3. "<EBM.Schenma>" Nanespace

The nanespace URI for elenments of the EBML Scherma is a URN as defi ned
by [ RFC8141] that uses the namespace identifier "ietf’ defined by

[ RFC2648] and extended by [ RFC3688]. This URN is
"urn:ietf:rfc:8794".

1.4. "<EBM.Schema>" Attri butes

Wthin an EBM. Schenm, the "<EBML.Schema>" el enent uses the follow ng
attributes to define an EBM. El enent:

1.4.1. docType

Wthin an EBM. Schema, the XPath of the "@ocType" attribute is
"/ EBMLSchema/ @locType"

The docType lists the official nane of the EBML Docunment Type that is
defined by the EBM. Schera; for exanple, "<EBM.Schema
docType="matr oska" >".

The "docType" attribute is REQU RED within the "<EBM.Schema>"
El emrent .

1.4.2. version

Wthin an EBML Schema, the XPath of the "@ersion" attribute is
"/ EBMLSchema/ @er si on"

The version lists a nonnegative integer that specifies the version of
the docType docunented by the EBM. Schema. Unlike XM. Schemas, an
EBML Scherma docunments all versions of a docType’'s definition rather
than using separate EBML Schenmas for each version of a docType. EBM
El ements may be introduced and deprecated by using the "mnver" and
"maxver" attributes of "<elenment>".

The "version" attribute is REQU RED within the "<EBM.Schema>"
El enent .

1.4.3. ebn

Wthin an EBML Schema, the XPath of the "@bnl" attribute is
"/ EBMLSchema/ @bni ".

The "ebm " attribute is a positive integer that specifies the version
of the EBM. Header (see Section 11.2.2) used by the EBM. Schenma. |If
the attribute is omtted, the EBM. Header version is 1.

1.5. "<elenent>" El ement
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Wthin an EBML Schema, the XPath of the "<el enent>" elenent is
"/ EBMLSchena/ el enent ™.

Each "<el enent >" defines one EBM. El enent through the use of several
attributes that are defined in Section 11.1.6. EBM. Schemas MAY
contain additional attributes to extend the semantics but MJST NOT
conflict with the definitions of the "<elenent>" attributes defined
within this docunent.

The "<el enent >" nodes contain a description of the neaning and use of
the EBML El ement stored within one or nore "<docunentation>"

subel enents, followed by optional "<inplementation_note>"

subel enents, followed by zero or one "<restriction>" subel enent,

foll owed by optional "<extension>" subelenents. Al "<elenent>"
nodes MJUST be subel ements of the "<EBM.Schenma>".

1.6. "<elenment>" Attributes

Wthin an EBM. Schema, the "<el enent>" uses the follow ng attributes
to define an EBM. El enent:

1.6.1. name

Wthin an EBML Schema, the XPath of the "@ane" attribute is
"/ EBMLSchenn/ el enent / @ame".

The nane provi des the human-readabl e nane of the EBM. El enment. The
val ue of the nane MJUST be in the formof characters "A" to "Z", "a"
to "z", "0" to "9", "-", and ".". The first character of the name
MJUST be in the formof an "A" to "Z", "a" to "z", or "0" to "9"
character.

The "nanme" attribute is REQU RED.
1.6.2. path

Wthin an EBM. Schema, the XPath of the "@ath" attribute is
"/ EBMLSchena/ el enent/ @at h".

The path defines the all owed storage |ocations of the EBM. El enent
within an EBML Docunent. This path MJST be defined with the full

hi erarchy of EBML El enents separated with a "\". The top EBM.

El ement in the path hierarchy is the first in the value. The syntax
of the "path" attribute is defined using this Augnmented Backus- Naur
Form (ABNF) [ RFC5234] with the case-sensitive update [ RFC7405]

not ati on:

The "path" attribute is REQU RED.
EBMLFul | Pat h = EBM_Par ent Pat h EBMLEIl enment

EBM_Par ent Pat h

Pat hDel i ni ter [ EBMLPar ent s]

EBM_Par ent s
I nt er nedi at ePat hAt om
EBM_Last Par ent

0* | nt er medi at ePat hAt om EBM_Last Par ent
EBM_Pat hAt om / d obal Pl acehol der
EBMLPat hAt om / d obal Pl acehol der

EBM_Pat hAt om [ sRecursive] EBM.At omNane PathDeliniter

EBM_E! enent [ sRecursive] EBM_At omNamne
Pat hDel i m t er ="\

| sRecursi ve = "+

EBM_At omNane = ALPHA / DIA T 0* EBMLNaneChar
EBM_NaneChar = ALPHA/ DGEGT/ "-" [ "."

d obal Pl acehol der

"(" d obal Parent Cccurrence "\)"



d obal Parent Cccurrence
Pat hM nCccurrence
Pat hMaxQCccurrence

[ Pat hM nCccurrence] "-" [PathMaxQccurrence]
1*DIA T ; no upper limt
1*DIA T ; no upper limt

The "*", "(", and ")" synbols are interpreted as defined in
[ RFC5234] .

The EBMLAt omNane of the EBM.El enent part MJST be equal to the "@ane"
attribute of the EBM. Schenma. |f the EBMLEl enent part contains an

| sRecursive part, the EBML El ement can occur within itself
recursively (see Section 11.1.6.11).

The starting PathDelimter of EBM.ParentPath corresponds to the root
of the EBML Docunent.

The " @ath" value MJST be unique within the EBM. Schema. The "@d"
val ue corresponding to this "@ath" MJST NOT be defined for use
wi thin another EBML El enent with the same EBM.ParentPath as this

"@ath" .

A path with a d obal Pl acehol der as the EBM.Last Parent defines a
d obal El enent; see Section 11.3. |If the elenment has no
EBM_Last Parent part, or the EBM.LastParent part is not a

d obal Pl acehol der, then the Elenment is not a d obal El enent.

The d obal Parent Cccurrence part is interpreted as the nunber of valid
EBM.Pat hAt om parts that can replace the d obal Pl acehol der in the
path. PathM nCccurrence represents the mni num nunber of

EBM_Pat hAt ons required to replace the d obal Pl acehol der.

Pat hMaxCQccurrence represents the maxi mum nunber of EBM_Pat hAt ons
possible to replace the @ obal Pl acehol der.

I f PathM nCccurrence is not present, then that d obal Parent Cccurrence
has a Pat hM nCccurrence value of 0. |f PathMaxQOccurrence i s not
present, then there is no upper bound for the pernitted number of
EBM_Pat hAt ons possi ble to replace the d obal Pl acehol der.

Pat hMaxQccurrence MJUST NOT have the value 0, as it would nean no
EBM.Pat hAt om can repl ace the d obal Pl acehol der, and the EBM.Ful | Pat h
woul d be the sane without that d obal Pl acehol der part.

Pat hMaxCccurrence MUST be bi gger than, or equal to,

Pat hM nCccurrence.

For exanple, in "\a\(0-1\)gl obal", the El enent path "\a\x\global"
corresponds to an EBM_Pat hAt om occurrence of 1. The El enent
"\a\x\y\global" corresponds to an EBM.Pat hAt om occurrence of 2, etc.
In those cases, "\a\x" or "\a\x\y" MJST be valid paths to be able to
contain the el ement "global".

Consi der another EBM. Path, "\a\(1l-\)global”. There has to be at

| east one EBM.Pat hAt om between the "\a\" part and "global". So the
"gl obal " EBM. El enent cannot be found inside the "\a" EBM. El enent,
as it neans the resulting path "\a\gl obal”™ has no EBM.Pat hAt om
between the "\a\" and "global". However, the "global" EBM.  El enent
can be found inside the "\a\b" EBM. El ement, because the resulting
pat h, "\a\b\gl obal", has one EBM._Pat hAt om between the "\a\" and
"global". Alternatively, it can be found inside the "\a\b\c" EBM.
El ement (two EBMLPat hAtom), or inside the "\a\b\c\d" EBM. El enent
(three EBMLPat hAton), etc.

Consi der another EBML Path, "\a\(0-1\)global". There has to be at
most one EBM_Pat hAt om between the "\a\" part and "global”. So the
"gl obal " EBM. El enent can be found inside either the "\a" EBM

El ement (0 EBM.Pat hAt om repl aci ng d obal Pl acehol der) or the "\a\b"
EBML El enent (one replacement EBM_Pat hAtom). But it cannot be found
inside the "\a\b\c" EBM. El enent, because the resulting path,
"\a\b\c\global", has two EBM_Pat hAt om between "\a\" and "gl obal ".
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1.6.3. id

Wthin an EBML Schema, the XPath of the "@d" attribute is
"/ EBMLSchenn/ el enent/ @ d".

The Element 1D is encoded as a Variable-Size Integer. It is read and
stored in big-endian order. In the EBML Schema, it is expressed in
hexadeci mal notation prefixed by a Ox. To reduce the risk of false
positives while parsing EBM. Streans, the Elenment |Ds of the Root

El ement and Top-Level El ements SHOULD be at |east 4 octets in |ength.
El ement |1 Ds defined for use at Root Level or directly under the Root
Level MAY use shorter octet lengths to facilitate paddi ng and
optimze edits to EBML Docunents; for instance, the Void El enment uses
an Elenent IDwith a length of one octet to allowits usage in nore
witing and editing scenari os.

The El ement 1D of any El enment found within an EBM. Document MJST only
match a single "@ath" value of its corresponding EBM. Schema, but a
separate instance of that El enment |D value defined by the EBM. Schema
MAY occur within a different "@ath". |If nore than one Elenment is
defined to use the same "@d" value, then the "@ath" val ues of those
El ements MJUST NOT share the same EBM_Parent Path. El ements MJST NOT
be defined to use the sanme "@d" value if one of their commbn Parent
El ements coul d be an Unknown-Si zed El enment.

The "id" attribute is REQU RED.
1.6.4. minCccurs

Wthin an EBML Schema, the XPath of the "@n nCccurs”" attribute is
"/ EBMLSchema/ el enent/ @n nCccur s”.

"m nCccurs” is a nonnegative integer expressing the mninumpermtted
nunber of occurrences of this EBML Elenent within its Parent El enent.

Each instance of the Parent Elenent MJST contain at |east this many
instances of this EBM. Elenment. |If the EBML El enrent has an enpty
EBM_Par ent Pat h, then "mi nQOccurs" refers to constraints on the
occurrence of the EBML Elenment within the EBM. Docunment. EBM

El ements with "m nCccurs” set to "1" that al so have a default val ue
(see Section 11.1.6.8) declared are not REQU RED to be stored but are
REQUIRED to be interpreted; see Section 11.1.19.

An EBM. El enent defined with a "m nQccurs" val ue greater than zero is
called a Mandatory EBM. El enent.

The "m nCccurs" attribute is OPTIONAL. If the "m nCccurs" attribute
is not present, then that EBM. El ement has a "m nCccurs” value of O.

The semantic nmeaning of "m nQccurs" within an EBM. Schema is
anal ogous to the neaning of "m nGCccurs" within an XM. Schena.

1.6.5. maxQOccur s

Wthin an EBML Schema, the XPath of the "@mxQccurs" attribute is
"/ EBMLSchena/ el enent / @maxCccur s”.

"maxQCccurs" is a nonnegative integer expressing the maxi num permtted
nurber of occurrences of this EBML Element within its Parent El enent.

Each instance of the Parent El enent MUST contain at nobst this many
i nstances of this EBM. El enment, including the unwitten mandatory
element with a default value; see Section 11.1.19. |f the EBM.
El ement has an enpty EBM.ParentPath, then "maxCccurs" refers to
constraints on the occurrence of the EBM. El enent within the EBM
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Docunent .

The "maxCccurs" attribute is OPTIONAL. |f the "maxCccurs" attribute
is not present, then there is no upper bound for the permtted nunber
of occurrences of this EBML Elenment within its Parent El enment or
within the EBM. Docurent, dependi ng on whet her or not the
EBM_Par ent Path of the EBML El ement is enpty.

The senmantic neani ng of "maxQccurs" within an EBM. Schema is

anal ogous to the neaning of "maxCccurs" within an XM. Schenma; when it
is not present, it's simlar to xm :maxQccur s="unbounded" in an XM
Schema

1.6.6. range

Wthin an EBM. Schenma, the XPath of the "@ange" attribute is
"/ EBMLSchenun/ el enrent / @ ange".

A numerical range for EBML El ements that are of nunerical types
(Unsi gned Integer, Signed Integer, Float, and Date). |If specified,
the value of the EBM. El enent MJST be within the defined range. See
Section 11.1.6.6.1 for rules applied to expression of range val ues.

The "range" attribute is OPTIONAL. |If the "range" attribute is not
present, then any value legal for the "type" attribute is valid.

1.6.6.1. Expression of range

The "range" attribute MIST only be used with EBML El enents that are
either signed integer, unsigned integer, float, or date. The
expressi on defines the upper, |ower, exact, or excluded value of the
EBM. El enent and optionally an upper boundary val ue conbined with a
| ower boundary. The range expressi on may contai n whitespace (using
the ASCI|I 0x20 character) for readability, but whitespace within a
range expressi on MJUST NOT convey neani ng.

To set a fixed value for the range, the value is used as the
attribute value. For exanple, "1234" means the EBM. el enent al ways
has the value 1234. The value can be prefixed with "not" to indicate
that the fixed value MJUST NOT be used for that Elenent. For exanple,
"not 1234" nmeans the El enment can use all values of its type except
1234.

The ">" sign is used for an exclusive |ower boundary, and the ">="
sign is used for an inclusive |ower boundary. For exanple, ">3"
means the El ement value MJST be greater than 3, and ">=0x1p+0" neans
the El ement val ue MJUST be greater than or equal to the floating val ue
1.0; see Section 11.1.18.

The "<" sign is used for an exclusive upper boundary, and the "<="
sign is used for an inclusive upper boundary. For example, "<-2"
means the El ement value MJST be less than -2, and "<=10" neans the
El ement val ue MJUST be |l ess than or equal to 10.

The | ower and upper bounds can be comnbined into an expression to form
a cl osed boundary. The |ower boundary comes first, followed by the
upper boundary, separated by a comma. For exanple, ">3,<= 20" neans
the El enment val ue MJUST be greater than 3 and | ess than or equal to

20.

A special formof |ower and upper bounds using the "-" separator is
possi bl e, neaning the El enent val ue MJUST be greater than, or equa
to, the first value and MJUST be | ess than or equal to the second
val ue. For exanple, "1-10" is equivalent to ">=1,<=10". If the
upper boundary is negative, the "range" attribute MJST only use the
latter form
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1.6.7. length

Wthin an EBM. Schenma, the XPath of the "@ength" attribute is
"/ EBM_Schena/ el ement/ @ engt h".

The "length" attribute is a value to express the valid length of the
El ement Data as witten, nmeasured in octets. The length provides a
constraint in addition to the Length value of the definition of the
correspondi ng EBM. El enent Type. This length MJST be expressed as
either a nonnegative integer or a range (see Section 11.1.6.6.1) that
consi sts of only nonnegative integers and valid operators.

The "length" attribute is OPTIONAL. |If the "length" attribute is not
present for that EBML El enent, then that EBM. El enent is only limted
in length by the definition of the associated EBM. El ement Type.

1.6.8. default

Wthin an EBML Schema, the XPath of the "@lefault" attribute is
"/ EBMLSchena/ el enent / @ef aul t".

If an Elenment is mandatory (has a "minCccurs" val ue greater than
zero) but not witten within its Parent El enent or stored as an Enpty
El ement, then the EBM. Reader of the EBM. Document MJST semantically
interpret the EBML El enent as present with this specified default
value for the EBM. Elenment. An unwitten nandatory Elenent with a
decl ared default value is semantically equivalent to that Elenent if
witten with the default value stored as the El ement Data. EBM

El ements that are Master El enents MJUST NOT decl are a default val ue.
EBML El enents with a "mi nCccurs” value greater than 1 MJST NOT

decl are a default val ue.

The default attribute is OPTI ONAL.
1.6.9. type

Wthin an EBM. Schenma, the XPath of the "@ype" attribute is
"/ EBMLSchena/ el enent/ @ ype".

The type MUST be set to one of the follow ng values: "integer"
(signed integer), "uinteger" (unsigned integer), "float", "string",
"date", "utf-8", "master”, or "binary". The content of each type is

defined in Section 7.
The "type" attribute is REQU RED.
1.6.10. unknownsi zeal | owed

Wthin an EBM. Schema, the XPath of the "@nknownsi zeal | owed"
attribute is "/EBM.Schena/ el enent/ @nknownsi zeal | owed".

This attribute is a boolean to express whether an EBM. El enment is
permitted to be an Unknown- Si zed El enent (having all VINT_DATA bits
of Elenent Data Size set to 1). EBM Elenments that are not Master
El emrents MJUST NOT set "unknownsi zeal |l owed" to true. An EBM. El enent
that is defined with an "unknownsi zeal | owed" attribute set to 1 MJST
al so have the "unknownsi zeal | owed" attribute of its Parent El enent
set to 1.

An EBML El enent with the "unknownsi zeal | owed" attribute set to 1 MJST
NOT have its "recursive" attribute set to 1.

The "unknownsi zeal | owed" attribute is OPTIONAL. [|f the
"unknownsi zeal | oned" attribute is not used, then that EBM. El enent is
not allowed to use an unknown El ement Data Si ze.
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1.6.11. recursive

Wthin an EBML Schema, the XPath of the "@ecursive" attribute is
"/ EBMLSchenn/ el enent/ @ ecur si ve".

This attribute is a boolean to express whether an EBM. El enent is
permtted to be stored recursively. |If it is allowed, the EBM

El enrent MAY be stored within another EBML El enent that has the same
El emrent I D, which itself can be stored in an EBM. El enment that has
the sane Elenent ID, and so on. EBM. El enents that are not Master
El ements MJUST NOT set recursive to true.

If the EBMLEl enent part of the "@ath" contains an | sRecursive part,
then the "recursive" value MJST be true; otherwi se, it MJST be false.

An EBML El enent with the "recursive" attribute set to 1 MJST NOT have
its "unknownsi zeal | owed" attribute set to 1.

The "recursive" attribute is OPTIONAL. If the "recursive" attribute
is not present, then the EBM.L El enent MUST NOT be used recursively.

1.6.12. recurring

Wthin an EBM. Schema, the XPath of the "@ecurring” attribute is
"/ EBMLSchena/ el ement/ @ ecurring"

This attribute is a boolean to express whether or not an EBM. El enent
is defined as an ldentically Recurring El enent; see Section 11.1.17

The "recurring” attribute is OPTIONAL. If the "recurring"” attribute
is not present, then the EBM. El enent is not an lIdentically Recurring
El emrent .

1.6.13. mnver

Wthin an EBML Schema, the XPath of the "@mn nver"” attribute is
"/ EBMLSchema/ el enent/ @r nver ™.

The "minver" (mninmmversion) attribute stores a nonnegative integer
that represents the first version of the docType to support the EBM.
El ermrent .

The "minver" attribute is OPTIONAL. If the "mnver" attribute is not
present, then the EBM. El enment has a mni numversion of "1".

1. 6. 14. maxver

Wthin an EBML Schema, the XPath of the "@mxver" attribute is
"/ EBMLSchema/ el enment / @raxver".

The "maxver" (maxi mum version) attribute stores a nonnegative integer
that represents the last or nost recent version of the docType to
support the element. "maxver" MJST be greater than or equal to

"m nver".

The "maxver" attribute is OPTIONAL. |If the "maxver" attribute is not
present, then the EBML El ement has a maxi mum version equal to the
value stored in the "version" attribute of "<EBM.Schema>"

1.7. "<docunentation>" El ement
Wthin an EBML Schema, the XPaths of the "<docunentation>" el enments

are "/ EBM.Schenn/ el enent / docunent ati on" and
"/ EBM_.Schena/ el enent/restricti on/ enunl docunent ati on"
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The "<documentati on>" el enment provides additional information about
EBML El enents or enuneration values. Wthin the "<docunmentation>"
el enment, the follow ng XHTM. [ XHTM.] el enents MAY be used: "<a>",
"<pbr>", and "<strong>".

1.8. "<docunentation>" Attributes

1.8.1. Ilang

Wthin an EBM. Scherma, the XPath of the "@ang" attribute is
"/ EBMLSchenua/ el enent / docunment ati on/ @ ang"

The "lang" attribute is set to the value from[RFC5646] of the
| anguage of the el enment’s docunentation.

The "lang" attribute is OPTI ONAL.
1.8.2. purpose

Wthin an EBM. Schenma, the XPath of the " @urpose" attribute is
"/ EBMLSchena/ el enent / docunent at i on/ @ur pose"

A "purpose" attribute distinguishes the meaning of the docunmentation
Val ues for the "<docunentation>" subel enent’s "purpose" attribute
MUST i nclude one of the values listed in Table 8.

[ el sy
| val ue of | definition |
| "purpose” | I
| attribute | |
[} gty g —p—_——(————————————————————————————————(——————— L
| definition | A "definition" is recommrended for every defined

| | EBML El enent. This docunentation explains the |
| | semantic meaning of the EBM. El enent. |
S ISRy T e +
| rationale | An explanation about the reason or catal yst for

| | the definition of the El ement. |
R oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| usage | Recommended practices or guidelines for both |
| notes | reading, witing, or interpreting the El enent.

S ISRy e +
| references | Informational references to support the |
| | contextualization and understanding of the |
| | value of the Elenent. |
S TR . +

Table 8: Definitions of the pernmitted values for the
"purpose" attribute of the docunentation El ement

The "purpose" attribute is REQU RED.
1.9. "<inplenmentation_note>" El enent

Wthin an EBM. Schema, the XPath of the "<inplenmentation_note>"
element is "/EBM.Schena/ el enent/i npl enmentati on_note".

In sone cases within an EBM. Docunent Type, the attributes of the
"<el ement>" el ement are not sufficient to clearly conmuni cate how the
defined EBM. Elenment is intended to be inplemented. For instance,
one EBML El enent night only be mandatory if another EBM. El erment is
present. As another exanple, the default value of an EBM. El enent

m ght be derived froma related Elenent’s content. |In these cases
where the Elenent’s definition is conditional or advanced

i npl ementati on notes are needed, one or many "<inpl enentation_note>"
el ements can be used to store that information. The

"<inpl ementation_note>" refers to a specific attribute of the parent
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"<el ement >" as expressed by the "note_attribute" attribute (see
Section 11.1.10.1).

1.10. "<inplenmentation_note>" Attributes
1.10.1. note_attribute

Wthin an EBM. Schenma, the XPath of the "@ote attribute" attribute
is "/EBM.Schema/ el ement/inpl enentati on_note/ @ote_attribute".

The "note_attribute" attribute references which of the attributes of
the "<element>" the "<inplenentation_note>" relates to. The
"note_attribute” attribute MIST be set to one of the follow ng val ues
(corresponding to that attribute of the parent "<element>"):

"m nCccurs”, "maxCccurs", "range", "length", "default", "mnver", or
"maxver". The "<inpl enentation_note>" SHALL supersede the parent
"<element>"'s attribute that is named in the "note_attribute"
attribute. An "<elenent>" SHALL NOT have nore than one

"<i npl ement ati on_note>" of the sane "note_attribute".

The "note_attribute" attribute is REQU RED.
1.10.2. "<inplenentation_note>" Exanple

The foll owi ng fragment of an EBML Schenma denonstrates how an
"<inplementation _note>" is used. |In this case, an EBM. Schenma
docunents a list of itens that are described with an optional cost.
The Currency El ement uses an "<inplenmentation note>" to say that the
Currency Elenent is REQURED if the Cost El enent is set, otherw se
not .

<el enent nane="Itens" path="\Itens" id="0x4025" type="naster"
m nCccurs="1" maxCQccurs="1">
<docunent ati on | ang="en" purpose="definition">
A set of itens.
</ docurent at i on>
</ el ement >
<el enent nane="Itent path="\Itens\Itent id="0x4026"
type="nmaster">
<docunent ation | ang="en" purpose="definition">
An item
</ docurent at i on>
</ el ement >
<el enent nanme="Cost" path="\ltens\Iltem Cost" id="0x4024"
type="float" maxCccurs="1">
<docunent ation | ang="en" purpose="definition">
The cost of the item if any.
</ docurent at i on>
</ el ement >
<el enent nanme="Currency" path="\Iltens\Item Currency" id="0x403F"
type="string" maxQccurs="1">
<docunent ation | ang="en" purpose="definition">
The currency of the item s cost.
</ docurent ati on>
<i npl erentati on_note note_attribute="m nCccurs”>
Currency MJUST be set (minCccurs=1) if the associated Item stores
a Cost, else Currency MAY be unset (minCccurs=0).
</inpl enentati on_not e>
</ el ement >

1.11. "<restriction>" El ement

Wthin an EBML Schema, the XPath of the "<restriction>" elenment is
"/ EBMLSchensa/ el enent/restriction".

The "<restriction>" element provides information about restrictions
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to the all owabl e values for the EBML El ement, which are listed in
"<enun®" el enents.

1.12. "<enun®" El enent

Wthin an EBML Schema, the XPath of the "<enun®" element is
"/ EBMLSchenn/ el enent/restriction/ enunt.

The "<enunt" el enent stores a list of values allowed for storage in
the EBM. El enent. The values MJST match the type of the EBM. El enent
(for exanmple, "<enum val ue="Yes">" cannot be a valid value for an
EBML El enent that is defined as an unsigned integer). An "<enunp"

el ement MAY al so store "<docunentation>" elenments to further describe
the "<enunp".

1.13. "<enump" Attributes

1.13.1. | abe

Wthin an EBML Schema, the XPath of the "@abel"” attribute is
"/ EBML.Schena/ el enent/restriction/ enuml @ abel "

The | abel provides a concise expression for human consunption that
descri bes what the value of "<enump" represents.

The "l abel” attribute is OPTI ONAL.
1.13.2. value

Wthin an EBML Schema, the XPath of the "@al ue" attribute is
"/ EBMLSchenn/ el enent/restriction/ enum @al ue"

The val ue represents data that MAY be stored within the EBM. El enent.
The "val ue" attribute is REQU RED.
1.14. "<extension>" El enent

Wthin an EBML Schema, the XPath of the "<extension>" elenent is
"/ EBMLSchena/ el enent / ext ensi on"

The "<extension>" el ement provides an unconstrained el enent to
contain information about the associated EBM. "<el enment>", which is
undefined by this docunent but MAY be defined by the associ ated EBM
Docurent Type. The "<extension>" el enment MJST contain a "type"
attribute and al so MAY contain any other attribute or subel emrent as
Il ong as the EBML Schema remains as a well-formed XML Docunent. Al
"<ext ensi on>" el ements MJUST be subel enents of the "<el ement>"

1.15. "<extension>" Attributes
1.15.1. type

Wthin an EBM. Schema, the XPath of the "@ype" attribute is
"/ EBMLSchema/ el enment / ext ensi on/ @ ype"

The "type" attribute should reference a name or identifier of the
project or authority associated with the contents of the

"<ext ensi on>" el enent.

The "type" attribute i s REQU RED.

1.16. XM Schema for EBM. Schemm

The foll owi ng provides an XM. Schema [ XM.- SCHEMA] for facilitating
verification of an EBM. Schema described in Section 11.1



<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema xm ns="urn:ietf:rfc:8794"
t arget Nanespace="urn:ietf:rfc:8794"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
xm ns: xhtm ="http://ww. w3. org/ 1999/ xht m "
el ement For mDef aul t =" qual i fi ed" version="01">

<l-- for HTML in coments -->
<xs:inport namespace="http://ww. w3.org/ 1999/ xhtm "
schemalLocati on="http://ww. w3. or g/ Mar kUp/ SCHEMA/ xht ml 11. xsd"/ >

<xs: el enent nanme="EBM.Schema" type="EBM.SchemaType"/>

<xs: conpl exType name="EBM.SchemaType" >
<XS:sequence>
<xs: el enent name="el ement" type="el enent Type"
m nCccurs="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nanme="docType" use="required"/>
<xs:attribute nanme="version" use="required" type="xs:integer"/>
<xs:attribute name="ebm " type="xs:positivelnteger"
defaul t="1"/>
</ xs: conpl exType>

<xs: conpl exType nanme="el enent Type" >
<XS:sequence>
<xs: el enent name="docunentation" type="docunentationType"
nm nCccur s="0" maxCccur s="unbounded"/ >
<xs: el enent name="i npl enent ati on_note" type="noteType"
m nCccur s="0" maxCOccur s="unbounded"/ >
<xs: el enent name="restriction" type="restrictionType"
m nCccurs="0" maxCccurs="1"/>
<xs: el enent nanme="extensi on" type="extensionType"
nm nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="nanme" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9A-Za-z.-]([0-9A-Za-z.-])*"/>
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
<xs:attribute nanme="path" use="required">
<l-- <xs:sinpleType>
<xs:restriction base="xs:integer">
<xs:pattern value="[0-9]*\*[0-9]*()"/>
</xs:restriction>
</ xs:sinpl eType> -->
</xs:attribute>
<xs:attribute nanme="id" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern val ue="0x([0-9A-F][0-9A-F])+"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="m nCccurs" defaul t="0">
<xs: si npl eType>
<xs:restriction base="xs:integer">
<xs: m nl ncl usi ve val ue="0"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="nmaxCOccurs" default="1">
<xs:si nmpl eType>



<xs:restriction base="xs:integer">
<xs: m nlncl usi ve val ue="0"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="range"/>
<xs:attribute name="Ilength"/>
<xs:attribute name="default"/>
<xs:attribute nanme="type" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="integer"/>
<xs:enuneration val ue="ui nteger"/>
<xs:enuneration value="float"/>
<xs: enuneration val ue="string"/>
<xs: enuneration val ue="date"/>
<xs:enuneration value="utf-8"/>
<xs:enuneration val ue="master"/>
<xs: enuneration val ue="binary"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="unknownsi zeal | owed" type="xs: bool ean”
defaul t="fal se"/>
<xs:attribute name="recursive" type="xs:bool ean"
defaul t="fal se"/>
<xs:attribute nanme="recurring" type="xs:bool ean"
defaul t="fal se"/>
<xs:attribute name="m nver" default="1">
<xs:si nmpl eType>
<xs:restriction base="xs:integer">
<xs: m nlncl usi ve val ue="0"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nanme="nmaxver">
<xs:si nmpl eType>
<xs:restriction base="xs:integer">
<xs: m nlncl usive val ue="0"/>
</ xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>

<xs: conpl exType name="restricti onType">
<XS:sequence>
<xs: el enent name="enun' type="enunType"
m nCccurs="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="ext ensi onType" >
<XS:sequence>
<xs:any processCont ent s="ski p"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="type" use="required"/>
<xs:anyAttribute processContents="skip"/>
</ xs: conpl exType>

<xs: conpl exType nanme="enunType" >
<XS:sequence>
<xs: el enent nanme="docunentation" type="docunentationType"
m nCccur s="0" maxCOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nanme="| abel "/ >
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<xs:attribute nanme="val ue" use="required"/>
</ xs: conpl exType>

<xs: conpl exType nanme="docunent ati onType" mni xed="true">
<Xs: sequence>

<xs: el enent nanme="a" type="xhtm : xhtml . a. type"
m nCccur s="0" maxCOccur s="unbounded"/ >
<xs: el enent nane="br" type="xhtm : xhtm . br.type"

m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent name="strong" type="xhtm :xhtnl.strong.type"
m nCccur s="0" maxCOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="|ang"/>
<xs:attribute nane="purpose" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="definition"/>
<xs:enuneration value="rational e"/>
<xs:enuneration val ue="references"/>
<xs: enuneration val ue="usage notes"/>
</ xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ xs: conpl exType>

<xs: conpl exType name="not eType" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="note_attribute" use="required">
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="m nCccurs"/ >
<xs: enuneration val ue="maxCccurs"/ >
<xs: enuneration val ue="range"/>
<xs:enuneration val ue="length"/>
<xs:enuneration val ue="defaul t"/>
<xs:enuneration val ue="m nver"/>
<xs: enuneration val ue="naxver"/>
</ xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ Xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: schema>

1.17. ldentically Recurring El enents

An ldentically Recurring Elenment is an EBML El enent that MAY occur
within its Parent El enent nore than once, but each recurrence of it
within that Parent El enment MJST be identical both in storage and
semantics. ldentically Recurring Elenents are permitted to be stored
multiple tines within the same Parent Elenent in order to increase
data resilience and optim ze the use of EBM. in transm ssion. For

i nstance, a pertinent Top-Level El enment could be periodically resent
within a datastreamso that an EBML Reader that starts reading the
streamfromthe middle could better interpret the contents.
Identically Recurring El ements SHOULD i nclude a CRC-32 Elenent as a
Child Elenment; this is especially recommended when EBML is used for

|l ong-term storage or transm ssion. |f a Parent Elenent contains nore
than one copy of an ldentically Recurring El enent that includes a
CRC-32 Elenment as a Child Elenment, then the first instance of the
Identically Recurring Element with a valid CRC- 32 val ue shoul d be
used for interpretation. |If a Parent El enent contains nore than one
copy of an ldentically Recurring El ement that does not contain a
CRC-32 Elenent, or if CRC-32 Elenments are present but none are valid,



then the first instance of the lIdentically Recurring El enment shoul d
be used for interpretation.

.1.18. Textual expression of floats

When a float value is represented textually in an EBM. Schemm, such
as within a default or range value, the float values MJST be
expressed as Hexadeci mal Fl oating-Point Constants as defined in the
Cl1l standard [| SCO899] (see Section 6.4.4.2 on Floating Constants).
Tabl e 9 provi des exanpl es of expressions of float ranges.

| as deci nmal | as Hexadeci mal Fl oating-Point Constants

[ gt p——————— s —p—_—(—————————————————
| 0.0 | O0x0p+1 |

RIS TS +
| 0.0-1.0 | OxOp+1-0x1p+0 |

o e e e e m e i oo o m m ot e e e e e e e e e e e e e e e e e e e e mmamomo +
| 1.0-256.0 | Ox1p+0-0x1p+8 |

o e e oo oo oo oo e e e e e e e e e e e oo oo +
| 0.857421875 | Ox1.b7p-1 |

RIS Y™ +
| -1.0--0.857421875 | -0x1p+0--0x1.b7p-1 |

o e e e e m e i oo o m m ot e e e e e e e e e e e e e e e e e e e e mmamomo +

Tabl e 9: Exanpl e of Floating-Point val ues and ranges as
deci mal and Hexadeci mal Fl oati ng-Poi nt Constants

Wthin an expression of a float range, as in an integer range, the -
(hyphen) character is the separator between the m ni mum and maxi mum
val ues permitted by the range. Hexadeci mal Fl oating-Point Constants
al so use a - (hyphen) when indicating a negative binary power.
Wthin a float range, when a - (hyphen) is i mediately preceded by a
letter p, then the - (hyphen) is a part of the Hexadecinmal Fl oating-
Poi nt Constant that notes negative binary power. Wthin a float
range, when a - (hyphen) is not inmediately preceded by a letter p,
then the - (hyphen) represents the separator between the m ni num and
maxi mum val ues pernmitted by the range.

.1.19. Note on the use of default attributes to define Mandatory EBM
El enent s

If a Mandatory EBM. El enent has a default value declared by an EBM.
Schema and the value of the EBML El enent is equal to the declared
default value, then that EBM. Elenent is not required to be present
within the EBM. Docunent if its Parent Elenent is present. In this
case, the default value of the Mandatory EBM. El ement MJST be read by
the EBM. Reader, although the EBML Elenment is not present withinits
Par ent El enent.

If a Mandatory EBM. El enent has no default val ue declared by an EBM.
Schema and its Parent Elenent is present, then the EBM. El enent MJST
be present, as well. |[If a Mandatory EBM. El enent has a default val ue
decl ared by an EBM. Schema, and its Parent El enent is present, and
the value of the EBML Elenment is NOT equal to the declared default

val ue, then the EBM. El enent MUST be present.

Table 10 clarifies whether a Mandatory EBM. El enent MJST be witten,
according to whether the default value is declared, the value of the
EBML El enent is equal to the declared default value, and/or the
Parent El enent is used.

+ + +
Is the default | Is the | I's the Parent

I I I
I I I

| hen is storing
| val ue decl ared-
I

I
he EBM. El enment |
REQUI RED? |

\)!—0'
i

val ue equal El enent
to default? present ?



| Yes | Yes | Yes | No |
. S I +
| Yes | Yes | No | No |
oo mmeeemeeaaaas I I IRy IR +
| Yes | No | Yes | Yes |
o e e e oo S T o e e e e oo oo +
| Yes | No | No | No |
. S I +
| No | n/ a | Yes | Yes |
oo mmeeemeeaaaas I I IRy IR +
| No | n/ a | No | No |
o e e e oo S T o e e e e oo oo +

Tabl e 10: Denonstration of the conditional requirenents of VINT
St or age

11. 2. EBM. Header El ements

Thi s docunent contains definitions of all EBM. El enents of the EBM
Header .

11.2.1. EBM. El enent
nanme: EBM
path: "\ EBWM."
id: Ox1A45DFA3
m nCccurs: 1
maxQOccurs: 1
type: Master El enent

description: Set the EBML characteristics of the data to foll ow
Each EBML Document has to start with this.

11.2.2. EBM.Version El enent
nane: EBM.Ver si on
pat h: "\ EBML\ EBM_Ver si on"
id: 0x4286
m nCccurs: 1
maxCccurs: 1
range: not O
default: 1
type: Unsigned Integer
description: The version of EBM. specifications used to create the
EBML Document. The version of EBM. defined in this docunent is 1
so EBM.Versi on SHOULD be 1.
11.2.3. EBM.ReadVersion El ement

nane: EBM.ReadVer sion

pat h: "\ EBM.\ EBM_ReadVer si on"
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id:  Ox42F7

m nCccurs: 1

maxCccurs: 1

range: 1

default: 1

type: Unsigned Integer

description: The mninum EBM. version an EBML Reader has to support
to read this EBM. Docunment. The EBM_ReadVersion El ement MUST be
| ess than or equal to EBM.Version.

2.4. EBM._Maxl DLengt h El enent

nane: EBM.Max| DLengt h

path: "\ EBML\ EBMLMax| DLengt h"

id:  Ox42F2

m nCccurs: 1

maxCccurs: 1

range: >=4

default: 4

type: Unsigned Integer

description: The EBM_Maxl DLength El enent stores the nmaximum
permtted length in octets of the Element 1Ds to be found wthin
the EBML Body. An EBMLMaxl| DLength El ement val ue of four is
RECOMVENDED, though | arger val ues are all owed.

2.5. EBM_MaxSi zeLengt h El enent

nane: EBM.MaxSi zelLength

pat h: "\ EBML\ EBM_MaxSi zeLengt h"

id:  Ox42F3

m nCccurs: 1

maxCccurs: 1

range: not O

default: 8

type: Unsigned Integer

description: The EBMLMaxSi zeLength El ement stores the maxi mum
permitted length in octets of the expressions of all Elenent Data
Sizes to be found within the EBM. Body. The EBM_MaxSi zeLengt h
El ement docunents an upper bound for the "length" of all El enent
Data Size expressions within the EBM. Body and not an upper bound
for the "value" of all Elenment Data Size expressions within the

EBML Body. EBM. El enents that have an El enent Data Size
expression that is larger in octets than what is expressed by



EBM_LMaxSi zeLengt h El enent are invalid.

11.2.6. DocType El enent

name: DocType

pat h: "\ EBM.\ DocType"

id: 0x4282

m nCccurs: 1

maxCccurs: 1

I ength: >0

type: String

description: A string that describes and identifies the content of
the EBML Body that follows this EBM. Header

11.2.7. DocTypeVersion El enent
nane: DocTypeVersion
pat h: "\ EBM.\ DocTypeVer si on"
id: 0x4287
m nCccurs: 1
maxCccurs: 1
range: not O
default: 1
type: Unsigned Integer

description: The version of DocType interpreter used to create the
EBM. Docunent .

11.2.8. DocTypeReadVersi on El enent

nane: DocTypeReadVersion

pat h: "\ EBM.\ DocTypeReadVer si on"

id: 0x4285

m nCccurs: 1

maxCccurs: 1

range: not O

default: 1

type: Unsigned Integer

description: The mninum DocType version an EBM. Reader has to
support to read this EBML Docunent. The value of the
DocTypeReadVer si on El enrent MJST be | ess than or equal to the val ue

of the DocTypeVersion El enent.

11.2.9. DocTypeExtensi on El enent



nane: DocTypeExt ension

pat h: "\ EBM.\ DocTypeExt ensi on"

id:

0x4281

m nCccurs: O

type: Master Elenent

description: A DocTypeExtension adds extra Elenments to the main

11. 2.

DocType+DocTypeVersion tuple it’s attached to. An EBM. Reader MAY
know t hese extra El enents and how to use them A DocTypeExtension
MAY be used to iterate between experinmental El enments before they
are integrated into a regular DocTypeVersion. Reading one
DocTypeExt ensi on version of a DocType+DocTypeVersion tuple doesn't
i mply one should be able to read upper versions of this

DocTypeExt ensi on.

10. DocTypeExt ensi onNane El enent

nane: DocTypeExt ensi onNane

pat h: "\ EBM.\ DocTypeExt ensi on\ DocTypeExt ensi onNane"

id:

0x4283

m nQccur s: 1

maxQccurs: 1

I ength: >0

type: String

description: The name of the DocTypeExtension to differentiate it

11. 2.

from ot her DocTypeExt ensi ons of the sanme DocType+DocTypeVer si on
tuple. A DocTypeExtensi onNane val ue MUST be unique within the
EBM. Header .

11. DocTypeExt ensi onVer si on El enent

nane: DocTypeExt ensi onVersion

pat h: "\ EBM.\ DocTypeExt ensi on\ DocTypeExt ensi onVer si on"

id:

0x4284

m nCccurs: 1

maxQOccurs: 1

range: not O

type: Unsigned Integer

description: The version of the DocTypeExtension. Different

11. 3.

DocTypeExt ensi onVer si on val ues of the same DocType +

DocTypeVersi on + DocTypeExt ensi onNanme tuple MAY contain completely
different sets of extra Elenents. An EBM. Reader MAY support
mul tiple versions of the sanme tuple, only one version of the
tuple, or not support the tuple at all.

d obal El enents
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EBML al | ows some special Elenents to be found within nore than one
parent in an EBM. Docunent or optionally at the Root Level of an EBM
Body. These El enents are called dobal Elenents. There are two

G obal El enents that can be found in any EBML Docunent: the CRC- 32

El ement and the Void Elenent. An EBML Schema MAY add ot her d oba
Elements to the format it defines. These extra elenments apply only
to the EBML Body, not the EBM. Header

G obal El enents are EBM. El enents whose EBM.Last Parent part of the

path has a d obal Pl acehol der. Because it is the |last Parent part of

the path, a dobal Elenment night al so have EBM_ParentPath parts in

its path. In this case, the @ obal El ement can only be found within

this EBM.ParentPath path -- i.e., it’s not fully "gl obal™

A d obal Elenent can be found in nmany Parent El enments, allow ng the

sanme nunber of occurrences in each Parent where this Elenment is

found.

3.1. CRC 32 Hl enent

nane: CRC 32

path: "\ (1-\)CRC 32"

id: OxBF

m nCccurs: O

maxCccurs: 1

length: 4

type: Binary

description: The CRC-32 Elenent contains a 32-bit Cyclic Redundancy
Check value of all the Element Data of the Parent El enment as
stored except for the CRC-32 Elenent itself. Wen the CRC 32
El ement is present, the CRC-32 El enent MJST be the first ordered
EBML El enent within its Parent El enent for easier reading. Al
Top- Level Elenents of an EBM. Docunent that are Master El enents
SHOULD include a CRC-32 Elenent as a Child Element. The CRC in
use is the | EEE-CRC-32 algorithmas used in the [1SO3309] standard
and in Section 8.1.1.6.2 of [ITU.V42], with initial value of
OXFFFFFFFF. The CRC val ue MUST be conputed on a little-endian
byt estream and MJST use little-endian storage.

3.2. Void El enent

nane: Void

path: "\ (-\)Void"

id:  OxEC

m nCccurs: O

type: Binary

description: Used to void data or to avoi d unexpected behavi ors when
usi ng damaged data. The content is discarded. Al so used to
reserve space in a subelenent for |ater use.
Consi derations for Reading EBM. Data

The foll owi ng scenarios describe events to consider when readi ng EBML
Docurents, as well as the recommended design of an EBM. Reader.
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If a Master El enent contains a CRC-32 El enment that doesn’t validate,
then the EBM. Reader MAY ignore all contained data except for
Descendant El ements that contain their own valid CRC 32 El enent.

In the followi ng XML representation of a sinple, hypothetical EBM
fragment, a Master El ement call ed CONTACT contains two Child

El ements, NAME and ADDRESS. 1In this exanple, sone data within the
NAME El enent had been altered so that the CRC-32 of the NAME El enent
does not validate, and thus any Ancestor Elenent with a CRC- 32 woul d
therefore also no | onger validate. However, even though the CONTACT
El ement has a CRC-32 that does not validate (because of the changed
data within the NAME El enent), the CRC- 32 of the ADDRESS El enent does
val idate, and thus the contents and semantics of the ADDRESS El enent
MAY be used.

<CONTACT>
<CRC- 32>c119a69b</ CRC- 32><! -- does not validate -->
<NANMVE>
<CRC- 32>1f 59ee2b</ CRC- 32><! - - does not validate -->
<FI RST- NAME>i nval i d dat a</ FI RST- NAVE>
<LAST- NAME>i nval i d dat a</ LAST- NAMVE>
</ NAMVE>
<ADDRESS>
<CRC- 32>df 941cc9</ CRC-32><!-- validates -->
<STREET>val i d dat a</ STREET>
<CI TY>val id data</CI TY>
</ ADDRESS>
</ CONTACT>

If a Master El ement contains nbre occurrences of a Child Master

El ement than permtted according to the "maxCccurs" and "recurring"
attributes of the definition of that El enment, then the occurrences in
addition to "maxCQccurs" MAY be ignored.

If a Master El enent contains nore occurrences of a Child El ement than
permtted according to the "maxOccurs” attribute of the definition of
that Elenent, then all instances of that Elenment after the first
"maxCccurs" occurrences fromthe beginning of its Parent El enent
SHOULD be i gnor ed.

Term nating El ements

Null Octets, which are octets with all bits set to zero, MAY follow
the value of a String Elenent or UTF-8 El enent to serve as a
termnator. An EBML Witer MAY termnate a String El enment or UTF-8
El ement with Null Cctets in order to overwite a stored value with a
new val ue of | esser length while naintaining the sane El enent Data
Size; this can prevent the need to rewite |arge portions of an EBM
Docunment. Oherwise, the use of Null Cctets within a String El enent
or UTF-8 Elenment is NOT RECOWENDED. The El enment Data of a UTF-8

El ement MJUST be a valid UTF-8 string up to whichever cones first: the
end of the Elenent or the first occurring Null octet. Wthin the

El ement Data of a String or UTF-8 El enment, any Null octet itself and
any following data within that El ement SHOULD be ignored. A string
val ue and a copy of that string value term nated by one or nore Null
Cctets are semantically equal .

Table 11 shows exanples of semantics and validation for the use of
Nul I Cctets. Values to represent Stored Val ues and the Semantic
Meani ng as represented as hexadeci mal val ues.
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oo oo +
| Ox65 0x62 0x00 0x00 | Ox65 0x62 |
i i +
| Ox65 0x62 | Ox65 0x62 |
o o +

Tabl e 11: Exanpl es of semantics for Null
Cctets in VINT_DATA

Gui delines for Updating El ements

An EBM. Docunent can be updated without requiring that the entire
EBML Document be rewitten. These recomendations describe
strategies for changing the Elenment Data of a witten EBM. El enent
with mninmal disruption to the rest of the EBML Docunent.

1. Reducing Element Data in Size

There are three nethods to reduce the size of Elenent Data of a
witten EBM. El enent.

1.1. Adding a Void El enent

When an EBM. El enent is changed to reduce its total length by nore
than one octet, an EBM. Witer SHOULD fill the freed space with a
Voi d El enent.

1.2. Extending the Elenent Data Size

The sane value for Elenent Data Size MAY be witten in various
| engths, so for minor reductions of the El enent Data, the El enent
Size MAY be witten to a |longer octet length to fill the freed space.

For exanple, the first row of Table 12 depicts a String El erent that
stores an Elenment ID (3 octets), Element Data Size (1 octet), and

El ement Data (4 octets). |If the Elenent Data is changed to reduce
the length by one octet, and if the current length of the El enent
Data Size is less than its maximum pernitted | ength, then the El enment
Data Size of that Element MAY be rewitten to increase its length by
one octet. Thus, before and after the change, the EBM. El enent

mai ntains the same length of 8 octets, and data around the El enent
does not need to be noved.

[ ool e e sl oo e ey oo 3
| Status | Elenent ID| Elenent Data Size | Elenent Data |
[ s e el ool sl
| Before edit | 0x3B4040 | 0x84 | 0x65626D6C |
i i I i i I I S F-- - - - - - +
| After edit | 0x3B4040 | 0x4003 | Ox6D6B76 |
I I I I IR R I +

Tabl e 12: Exanple of editing a VINT to reduce VI NT_DATA
| ength by one octet

This nmethod i s RECOWENDED when the Elenent Data is reduced by a
single octet; for reductions by two or nore octets, it is RECOMVENDED
to fill the freed space with a Void El enment.

Note that if the Element Data |length needs to be rewitten as
shortened by one octet and the El enment Data Size could be rewitten
as a shorter VINT, then it is RECOWENDED to rewite the El ement Data
Si ze as one octet shorter, shorten the Elenent Data by one octet, and
follow that Element with a Void El enent. For exanple, Table 13
depicts a String Element that stores an Elenent ID (3 octets),
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El ement Data Size (2 octets, but could be rewitten in one octet),
and Element Data (3 octets). |If the Elenent Data is to be rewitten
to a two-octet length, then another octet can be taken from El enent
Data Size so that there is enough space to add a two-octet Void

El enent .

[ ety s ooty s ey
| Status | Element ID| Element Data Size | Element Data | Void |

| | | | El enent |
[ e oo e s e e s oo e
| Before | 0x3B4040 | 0x4003 | 0x6D6B76 | |
+-------- R F- - e m - - - I i I I +
| After | Ox3B4040 | 0x82 | 0x6869 | OXEC80 |
+-------- I i i I I S F-- - - - - - +---- - - - +

Tabl e 13: Exanple of editing a VINT to reduce VINT_DATA | ength
by nore than one octet

1.3. Terminating El enent Data

For String Elenents and UTF-8 El enents, the |length of Elenent Data
could be reduced by adding Null Cctets to term nate the El enent Data
(see Section 13).

In Tabl e 14, El enment Data four octets long is changed to a val ue
three octets long, followed by a Null Cctet; the Elenent Data Size
includes any Null Octets used to terninate El enent Data and therefore
remai ns unchanged.

[ s e el ool sl
| Status | Elenent ID| Elenent Data Size | Elenent Data |
B Rl el e el el
| Before edit | 0x3B4040 | Ox84 | 0x65626D6C |
I I I I IR R I +
| After edit | 0x3B4040 | 0x84 | 0x6D6B7600 |
I R F- - e m - - - I i I +

Tabl e 14: Exanple of termnating VINT_DATA with a Null
Cctet when reducing VINT | ength during an edit

Note that this method is NOT RECOMMENDED. For reductions of one
octet, the nethod for Extending the Element Data Size SHOULD be used.
For reduction by nore than one octet, the nmethod for Adding a Void

El ement SHOULD be used.

2. Considerations when Updating El enents with Cyclic Redundancy
Check (CRC)

If the Elenent to be changed is a Descendant El ement of any Master

El ement that contains a CRC-32 El enent (see Section 11.3.1), then the
CRC- 32 El enent MUST be verified before pernitting the change.
Additionally, the CRC-32 El enent val ue MJST be subsequently updated
to reflect the changed data.

Backward and Forward Conpatibility

El ements of an EBM. format SHOULD be desi gned with backward and
forward compatibility in mnd.

1. Backward Conpatibility

Backward conpatibility of new EBML El enments can be achi eved by using
default values for nmandatory el enents. The default val ue MJST
represent the state that was assuned for previous versions of the
EBML Schema, without this new EBML Element. |If such a state doesn’t
make sense for previous versions, then the new EBM. El emrent SHOULD
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NOT be mandatory.

Non- mandat ory EBM. El enents can be added in a new EBM.DocTypeVer si on.
Since they are not mandatory, they won't be found in ol der versions
of the EBM.DocTypeVersion, just as they m ght not be found in newer
versions. This causes no conpatibility issue.

2. Forward Conpatibility

EBM. El enents MAY be narked as deprecated in a new EBM.DocTypeVersi on
usi ng the "maxver" attribute of the EBM. Scherma. |f such an El enent
is found in an EBM. Docunent with a newer version of the
EBM_DocTypeVersi on, it SHOULD be di scarded.

Security Considerations

EBML itself does not offer any kind of security and does not provide
confidentiality. EBM. does not provide any kind of authorization
EBML only offers marginally useful and effective data integrity
options, such as CRC el enents.

Even if the semantic |ayer offers any kind of encryption, EBM itself
could leak information at both the semantic |ayer (as declared via
the DocType Elenment) and within the EBM. structure (the presence of
EBM. El enents can be derived even with an unknown senmantic | ayer
using a heuristic approach -- not without errors, of course, but with
a certain degree of confidence).

An EBML Document that has the followi ng issues may still be handl ed
by the EBM. Reader and the data accepted as such, dependi ng on how
strict the EBM. Reader wants to be

* |nvalid Elenent IDs that are longer than the limt stated in the
EBMLMVaxI| DLengt h El enent of the EBM. Header.

* Invalid Elenment I1Ds that are not encoded in the shortest-possible
way.

* |nvalid Elenent Data Size values that are longer than the limt
stated in the EBM_.MaxSi zeLengt h El enent of the EBM. Header

El ement 1 Ds that are unknown to the EBML Reader MAY be accepted as
valid EBM. IDs in order to skip such el enents.

EBM. El enents with a string type may contain extra data after the
first 0x00. These data MJST be di scarded according to the Section 13
rul es.

An EBML Reader may discard sone or all data if the following errors
are found in the EBML Docunent:

* |Invalid Elenent Data Size values (e.g., extending the | ength of
the EBML El ement beyond the scope of the Parent El ement, possibly
triggering access-out-of-bounds issues).

* Very high lengths in order to force out-of-nenory situations
resulting in a denial of service, access-out-of-bounds issues,
etc.

* Mssing EBM. El enents that are mandatory in a Master El ement and
have no decl ared default val ue, making the semantic invalid at
that Master Elenment |evel.

* Usage of invalid UTF-8 encoding in EBM. El enents of UTF-8 type
(e.g., in order to trigger access-out-of-bounds or buffer-overflow
i ssues).
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* Usage of invalid data in EBM. Elenents with a date type,
triggering bogus date accesses.

*  The CRC-32 Elenent (see Section 11.3.1) of a Master El enment
doesn’t match the rest of the content of that Master El enent.

Si de-channel attacks could exploit:

* The senmantic equival ence of the same string stored in a String
El ement or UTF-8 Elenent with and without zero-bit paddi ng, naking
compari son at the semantic |evel invalid.

* The senantic equival ence of VINT_DATA within El enent Data Size
with two different | engths due to | eft-padding zero bits, naking
conparison at the semantic |evel invalid.

* Data contained within a Master Elenent that is not itself part of
a Child Elenent, which can trigger incorrect parsing behavior in
EBM. Readers

* Extraneous copies of ldentically Recurring El erent, nmaking parsing
unnecessarily slow to the point of not being usable.

* Copies of ldentically Recurring El enent within a Parent El enent
that contain invalid CRC-32 Elenents. EBM. Readers not checking
the CRC-32 nmight use the version of the elenment with m smatching
CRC- 32s.

* Use of Void Elenments that could be used to hide content or create
bogus resynchroni zati on points seen by sone EBM. Readers and not
ot hers.

| ANA Consi der ati ons
1. EBM. Elenent |IDs Registry

Thi s docunent creates a new | ANA registry called the "EBM. El enent
| Ds" registry.

El ement I Ds are described in Section 5. Elenent |1Ds are encoded
usi ng the VINT nechani sm described in Section 4 and can be between
one and five octets long. Five-octet-long El enent |IDs are possible
only if declared in the header

This I ANA registry only applies to Elenments that can be contained in
the EBML Header, thus including dobal Elements. Elenents only found
in the EBM. Body have their own set of independent El enent |IDs and
are not part of this I ANA registry.

One-octet Elenment |Ds MJUST be between 0x81 and OxFE. These itens are
val uabl e because they are short, and they need to be used for
commonly repeated elenments. Elenent IDs are to be allocated within
this range according to the "RFC Required" policy [ RFC8126].

The foll owi ng one-octet Elenent |Ds are RESERVED: OxFF and 0x80.

Val ues in the one-octet range of 0x00 to Ox7F are not valid for use
as an Elenent ID

Two- octet El enment | Ds MJUST be between 0x407F and Ox7FFE. El enent |Ds
are to be allocated within this range according to the "Specification
Requi red" policy [RFC8126].

The foll owing two-octet Element |Ds are RESERVED: Ox7FFF and 0x4000.



Val ues in the two-octet ranges of 0x0000 to Ox3FFF and 0x8000 to
OXFFFF are not valid for use as an Elenent ID

Three-octet Element | Ds MJST be between 0x203FFF and Ox3FFFFE
Element IDs are to be allocated within this range according to the
"First Cone First Served" policy [RFC8126].

The followi ng three-octet Elenment |Ds are RESERVED: O0x3FFFFF and
0x200000.

Val ues in the three-octet ranges of 0x000000 to Ox1FFFFF and 0x400000
to OXFFFFFF are not valid for use as an El enent |ID,

Four-octet Elenent |Ds MJST be between Ox101FFFFF and Ox1FFFFFFE
Four-octet Elenent |IDs are sonmewhat special in that they are usefu
for resynchronizing to major structures in the event of data
corruption or loss. As such, four-octet Element IDs are split into
two categories. Four-octet Elenment |Ds whose |ower three octets (as
encoded) would make printable 7-bit ASCI | values (0x20 to Ox7E,

i nclusive) MJUST be all ocated by the "Specification Required" policy.
Sequential allocation of values is not required: specifications
SHOULD i ncl ude a specific request and are encouraged to do early

al | ocati ons.

To be cl ear about the above category: four-octet Elenment |Ds al ways
start with hex 0x10 to Ox1F, and that octet nmay be chosen so that the
entire VINT has sone desirable property, such as a specific CRC. The
other three octets, when ALL having val ues between 0x20 (32, ASC I
Space) and Ox7E (126, AsSCIl "~"), fall into this category.

O her four-octet Elenent IDs may be allocated by the "First Cone
First Served" policy.

The following four-octet Element |Ds are RESERVED: Ox1FFFFFFF and
0x10000000.

Val ues in the four-octet ranges of 0x00000000 to OxOFFFFFFF and
0x20000000 to OxFFFFFFFF are not valid for use as an El enent |ID

Fi ve-octet Elenent |IDs (val ues from OxO080FFFFFFF to OxOFFFFFFFFE) are
RESERVED according to the "Experinmental Use" policy [ RFC8126]: they
may be used by anyone at any tinme, but there is no coordi nation

I D Values found in this docunent are assigned as initial values as
fol |l ows:

| 0x4282 | DocType Described in |

Section 11.2.6 |

| Elenent ID | Elenent Name | Reference |
[ gt —— Cp———(——————————(—————————— s p—p—_—r
| Ox1A45DFA3 | EBML | Described in |
| | | Section 11.2.1 |
- T R +
| 0x4286 | EBM.Version | Described in |
| | | Section 11.2.2 |
R o e e e e e e oo o e e e oo +
| 0x42F7 | EBM_ReadVer si on | Described in |
| | | Section 11.2.3
- T R +
| 0x42F2 | EBM_MaxI DLengt h | Described in |
| | | Section 11.2.4 |
R o e e e e e e oo o e e e oo +
| 0x42F3 | EBM_MaxSi zelLengt h | Described in |
| | | Section 11.2.5
- T R +

I

I



| 0x4287 | DocTypeVersion | Described in |
| | | Section 11.2.7 |
Fom e e o - o m e e e e i oo o e e oo +
| 0x4285 | DocTypeReadVer si on | Described in |
| | | Section 11.2.8

R o e e e e e e oo o e e e oo +
| 0x4281 | DocTypeExt ension | Described in |
| | | Section 11.2.9 |
Fom e e o - o m e e e e i oo o e e oo +
| 0x4283 | DocTypeExt ensi onNane | Described in |
| | | Section 11.2.10 |
R o e e e e e e oo o e e e oo +

| 0x4284 | DocTypeExt ensionVersion | Described in
I I | Section 11.2.11 |

Fom e e o - o m e e e e i oo o e e oo +
| OxBF | CRC- 32 | Described in |
| | | Section 11.3.1 |
R o e e e e e e oo o e e e oo +
| OxEC | Void | Described in

| | | Section 11.3.2 |
Fom e e o - o m e e e e i oo o e e oo +

Tabl e 15: 1 Ds and Nanmes for EBM. El ements assigned by
thi s docunent

17.2. EBM. DocTypes Registry

Thi s docunent creates a new | ANA registry called the "EBM. DocTypes"
registry.

To register a new DocType in this registry, one needs a DocType nane,
a Description of the DocType, a Change Controller (IESG or email of
registrant), and an optional Reference to a docunent describing the
DocType

DocType val ues are described in Section 11.1.4.1. DocTypes are ASCl|
strings, defined in Section 7.4, which |abel the official name of the
EBML Docunent Type. The strings may be all ocated according to the
"First Cone First Served" policy.

The use of ASCI| corresponds to the types and code already in use;
the value is not neant to be visible to the user

DocType string val ues of "natroska" and "webni are RESERVED to the
| ETF for future use. These can be assigned via the "I ESG Approval "
or "RFC Required" policies [RFC8126].
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