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Abst ract
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I ntroduction

I nformation-centric networking (ICN) is an architecture to evol ve the
Internet infrastructure fromthe existing host-centric design to a
data-centric architecture, where accessing data by nane becones the
essential network primtive. The goal is to let applications refer
to data independently of their location or nmeans of transportation,
whi ch enabl es native nulticast delivery, ubiquitous in-network
caching, and replication of data objects.

As the work on this topic continues to evolve, nany new terns are
energing. The goal of this docunent is to collect the key terns with
a corresponding definition as they are used in the CCNx and NDN
projects. Anobng the inportant docunents for these projects are

[ RFC8569], [RFC8609], and [ NDNTLV]. Oher ICN projects such as

[ NETINF], [PSIRP], or [MOBILITY-FIRST] are not covered and may be the
subj ect of other docunents.

In this docurment, to help provide context for the individual defined
terns, we first sketch the bigger picture of an I CN network by

i ntroduci ng the basic concepts and identifying the nmajor conponents
of the architecture in Section 2; after which, in Section 3, ICN\
related terns are listed by different categories. Readers should be
aware that in this organization, sone terns nmay be used in other
definitions before they thensel ves are defi ned.

Wil e this terni nol ogy docunent describes both confidentiality and
integrity-related terms, it should be noted that |ICN architectures
I'i ke NDN and CCNx generally do not provide data confidentiality,
which is treated in these architectures as an application-|ayer
concern

Thi s docunent represents the consensus of the Information-Centric

Net wor ki ng Research Group (ICNRG. It has been reviewed extensively
by the Research Group (RG nenbers active in the specific areas of
work covered by the docunent. It is not an | ETF product and is not

i ntended for standardi zation in the | ETF.

A Sketch of the Big Picture of ICN



In networking ternms, an ICNis a delivery infrastructure for named
data. For other conplenenting views, see Section 4.
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Legend: n=nane, c=content, s=signature
Figure 1: Request-Reply Protocol of ICN NetworKking.

The following |ist describes the basic ICN concepts needed to di scuss
the inplenentation of this service abstraction

*Request - Reply Protocol (Interest and Data Packet):*

An I CN s | ookup service is inplenented by defining two types of
networ k packet formats: |Interest packets that request content by
nane and Data packets that carry the requested content. The
returned Data packet must match the request’s paraneters (e.g.,
having a partially or fully matching nane). |If the request is
anbi guous and several Data packets would satisfy the request, the
I CN network returns only one matching Data packet (thus achieving
fl ow bal ance between Interest and Data packets over individua
Layer 2 interfaces).

*Packet and Content Nanes:*

Wthout a strong cryptographic binding between the nane of a Data
packet and its content, Data packet nanes woul d be usel ess for
fetching specific content. In ICN, verification of a Data
packet’s nane-to-content binding is achieved through cryptographic
means either by (1) a cryptographic signature that explicitly

bi nds an application-chosen nanme to a Data packet’s content or by
(2) relying on an inplicit name (cryptographic hash of the Data
packet with or wi thout application-chosen nane) that the data
consuner obtained through other neans.

*Data Authenticity and Encryption:*

Any data consumer or network el enment can (in principle) validate
the authenticity of a Data packet by verifying its cryptographic
name-to-content binding. Note that data authenticity is distinct
fromdata trustworthiness, though the two concepts are related. A
packet is authentic if it has a valid name-to-content binding, but
it my still be unwise to "trust" the content for any particul ar
pur pose.

*Trust:*

Data authenticity is distinct fromdata trustworthiness, though
the two concepts are related. A packet is authentic if it has a

valid nane-to-content binding. A packet is trustworthy, i.e., it
comes froma reputable or trusted origin, if this binding is valid
in the context of a trust nodel. The trust nodel provides

assurance that the nanme used for a given piece of content is
appropriate for the value of the content. Section 6 discusses



this further.
*Segnenting and Versioning: *

An I CN network will be engineered for some packet size limt. As
application-level data objects will often be considerably |arger,
obj ects nmust be segnented into multiple Data packets. The nanes
for these Data packets can, for exanple, be constructed by
choosi ng one application-level object nane to which a different
suffix is added for each segnment. The same nmethod can be used to
handl e different versions of an application-|level object by

i ncluding a version nunber in the nane of the overall object.

*Packet and Frane:*

NDN and CCNx introduce Protocol Data Units (PDUs), which typically
are larger than the maxi numtransm ssion unit of the underlying
net wor ki ng technol ogy. W refer to PDUs as packets and the
(potentially fragnented) packet parts that traverse MIU bound
Layer 2 interfaces as frames. Handling Layer 2 technol ogi es that
|l ead to fragnentation of ICN packets is done inside the ICN
network and is not visible at the service interface.

*| CN Node: *

A node within an ICN network can fulfill the role of a data
producer, a data consuner, and/or a forwarder for Interest and
Dat a packets. Wen a forwarder has connectivity to nei ghbor
nodes, it performs Interest and Data packet forwarding in rea
time. It can also behave as a store and forward node carrying an
Interest or Data packet for some time before forwarding it to the
next node. An ICN node nmay al so run routing protocols to assist
its Interest forwarding decisions.

*Forwar di ng Pl ane: *

The canoni cal way of inplenenting packet forwarding in an ICN
network relies on three data structures that capture a node’s
state: a Forwarding Interest Base (FIB), a Pending Interest
Table (PIT), and a Content Store (CS). It also utilizes Interest
forwardi ng strategi es, which take input fromboth FIB and
measurenents to make Interest forwardi ng decisions. Wen a node
receives an Interest packet, it checks its CS and PIT to find a
mat ching entry; if no match is found, the node records the
Interest inits PIT and forwards the Interest to the next hop(s)
towards the requested content, based on the information in its
FI B.

3. Terms by Category
3.1. Generic Terns
*Information-Centric Networking (ICN):*

A networking architecture that retrieves Data packets in response
to Interest packets. Content-Centric Networking (CCNx 1.x) and
Naned Data Networking (NDN) are two realizations (designs) of an
ICN architecture

*Data Packet Inmutability:*

After a Data packet is created, the cryptographic signature

bi nding the name to the content ensures that if either the content
or the nane changes, that change will be detected and the packet
discarded. If the content carried in a Data packet is intended to
be mnut abl e, versioning of the name shoul d be used so that each
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version uniquely identifies an inmutable instance of the content.
This all ows di sanbi guati on of various versions of content such
that coordi nati on anong the various instances in a distributed
system can be achi eved.

2. Terns Related to | CN Nodes

*ICN Interface: *

A generalization of the network interface that can represent a
physi cal network interface (ethernet, W-Fi, bluetooth adapter,
etc.), an overlay inter-node channel (1P/UDP tunnel, etc.), or an
intra-node inter-process comunication (IPC channel to an
application (unix socket, shared nmenory, intents, etc.).

Common al i ases include: face.

*] CN Consuner:*

An ICN entity that requests Data packets by generating and sendi ng
out Interest packets towards |ocal (using intra-node interfaces)
or renote (using inter-node interfaces) |ICN Forwarders.

Commpn al i ases include: consuner, information consunmer, data
consuner, consuner of the content.

*| CN Producer: *

An ICN entity that creates Data packets and makes them avail abl e
for retrieval

Conmon al i ases include: producer, publisher, information
publi sher, data publisher, data producer

*| CN For war der : *

An ICN entity that inplenents stateful forwarding.
Common al i ases include: |ICN router

*| CN Data Node: *

An ICN entity that tenporarily stores and potentially carries an
Interest or Data packet before forwarding it to next ICN entity.
Not e that such ICN data nodes do not have all the properties of

data nodes as enployed in the Delay Tol erant Networki ng (DTN
[ RFC4838] specifications.

3. Terms Related to the Forwardi ng Pl ane

*St at ef ul Forwar di ng: *

A forwarding process that records incomng Interest packets in the
PIT and uses the recorded information to forward the retrieved
Dat a packets back to the consuner(s). The recorded information
can al so be used to neasure data-pl ane performance, e.g., to

adj ust interest forwardi ng-strategy deci sions.

Common al i ases include: |ICN Data plane, |CN Forwarding.

*Forwar di ng Strategy:*

A nodul e of the ICN stateful forwarding (I CN data) plane that

i npl emrents a deci sion on where/how to forward the incom ng
Interest packet. The forwarding strategy can take input fromthe
Forwar di ng I nformati on Base (FIB), neasured data-pl ane performance



paraneters, and/or use other mechani snms to nake the decision
Conmon aliases include: Interest forwardi ng strategy.
*Upstream (forwarding):*

Forwar di ng packets in the direction of Interests (i.e., Interests
are forwarded upstream: consuner, router, router, ..., producer.

*Downst ream (f orwardi ng):*
Forwar di ng packets in the opposite direction of Interest
forwarding (i.e., Data and Interest Nacks are forwarded
downstrean): producer, router, ..., consuner(s)

*Interest Forwarding:*
A process of forwarding Interest packets using the Nanmes carried
in the Interests. |In case of stateful forwarding, this also
i nvol ves creating an entry in the PIT. The forwarding decision is
made by the Forwardi ng Strategy.

*| nterest Aggregation:*
A process of conmbining multiple Interest packets with the sane
Nanme and additional restrictions for the sane Data into a single
PIT entry.

Common al i ases include: Interest collapsing.

*Dat a Forwardi ng: *
A process of forwarding the inconm ng Data packet to the
interface(s) recorded in the corresponding PIT entry (entries) and
renovi ng the corresponding PIT entry (entries).

*Satisfying an Interest:*
An overall process of returning content that satisfies the
constraints inposed by the Interest, nost notably a match in the
provi ded Narre.

*Interest Match in FIB (longest prefix match):*
A process of finding a FIB entry with the |ongest Nane (in terns
of Nanme conponents) that is a prefix of the specified Nane. See
Section 3.5 for terns related to nane prefixes

*Interest Match in PIT (exact match):*

A process of finding a PIT entry that stores the sane Nane as
specified in the Interest (including Interest restrictions, if

any) .
*Data Match in PIT (all match):*

A process of finding (a set of) PIT entries that can be satisfied
with the specified Data packet.

*Interest Match in CS (any match):*

A process of finding an entry in a router’s Content Store that can
satisfy the specified Interest.

*Pending Interest Table (PIT):*
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A dat abase that records received and not-yet-satisfied Interests
with the interfaces fromwhere they were received. The PIT can
al so store interfaces to where Interests were forwarded, and
informati on to assess data-plane performance. Interests for the
same Data are aggregated into a single PIT entry.

*Forwardi ng I nformati on Base (FIB):*

A dat abase that contains a set of prefixes, each prefix associated
with one or nore faces that can be used to retrieve Data packets
wi th Names under the corresponding prefix. The list of faces for
each prefix can be ranked, and each face may be associated with
additional information to facilitate forwardi ng-strategy
deci si ons.

*Content Store (CS):*
A database in an ICN router that provides caching.

*I n- Net wor k Storage: *

An optional process of storing a Data packet within the network
(opportuni stic caches, dedicated on/off path caches, and nanaged
i n-network storage systens), so it can satisfy an incom ng
Interest for this Data packet. The in-network storages can
optionally advertise the stored Data packets in the routing plane.
*Qpportunistic Caching:*
A process of tenporarily storing a forwarded Data packet in the
router’s menory (RAM or disk), so it can be used to satisfy future
Interests for the sanme Data, if any.
Common al i ases include: on-path in-network caching.
*Managed Caching: *

The process of achieving the tenporary, pernanent, or schedul ed
storage of a selected (set of) Data packet(s).

Common al i ases include: off-path in-network storage.
*Managed | n- Networ k Storage: *

An entity acting as an | CN publisher that inplenents nanaged
cachi ng.

Conmon al i ases include: repository, repo.
*] CN Routing Pl ane:*

An I CN protocol or a set of ICN protocols to exchange information
about Nanme space reachability.

*I CN Routing Information Base (RIB):*

A dat abase that contains a set of prefix-face mappings that are
produced by running one or multiple routing protocols. The RIBis
used to popul ate the FIB

Terms Rel ated to Packet Types

*| nterest Packet:*

A network-1evel packet that expresses the request for a Data
packet using either an exact nane or a nane prefix. An Interest



packet may optionally carry a set of additional restrictions

(e.g., Interest selectors). An Interest nay be associated with
additional information to facilitate forwardi ng and can i ncl ude
Interest lifetime, hop limt, forwarding hints, labels, etc. In

different |ICN designs, the set of additional associated
i nformati on may vary.

Conmon aliases include: Interest, Interest nessage, information
request.

*| nterest Nack:*

A packet that contains the Interest packet and optiona
annotation, which is sent by the ICNrouter to the interface(s)
the Interest was received from An Interest Nack is used to

i nform downstream | CN nodes about the inability to forward the

i ncluded Interest packet. The annotation can describe the reason

Commpn aliases include: network NACK, Interest return
*Dat a Packet: *

A network-1evel packet that carries payload, uniquely identified
by a nane, that is directly secured through cryptographic
si gnat ure mechani sns.

Conmon al i ases include: data, data object, content object,
content object packet, data nmessage, nanmed data object, naned
dat a.

*Li nk: *

A type of Data packet whose body contains the Nane of another Data
packet. This inner Nane is often a Full Nane, i.e., it specifies

the Packet I D of the correspondi ng Data packet, but this is not a

requi renent.

Conmon al i ases include: pointer.
*Mani fest: *

A type of Data packet that contains Full Name Links to one or nore
Dat a Packets. Manifests group collections of related Data packets
under a single Nane. WManifests allow both |arge Data objects to
be conveniently split into individual Content Cbjects under one
nane, and to represent sets of related Content Objects as a form
of "directory". Manifests have the additional benefit of
anortizing the signature verification cost for each Data packet
referenced by the inner Links. Manifests typically contain
additional netadata, e.g., the size (in bytes) of each |linked Data
packet and the cryptographic hash digest of all Data contained in
the linked Data packets.

3.5. Terns Related to Name Types
*Name: *

A Data packet identifier. An ICN nanme is hierarchical (a sequence
of name conponents) and usually is semantically meani ngful, making
it expressive, flexible, and application-specific (akin to an HTTP
URL). A Name may encode information about application context,
semantics, |ocations (topol ogical, geographical, hyperbolic,

etc.), a service nane, etc.

Common al i ases include: data nane, interest nane, content nane.



*Name conponent: *

A sequence of bytes and optionally a nuneric type representing a
single label in the hierarchical structured nane.

Conmon al i ases include: name segnment (as in CCNx).
*Packet |D:*
A uni que cryptographic identifier for a Data packet. Typically,
this is a cryptographic hash di gest of a Data packet (such as
SHA256 [ RFC6234]), including its name, payl oad, nmeta information,
and signature.
Conmon aliases include: inplicit digest.
*Sel ector: *
A mechani sm (condition) to select an individual Data packet froma
collection of Data packets that match a given Interest that
requests data using a prefix or exact Nane.

Common al i ases include: interest selector, restrictor, interest
restrictor.

*Nonce: *
A field of an Interest packet that transiently names an |Interest
instance (instance of Interest for a given nane). Note: the
speci fications defining nonces in NDN do not necessarily satisfy
all the properties of nonces as discussed in [ RFC4949].

*Exact Name: *

A Narme that is encoded inside a Data packet and that typically
uniquely identifies this Data packet.

*Ful | Nane: *
An exact Nane with the Packet ID of the correspondi ng Data packet.
*Prefix Nanme:*
A Nanme that includes a partial sequence of Nane conponents
(starting fromthe first one) of a Nane encoded inside a Data
packet .
Conmon al i ases include: prefix.
.6. Terns Related to Nane Usage

*Nam ng conventions: *

A convention, agreenent, or specification for the Data packet
nam ng. a Nam ng convention structures a namespace.

Conmon al i ases include: Nam ng schene, |CN nam ng schene,
nanmespace conventi on.

*Hi erarchically structured nam ng: *

The nam ng schenme that assigns and interprets a Nanme as a sequence
of labels (Nanme conponents) with hierarchical structure w thout an
assunption of a single adninistrative root. A structure provides
useful context information for the Nane.



Conmon al i ases include: hierarchical nam ng, structured nam ng.
*Fl at nami ng: *

The nam ng scheme that assigns and interprets a Nane as a single
| abel (Name conmponent) without any internal structure. This can
be considered a special (or degenerate) case of structured nanes.

*Segnent ati on: *

A process of splitting large application content into a set of

uni quel y named Data packets. Wien using hierarchically structured
nanes, each created Data packet has a common prefix and an

addi ti onal conponent representing the segnent (chunk) nunber.

Common al i ases include: chunki ng.
*Ver si oni ng: *

A process of assigning a unique Nane to the revision of the
content carried in the Data packet. When using a hierarchically
structured Nanme, the version of the Data packet can be carried in
a dedi cated Nane conponent (e.g., prefix identifies data, unique
versi on conponent identifies the revision of the data).

*Fragnent ati on: *

A process of splitting PDUs into Frames so that they can be
transmitted over a Layer 2 interface with a snaller MIU size.

.7. Terns Related to Data-Centric Security
*Data-Centric Security:*

A security property associated with the Data packet, including
data (Data-Centric) integrity, authenticity, and optionally
confidentiality. These security properties stay with the Data
packet regardl ess of where it is stored and how it is retrieved.

Common al i ases include: directly securing Data packet.
*Data Integrity*

A cryptographi c nechanismto ensure the consistency of the Data
packet bits. The Data integrity property validates that the Data
packet content has not been corrupted during transnission, e.g.,
over lossy or otherw se unreliable paths, or been subject to

del i berate nodification.

*Data Authenticity*

A cryptographic mechanismto ensure trustworthiness of a Data
packet based on a selected (e.g., by a consuner/producer) trust
model . Typically, data authenticity is assured through the use of
asymetric cryptographic signatures (e.g., RSA ECDSA) but can

al so be realized using symmetric signatures (e.g., Hashed Message
Aut hentication Code (HMAC)) within trusted donains.

*Data Confidentiality*
A cryptographi c nechanismto ensure secrecy of a Data packet.
Data confidentiality includes separate nechani sns: Content
confidentiality and Nane confidentiality.

*Content Confidentiality*



A cryptographi c nechanismto prevent an unauthorized party to get
access to the plain-text payload of a Data packet. Can be
realized through encryption (symretric, asymetric, hybrid) and
proper distribution of the decryption keys to authorized parties.

*Nane Confidentiality*

A cryptographi c nmechanismto prevent an observer of Interest-Data
exchanges (e.g., internediate router) fromgaining detailed neta

i nformati on about the Data packet. This nechani smcan be realized
using encryption (same as content confidentiality) or obfuscation
mechani sns.

4. Semantics and Usage

The term nol ogy descri bed above is the manifestation of intended
semantics of NDN and CCNx operations (Wat do we expect the network
to do?). In this section, we sunmarize the nost comonly proposed
use cases and interpretations.

4.1. Data Transfer

The networking view of NDN and CCNx is that the request/reply
protocol inplements a basic, unreliable data transfer service for
singl e, named packets.

4.2. Data Transport

Data transfer can be turned into a data transport service for
application-level objects by additional logic. This transport |ogic
must understand and construct the series of nanes needed to
reassenbl e the segnmented object. Various flavors of transport can be
envi saged (reliable, streamng, nailbox, etc.).

4.3. Lookup Service

In a nore distributed systenms view of the basic request/reply
protocol, NDN and CCNx provide a distributed | ookup service: given a
key value (=nane), the service will return the correspondi ng val ue.

4.4. Database Access

A | ookup service can be turned into a database access protocol by
usi ng the nanespace structure to specify nanes as access keys into a
dat abase. Therefore, a nane prefix stands for a collection or table
of a database, while the rest of the nane specifies the query
expressi on to be executed.

4.5, Renpte Procedure Cal

The nanes as defined in this docunent for Interests and Data can
refer to Renote Procedure call functions, their input argunents, and
their results. For a conprehensive view of how to construct RPC or
other renote invocation systens, see the Association for Conputing
Machi nery (ACM |ICN paper on [RICE]. These capabilities can be
further extended into a full distributed conputing infrastructure
such as that proposed in the ACMICN paper [CFN].

4.6. Publish/Subscribe

The nanes as defined in this docunment for Interests and Data can
refer to data collections to be subscribed and individual data

obj ects to be published in a Publish-Subscribe application
architecture. For a fully worked exanple of how to construct such an
| CN- based system see the ACM | CN paper [LESSONS-LEARNED]) .



5. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
6. Security Considerations

VWhile the terns defined in this specification do not in and of

t hensel ves present new security considerations, the architectures
that utilize the terns nost certainly do. Readers should | ook at
those specifications (e.g., [RFC8569] and [ NDN]) where various
security considerations are addressed in detail.

Sone of the terns in this docunent use the words "trust",
"trustworthy", or "trust nodel". W intend that these have their

col I oqui al neani ngs; however, nuch work on trust, and specifically on
trust schemas for ICN architectures, has been published in the |ast
few years. For exanple, it is useful to | ook at [SCHEMATI ZI NG TRUST]
for more information on the approaches taken to formalize notions of
trust for current NDN and CCNx systens.
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