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SURENEN

I nt roducti on

A distributed denial -of-service (DDoS) attack is an attenpt to nake
machi nes or network resources unavail able to their intended users.
In nost cases, sufficient scale can be achieved by conprom sing
enough end hosts and using those infected hosts to perpetrate and
amplify the attack. The victimof such an attack can be an
application server, a router, a firewall, an entire network, etc.

As discussed in [ RFC8612], the lack of a common nethod to coordinate
a real-tine response anong invol ved actors and network donai ns

i nhibits the speed and effectiveness of DDoS attack nitigation. From
that standpoi nt, DDoS Open Threat Signaling (DOTS) defines an
architecture that allows a DOIS client to send requests to a DOTS
server for DDoS attack mtigation [DOTS-ARCH]. The DOTS approach is
thus neant to mnimze the inpact of DDoS attacks, thereby
contributing to the enforcenent of nore efficient defensive if not
proactive security strategies. To that aim DOTS defines two
channel s: the signal channel and the data channel (Figure 1).

<------- Si gnal Channel ------ > |

| | <======= Dat a Channel —=====> | |

Figure 1: DOTS Channel s

The DOTS signal channel is used to carry information about a device
or a network (or a part thereof) that is under a DDoS attack. Such
information is sent by a DOTS client to an upstream DOTS server so
that appropriate mtigation actions are undertaken on traffic deemned
suspi cious. The DOTS signal channel is further elaborated in

[ RFC8782] .

The DOTS data channel is used for infrequent bul k data exchange
bet ween DOTS agents to significantly inprove the coordination of al
the parties involved in the response to the attack. Section 2 of
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[ DOTS- ARCH] nentions that the DOTS data channel is used to perform
the follow ng tasks:

* Creation of aliases for resources for which mitigation may be
request ed.

A DOTS client may submit to its DOTS server a collection of
prefixes to which it would like to refer by an alias when
requesting mtigation. The DOTS server can respond to this
request with either a success or failure response (see Section 2
of [DOTS- ARCH]) .

Refer to Section 6 for nore details.

* Policy managenent, which enables a DOTS client to request the
installation or withdrawal of traffic filters, the dropping or
rate-limting of unwanted traffic, and the permtting of accept-
listed traffic. A DOTS client is entitled to instruct filtering
rules only on I P resources that belong to its domain.

Sanpl e use cases for populating drop- or accept-list filtering
rules are detailed hereafter

- |If a network resource (DOTS client) is informed about a
potential DDoS attack froma set of |IP addresses, the DOTS
client inforns its servicing DOTS gateway of all suspect IP
addresses that need to be drop-listed for further
investigation. The DOTS client could also specify a list of
protocol s and port numbers in the drop-list rule.

The DOTS gateway then propagates the drop-listed | P addresses
to a DOTS server, which will undertake appropriate actions so
that traffic originated by these | P addresses to the target
network (specified by the DOTS client) is blocked.

- A network that has partner sites fromwhich only legitinmate
traffic arrives may want to ensure that the traffic fromthese
sites is not subjected to DDoS attack mitigation. The DOTS
client uses the DOTS data channel to convey the accept-listed
I P prefixes of the partner sites to its DOTS server

The DOTS server uses this information to accept-list flows
originated by such IP prefixes and which reach the network

Refer to Section 7 for nore details.
Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

The reader should be famliar with the ternms defined in [ RFC8612].

The term nol ogy for describing YANG nodul es is defined in [ RFC7950].
The neaning of the synmbols in the tree diagrans is defined in
[ RFC8340] .

Thi s docunent generalizes the notion of Access Control List (ACL) so
that it is not device specific [RFC8519]. As such, this docunent
defines an ACL as an ordered set of rules that is used to filter
traffic. Each rule is represented by an Access Control Entry (ACE)
ACLs comuni cated via the DOTS data channel are not bound to a device
interface.
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3.

For the sake of sinplicity, the exanples in this docunent use
"/restconf" as the discovered RESTCONF APl root path. Wthin the
exanpl es, many protocol header |ines and nessage-body text are split
into nultiple lines for display purposes only. Wen a line ends with
backslash ('\') as the last character, the line is wapped for

di splay purposes. It is to be considered to be joined to the next
line by deleting the backslash, the followi ng |ine break, and the

| eadi ng whitespace of the next I|ine.

DOTS Dat a Channe
Desi gn Overvi ew

Unl i ke the DOTS signal channel, which rmust remmin operational even
when confronted with signal degradation due to packet |oss, the DOTS
data channel is not expected to be fully operational at all tines,
especially when a DDoS attack is underway. The requirenments for a
DOTS data channel protocol are documented in [ RFC8612].

Thi s specification does not require an order of DOTS signal and data
channel creation nor does it mandate a time interval between them
These considerations are inplenentati on and depl oynent specific.

As the primary function of the data channel is data exchange, a
reliable transport node is required in order for DOTS agents to
detect data delivery success or failure. This docunent uses RESTCONF
[ RFC8040] over TLS over TCP as the DOTS data channel protocol. The
abstract |ayering of the DOTS data channel is shown in Figure 2

o e e e o +
| DOTS Data Channel

o e e o s +
| RESTCONF |
o e e e oo +
| TLS |
o e e e o +
I TCP I
o e e o s +
I P I
o e e e oo +

Figure 2: Abstract Layering of DOIS Data Channe

The HTTP POST, PUT, PATCH, and DELETE nethods are used to edit data
resources represented by DOTS data channel YANG nodul es. These basic
edit operations allow a DOTS client to alter the running
configuration of the DOTS data channel. Rules for generating and
processi ng RESTCONF net hods are defined in Section 4 of [ RFC8040].

DOTS data channel configuration information as well as state
information can be retrieved with the GET method. An HTTP st at us-
line is returned for each request to report success or failure for
RESTCONF operations (Section 5.4 of [RFC8040]). The error-tag
provi des nore information about encountered errors (Section 7 of

[ RFC8040]).

DOTS clients performthe root resource discovery procedure discussed
in Section 3.1 of [RFC8040] to deternine the root of the RESTCONF
APl . After discovering the RESTCONF APl root, a DOTS client uses
this value as the initial part of the path in the request URl in any
subsequent request to the DOTS server. The DOTS server nay support
the retrieval of the YANG nodules it supports (Section 3.7 of

[ RFC8040]). For exanple, a DOTS client may use RESTCONF to retrieve
the vendor-specific YANG nodul es supported by its DOIS server



JavaScript Object Notation (JSON) [ RFC8259] payl oads are used to
propagat e t he DOTS dat a- channel -speci fi c payl oad nessages that carry
request paraneters and response information, such as errors. This
specification uses the encoding rules defined in [ RFC7951] for
representi ng DOTS data channel configuration data using YANG
(Section 4) as JSON text.

A DOTS client registers itself with its DOTS server(s) in order to
set up DOTS data channel -rel ated configuration data and to receive
state data (i.e., non-configuration data) fromthe DOTS server(s)
(Section 5). Mitual authentication considerations are specified in
Section 8 of [RFC8782]. The coupling of signal and data channels is
di scussed in Section 4.4.1 of [RFC8782].

A DOTS client can either mamintain a persistent connection or initiate
periodic connections with its DOTS server(s). |If the DOTS client
needs to frequently update the drop-list or accept-list filtering
rules or aliases, it maintains a persistent connection with the DOTS
server. For exanple, CAPTCHA and cryptographic puzzles can be used
by the mitigation service in the DOIS client domain to determ ne

whet her or not the IP address is used for legitinmte purpose, and the
DOTS client can frequently update the drop-list filtering rules. A
persi stent connection is also useful if the DOTS client subscribes to
event notifications (Section 6.3 of [RFC8040]). Additiona
considerations related to RESTCONF connecti on managenent (i ncl uding,
configuring the connection type or the reconnect strategy) can be
found in [ RESTCONF- MODELS] .

A single DOTS data channel between DOTS agents can be used to
exchange nultiple requests and nmultiple responses. To reduce DOTS
client and DOTS server workload, DOTS clients SHOULD reuse the same
TLS session. Wile the communication to the DOTS server is

qui escent, the DOTS client MAY probe the server to ensure it has
mai nt ai ned cryptographic state. Such probes can al so keep alive
firewal | and/or NAT bindings. A TLS heartbeat [RFC6520] verifies
that the DOTS server still has TLS state by returning a TLS nessage

A DOTS server may detect conflicting filtering requests fromdistinct
DOTS clients that belong to the sane donmain. For exanple, a DOTS
client could request to drop-list a prefix by specifying the source
prefix, while another DOTS client could request to accept-list that
same source prefix, but both having the same destination prefix.

DOTS servers SHOULD support a configuration parameter to indicate the
behavior to follow when a conflict is detected (e.g., reject all,
reject the new request, notify an adnministrator for validation).
Section 7.2 specifies a default behavi or when no instruction is
supplied to a DOTS server

How a DOTS client synchronizes its configuration with the one
mai ntained by its DOTS server(s) is inplenentation specific. For
exanpl e:

* A DOTS client can systematically send a GET nessage before and/ or
after a configuration change request.

* A DOTS client can reestablish the disconnected DOTS session after
an attack is mtigated. Then, it sends a CET nessage before a
configuration change request.

NAT consi derations for the DOIS data channel are simlar to those
di scussed in Section 3 of [RFC8782].

The translation of filtering rules instantiated on a DOTS server into
network configuration actions is out of scope of this specification

Sonme of the fields introduced in Section 4 are al so di scussed in



Sections 5, 6, and 7. These sections are authoritative for these
fields.

3.2. DOTS Server(s) Discovery

Thi s docunent assunes that DOIS clients are provisioned with the
know edge of how to reach their DOTS server(s), which could occur by
a variety of nmeans (e.g., local configuration or dynam ¢ neans such
as DHCP [ DOTS- SERVER-DI SC]). The specification of such neans are out
of scope of this docunent.

Li kewi se, it is out of scope of this docunent to specify the behavior
to be followed by a DOTS client to send DOTS requests when multiple
DOTS servers are provisioned (e.g., contact all DOTS servers, select
one DOTS server anobng the list).

3.3. DOTS Gat eways

VWhen a server-domain DOTS gateway is involved in DOTS data channe
exchanges, the sane considerations for mani pulating the ’cdid
(client domain identifier) parameter specified in [ RFC8782] MJST be
foll owed by DOTS agents. As a reminder, 'cdid is nmeant to assi st
the DOTS server in enforcing sonme policies (e.g., limt the nunber of
filtering rules per DOTS client or per DOIS client domain). A |oop
det ecti on mechani sm for DOTS gateways is specified in Section 3.4.

If a DOTS gateway is involved, the DOTS gateway verifies that the
DOTS client is authorized to undertake a data channel action (e.g.,
instantiate filtering rules). |If the DOTS client is authorized, it
propagates the rules to the upstream DOTS server. Likew se, the DOTS
server verifies that the DOTS gateway is authorized to relay data
channel actions. For exanple, to create or purge filters, a DOIS
client sends its request to its DOTS gateway. The DOTS gat eway
validates the rules in the request and proxies the requests
containing the filtering rules to its DOIS server. Wen the DOTS
gateway receives the associated response fromthe DOTS server, it
propagates the response back to the DOTS client.

3.4. Detecting and Preventing Infinite Loops

In order to detect and prevent infinite | oops, DOTS gateways MJST

support the procedure defined in Section 5.7.1 of [RFC7230]. In
particul ar, each internedi ate DOTS gat eway MJUST check that none of
its own information (e.g., server nanes, literal |IP addresses) is

present in the Via header field of a DOTS nessage it receives:

* |If it detects that its own information is present in the Via
header field, the DOIS gateway MJST NOT forward the DOTS nessage.
Messages that cannot be forwarded because of a | oop SHOULD be
| ogged with a "508 Loop Detected" status-line returned to the DOTS
peer. The structure of the reported error is depicted in

Fi gure 3.

error-app-tag: | oop-detected

error-tag: operation-failed

error-type: transport, application

error-info: <vi a- header> : A copy of the Via header field when
the | oop was detected.

Descri pti on: An infinite | oop has been detected when forwarding

a requests via a proxy.
Figure 3: Loop Detected Error
It is RECOVWENDED t hat DOTS clients and gat eways support nethods

to alert administrators about | oop errors so that appropriate
actions are undertaken.



*  (Otherw se, the DOTS agent MJUST update or insert the Via header
field by appending its own infornation.

Unl ess configured otherw se, DOTS gateways at the boundaries of a
DOTS client domain SHOULD renove the previous Via header field
informati on after checking for a | oop before forwarding. This
behavior is required for topol ogy hiding purposes but can al so serve
to mninze potential conflicts that nmay arise if overl apping
information is used in distinct DOTS domains (e.g., private |Pv4d
addresses, aliases that are not globally unique).

3.5. Preventing Stale Entries

In order to avoid stale entries, alifetime is associated with alias
and filtering entries created by DOTS clients. Al so, DOTS servers
may track the inactivity timout of DOIS clients to detect stale
entries.

4. DOTS Dat a Channel YANG Mbdul e
4.1. Ceneric Tree Structure

The DOTS data channel YANG nodul e ’ietf-dots-data-channel’ provides a
met hod for DOTS clients to manage aliases for resources for which
mtigation may be requested. Such aliases may be used in subsequent
DOTS si gnal channel exchanges to refer nore efficiently to the
resources under attack.

Note that the full mnmodule’ s tree has been split across several
figures to aid the exposition of the various subtrees.

The tree structure for the DOTS alias is depicted in Figure 4.

nodul e: ietf-dots-data-channel
+--rw dot s-dat a
+--rw dots-client* [cuid]
+--rwcuid string
+--rw cdi d? string
+--rw al i ases
| +--rw alias* [nane]

| +--rw name string

| +--rw target-prefix* inet:ip-prefix
| +--rw target-port-range* [l ower-port]

| | +--rw | ower-port i net: port-nunber

| | +--rw upper-port? i net: port-nunber

| +--rw target-protocol * uint8

| +--rw target-fqdn* i net: domai n- name
| +--rw target-uri* inet:uri

| +--ro0 pending-lifetine? i nt32

+--rw acl s

+--ro0 capabilities

Figure 4: DOIS Alias Subtree

Al so, the 'ietf-dots-data-channel’ YANG nodul e provi des a nethod for
DOTS clients to nanage filtering rules. Exanples of filtering
managenment in a DOTS context include, but are not limted to:

* Drop-list managenent, which enables a DOTS client to informa DOTS
server about sources fromwhich traffic should be di scarded.

* Accept-list managenent, which enables a DOTS client to informa
DOTS server about sources fromwhich traffic should al ways be



accept ed.

* Policy managenent, which enables a DOTS client to request the
installation or withdrawal of traffic filters, the dropping or
rate-limting of unwanted traffic, and the all owance of accept-
listed traffic.

The tree structure for the DOIS filtering entries is depicted in
Fi gure 5.

I nvestigations into the prospect of augnenting 'ietf-access-control -
list’ to meet DOTS requirenments concluded that such a design approach
did not support many of the DOTS requirenents, for exanple:

* Retrieve a filtering entry (or all
client.

entries) created by a DOTS

* Delete a filtering entry that was instantiated by a DOTS client.

Accordingly, new DOTS filtering entries (i.e., ACL) are defined that

mmc the structure specified in [ RFC8519]. Concretely, DOTS agents

are assunmed to mani pul ate an ordered list of ACLs; each ACL contains

a separately ordered list of ACEs. Each ACE has a group of match and
a group of action criteria.

Once all of the ACE entries have been iterated though with no match,
then all of the following ACL’s ACE entries are iterated through
until the first match, at which point the specified action is
applied. If there is no match during 'idle time (i.e., no

mtigation is active), then there is no further action to be taken
agai nst the packet. |If there is no match during active mtigation,
then the packet will still be scrubbed by the DDoS mtigator.

modul e: ietf-dots-data-channel
+--rw dot s-dat a
+--rw dots-client* [cuid]
| +--rwcuid
+--rw cdi d?
+--rw al i ases
I
+--rw acl s
+--rw acl * [ nane]
+--rw nane

string
string

string

+--rw type?
+--rw activation-type?
+--ro pending-lifetime?
+--rw aces
+--rw ace* [nane]
+--rw name
+--rw nmat ches
| +--rw (13)?

+--rw forwardi ng
+--rwrate-limt?

[ | +--:(ipv4)
|1 i pvey
| w2
I +--:(tcp)
I I+.-§'('udp)
I I+(|crrp)
}--rwactaahs
I

+--ro0 statistics

ietf-acl:acl-type
activation-type

i nt32

string
i dentityref
deci nal 64



| +--ro mat ched- packet s? yang: count er 64
| +--ro mat ched-octets? yang: count er 64
+--ro0 capabilities

Figure 5: DOIS ACLs Subtree

Filtering rules instructed by a DOTS client assune a default
direction: the destination is the DOTS client donmain.

DOTS forwardi ng acti ons can be 'accept’ (i.e., accept matching
traffic) or "drop’ (i.e., drop matching traffic w thout sendi ng any
| CMP error message). Accepted traffic can be subject to rate-
limting 'rate-limt’. Note that 'reject’ action (i.e., drop

mat ching traffic and send an | CVMP error nessage to the source) is not
supported in 'ietf-dots-data-channel’ because it is not appropriate
in the context of DDoS nmitigation. Generating |CVP nessages to
notify of drops when mitigating a DDoS attack will exacerbate the
DDoS attack. Furthernore, these | CMP nessages will be used by an
attacker as an explicit signal that the traffic is being bl ocked.

.2. Filtering Fields

The 'ietf-dots-data-channel’ nodul e reuses the packet fields nodule
"ietf-packet-fields [RFC8519], which defines matching on fields in
the packet including IPv4, 1Pv6, and transport |ayer fields. The
"ietf-dots-data-channel’ nodul e can be augnented, for exanple, to
support additional protocol-specific matching fields.

Thi s specification defines a new | Pv4/1Pv6 matching field called
"fragment’ to efficiently handle fragnment-related filtering rules.

I ndeed, [RFC8519] does not support such capability for |Pv6 but
offers a partial support for IPv4 by neans of 'flags'. Nevertheless,
the use of 'flags’ is problematic since it does not allow a bitnmask
to be defined. For exanple, setting other bits not covered by the
"flags’ filtering clause in a packet will allow that packet to get
through (because it won’t match the ACE). Exanples to illustrate how
"fragment’ can be used are provided in Appendi x A

Fi gure 6 shows the I Pv4 match subtree.

modul e: i etf-dots-data-channel
+--rw dot s-dat a
+--rw dots-client* [cuid]

+--rw acls
+--rw acl * [ nane]

+--rw aces
+--rw ace* [ nane]
+--rw nane string
+--rw mat ches
| +--rw (13)?

+--rw (destination-network)?
| +--:(destination-ipv4-network)

| | +--:(ipvd)

| | | +--rwipv4

| +--rw dscp? i net:dscp
| +--rw ecn? uint8
| | | +--rw |l ength? ui nt 16
| 1 | +--rw ttl? uint8
| +--rw protocol ? uint8
I +--rwihl? ui nt8
| +--rw fl ags? bits

| +--rw of fset? uintl6
| 1 | +--rwidentification? ui nt 16
[ .

(.



| | +--rw destination-ipv4-network?
| | i net:ipva-prefix

| +--rw (source-network)?

| | +--:(source-ipv4-network)

| | +--rw source-i pv4- net wor k?

| | inet:ipvé-prefix

| +--rw fragnent

I
I

+--rw operator? oper at or
+--rw type fragment -type
+--:(ipv6)

I
I
I
I
I
I
I
I
I
I
|
| +--rw (14)?

|

+--rw actions

| ...

+--ro statistics

+--ro capabilities

Figure 6: DOTS ACLs Subtree (1Pv4 Match)
Fi gure 7 shows the IPv6 match subtree.

modul e: i etf-dots-data-channel
+--rw dot s-dat a
+--rw dots-client* [cuid]

+--rw acl s
+--rw acl * [ nane]

+--rw aces
+--rw ace* [ nane]
+--rw name string
+--rw nmat ches
+--rw (13)?

| +--:(ipvd)
| ...
+--:(ipv6)
+--rw ipv6

+--rw dscp? i net:dscp
+--rw ecn? uint8
+--rw |l ength? uint 16
+--rw ttl? uint8
+--rw protocol ? uint8

I
I
I
||

||

|

|

||

(.

||

| ] +--rw (destination-network)?

| | +--:(destination-ipv6-network)

| | +--rw destination-ipv6-network?
| | inet:ipv6-prefix

| +--rw (source-network)?

| | +--:(source-ipv6-network)

| ] | +--rw source-i pv6- net work?

| | i net:ipv6-prefix

| +--rw fl ow | abel ?

| | inet:ipv6-flowl abel

| +--rw fragnent

| +--rw operator? oper at or

| ] +--rw type fragnment -type

| +--rw (14)?

|

+--rw actions

| ...

+--ro statistics

+--ro0 capabilities



Figure 7: DOIS ACLs Subtree (1Pv6 Match)

Fi gure 8 shows the TCP match subtree. In addition to the fields
defined in [ RFC8519], this specification defines a new TCP mat chi ng
field, called 'flags-bitmask’, to efficiently handle TCP fl ags
filtering rules. Some exanples are provided in Appendi x B.

+--rw mat ches
+-rw (13)?

Foorw (14)?

+--:(tcp)

| +-rwtcp
+--rw sequence- nunber ? ui nt 32
+--rw acknow edgenent - nunber ? ui nt 32
+--rw data-offset? uint8
+--rw reserved? uint8
+--rw fl ags? bits
+--rw wi ndow- si ze? ui nt 16
+--rw urgent-pointer? uintl6
+--rw options? bi nary
+--rw fl ags- bi t mask
| +--rw operator? oper at or
| +--rw bitmask uint 16

+--rw (source-port)?
| +--:(source-port-range-or-operator)
+--rw source-port-range-or-operator
+--rw (port-range-or-operator)?
+--:(range)
| +--rw | ower-port
| i net: port - nunber
|  +--rw upper-port
| i net: port-nunber
+--:(operator)
+--rw operator?
| oper at or
+--rw port
i net: port-nunber
+--rw (destination-port)?
+--:(destinati on-port-range-or-operator)
+--rw destination-port-range-or-operator
+--rw (port-range-or-operator)?
+--:(range)
| +--rw | ower-port
| ] i net: port-nunber
| +--rw upper-port
| i net: port-nunber
+--:(operator)
+--rw operator?
| oper at or
+--rw port
i net: port-nunber

+--: (udp)
| ...
+--:(icnp)

-rw actions

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+-
I

Figure 8: DOIS ACLs Subtree (TCP WMatch)

Figure 9 shows the UDP and | CMP nmatch subtrees. The sanme structure
is used for both ICWP and | CVMPv6. The indication whether an ACL is
about ICMP or ICMPv6 is governed by the "1 3 match or the ACL type.



+--rw mat ches
+-rw (13)?
| .

+oorw (14)?

+--:(tcp)
: (udp)
+--rw udp
+--rw |l engt h? uintl6

+--rw (source-port)?
| +--:(source-port-range-or-operator)
+--TrW sour ce-port-range-or-operator
+--rw (port-range-or-operator)?
+--:(range)
| +--rw | ower-port
| ] i net: port-nunber
| +--rw upper-port
| i net: port-nunber
+--:(operator)
+--rw operator?
| oper at or
+--rw port
i net: port-nunber
+--rw (destination-port)?
+--:(destinati on-port-range-or-operator)
+--rw destination-port-range-or-operator
+--rw (port-range-or-operator)?
+--:(range)
| +--rw | ower-port
| i net: port-nunber
| +--rw upper-port
| i net: port - nunber
+--:(operator)
+--rw operator?
| oper at or
+--rw port
i net: port-nunber

+- -
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+--:(icnp)
+--rwicnp
+--rw type? uint8
+--rw code? uint8

+--rw rest-of - header? bi nary
-rw actions
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I
I
I
I
I
I
I
I
I
I
I
I
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I
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Figure 9: DOTS ACLs Subtree (UDP and | CVP Mat ch)
DOTS i mpl enent ati ons MUST support the follow ng matching criteria:

Mat ch based on the I P header (IPv4 and | Pv6), match based on the
transport header (TCP, UDP, and |ICWMP), and match based on any
conbi nation thereof. The same matching fields are used for both
| CMP and | CVPV6.

The following match fields MJUST be supported by DOTS i npl enentations
(Table 1):

Fom e oo o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| ACL Match | Mandatory Fields |
| ipv4d | length, protocol, destination-ipv4-network, |
| | source-ipv4-network, and fragnent |
Fom e o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +
| ipv6 | length, protocol, destination-ipv6-network, |

| | source-ipv6-network, and fragnent |



| tcp | flags-bitmask, source-port-range-or-operator,
| | and destination-port-range-or-operator |

Fom e o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +
| udp | length, source-port-range-or-operator, and |
| | destination-port-range-or-operator |
N o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| icmp | type and code |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

Table 1. Mandatory DOTS Channel Match Fiel ds

| mpl enent ati ons MAY support other filtering match fields and actions.
The ’ietf-dots-data-channel’ YANG nodul e provides a method for an

i npl ementation to expose its filtering capabilities. The tree
structure of the 'capabilities’ is shown in Figure 10. DOTS clients
that support both 'fragment’ and 'flags’ (or 'flags-bitnmask’ and
"flags’) matching fields MJUST NOT set these fields in the same
request.

modul e: ietf-dots-data-channe
+--rw dot s-dat a

+--ro0 capabilities

+--ro address-fam|ly* enumer ati on
+--ro forwardi ng-actions* identityref
+--ro rate-lint? bool ean

+--ro0 transport-protocol s* uint8
+--ro0 ipvéd

| +--ro dscp? bool ean

| +--ro ecn? bool ean

| +--ro length? bool ean

| +--ro ttl? bool ean

| +--ro protocol ? bool ean

| +--roihl? bool ean

| +--ro flags? bool ean

| +--ro offset? bool ean

| +--ro identification? bool ean

| +--ro source-prefix? bool ean

| +--ro destination-prefix? bool ean

| +--ro fragnent? bool ean
+--r0 ipv6

| +--ro dscp? bool ean

| +--ro ecn? bool ean

| +--ro length? bool ean

| +--ro hoplimt? bool ean

| +--ro protocol ? bool ean

| +--ro destination-prefix? bool ean

| +--ro source-prefix? bool ean

| +--ro flowlabel? bool ean

| +--ro fragnment? bool ean
+--ro tcp

| +--ro sequence- nunber? bool ean
| +--ro acknow edgenent - nunber ? bool ean
| +--ro data-offset? bool ean
| +--ro reserved? bool ean
| +--ro flags? bool ean
| +--ro wi ndow size? bool ean
| +--ro urgent-pointer? bool ean
| +--ro options? bool ean
| +--ro flags-bitnmask? bool ean
| +--ro source-port? bool ean
| +--ro destination-port? bool ean
| +--ro port-range? bool ean
+--ro udp

| +--ro length? bool ean

I

+--ro0 source-port? bool ean



| +--ro destination-port? bool ean

| +--ro port-range? bool ean
+--ro icnp
+--ro type? bool ean
+--ro code? bool ean

+--ro rest-of-header? bool ean

Figure 10: Filtering Capabilities Subtree

4. 3. YANG Modul e

Thi s nodul e uses the common YANG types defined in [ RFC6991] and types
defined in [ RFC8519].

<CODE BEG NS> file "ietf-dots-data-channel @020-05-28. yang"
nmodul e i etf-dots-data-channel {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-dots-data-channel”;
prefi x data-channel

inmport ietf-inet-types {
prefix inet;
reference
"Section 4 of RFC 6991";
}
import ietf-access-control-list {
prefix ietf-acl;
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";
}
import ietf-packet-fields {
prefix packet-fields;
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";

}

organi zati on

"| ETF DDoS Open Threat Signaling (DOTS) Wrking G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dots/>

WG List: <mailto:dots@etf.org>

Editor: Mhaned Boucadair
<mai | t o: rohaned. boucadai r @r ange. cone

Editor: Konda, Tirumal eswar Reddy. K
<mai | t o: Ti rumal eswar Reddy _Konda@tAf ee. conP

Aut hor: Jon Shal | ow
<mai | to:j on. shal | ow@ccgr oup. conr

Aut hor: Kanane N shi zuka
<mai | t 0: kanane@ttve6. | p>

Aut hor: Liang X a
<mai | t o: f rank. xi al i ang@uawei . con>

Aut hor: Prashanth Pati
<mai | t 0: praspati @i sco. conp

Aut hor: Andrew Mortensen
<mai | t 0: anbrt ensen@r bor . net >



Aut hor: N k Teague
<mai | t 0: nt eague@ r onnount ai n. co. uk>";
description
"This nodul e contai ns YANG definition for configuring
aliases for resources and filtering rules using DOTS
dat a channel

Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8783; see
the RFC itself for full legal notices.";

revi si on 2020- 05-28 {
description
"Initial revision.";
ref erence
"RFC 8783: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Data Channel Specification”;

}

typedef activation-type {
type enuneration {
enum activate-when-m tigating {
val ue 1;
description
"The Access Control List (ACL) is installed only when
a mtigation is active for the DOTS client.";
}
enum i mredi ate {
val ue 2;
description
"The ACL is immediately activated.";
}
enum deactivate {
val ue 3;
description
"The ACL is maintained by the DOTS server, but it is
deactivated.";
}
}

description
"Indicates the activation type of an ACL.";
}

typedef operator {
type bits {
bit not {
position O;
description
"If set, logical negation of operation.";

}
bit match {
position 1;
description
"Match bit. This is a bitwise match operation
defined as '(data & value) == value'.";

}
bit any {



position 3;
description
"Any bit. This is a match on any of the bits in

bitmask. It evaluates to "true’ if any of the bits
in the value mask are set in the data,
i.e., '(data & value) '=0.";

}
}

description
"Specifies howto apply the defined bitnmask.
"any’ and 'match’ bits nust not be set sinultaneously."”;

}

groupi ng tcp-flags {
| eaf operator {
type operator;
default "match";
description
"Specifies howto interpret the TCP flags.";

| eaf bitmask {
type uint 16;
mandat ory true;
description
"The bitmask matches the last 4 bits of byte 12
and byte 13 of the TCP header. For clarity, the 4 bits
of byte 12 corresponding to the TCP data offset field
are not included in any matching.";
}
description
"Qperations on TCP flags.";

}

typedef fragnment-type {
type bits {
bit df {
position O;
description
"Don't fragnent bit for |Pv4.
Must be set to O when it appears in an IPv6 filter.";

}
bit isf {
position 1;
description
"I's a fragnent.";
}
bit ff {
position 2;
description
"First fragnent.";

}
bit If {
position 3;
description
"Last fragment.";

}
}

description
"Different fragment types to match against.";

}

grouping target {
description
"Specifies the targets of the nitigation request.";
leaf-list target-prefix {
type inet:ip-prefix;



description
"I'Pv4 or IPv6 prefix identifying the target.";
}

list target-port-range {
key "Il ower-port";
description
"Port range. When only |lower-port is
present, it represents a single port nunber.";
| eaf | ower-port {
type inet: port-nunber;
mandat ory true;
description
"Lower port nunber of the port range.”;
}
| eaf upper-port {
type inet: port-nunber;
must '. >= ../lower-port’ {
error-nessage
"The upper-port nunber must be greater than
or equal to the | ower-port nunber.";
}
description
"Upper port nunber of the port range."”;

| eaf-1ist target-protocol {
type uint8;
description
"lIdentifies the target protocol nunber.

Val ues are taken fromthe | ANA protocol registry:
https://ww. i ana. or g/ assi gnnent s/ pr ot ocol - nunber s/

For exanple, 6 for TCP or 17 for UDP.";
}
leaf-list target-fqdn {
type inet:domai n- nane;
description
"FQDN identifying the target.";

leaf-list target-uri {
type inet:uri;
description
"URI identifying the target.";
}

}

grouping fragment-fields {
| eaf operator {
type operator;
default "match";
description
"Specifies howto interpret the fragnment type.";

}
| eaf type {
type fragnment-type;
mandat ory true;
description
"I ndi cates what fragment type to | ook for.";
}

description
"Operations on fragnent types.";

}

groupi ng aliases {
description



"Top-1evel container for aliases.
list alias {

key "nane";
description

"List of aliases."”;
| eaf nane {

type string;

description

"The name of the alias.";

}

uses target;
| eaf pending-lifetime {
type int32;
units "m nutes”;
config fal se;
description
"I'ndicates the pending validity lifetine of the alias
entry.";
}
}
}

groupi ng ports {
choi ce source-port {
cont ai ner source-port-range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Source port definition.";
}

description
"Choi ce of specifying the source port or referring to
a group of source port nunbers.”;

choi ce destination-port {
cont ai ner destination-port-range-or-operator {
uses packet-fields: port-range-or-operator;
description
"Destination port definition.";
}

description
"Choi ce of specifying a destination port or referring
to a group of destination port numbers.”;
}
description
"Choi ce of specifying a source or destination port nunbers.";
}

groupi ng access-lists {
description
"Specifies the ordered set of Access Control Lists.";
list acl {
key "nane";
order ed- by user;
description
"An ACL is an ordered |list of Access Control Entries (ACE)
Each ACE has a list of match criteria and a |ist of
actions.";
| eaf nane {

type string {
length "1..64";

}
description
"The nane of the access list.";
ref erence
"RFC 8519: YANG Data Mdel for Network Access
Control Lists (ACLs)";



}
| eaf type {
type ietf-acl:acl-type;
description
"Type of access control list. Indicates the primary
i ntended type of match criteria (e.g., |Pv4, |Pv6)
used in the list instance.";
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";

| eaf activation-type {
type activation-type;
default "activate-when-mtigating”;
description
"Indicates the activation type of an ACL. An ACL can be
deactivated, installed inmediately, or installed when
a mtigation is active.";

| eaf pending-lifetinme {
type int32;
units "m nutes"”;
config fal se;
description
"Indicates the pending validity lifetime of the ACL
entry.";
}
contai ner aces {
description
"The Access Control Entries container contains
a list of ACEs.";
list ace {
key "nane";
or der ed- by user;
description
"List of access |list entries.";

| eaf nane {
type string {
length "1..64";
}

description
"A unique nane identifying this ACE. ";
ref erence
"RFC 8519: YANG Data Mbdel for Network Access
Control Lists (ACLs)";
}
cont ai ner mat ches {
description
"The rules in this set determne what fields will be
mat ched upon before any action is taken on them

If no matches are defined in a particular container,
then any packet will match that container

If no matches are specified at all in an ACE, then any
packet will match the ACE. ";
reference

"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";
choice 13 {

contai ner ipv4d {

when "derived-from(../../../../type, "
+ "'ietf-acl:ipvd-acl-type )";

uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv4-header-fields;
cont ai ner fragnent {



description
"Indi cates how to handle I Pv4 fragnents.";
uses fragnent-fields;
}
description
"Rul e set that matches | Pv4 header.";
}

container ipv6é {
when "derived-from(../../../../type, "
+ "'ietf-acl:ipv6-acl-type )";
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv6-header-fields;
cont ai ner fragnent {
description
"Indi cates how to handle I Pv6 fragnments.";
uses fragnent-fields;
}
description
"Rul e set that matches | Pv6 header.";
}

description
"Either IPv4 or |Pv6.";

choice 14 {
container tcp {
uses packet-fields:acl-tcp-header-fields;
contai ner flags-bitmask {
description
"Indi cates how to handle TCP flags.";
uses tcp-flags;
}
uses ports;
description
"Rul e set that matches TCP header.";
}

cont ai ner udp {
uses packet-fields: acl -udp-header-fields;
uses ports;
description
"Rul e set that matches UDP header.";
}

container icmp {
uses packet-fields:acl-icnp-header-fields;
description
"Rul e set that matches | CWP/ | CVWPv6 header.";
}

description
"Can be TCP, UDP, or |CWP/|CVPV6";
}
}

contai ner actions {
description
"Definitions of action for this ACE.";
| eaf forwarding {
type identityref {
base ietf-acl:forwarding-action;
}
mandat ory true;
description
"Specifies the forwarding action per ACE.";
ref erence
"RFC 8519: YANG Data Mbdel for Network Access
Control Lists (ACLs)";
}
leaf rate-limt {
when "../forwarding = 'ietf-acl:accept’" {



description
"Rate-limt is valid only when accept action is
used.";
}
type deci nmal 64 {
fraction-digits 2;

units "bytes per second";
description
"Specifies howto rate-limt the traffic.";
}
}

contai ner statistics {
config fal se;
description
"Aggregate statistics.";
uses ietf-acl:acl-counters;

cont ai ner dots-data {
description
"Mai n container for DOTS data channel .";
list dots-client {
key "cuid";
description
"List of DOIS clients.";
| eaf cuid {
type string;
description
"A unique identifier that is generated by a DOTS client
to prevent request collisions.";
ref erence
"RFC 8782: Distributed Denial -of -Service Open Threat
Signaling (DOTS) Signal Channel Specification”;

}
| eaf cdid {
type string;
description
"A client domain identifier conveyed by a
server-donmai n DOTS gateway to a renote DOTS server.";
ref erence
"RFC 8782: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification”;
}
contai ner aliases {
description
"Set of aliases that are bound to a DOTS client.";
uses ali ases;
}
contai ner acls {
description
"Access |lists that are bound to a DOIS client.";
uses access-lists;

}
}

contai ner capabilities {
config fal se;
description
"Match capabilities"”;
leaf-1ist address-famly {
type enuneration {
enum i pv4 {



description
"I Pv4 is supported.”;
}

enum i pv6 {
description
"I Pv6 is supported.”;
}
}

description
"Indicates the | P address fanmilies supported by
the DOTS server.";

| eaf-1ist forwarding-actions {
type identityref {
base ietf-acl:forwardi ng-action;
}

description
"Supported forwardi ng action(s).";

leaf rate-limt {
type bool ean;
description
"Support of rate-limt action.";

| eaf-1ist transport-protocols {
type uint8;
description
"Upper -1 ayer protocol associated with a filtering rule.

Val ues are taken fromthe | ANA protocol registry:
htt ps: //ww. i ana. or g/ assi gnnment s/ pr ot ocol - nunber s/

For exanple, this field contains 1 for ICMP, 6 for TCP
17 for UDP, or 58 for |CWPV6.";
}
contai ner ipv4d {
description
"Indicates | Pv4 header fields that are supported to enforce
ACLs.";
| eaf dscp {
type bool ean;
description
"Support of filtering based on Differentiated Services
Code Point (DSCP)."

| eaf ecn {
type bool ean;
description
"Support of filtering based on Explicit Congestion
Notification (ECN).";

}
| eaf length {
type bool ean;
description
"Support of filtering based on the Total Length.";

}
leaf ttl {
type bool ean;
description
"Support of filtering based on the Tine to Live (TTL).";

| eaf protocol {
type bool ean;
description
"Support of filtering based on protocol field.";



| eaf ihl {
type bool ean;
description
"Support of filtering based on the Internet Header
Length (IHL).";

}
| eaf flags {
type bool ean;
description
"Support of filtering based on the 'flags’'.";

| eaf offset {
type bool ean;
description
"Support of filtering based on the 'offset’.";

| eaf identification {
type bool ean;
description
"Support of filtering based on the 'identification .";

| eaf source-prefix {
type bool ean;
description
"Support of filtering based on the source prefix.";

| eaf destination-prefix {
type bool ean;
description
"Support of filtering based on the destination prefix.";

| eaf fragnent {
type bool ean;
description
"Indicates the capability of a DOTS server to
enforce filters on IPv4 fragments. That is, the match
functionality based on the Layer 3 ’'fragnment’ cl ause
is supported.”;
}
}

contai ner ipv6é {

description
"Indicates | Pv6 header fields that are supported to enforce
ACLs. ";

| eaf dscp {
type bool ean;
description

"Support of filtering based on DSCP."

| eaf ecn {
type bool ean;
description
"Support of filtering based on ECN.";

}
| eaf length {
type bool ean;
description
"Support of filtering based on the Payload Length.";

}
| eaf hoplimt {
type bool ean;
description
"Support of filtering based on the Hop Limt.";

| eaf protocol {
type bool ean;



description
"Support of filtering based on the Next Header field.";

| eaf destination-prefix {
type bool ean;
description
"Support of filtering based on the destination prefix.";

| eaf source-prefix {
type bool ean;
description
"Support of filtering based on the source prefix.";

| eaf flowlabel {
type bool ean;
description
"Support of filtering based on the Fl ow Label.";

| eaf fragnent {
type bool ean;
description
"Indicates the capability of a DOTS server to
enforce filters on I Pv6 fragments.";

}
}

container tcp {

description
"Set of TCP fields that are supported by the DOIS server
to enforce filters.";

| eaf sequence- nunber {
type bool ean;
description

"Support of filtering based on the TCP sequence nunber.";

| eaf acknow edgenent - nunber {
type bool ean;
description
"Support of filtering based on the TCP acknow edgenent
nunber.";

| eaf data-offset {
type bool ean;
description
"Support of filtering based on the TCP data-offset.";

| eaf reserved {
type bool ean;
description
"Support of filtering based on the TCP reserved field.";

}
| eaf flags {
type bool ean;
description
"Support of filtering, as defined in RFC 8519, based
on the TCP flags.";

| eaf w ndow- si ze {
type bool ean;
description
"Support of filtering based on the TCP w ndow size.";
}
| eaf urgent-pointer {
type bool ean;
description
"Support of filtering based on the TCP urgent pointer.";



| eaf options {
type bool ean;
description
"Support of filtering based on the TCP options.";

}
| eaf flags-bitmask {
type bool ean;
description
"Support of filtering based on the TCP flags bitnask.";

| eaf source-port {
type bool ean;
description
"Support of filtering based on the source port nunber.";

| eaf destination-port {
type bool ean;
description
"Support of filtering based on the destination port
nunber . ";
}
| eaf port-range {
type bool ean;
description
"Support of filtering based on a port range.

This includes filtering based on a source port range,
destination port range, or both. All operators

(i.e, less than or equal to, greater than or equal to,
equal to, and not equal to) are supported.

In particular, this nmeans that the inplenmentation
supports filtering based on
sour ce- port-range-or-operator and
destination-port-range-or-operator."”;
}
}

contai ner udp {

description
"Set of UDP fields that are supported by the DOTS server
to enforce filters.";

| eaf length {
type bool ean;
description

"Support of filtering based on the UDP | ength.";

| eaf source-port {
type bool ean;
description
"Support of filtering based on the source port nunber.";

| eaf destination-port {
type bool ean;
description
"Support of filtering based on the destination port
nunber . ";
}
| eaf port-range {
type bool ean;
description
"Support of filtering based on a port range.

This includes filtering based on a source port range,
destination port range, or both. Al operators

(i.e, less than or equal, greater than or equal,
equal to, and not equal to) are supported.



In particular, this nmeans that the inplenmentation
supports filtering based on
sour ce- port-range-or-operator and
destination-port-range-or-operator."”;
}
}
container icnp {
description
"Set of ICMP/ICMPv6 fields that are supported by the DOTS
server to enforce filters.";
| eaf type {
type bool ean;
description
"Support of filtering based on the | CW/ I CWV6 type.";

| eaf code {
type bool ean;
description
"Support of filtering based on the |ICWP/ I CWPV6 code.";

| eaf rest-of-header {
type bool ean;
description

"Support of filtering based on the | CVP four-byte
field / the | CVWPv6 nessage body.";
}
}
}
}

}
<CODE ENDS>
5. Managing DOTS Cients
5.1. Registering DOTS Cients

In order to nake use of the DOTS data channel, a DOTS client MJST
register with its DOTS server(s) by creating a DOTS client ('dots-
client’) resource. To that aim DOTS clients SHOULD send a POST
request (shown in Figure 11).

POST /restconf/datal/ietf-dots-data-channel:dots-data HTTP/ 1.1
Host: {host}:{port}
Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel :dots-client": [

"cuid": "string"
}
]
}

Figure 11: POST to Regi ster Schema
The 'cuid’ (client unique identifier) paraneter is described bel ow
cuid: A globally unique identifier that is nmeant to prevent
collisions anbng DOTS clients. This attribute has the same
meani ng, syntax, and processing rules as the "cuid attribute
defined in [ RFC8782].

DOTS clients MIUST use the sane 'cuid for both signal and data
channel s.



This is a mandatory attri bute.

I n depl oynents where server-donmai n DOTS gat eways are enabl ed,
identity information about the origin source client domain SHOULD be
supplied to the DOTS server. That information is neant to assist the
DOTS server to enforce some policies. These policies can be enforced
per client, per client domain, or both. Figure 12 shows a schema of
a register request relayed by a server-domain DOTS gat eway.

POST /restconf/datalietf-dots-data-channel:dots-data HITP/ 1.1
Host: {host}:{port}
Cont ent - Type: appli cati on/yang-dat a+j son

"i etf-dots-data-channel :dots-client": [

"cuid": "string",
"cdid": "string"
}
]
}

Figure 12: POST to Register Schema (via a Server-Domai n DOTS Gat eway)
A server-domai n DOTS gat eway SHOULD add the follow ng attribute

cdid: This attribute has the sane neani ng, syntax, and processing
rules as the 'cdid attribute defined in [ RFC8782].

I n depl oynments where server-domai n DOTS gat eways are enabl ed,
"cdid’ does not need to be inserted when rel aying DOTS met hods to
manage aliases (Section 6) or filtering rules (Section 7). DOTS
servers are responsible for maintaining the associati on between
"cdid and 'cuid for policy enforcenent purposes.

This is an optional attribute.

An exanpl e request to create a 'dots-client’ resource is depicted in
Figure 13. This request is relayed by a server-domain DOTS gat eway
as hinted by the presence of the ’cdid attribute.

POST /restconf/datal/ietf-dots-data-channel:dots-data HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel :dots-client": [

"cui d": "dz6pH aADkaFTbj r 0JGBpw'
"cdid": "7eeaf 349529eb55ed50113"
}
]
}

Figure 13: POST to Register (DOTS gateway)

As a rem nder, DOTS gateways may rewite the 'cuid used by peer DOTS
clients (Section 4.4.1 of [RFC8782]).

DOTS servers can identify the DOTS client domain using the 'cdid
paraneter or using the client’s DNS nane specified in the Subject

Al ternative Name extension’s dNSNane type in the client certificate
[ RFC6125] .

DOTS servers MJUST limt the nunber of ’'dots-client’ resources to be
created by the sane DOTS client to 1 per request. Requests with



multiple *dots-client’ resources MJST be rejected by DOIS servers.

To that aim the DOTS server MJST rely on the sane procedure to
unanbi guously identify a DOTS client as discussed in Section 4.4.1 of
[ RFC8782] .

The DOTS server indicates the result of processing the POST request
usi ng status-line codes. Status codes in the "2xx" range are
success, "4xx" codes are sone sort of invalid requests and "5xx"
codes are returned if the DOTS server has erred or is incapable of
accepting the creation of the 'dots-client’ resource. |In particular,

* "201 Created" status-line is returned in the response if the DOTS
server has accepted the request.

* "400 Bad Request" status-line is returned by the DOTS server if
the request does not include a 'cuid paraneter. The error-tag
"mssing-attribute" is used in this case.

* "409 Conflict" status-line is returned to the requesting DOTS
client if the data resource already exists. The error-tag
"resource-denied" is used in this case.

Once a DOTS client registers itself with a DOTS server, it can
create/delete/retrieve aliases (Section 6) and filtering rules
(Section 7).

A DOTS client MAY use the PUT request (Section 4.5 of [RFC8040]) to
register a DOTS client within the DOTS server. An exanple is shown
in Figure 14.

PUT /restconf/data/ietf-dots-data-channel: dots-dat a\
/ dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel :dots-client”: [

"cuid": "dz6pH aADkaFTbjr 0JGBpw'
}
]
}

Figure 14: PUT to Register

The DOTS gateway that inserted a 'cdid in a PUT request MJST strip
the "cdid paranmeter in the correspondi ng response before forwarding
the response to the DOTS client.

5.2. De-registering DOTS Clients
A DOTS client de-registers fromits DOTS server(s) by deleting the
"cuid resource(s). Resources bound to this DOTS client will be
del eted by the DOTS server. An exanple of a de-register request is
shown in Figure 15.
DELETE /restconf/data/ietf-dots-data-channel : dots-dat a\
/ dot s-cl i ent =dz6pH aADkaFTbj r 0JGBpw HTTP/ 1. 1
Host: exampl e. com
Figure 15: De-register a DOTS dient
6. Managi ng DOTS Al i ases

The foll owi ng subsections define the neans for a DOTS client to
create aliases (Section 6.1), to retrieve one or a list of aliases



(Section 6.2), and to delete an alias (Section 6.3).
6.1. Creating Aliases

A POST or PUT request is used by a DOTS client to create aliases for
resources for which a mtigation nmay be requested. Such aliases may
be used in subsequent DOTS signal channel exchanges to refer nore
efficiently to the resources under attack

DOTS clients within the same domain can create different aliases for
t he sane resource

The structure of POST requests used to create aliases is shown in
Fi gure 16.

PCOST /restconf/datal/ietf-dots-data-channel : dots-data\
/dots-client=cuid HITP/ 1.1

Host: {host}:{port}

Cont ent - Type: appli cati on/yang-dat a+j son

"i etf-dots-data-channel:aliases": {

"alias": [

{ _
"name": "string",
"target-prefix": [

"string"

]

arget-port-range": |

"l ower-port”: integer,
"upper-port": integer
}
1,
"target-protocol": [
i nt eger

]

,arget—fquH [
"string"

]

arget-uri": [
"string"

Figure 16: POST to Create Aliases (Request Schema)
The paraneters are described bel ow
name: Nanme of the alias.
This is a mandatory attri bute.

target-prefix: Prefixes are separated by commas. Prefixes are
represented using C assless Inter-domain Routing (CIDR) notation
[ RFC4632]. As a renminder, the prefix length nmust be |less than or
equal to 32 for IPv4 or 128 for |Pv6.

The prefix list MJST NOT include broadcast, | oopback, or multicast
addresses. These addresses are considered as invalid values. In
addition, the DOTS server MJST validate that these prefixes are
within the scope of the DOTS client domain. O her validation
checks may be supported by DOTS servers.



This is an optional attribute.
target-port-range: A range of port nunbers.

The port range is defined by two bounds, a | ower port nunber
("lower-port’) and an upper port number (' upper-port’). The range
is considered to include both the | ower and upper bounds.

When only 'lower-port’ is present, it represents a single port
nunber .

For TCP, UDP, Stream Control Transmni ssion Protocol (SCTP)
[ RFC4960], or Dat agram Congestion Control Protocol (DCCP)
[ RFC4340], the range of port nunbers can be, for exanple,
1024- 65535.

This is an optional attribute.

target-protocol: A list of protocols. Values are taken fromthe
| ANA protocol registry [IANA-PROTQ .

If "target-protocol’ is not specified, then the request applies to
any protocol .

This is an optional attribute.

target-fqdn: A list of Fully Qualified Domai n Nanmes (FQDNs)
i dentifying resources under attack [ RFC8499].

How a nane is passed to an underlying name resolution library is
i npl ement ati on and depl oynent specific. Neverthel ess, once the
nane is resolved into one or multiple |IP addresses, DOTS servers
MUST apply the sane validation checks as those for ’'target-
prefix’ .

The use of FQNs may be suboptinmal because it does not guarantee
that the DOTS server will resolve a nane to the sanme | P addresses
that the DOTS client does.

This is an optional attribute.
target-uri: A list of Uniform Resource ldentifiers (URIs) [RFC3986].

The sane validation checks used for 'target-fqdn' MJST be foll owed
by DOTS servers to validate a target URI

This is an optional attribute.

In POST or PUT requests, at |east one of the "target-prefix’,
"target-fqdn', or 'target-uri’ attributes MJST be present. DOTS
agents can safely ignore vendor-specific paraneters they don't
under st and.

If nmore than one 'target-*’' scope types (e.g., 'target-prefix’ and
"target-fqdn’ or 'target-fgdn’ and 'target-uri’) are included in a
PCOST or PUT request, the DOTS server binds all resulting IP
addresses/ prefixes to the same resource.

Figure 17 shows a POST request to create an alias called "httpsl" for
HTTPS servers with | P addresses 2001: db8: 6401::1 and 2001: db8: 6401:: 2
listening on TCP port nunber 443.

POST /restconf/datal/ietf-dots-data-channel : dots-data\
/ dot s-cl i ent =dz6pH aADkaFTbj r 0JGBpw HTTP/ 1. 1
Host: exanpl e. com



Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel:aliases": {

"alias": [
{
"name": "httpsl"”,
"target-protocol": |

]

1arget-prefi X"
"2001: db8: 6401:: 1/ 128",
"2001: db8: 6401: : 2/ 128"

]

arget-port-range": [

"l ower-port": 443

Figure 17: Exanple of a POST to Create an Alias

A "201 Created" status-line MJST be returned in the response if the
DOTS server has accepted the alias.

A "409 Conflict" status-line MIST be returned to the requesting DOTS
client, if the request is conflicting with an existing alias nane.
The error-tag "resource-denied" is used in this case.

If the request is mssing a nmandatory attribute or it contains an
invalid or unknown paraneter, a "400 Bad Request" status-line MJST be
returned by the DOTS server. The error-tag is set to "m ssing-
attribute”, "invalid-value", or "unknown-element” as a function of
the encountered error.

If the request is received via a server-donmain DOTS gateway, but the
DOTS server does not maintain a 'cdid for this 'cuid while a 'cdid
is expected to be supplied, the DOTS server MJST reply with a "403
For bi dden" status-line and the error-tag "access-denied". Upon

recei pt of this nessage, the DOTS client MJST register (Section 5).

A DOTS client uses the PUT request to nodify the aliases in the DOTS
server. In particular, a DOTS client MJST update its alias entries
upon change of the prefix indicated in the 'target-prefix’.

A DOTS server MJUST maintain an alias for at |east 10080 m nutes (1
week). If no refresh request is seen fromthe DOTS client, the DOTS
server renoves expired entries.

6.2. Retrieving Installed Aliases

A CET request is used to retrieve one or all installed aliases by a
DOTS client froma DOTS server (Section 3.3.1 of [RFC8040]). |If no
"nanme’ is included in the request, this indicates that the request is
about retrieving all aliases instantiated by the DOTS client.

Figure 18 shows an exanple to retrieve all the aliases that were
instantiated by the requesting DOTS client. The "content" query
paraneter and its pernmitted values are defined in Section 4.8.1 of
[ RFC8040] .

GET /restconf/datal/ietf-dots-data-channel : dot s-dat a\



/ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
[aliases?content=all HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+j son

Figure 18: GET to Retrieve Al Installed Aliases
Figure 19 shows an exanpl e of the response nessage body that includes

all the aliases that are nmaintai ned by the DOTS server for the DOTS
client identified by the 'cuid paraneter.

"ietf-dots-data-channel:aliases": {

"alias": |
{
"name": "Serverl",
"target-protocol": [
6

]

,arget—prefixH [
"2001: db8: 6401: : 1/ 128",
"2001: db8: 6401: : 2/ 128"

]

arget-port-range": [

"l ower-port": 443

}
o
"pending-lifetime": 3596
}1
{
"name": "Server?2",
"target-protocol": [
], _
"target-prefix":
"2001: db8: 6401: : 10/ 128",
"2001: db8: 6401: : 20/ 128"
]1
"target-port-range": |
"l ower-port": 80
}
o
"pending-lifetinme": 9869
}

Figure 19: An Exanpl e of a Response Body Listing All Installed
Ali ases

Fi gure 20 shows an exanple of a GET request to retrieve the alias
"Server?2" that was instantiated by the DOTS client.

GET /restconf/datalietf-dots-data-channel : dots-dat a\
[ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
[aliases/alias=Server2?content=all HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+json

Figure 20: GET to Retrieve an Alias

If an alias name ('name’) is included in the request, but the DOTS
server does not find that alias nane for this DOTS client inits



configuration data, it MJST respond with a "404 Not Found" status-
I'ine.

6.3. Deleting Aliases

A DELETE request is used to delete an alias maintained by a DOTS
server.

If the DOTS server does not find the alias name that was conveyed in
the DELETE request in its configuration data for this DOIS client, it
MUST respond with a "404 Not Found" status-line.

The DOTS server successfully acknow edges a DOTS client’s request to
renove the alias using "204 No Content" status-line in the response.

Figure 21 shows an exanple of a request to delete an ali as.

DELETE /restconf/datal/ietf-dots-data-channel : dot s- dat a\
/ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
/aliases/alias=Serverl HTTP/1.1

Host: exanpl e. com

Figure 21: Delete an Alias
7. Managing DOTS Filtering Rul es

The foll owi ng subsections define the neans for a DOTS client to
retrieve DOTS filtering capabilities (Section 7.1), to create
filtering rules (Section 7.2), to retrieve active filtering rules
(Section 7.3), and to delete a filtering rule (Section 7.4).

7.1. Retrieving DOIS Filtering Capabilities

A DOTS client MAY send a GET request to retrieve the filtering
capabilities supported by a DOTS server. Figure 22 shows an exanpl e
of such request.

GET /restconf/datalietf-dots-data-channel : dots-dat a\
/capabilities HITP/ 1.1

Host: exanpl e. com

Accept: appli cation/yang-dat a+j son

Figure 22: GET to Retrieve the Capabilities of a DOIS Server

A DOTS client, which issued a GET request to retrieve the filtering
capabilities supported by its DOTS server, SHOULD NOT request
filtering actions that are not supported by that DOTS server

Fi gure 23 shows an exanple of a response body received froma DOTS
server which supports:

* | Pv4, I1Pv6, TCP, UDP, ICWP, and | CMPv6 mandatory match criteria
listed in Section 4.2.

* Taccept’, ’'drop’, and 'rate-limt’ actions.

"ietf-dots-data-channel:capabilities": {
"address-famly": ["ipv4d", "ipv6"],
"forwardi ng-actions": ["drop", "accept"],
"rate-limt": true
"transport-protocols": [1, 6, 17, 58],

"ipvd": {
"length": true,
"protocol": true,

"destination-prefix": true,



"source-prefix": true,
"fragnent": true

i pv6": {

"l ength": true,

"protocol": true,
"destination-prefix": true,
"source-prefix": true,
"fragnment": true

}
"tep': |

"flags-bitmask": true,
"source-port": true,
"destination-port": true,
"port-range": true

},
"udp”: {

"l ength": true,
"source-port": true,
"destination-port": true,
"port-range": true

b,

"iemp": {
"type": true,
"code": true

}

Figure 23: Reply to a GET Request with Filtering Capabilities
(Message Body)

7.2. Installing Filtering Rules

A PCOST or PUT request is used by a DOTS client to comunicate
filtering rules to a DOTS server.

Fi gure 24 shows an exanple of a POST request to block traffic from
192.0.2.0/24 and destined to 198.51.100.0/24. Qher exanples are
di scussed in Appendi x A

POST /restconf/datal/ietf-dots-data-channel : dots-dat a\
/dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel :acls": {

"acl": [
{
"nanme": "sanple-ipvé4-acl",
"type": "ipv4-acl-type",
"activation-type": "activate-when-mtigating",
"aces": {
"ace": [
{
"name": "rul el",
"mat ches": {
"ipvd": {

"destination-ipv4-network": "198.51.100. 0/ 24",
"source-ipv4-network": "192.0. 2.0/ 24"

}

’ctions": {
"forwarding": "drop"

}

}



Figure 24: POST to Install Filtering Rul es
The neani ng of these paraneters is as foll ows:
name: The nanme of the access |ist.
This is a mandatory attri bute.

type: Indicates the primary intended type of match criteria (e.qg.,
IPv4, 1Pv6). It is set to 'ipvéd-acl-type’ in the example of
Fi gure 24.

This is an optional attribute.

activation-type: |Indicates whether an ACL has to be activated
(inrediately or during mtigation tine) or instantiated wthout
bei ng activated (deactivated). Deactivated ACLs can be activated
using a variety of nmeans, such as manual configuration on a DOTS
server or by using the DOTS data channel

If this attribute is not provided, the DOTS server MJST use
"activate-when-nitigating’ as the default val ue.

When a mitigation is in progress, the DOTS server MJST only
activate 'activate-when-nmitigating' filters that are bound to the
DOTS client that triggered the mtigation

This is an optional attribute.

mat ches: Defines criteria used to identify a flow on which to apply
the rule. It can be "I3" (IPv4, IPv6) or "14" (TCP, UDP, |ICMP).
The detailed match paraneters are specified in Section 4.

In the exanple depicted in Figure 24, an IPv4 matching criteria is
used.

This is an optional attribute.

destination-ipv4-network: The destination |IPv4 prefix. DOTS servers
MUST validate that these prefixes are within the scope of the DOIS
client domain. Qher validation checks may be supported by DOTS
servers. |If this attribute is not provided, the DOTS server
enforces the ACL on any destination |IP address that belongs to the
DOTS client domai n.

This is a mandatory attribute in requests with an ’activation-
type’ set to 'immediate’

source-i pv4-network: The source |Pv4 prefix.
This is an optional attribute.

actions: Actions in the forwarding ACL category can be ’'drop’ or
"accept’. The 'accept’ action is used to accept-list traffic.

The "drop" action is used to drop-list traffic.

Accepted traffic may be subject to 'rate-limt’; the all owed
traffic rate is represented in bytes per second. This unit is the



same as the one used for "traffic-rate” in [ RFC5575].
This is a mandatory attri bute.

The DOTS server indicates the result of processing the POST request
using the status-line. Concretely, a "201 Created" status-line MJST
be returned in the response if the DOIS server has accepted the
filtering rules. |If the request is mssing a nandatory attribute or
contains an invalid or unknown paraneter (e.g., a match field not
supported by the DOTS server), a "400 Bad Request" status-line MJST
be returned by the DOTS server in the response. The error-tag is set
to "m ssing-attribute”, "invalid-value", or "unknown-elenent" as a
function of the encountered error

If the request is received via a server-domain DOTS gateway, but the
DOTS server does not maintain a 'cdid for this 'cuid while a ’cdid
is expected to be supplied, the DOTS server MJIST reply with a "403
For bi dden" status-line and the error-tag "access-denied". Upon
recei pt of this nmessage, the DOTS client MJST register (Figure 11).

If the request is conflicting with an existing filtering installed by
anot her DOTS client of the domain, absent any local policy, the DOTS
server returns a "409 Conflict" status-line to the requesting DOTS
client. The error-tag "resource-denied" is used in this case.

The "insert" query paraneter (Section 4.8.5 of [RFC8040]) MAY be used
to specify how an access control entry is inserted within an ACL and
how an ACL is inserted within an ACL set.

The DOTS client uses the PUT request to nodify its filtering rules
mai nt ai ned by the DOTS server. |In particular, a DOTS client MJST
update its filtering entries upon change of the destination prefix.
How such change is detected is out of scope

A DOTS server MUST maintain a filtering rule for at |east 10080
m nutes (1 week). |If no refresh request is seen fromthe DOTS
client, the DOTS server renoves expired entries. Typically, a
refresh request is a PUT request that echoes the content of a
response to a CET request with all of the read-only paraneters
stripped out (e.g., 'pending-lifetime’).

7.3. Retrieving Installed Filtering Rul es

A DOTS client periodically queries its DOIS server to check the
counters for installed filtering rules. A GET request is used to
retrieve filtering rules froma DOTS server. In order to indicate
whi ch type of data is requested in a GET request, the DOIS client
sets adequately the "content" query paraneter.

If the DOTS server does not find the access |ist name conveyed in the
CGET request in its configuration data for this DOTS client, it
responds with a "404 Not Found" status-Iine.

In order to illustrate the intended behavior, consider the exanple
depicted in Figure 25. In reference to this exanple, the DOTS client
requests the creation of an immediate ACL called "test-acl-ipv6-udp"

PUT /restconf/datal/ietf-dots-data-channel: dots-dat a\
[ dot s-client =paL8p4Zqo4SLv64TLPXr xA/ acl s\
[acl =test-acl-ipv6-udp HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel:acls": {
"acl": [



"nane": "test-acl-ipv6-udp",
"type": "ipv6-acl-type",
"activation-type": "imediate",
"aces": {
"ace": [
{
"name": "ny-test-ace",
"mat ches": {
"ipve": {

"destination-ipve-network": "2001:db8:6401::2/127",
"source-ipv6-network": "2001: db8:1234::/96",

"protocol ": 17,
"flow Il abel": 10000
},
"udp": {
"source-port-range-or-operator": {
"operator": "lte",
"port": 80
1
"destination-port-range-or-operator": {
"operator": "neq",
"port": 1010
}
}
1
"actions": {
"forwardi ng": "accept"
}

Figure 25: Exanple of a PUT Request to Create a Filtering

The peer DOTS server follows the procedure specified in Section 7.2
to process the request. W consider in the followi ng that a positive
response i s sent back to the requesting DOIS client to confirmthat
the "test-acl-ipv6-udp” ACL is successfully installed by the DOTS
server.

The DOTS client can issue a GET request to retrieve all its filtering
rul es and the nunber of matches for the installed filtering rules as
illustrated in Figure 26. The "content" query paraneter is set to
"all’. The nessage body of the response to this GET request is shown
in Figure 27.

CGET /restconf/datal/ietf-dots-data-channel : dot s-dat a\
[ dot s-cl i ent =dz6pH aADkaFTbj r 0JGBpwA
[acl s?content=all HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

Figure 26: Retrieve the Configuration Data and State Data for the
Filtering Rules (GET Request)

{
"i etf-dots-data-channel:acls": {
"acl": [
{ .
"name": "test-acl-ipv6-udp",

"type": "ipv6-acl-type",



"activation-type": "imediate",
"pendi ng-lifetinme": 9080,
"aces": {
"ace": [
{
"name": "ny-test-ace",
"mat ches": {
"ipve": {
"destination-ipv6-network": "2001:db8:6401::2/127",
"source-ipv6-network": "2001: db8:1234::/96",
"protocol ": 17,
"fl ow | abel ": 10000

} £
"udp": {
"source-port-range-or-operator": {
"operator": "lte",
"port": 80
}

estination-port-range-or-operator”: {
"operator": "neq",
"port": 1010
}
}

ctions": {
"forwardi ng": "accept"

}

Figure 27: Retrieve the Configuration Data and State Data for the
Filtering Rul es (Response Message Body)

Al so, a DOTS client can issue a GET request to retrieve only
configuration data related to an ACL as shown in Figure 28. It does
so by setting the "content" query paraneter to 'config’

GET /restconf/datal/ietf-dots-data-channel : dot s-dat a\
[ dot s-client =palL8p4Zqo4SLv64TLPXr xA/ acl s\
[ acl =t est-acl -i pv6-udp?content=config HTTP/ 1.1
Host: exanpl e. com
Accept: appli cation/yang-dat a+j son

Figure 28: Retrieve the Configuration Data for a Filtering Rule
(CGET Request)

A response to this GET request is shown in Figure 29

"ietf-dots-data-channel :acls": {

"acl": [
{

"nanme": "test-acl-ipv6-udp",
"type": "ipv6-acl-type",
"activation-type": "imediate",
"aces": {

"ace": [

{

"name": "ny-test-ace",
"mat ches": {
"ipve": {



"destination-ipv6-network": "2001:db8:6401::2/127",
"source-ipv6-network": "2001: db8:1234::/96",
"protocol": 17,

"flowlabel": 10000

},
"udp": {
"source-port-range-or-operator”: {
"operator": "lte",
"port": 80
},
"destination-port-range-or-operator": {
"operator": "neq",
"port": 1010
}
}

ctions": {
"forwardi ng": "accept"

}

}

Figure 29: Retrieve the Configuration Data for a Filtering Rule
(Response Message Body)

A DOTS client can also issue a CGET request with a "content" query
paraneter set to 'non-config to exclusively retrieve non-
configuration data bound to a given ACL as shown in Figure 30. A
response to this GET request is shown in Figure 31

CET /restconf/datalietf-dots-data-channel : dots-dat a\

[ dot s-client=paL8p4Zqo4SLv64TLPXr xA/ acl s\

[ acl =t est-acl -i pv6-udp?cont ent =non-config HITP/ 1.1
Host: exanpl e. com
Accept: application/yang-dat a+j son

Figure 30: Retrieve the Non-Configuration Data for a Filtering
Rul e (GET Request)

"ietf-dots-data-channel:acls": {
"acl": [
{
"name": "test-acl-ipv6-udp”,
"pendi ng-lifetinme": 8000,
"aces": {
"ace": [
{

"name": "ny-test-ace"

Figure 31: Retrieve the Non-Configuration Data for a Filtering
Rul e (Response Message Body)

7.4. Removing Filtering Rules



A DELETE request is used by a DOTS client to delete filtering rules
froma DOTS server.

If the DOTS server does not find the access list nane carried in the
DELETE request in its configuration data for this DOTS client, it
MJST respond with a "404 Not Found" status-line. The DOTS server
successfully acknow edges a DOTS client’s request to withdraw the
filtering rules using a "204 No Content" status-line, and renoves the
filtering rules accordingly.

Fi gure 32 shows an exanple of a request to remove the | Pv4 ACL
"sanpl e-ipv4-acl” created in Section 7.2.

DELETE /restconf/datal/ietf-dots-data-channel: dots-datal
/dot s-client=dz6pH aADkaFTbj r 0J@&Bpw acl s\
[ acl =sanpl e-i pv4-acl HITP/ 1.1

Host: exanpl e. com

Figure 32: Renobve a Filtering Rule (DELETE Request)

Fi gure 33 shows an exanple of a response received fromthe DOTS
server to confirmthe deletion of "sanple-ipv4-acl".

HTTP/ 1.1 204 No Content

Server: Apache

Date: Fri, 27 Jul 2018 10:05:15 GVI
Cache- Control : no-cache

Cont ent - Type: appli cati on/yang-dat a+j son
Content-Length: O

Connection: Keep-Alive

Figure 33: Renpve a Filtering Rul e (Response)
Oper ational Considerations

The foll owi ng operational considerations should be taken into
account:

* DOTS servers MJST NOT enabl e both DOTS data channel and direct
configuration, to avoid race conditions and inconsi stent
configurations arising from sinultaneous updates frommultiple
sour ces.

* DOTS agents SHOULD enabl e the DOTS data channel to configure
al i ases and ACLs, and only use direct configuration as a stop-gap
mechanismto test DOTS signal channel with aliases and ACLs.
Further, direct configuration SHOULD only be used when the on-path
DOTS agents are within the same donmain.

* |f a DOTS server has enabled direct configuration, it can reject
the DOTS data channel connection using hard | CVP error [RFC1122]
or RST (Reset) bit in the TCP header or reject the RESTCONF
request using an error response containing a "503 Service
Unavai | abl e" status-1line.

| ANA Consi der ati ons

| ANA has registered the following URI in the
the "I ETF XM. Regi stry" [RFC3688]:

ns" subregistry within

I D: yang:ietf-dots-data-channel

URI: wurn:ietf:paranms:xm:ns:yang:ietf-dots-data-channel
Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. namespace.
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Ref er ence: RFC 8783

| ANA has registered the foll owing YANG nodul e in the "YANG Mdul e
Nanes" subregistry [RFC7950] within the "YANG Paraneters" registry.

Narme: ietf-dots-data-channe

Nanespace: urn:ietf:paranms: xm:ns:yang:ietf-dots-data-channe
Prefix: data-channel

Ref erence: RFC 8783

This nodul e i s not maintained by | ANA
Security Considerations

RESTCONF security considerations are discussed in [RFC8040]. In
particul ar, DOTS agents MJST follow the security recomendati ons in
Sections 2 and 12 of [RFC8040]. Also, DOTS agents MJST support the
mut ual authentication TLS profile discussed in Sections 7.1 and 8 of
[ RFC8782] .

Aut henti cated encryption MJST be used for data confidentiality and
message integrity. The interaction between the DOIS agents requires
Transport Layer Security (TLS) with a cipher suite offering
confidentiality protection, and the guidance given in [RFC7525] MJST
be followed to avoid attacks on TLS

The installation of drop-list or accept-list rules using RESTCONF
over TLS reveals the attacker | P addresses and legitimte IP
addresses only to the DOTS server trusted by the DOTS client. The
secure conmuni cati on channel between DOTS agents provides privacy and
prevents a network eavesdropper fromdirectly gaining access to the
drop-listed and accept-listed | P addresses.

An attacker may be able to inject RST packets, bogus application
segnments, etc., regardl ess of whether TLS authentication is used.
Because the application data is TLS protected, this will not result
in the application receiving bogus data, but it will constitute a DoS
on the connection. This attack can be countered by using TCP

Aut hentication Option (TCP-AO [RFC5925]. |If TCP-AO is used, then
any bogus packets injected by an attacker will be rejected by the
TCP-AO integrity check and therefore will never reach the TLS | ayer.

In order to prevent |eaking internal information outside a client
domai n, client-side DOTS gateways SHOULD NOT reveal the identity of
internal DOTS clients (e.g., source |IP address, client’s hostnane)
unl ess explicitly configured to do so.

DOTS servers MUST verify that requesting DOIS clients are entitled to
enforce filtering rules on a given IP prefix. That is, only
filtering rules on IP resources that belong to the DOTS client domain
can be authorized by a DOTS server. The exact nechanismfor the DOTS
servers to validate that the target prefixes are within the scope of
the DOTS client domain is deployment specific.

Rate-limting DOTS requests, including those with new ’cuid val ues,
fromthe sane DOTS client defends against DoS attacks that woul d
result fromvarying the 'cuid to exhaust DOTS server resources.
Rate-limt policies SHOULD be enforced on DOTS gateways (if depl oyed)
and DOTS servers.

Appl yi ng resources quota per DOTIS client and/or per DOTS client
domain (e.g., limting the nunber of aliases and filters to be
installed by DOTS clients) prevents DOTS server resources from being
aggressively used by sonme DOTS clients and therefore ensures DDoS
mtigation usage fairness. Additionally, DOTS servers may limt the
nunber of DOTS clients that can be enabl ed per domain.
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When FQDNs are used as targets, the DOTS server MJST rely upon DNS
privacy enabling protocols (e.g., DNS over TLS [RFC7858] or DNS over
HTTPS (DoH) [ RFC8484]) to prevent eavesdroppers from possibly
identifying the target resources protected by the DDoS nitigation
service, and nmeans to ensure the target FQDN resolution is authentic
(e.g., DNSSEC [ RFC4034]).

The presence of DOTS gateways nmay lead to infinite forwardi ng | oops,
which is undesirable. To prevent and detect such | oops, a nmechani sm
is defined in Section 3.4.

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. The DOIS data channel is responsible
for exchanging configuration data that affect traffic filtering
during DDoS attack mtigation, in particular. Appropriate security
measures are recomended to prevent illegitimte users frominvoking
DOTS data channel prinitives on witable data nodes. Neverthel ess,
an attacker who can access a DOTS client is technically capabl e of

| aunchi ng various attacks, such as:

* Setting an arbitrarily lowrate-limt, which my prevent
legitimate traffic frombeing forwarded (rate-limt).

* Setting an arbitrarily high rate-limt, which my lead to the
forwarding of illegitimate DDoS traffic (rate-limt).

* Communicating invalid aliases to the server (alias), which wll
cause the failure of associating both data and signal channels.

* Setting invalid ACL entries, which may prevent legitimate traffic
frombeing forwarded. Likewi se, invalid ACL entries may lead to
forward DDoS traffic.

Thi s nodul e reuses YANG structures from|[RFC8519], and the security
consi derations for those nodes continue to apply for this usage.
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Appendi x A. Exanples: Filtering Fragnents

Thi s specification strongly recomends the use of 'fragnent’ for
handl i ng fragments.

Fi gure 34 shows the content of the POST request to be issued by a
DOTS client to its DOTS server to allow the traffic destined to
198.51. 100. 0/ 24 and UDP port nunber 53, but to drop all fragnented
packets. The following ACEs are defined (in this order):

* "drop-all-fragments" ACE: discards all fragments.

* "all ow dns-packets" ACE: accepts DNS packets destined to
198. 51. 100. 0/ 24.

POST /restconf/datalietf-dots-data-channel : dots-dat a\
/dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel:acls": {

"acl": [
{
"name": "dns-fragnents",
"type": "ipvé4-acl-type",
"aces": {
"ace": [
{

"drop-all-fragnents"”,



"mat ches": {

"ipvd": {
"fragment": {
"operator": "match",
"type": "isf"
}
},
"actions": {
"forwardi ng": "drop"
}
b
{
"nane": "all ow dns-packets",
"mat ches": {
"ipvd": {
"destination-ipv4-network": "198.51.100. 0/ 24"
},
"udp”: {
"destination-port-range-or-operator": {
"operator": "eq",
"port": 53
}
},
"actions": {
"forwardi ng": "accept"
}
}
}

Figure 34: Filtering |IPv4 Fragnmented Packets

Fi gure 35 shows an exanple of a POST request issued by a DOTS client
to its DOTS server to allowthe traffic destined to 2001: db8::/32 and
UDP port number 53, but to drop all fragnmented packets. The
followi ng ACEs are defined (in this order):

* "drop-all-fragnents" ACE: discards all fragments (including atomc
fragnments). That is, |IPv6 packets that include a Fragnment header
(44) are dropped.

* "all ow dns-packets" ACE: accepts DNS packets destined to
2001: db8: : / 32.

POST /restconf/datalietf-dots-data-channel: dots-data\
/dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"i etf-dots-data-channel:acls": {

"acl": [
{
"name": "dns-fragnents",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{

"name": "drop-all-fragnents",
"mat ches": {



"ipve": {
"fragnent": {

"operator": "match",
"type": "isf"
}
},
"actions": {
"forwarding": "drop"
}
b
{
"nanme": "all ow dns- packets"”,
"mat ches": {
"ipve": {
"destination-ipv6-network": "2001: db8::/32"
},
"udp”: {
"destination-port-range-or-operator”: {
"operator": "eq",
"port": 53
}
}
},
"actions": {
"forwardi ng": "accept"
}
}

Figure 35: Filtering I Pv6 Fragmented Packets
Appendi x B. Exanples: Filtering TCP Messages

This section provides exanples to illustrate TCP-specific filtering
based on the flag bits. These exanples should not be interpreted as
recomrended filtering behaviors under specific DDoS attacks.

B.1. Discard TCP Null Attack

Fi gure 36 shows an exanple of a DOTS request sent by a DOTS client to
install immediately a filter to discard inconmi ng TCP nmessages havi ng

all flags unset. The bitmask can be set to 255 to check agai nst the

(CWR, ECE, URG ACK, PSH, RST, SYN, FIN) flags.

PUT /restconf/datal/ietf-dots-data-channel: dots-dat a\
/dot s-client =palL8p4Zqo4SLv64TLPXr xA/ acl s\
[acl =tcp-fl ags-exanple HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel:acls": {

"acl": [{
"name": "tcp-flags-exanple",
"activation-type": "imediate",
"aces": {
"ace": [{
"name": "null-attack",

"mat ches": {
"tep': {



"flags-bitmask": {
"operator": "not any",
"bi t mask": 4095

}
}
},
"actions": {
"forwardi ng": "drop

}
}H

}
}H
}
}

Fi gure 36: Exanple of a DOTS Request to Deny TCP Null Attack Messages
B.2. Rate-Limt SYN Fl ooding

Fi gure 37 shows an ACL exanple to rate-limt incomng SYNs during a
SYN fl ood attack.

PUT /restconf/datal/ietf-dots-data-channel: dots- dat a\
[ dot s-client=paL8p4Zqo4SLv64TLPXr xA/ acl s\
[acl =tcp-fl ags-exanple HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel:acls": {

"acl": [{
"name": "tcp-fl ags-exanple”,
"activation-type": "activate-when-mtigating",
"aces": {
"ace": [{
"name": "rate-limt-syn",
"mat ches": {
"tep': |
"flags-bitmask": {
"operator": "match",
"bitmask": 2
}
}
}
"actions": {
"forwarding": "accept",
"rate-limt": "20.00"
}
}H

}
}H
}
}

Figure 37: Exanple of DOTS Request to Rate-Limt Incom ng TCP SYNs
B.3. Rate-Limt ACK Fl ooding

Fi gure 38 shows an ACL exanple to rate-limt incom ng ACKs during an
ACK fl ood attack.

PUT /restconf/datal/ietf-dots-data-channel: dots-data\
[ dot s-client =palL8p4Zqo4SLv64TLPXr xA/ acl s\
[acl =tcp-fl ags-exanple HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son



"i etf-dots-data-channel:acls": {

"acl": [{
"name": "tcp-flags-exanple",
"type": "ipv4-acl-type",
"activation-type": "activate-when-mtigating”,
"aces": {
"ace": [{
"name": "rate-limt-ack",
"mat ches": {
"tep': {
"flags-bitmask": {
"operator": "match",
"bitmask": 16
}
}

},

"actions": {
"forwardi ng": "accept",
"rate-limt": "20.00"

}

H
}
}H

}

Fi gure 38: Exanple of DOTS Request to Rate-Limit Incomng TCP ACKs
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