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I ntroduction

NAT64 [ RFC6146] with DNS Extensions for Network Address Translation
fromIPve clients to | Pv4 servers (DNS64) [ RFC6147] is a widely

depl oyed nechanismto provide | Pv4d access on | Pv6-only networks. In
various scenarios, the host nust be aware of the NAT64 prefix in use
by the network. This docunent specifies a Nei ghbor Discovery

[ RFC4861] option to be used in Router Advertisenents (RAs) to
communi cat e NAT64 prefixes to hosts.

.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

. 2.  Term nol ogy

PREF64 (or NAT64 prefix): An IPv6 prefix used for |Pv6 address
synt hesi s [ RFC6146] ;

NAT64: Networ k Address and Protocol Translation fromIPv6 clients to
| Pv4 servers [ RFC6146];

Rout er Advertisenment (RA): A nmessage used by IPv6 routers to
advertise their presence together with various |link and Internet
par aneters [ RFC4861];

DNS64: a nmechani sm for synthesizing AAAA records fromA records
[ RFC6147] ;

Use Cases for Communicating the NAT64 Prefix to Hosts

On networks enploying NAT64, it is useful for hosts to know the NAT64
prefix for several reasons, including the follow ng:

* Enabling DNS64 functions on end hosts. |In particular

- Local DNSSEC validation (DNS64 in stub-resolver node). As
di scussed in [RFC6147], Section 2, the stub resolver in the
host "will try to obtain (real) AAAA RRs, and in case they are
not avail able, the DNS64 function will synthesize AAAA RRs for
internal usage." Therefore, to performthe DNS64 function, the
stub resol ver needs to know the NAT64 prefix. This is required
in order to use DNSSEC on a NAT64 networ k.

- Trusted DNS server. AAAA synthesis is required for the host to
be able to use a DNS server not provided by the network (e.g.,
a DNS-over-TLS [ RFC7858] or DNS-over-HITPS [ RFC8484] server
wi th which the host has an existing trust relationship).

- Networks with no DNS64 server. Hosts that support AAAA
synthesis and are aware of the NAT64 prefix in use do not need
the network to performthe DNS64 function at all

* Enabling NAT64 address-translation functions on end hosts. For
exanpl e:

- | Pv4 address literals on an | Pv6-only host. As described in
[ RFC8305], Section 7.1, IPv6-only hosts connecting to | Pv4
address literals can translate the IPv4 literal to an |IPv6
literal.



- 464XLAT [ RFC6877]. 464XLAT requires the host be aware of the
NAT64 prefi x.

3. Wiy Include the NAT64 Prefix in Router Advertisenents?

Fate sharing: NAT64 requires routing to be configured. |[Pv6 routing
configuration requires receiving an | Pv6 RA [ RFC4861]. Therefore,
using RAs to provide hosts with the NAT64 prefix ensures that
NAT64 reachability information shares the fate of the rest of the
networ k configuration on the host.

Atom c configuration: Including the NAT64 prefix in the RA m nimzes
the nunber of packets required to configure a host. Only one
packet (an RA) is required to conplete the network configuration
This speeds up the process of connecting to a network that
supports NAT64/DNS64. It also sinplifies host inplenmentation by
renovi ng the possibility that the host can have an inconplete
Layer 3 configuration (e.g., |IPv6 addresses and prefixes, but no
NAT64 prefix).

Updatability: It is possible to change the NAT64 prefix at any tine,
because when it changes, it is possible to notify hosts by sending
a new RA

Depl oyability: Al IPv6 hosts and networks are required to support
Nei ghbor Di scovery [RFC4861] so just a minor extension to the
existing inplenentation is required. GOher options, such as
[ RFC7225], require inplementing other protocols (e.g., Port
Control Protocol (PCP) [RFC7225]), which could be considered an
obstacl e for depl oynent.

4. Option Fornmat
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Fi gure 1: NAT64 Prefix Option Format

Fi el ds:

Type: 8-bit identifier of the PREF64 option type (38)

Length: 8-bit unsigned integer. The length of the option (including
the Type and Length fields) is in units of 8 octets. The sender
MJST set the length to 2. The receiver MJST ignore the PREF64
option if the Length field value is not 2

Scaled Lifetinme: 13-bit unsigned integer. The maximumtine in units
of 8 seconds over which this NAT64 prefix MAY be used. See
Section 4.1 for the Scaled Lifetine field processing rules.

PLC (Prefix Length Code): 3-bit unsigned integer. This field
encodes the NAT64 Prefix Length defined in [ RFC6052]. The PLC
field values 0, 1, 2, 3, 4, and 5 indicate the NAT64 prefix |length
of 96, 64, 56, 48, 40, and 32 bits, respectively. The receiver
MUST i gnore the PREF64 option if the Prefix Length Code field is



not set to one of those val ues.

Hi ghest 96 bits of the Prefix: 96-bit unsigned integer. Contains
bits 0 - 95 of the NAT64 prefix.

4.1. Scaled Lifetinme Processing

It woul d be highly undesirable for the NAT64 prefix to have a
lifetime shorter than the Router Lifetine, which is defined in
Section 4.2 of [RFC4861] as a 16-bit unsigned integer. |f the NAT64
prefix lifetime is not at |east equal to the default Router Lifetineg,
it might lead to scenarios in which the NAT64 prefix lifetine expires
before the arrival of the next unsolicited RA. Therefore, the Scal ed
Lifeti me encodes the NAT64 prefix lifetinme in units of 8 seconds.

The receiver MJST nultiply the Scaled Lifetinme value by 8 (for
exanple, by a logical left shift) to calculate the naximumtine in
seconds the prefix MAY be used. The maximumlifetinme of the NAT64
prefix is thus 65528 seconds. To ensure that the NAT64 prefix does
not expire before the default router, it is NOT RECOMVENDED t o
configure default Router Lifetinmes greater than 65528 seconds when
using this option. Alifetine of 0 indicates that the prefix SHOULD
NOT be used anynore.

By default, the value of the Scaled Lifetinme field SHOULD be set to
the |l esser of 3 x MaxRtrAdvlnterval [RFC4A861] divided by 8, or 8191

Rout er vendors SHOULD al | ow admini strators to specify nonzero
lifetime values that are not divisible by 8. In such cases, the
router SHOULD round the provided value up to the nearest integer that
is divisible by 8 and small er than 65536, then divide the result by 8
(or performa logical right shift by 3) and set the Scaled Lifetinme
field to the resulting value. |If a nonzero lifetine value that is to
be divided by 8 (or subjected to a logical right shift by 3) is |less
than 8, then the Scaled Lifetinme field SHOULD be set to 1. This |ast
step ensures that lifetinmes under 8 seconds are encoded as a nonzero
Scal ed Lifetine.

5. Usage Guidelines

This option specifies exactly one NAT64 prefix for all |Pv4
destinations. |If the network operator wants to route different parts
of the I Pv4 address space to different NAT64 devices, this can be
acconpl i shed by routing nore specific subprefixes of the NAT64 prefix
to those devices. For exanple, suppose an operator is using the

[ RFC1918] address space 10.0.0.0/8 internally. That operator m ght
want to route 10.0.0.0/8 through NAT64 device A, and the rest of the
| Pv4 space through NAT64 device B. |If the operator’s NAT64 prefix is
2001: db8: a: b:: /96, then the operator can route

2001: db8: a: b:: a00: 0/ 104 to NAT64 A and 2001:db8:a:b::/96 to NAT64 B

This option nmay appear nore than once in an RA (e.g., when gracefully
renunbering the network fromone NAT64 prefix to another). Host
behavior with regard to synthesizing | Pv6 addresses from | Pv4
addresses SHOULD fol |l ow the recomendati ons given in Section 3 of

[ RFC7050], limted to the NAT64 prefixes that have a nonzero
lifetine.

In a network (or a provisioning donain) that provides both |Pv4 and
NAT64, it may be desirable for certain | Pv4 addresses not to be
translated. An exanple nmight be private address ranges that are

| ocal to the network/provisioning domain and that should not be
reached through the NAT64. This type of configuration cannot be
conveyed to hosts using this option, or through other NAT64 prefix
provi sioni ng mechani sms such as [ RFC7050] or [RFC7225]. This problem
does not apply in I Pv6-only networks: the host in an | Pv6-only
networ k does not have an | Pv4 address and cannot reach any |Pv4
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destinations w thout the NAT64.
1. Handling Miltiple NAT64 Prefixes

In sone cases, a host may receive nultiple NAT64 prefixes from
different sources. Possible scenarios include (but are not linmted
to):

* the host is using multiple nechanisns to discover PREF64 prefixes
(e.g., by using PCP [RFC7225]) and/or resolving an | Pv4-only fully
qual i fied domain nane [ RFC7050] in addition to receiving the
PREF64 RA option);

* the PREF64 option presents in a single RA nore than once;

* the host receives nultiple RAs with different PREF64 prefixes on a
given interface

VWhen multi pl e PREF64s are discovered via the RA PREF64 Option (either
the Option presents nore than once in a single RA or nultiple RAs are
recei ved), host behavior with regard to synthesizing | Pv6 addresses
from | Pv4 addresses SHOULD foll ow the recomrendati ons given in
Section 3 of [RFC7050], limted to the NAT64 prefixes that have a
nonzero lifetime.

When different PREF64s are di scovered using nmultiple mechanisns,
hosts SHOULD sel ect one source of information only. The RECOMVENDED
order is:

* PCP-di scovered prefixes [RFC7225], if supported;
* PREF64s discovered via the RA Option;

*  PREF64s resolving an | Pv4-only fully qualified domain name
[ RFC7050]

Note: If the network provides PREF64s via both this RA Option and

[ RFC7225], hosts that receive the PREF64 via the RA Option may choose
to use it inediately (before waiting for the PCP to conplete);
therefore, sone traffic nay not reflect any nore detail ed
configuration provided by the PCP

The host SHOULD treat the PREF64 as being specific to the network
interface it was received on. Hosts that are aware of Provisioning
Domain (PvD, [RFC7556]) MJST treat the PREF64 as being scoped to the
inplicit or explicit PvD

2. PREF64 Consi stency

Section 6.2.7 of [RFC4861] recomrends that routers inspect RAs sent
by other routers to ensure that all routers onlink advertise
consistent information. Routers SHOULD inspect valid PREF64 options
received on a given link and verify the consistency. Detected

i nconsi stencies indicate that one or nore routers mght be

m sconfigured. Routers SHOULD | og such cases to system or network
managenment. Routers SHOULD check and conpare the foll ow ng

i nformation:

* set of PREF64s with a nonzero lifetine;
* set of PREF64s with a zero lifetine.

Routers that are aware of PvD ([ RFC7556]) MJST only conpare
i nformati on scoped to the sane inplicit or explicit PvD.

| ANA Consi der ati ons
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8.

I ANA has assigned a new | Pv6 Nei ghbor Di scovery Option type for the
PREF64 option defined in this docunent in the "IPv6 Nei ghbor
Di scovery Option Formats" registry [ ANA].

Fom e e e oo - F-- - - - +
| Description | Type |
[} et ————— Lpp—p———
| PREF64 option | 38 |
. S R +

Table 1: New | ANA
Regi stry Assi gnnent

Security Considerations

Because RAs are required in all |1Pv6 configuration scenarios, on

| Pv6-only networks, RAs nust already be secured -- e.g., by deploying
an RA-CGuard [RFC6105]. Providing all configuration in RAs reduces
the attack surface to be targeted by nalicious attackers trying to
provide hosts with invalid configuration, as conpared to distributing
the configuration through multiple different nechanisns that need to
be secured independently.

If a host is provided with an incorrect NAT64 prefix, the IPv6-only
host m ght not be able to communicate with | Pv4-only destinations.
Connectivity to destinations reachable over |1 Pv6 woul d not be

i npacted just by providing a host with an incorrect prefix; however,
if attackers are capable of sending rogue RAs, they can perform
deni al -of -service or man-in-the-m ddl e attacks, as described in

[ RFC6104] .

The security nmeasures that nust already be in place to ensure that
RAs are only received fromlegitimte sources elimnate the problem
of NAT64 prefix validation described in Section 3.1 of [RFC7050].
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