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1. Introduction

Al 't hough the PCE architecture and franmework for both MPLS and GWLS
networ ks are defined in [ RFC4655], nost pre-existing PCEP RFCs, such
as [ RFC5440], [RFC5521], [RFC5541], and [ RFC5520], are focused on
MPLS networks and do not cover the w de range of GWLS networ ks.

Thi s docunent conpl enments these RFCs by addressing the extensions
required for GWLS applications and routing requests, for exanple,
for Optical Transport Networks (OINs) and Wavel ength Switched Opti cal
Net wor ks ( WBONs) .

The functional requirenents to be addressed by the PCEP extensions to
support these applications are fully described in [ RFC7025] and
[ RFC7449] .

1.1. Termi nol ogy

Thi s docunent uses term nol ogies fromthe PCE architecture docunent
[ RFC4655]; the PCEP docunments including [ RFC5440], [RFC5521],

[ RFC5541], [RFC5520], [RFC7025], and [RFC7449]; and the GWLS
docunents such as [RFC3471], [RFC3473], and so on. Note that the
reader is expected to be famliar with these docunents. The

foll owi ng abbreviations are used in this docunent:



ERC Explicit Route Object

I RG I ncl ude Route hject

L2SC: Layer 2 Switch Capabl e [ RFC3471]

LSC. Lanbda Switch Capabl e [ RFC3471]

LSP: Label Switched Path

LSPA: LSP Attribute

MEF: Metro Ethernet Forum

MT: Mul tiplier [RFC4328] [ RFC4606]

NCC: Nunber of Contiguous Conponents [ RFC4606]
NVC: Nunber of Virtual Conponents [ RFC4328] [ RFC4606]
oDU Optical Data Unit [G 709-v3]

OrN: Optical Transport Network [ G 709-v3]

P2 MP: Poi nt -t o- Mul ti poi nt

PCC. Pat h Conputation dient

PCRep: Pat h Conput ation Reply [ RFC5440]

PCReq: Pat h Conput ati on Request [ RFC5440]

RCC. Request ed Conti guous Concat enation [ RFC4606]
RRC: Record Route Object

RSVP- TE: Resource Reservation Protocol - Traffic Engineering
SDH: Synchronous Digital Hi erarchy

SONET: Synchronous Optical Network

SRLG Shared Ri sk Link G oup

SSON: Spectrum Swi t ched Optical Network

TDM Ti me-Di vision Miltiplex Capable [ RFC3471]

TE- LSP: Traffic Engi neered LSP
XRO Excl ude Route nhject

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. PCEP Requirenents for GWLS

[ RFC7025] describes the set of PCEP requirenments that support GWLS
TE-LSPs. This docunent assunmes a significant famliarity with
[ RFC7025] and existing PCEP extensions. As a short overview, those
requi renents can be broken down into the foll owi ng categories.



* \Which data flowis switched by the LSP: a conbination of a
switching type (for instance, L2SC or TDM, an LSP encoding type
(e.g., Ethernet, SONET/SDH), and sonetinmes the signal type (e.g.,
in case of a TDM or an LSC switching capability).

* Data-flowspecific traffic paraneters, which are technol ogy
specific. For instance, in SDH SONET and OTN networks [G 709-v3],
the concatenation type and the concatenati on nunber have an
i nfluence on the switched data and on which link it can be
support ed.

* Support for asymetric bandw dth requests.

* Support for unnunbered interface identifiers, as defined in
[ RFC3477] .

* Label information and technol ogy-specific |abel (s) such as
wavel ength | abels as defined in [RFC6205]. A PCC should al so be
able to specify a label restriction simlar to the one supported
by RSVP-TE in [ RFC3473].

* Ability to indicate the requested granularity for the path ERO
node, link, or label. This is to allow the use of the explicit
| abel control feature of RSVP-TE

The requirenents of [RFC7025] apply to several objects conveyed by
PCEP; this is described in Section 1.3. Sone of the requirenents of
[ RFC7025] are already supported in existing docunents, as described
in Section 1.4.

Thi s docunent describes a set of PCEP extensions, including new

obj ect types, TLVs, encodings, error codes, and procedures, in order
to fulfill the aforenentioned requirenents not covered in existing
RFCs.

Requi rements Applicability

This section follows the organization of [RFC7025], Section 3 and
i ndi cates, for each requirenent, the affected piece of information
carried by PCEP and its scope.

.1. Requirerments on the Path Conputati on Request

(1) Switching capability/type: As described in [ RFC3471], this
piece of information is used with the encodi ng type and signha
type to fully describe the switching technol ogy and data
carried by the TE-LSP. This is applicable to the TE-LSP itself
and also to the TE-LSP endpoint (carried in the END PO NTS
obj ect for MPLS networks in [RFC5440]) when considering
multiple network layers. Inter-layer path conputation
requirenents are addressed in [ RFC8282], which focuses on the
TE-LSP itsel f but does not address the TE-LSP endpoi nts.

(2) Encodi ng type: See (1).
(3) Signal type: See (1)

(4) Concat enation type: This paraneter and the concatenation nunber
(see (5)) are specific to sone TDM (SDH and ODU) switchi ng
technol ogi es. They MJST be described together and are used to
derive the requested resource allocation for the TE-LSP. It is
scoped to the TE-LSP and is related to the BANDW DTH obj ect
[ RFC5440] in MPLS networks. See concatenation information in
[ RFC4606] and [ RFC4328].

(5) Concat enati on number: See (4).



(6)

(7

(8)

(9)

(10)

(11)

(12)

(13)

1.3.2.

(1)

(2)

(3)

Technol ogy-specific | abel (s): As described in [RFC3471], the
GWPLS | abel s are specific to each switching technol ogy. They
can be specified on each link and al so on the TE-LSP endpoints,
in WEON networ ks, for instance, as described in [RFC6163]. The
| abel restriction can apply to endpoints, and on each hop, the
rel ated PCEP objects are END- PO NTS, 1RO XRO and RRO

End-to-End (E2E) path protection type: As defined in [ RFC4872],
this is applicable to the TE-LSP. |In MPLS networks, the

rel ated PCEP object is LSPA (carrying |ocal protection

i nformation).

Adm ni strative group: As defined in [RFC3630], this information
is already carried in the LSPA object.

Li nk protection type: As defined in [RFC4872], this is
applicable to the TE-LSP and is carried in association with the
E2E path protection type.

Support for unnunbered interfaces: As defined in [ RFC3477].
Its scope and rel ated objects are the sanme as | abels.

Support for asynmetric bandwi dth requests: As defined in
[ RFC6387], the scope is simlar to (4).

Support for explicit |abel control during the path conputation
This affects the TE-LSP and the ampunt of information returned
in the ERO

Support of |abel restrictions in the requests/responses: This
is described in (6).

Requi rements on the Path Conputati on Response

Pat h conputation with concatenation: This is related to the Path
Conput ati on request requirenment (4). |In addition, there is a
specific type of concatenation, called virtual concatenation,
that allows different routes to be used between the endpoints.

It is sinmlar to the semantic and scope of the LQOAD BALANCI NG in
MPLS net wor ks.

Label constraint: The PCE should be able to include | abels in
the path returned to the PCC, the related object is the ERO
obj ect.

Rol es of the routes: As defined in [RFC4872], this is applicable
to the TE-LSP and is carried in association with the E2E path
protection type.

1.4. Existing Support and Limtations for GWLS in Base PCEP (bjects

The support provided by specifications in [ RFC8282] and [ RFC5440] for
the requirenents listed in [RFC7025] is summarized in Tables 1 and 2
In sone cases, the support may not be complete, as noted, and

addi tional support needs to be provided as indicated in this

speci fication.

SW TCH LAYER |
| (RFC 8282) |

Req. | Name | Support |
[S oo fommel oo s oo e s o s ooy e
1 | Switching capability/type | SWTCH LAYER |
| | (RFC 8282) |
------ e
I I
I



| 3 | Signal type | SWTCH LAYER |
| | | (RFC 8282) |
S YY" . +
| 4 | Concatenation type | No |
Fom e e - - o e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 5 | Concatenation nunber | No |
+o-m - - o e m e e e e e e e e e e S +
| 6 | Technol ogy-specific |abel | (Partial) ERO |
| | | (RFC 5440) |
oo T T IS Ry +
| 7 | End-to-End (E2E) path protection | No |
| | type | |
+o-m - - o e m e e e e e e e e e e S +
| 8 | Administrative group | LSPA (RFC |
| | | 5440)

oo T T I IRy +
| 9 | Link protection type | No |
R o e e e e e e e e e e e e e e T +
| 10 | Support for unnunbered interfaces | (Partial) ERO |
| | | (RFC 5440) |
S YY" . +
| 11 | Support for asymetric bandw dth | No |
| | requests | |
R o e e e e e e e e e e e e e e T +
| 12 | Support for explicit |abel control | No |
| | during the path conputation | |
S YY" . +
| 13 | Support of |abel restrictions in | No |
| | the requests/responses | |
R o e e e e e e e e e e e e e e T +

Table 1. Requirenments Support per RFC 7025, Section 3.1

| Req. | Name | Support |
[ gttty S pp——————————(———————(—(——————————— Ll p—p—p—(———r
| 1 | Path computation with concatenation | No |
S O S TRy +
| 2 | Label constraint | No |
oo T T Tt T +
| 3 | Roles of the routes | No |
R oo e m e e e e e e e e e e e e mm e mmmaa o - S R +

Tabl e 2: Requirenments Support per RFC 7025, Section 3.2

Per Section 1.3, PCEP (as described in [ RFC5440], [RFC5521], and
[ RFC8282]) supports the foll owi ng objects, included in requests and
responses, that are related to the described requirenents.

From [ RFC5440] :

END- PO NTS: related to requirenents 1, 2, 3, 6, 10, and 13. The
obj ect only supports numbered endpoints. The context specifies
whet her they are node identifiers or nunbered interfaces.

BANDW DTH: related to requirenents 4, 5, and 11. The data rate
i s encoded in the BANDW DTH obj ect (as an | EEE 32-bit float).
[ RFC5440] does not include the ability to convey an encodi ng
proper to all QGVWLS-controll ed networks.

ERO related to requirenments 6, 10, 12, and 13. The ERO content
is defined in RSVP in [ RFC3209], [RFC3473], [RFC3477], and
[ RFC7570] and al ready supports all of the requirenents.

LSPA: related to requirenments 7, 8, and 9. Requirenent 8



(Admi nistrative group) is already supported.

From [ RFC5521] :

XRO

- This object allows excluding (strict or not) resources and is
related to requirenents 6, 10, and 13. It also includes the
requested diversity (node, link, or SRLG.

- Wen the F bit is set, the request indicates that the existing
path has failed, and the resources present in the RRO can be
reused.

From [ RFC8282] :

SW TCH LAYER: addresses requirenments 1, 2, and 3 for the TE-LSP
and indi cates which | ayer(s) should be considered. The object
can be used to represent the RSVP-TE Ceneralized Label Request.
It does not address the endpoints case of requirenents 1, 2,
and 3.

REQ- ADAP- CAP: indicates the adaptation capabilities requested; it
can al so be used for the endpoints in case of mono-I|ayer
comput at i on.

The gaps in functional coverage of the base PCEP objects are:

*

The BANDW DTH and LQOAD- BALANCI NG obj ects do not describe the
details of the traffic request (requirements 4 and 5, for exanple,
NVC and nultiplier) in the context of GWLS networks, for

i nstance, in TDM or OTN networ ks

The END- PO NTS obj ect does not all ow specifying an unnunbered
interface, nor potential |abel restrictions on the interface
(requirements 6, 10, and 13). Those paraneters are of interest in
case of swi tching constraints.

The 1 ROs/ XROs do not all ow the inclusion/exclusion of |abels
(requirements 6, 10, and 13).

Base attributes do not allow expressing the requested |ink
protection |l evel and/or the end-to-end protection attributes.

As defined later in this docunent, the PCEP extensions that cover the
gaps are:

*

Two new obj ect types are defined for the BANDW DTH obj ect
(Ceneralized bandwi dth and Ceneralized bandw dth of an existing
TE-LSP for which a reoptimzation is requested).

A new obj ect type is defined for the LOAD BALANCI NG obj ect
(Generalized Load Bal anci ng).

A new object type is defined for the END- PO NTS obj ect
(CGeneralized Endpoint).

A new TLV is added to the Open nessage for capability negotiation.
A new TLV is added to the LSPA object.
The Label subobject is now allowed in the | RO and XRO obj ects.

In order to indicate the routing granularity used in the response,
a new flag is added in the RP object.



2. PCEP (Objects and Extensions

Thi s section describes the necessary PCEP objects and extensions.
The PCReq and PCRep nessages are defined in [ RFC5440]. This docunent
does not change the existing grammar.

2.1. QWLS Capability Advertisenent
2.1.1. QGWLS Conputation TLV in the Existing PCE Di scovery Protoco

| GP-based PCE Di scovery (PCED) is defined in [ RFC5088] and [ RFC5089]
for the OSPF and 1S-1S protocols. Those docunents have defined bit 0
in the PCE-CAP- FLAGS Sub-TLV of the PCED TLV as "Path conputation
with GWLS |ink constraints". This capability is optional and can be
used to detect GWLS-capable PCEs. PCEs that set the bit to indicate
support of QGVWPLS path conputation MJST follow the procedures in
Section 2.1.2 to further qualify the Ievel of support during PCEP
sessi on establishnent.

2.1.2. OPEN bj ect Extension GWLS- CAPABI LI TY TLV

In addition to the | GP advertisenment, a PCEP speaker MJST be able to
di scover the other peer GVWPLS capabilities during the Open nessage
exchange. This capability is also useful to avoid nisconfigurations.
Thi s docunent defines a GVWPLS- CAPABILITY TLV for use in the OPEN
object to negotiate the GQVWPLS capability. The inclusion of this TLV
in the Open nessage indicates that the PCEP speaker supports the PCEP
extensions defined in the docunent. A PCEP speaker that is able to
support the GWLS extensions defined in this docunment MJST i ncl ude
the GWLS- CAPABI LI TY TLV in the Open nessage. |If one of the PCEP
peers does not include the GWLS- CAPABILITY TLV in the Open message,
the peers MJUST NOT nake use of the objects and TLVs defined in this
docunent .

If the PCEP speaker supports the extensions of this specification but
did not advertise the GWLS- CAPABI LI TY capability, upon receipt of a
message fromthe PCE including an extension defined in this docunent,
it MJUST generate a PCEP Error (PCErr) with Error-Type=10 (Reception
of an invalid object) and Error-val ue=31 (M ssing GVPLS- CAPABI LI TY
TLV), and it SHOULD termninate the PCEP session

As docunented in Section 5.3 ("New PCEP TLVs"), |ANA has all ocated
val ue 45 (GWPLS- CAPABILITY) fromthe "PCEP TLV Type |ndi cators” sub-
registry. The format for the GVPLS- CAPABILITY TLV is shown in the
followi ng figure

0 1 2 3
01234567890123456789012345678901
T S S T Tk i ST SR A S S S i w i S S S S g S
| Type=45 | Lengt h |
o S i S S T T S i S S S
| Fl ags |
i s S S I s it S S S S S S

No flags are defined in this docunent; they are reserved for future
use. Unassigned flags MJUST be set to zero on transm ssion and MJST
be ignored on receipt.

2.2. RP bject Extension

Explicit Label Control (ELC) is a procedure supported by RSVP-TE,
where the outgoing |abels are encoded in the ERO. As a consequence,
the PCE can provide such | abels directly in the path ERO. Dependi ng
on the policies or switching layer, it mght be necessary for the PCC
to use explicit |abel control or explicit link ids; thus, it needs to
indicate in the PCReq which granularity it is expecting in the ERO



This corresponds to requirenent 12 in Section 3.1 of [RFC7025]. The
possi ble granularities can be node, link, or label. The
granularities are interdependent, in the sense that link granularity
inplies the presence of node information in the ERO simlarly, a

| abel granularity inplies that the ERO contains node, |ink, and |abe
i nformati on.

A new 2-bit Routing Granularity (RG flag (bits 15-16) is defined in
the RP object. The values are defined as foll ows:

0: reserved

1: node
2: link
3: | abel

The RG flag in the RP object indicates the requested route
granularity. The PCE SHOULD follow this granularity and MAY return a
NO PATH i f the requested granularity cannot be provided. The PCE MAY
return any granularity on the route based on its policy. The PCC can
decide if the ERO is acceptable based on its content.

If a PCE honored the requested routing granularity for a request, it
MUST indicate the selected routing granularity in the RP object
included in the response. Oherwi se, the PCE MUST use the reserved
RG to | eave the check of the EROto the PCC. The RG flag is backward
conmpatible with [ RFC5440]: the value sent by an inplenentation (PCC
or PCE) not supporting it will indicate a reserved val ue

2.3. BANDW DTH (hj ect Extensions

Per [ RFC5440], the object carrying the requested size for the TE-LSP
is the BANDW DTH obj ect. oject types 1 and 2 defined in [ RFC5440]
do not provide enough information to describe the TE-LSP bandwi dth in
GWLS networks. The BANDW DTH obj ect encodi ng has to be extended to
all ow the object to express the bandw dth as described in [ RFC7025].
RSVP- TE extensi ons for GWLS provide a set of encodings that allow
such representation in an unanmbi guous way; this is encoded in the
RSVP-TE Traffic Specification (TSpec) and Fl ow Specification

(Fl owSpec) objects. This docunent extends the BANDW DTH object with
new obj ect types reusing the RSVP-TE encodi ng.

The foll owing possibilities are supported by the extended encodi ng:

* Asynmetric bandwi dth (different bandwidth in forward and reverse
direction), as described in [ RFC6387].

*  QVWPLS (SDH SONET, G 709, ATM MeEF, etc.) paraneters.

This corresponds to requirenments 3, 4, 5, and 11 in Section 3.1 of
[ RFC7025] .

Thi s docunent defines two object types for the BANDW DTH obj ect:
3: Ceneralized bandwi dth

4: CGeneralized bandwi dth of an existing TE-LSP for which a
reoptimzation is requested

The definitions below apply for object types 3 and 4. The body is as
fol |l ows:

0 1 2 3
01234567890123456789012345678901



B i s T T i i o S o T Ji I
Bandwi dt h Spec Length | Rev. Bandwi dth Spec Length |

e b T S i i S S S S e e s S i T T i S S
Bw Spec Type | Reserved |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Ceneral i zed Bandwi dt h

Reverse Ceneralized Bandwi dth (optional) ~
B i T i T S i s S S N e s o T S

I
+-
I
+-
I
I
e b T S i i S S S S e e s S i T T i S S
I
I
+-
| .
~ Optional TLVs

I

+-

I
I
+
I
I
+
I
I
T S S e it S S S S S s S DU S S i S

BANDW DTH obj ect types 3 and 4 have a variable length. The 16-bit
Bandwi dt h Spec Length field indicates the Iength of the Generalized
Bandwi dth field. The Bandwi dth Spec Length MUST be strictly greater
than 0. The 16-bit Reverse Bandwi dth Spec Length field indicates the
I ength of the Reverse Ceneralized Bandwidth field. The Reverse
Bandwi dt h Spec Length MAY be equal to O.

The Bw Spec Type field determ nes which type of bandwidth is
represented by the object.

The Bw Spec Type corresponds to the RSVP-TE SENDER TSPEC ( Obj ect
Class 12) C- Types.

The encodi ng of the Generalized Bandw dth and Reverse Generalized
Bandwi dth fields is the sane as the traffic paraneters carried in
RSVP-TE; they can be found in the following references. Note that
the RSVP-TE traffic specification MAY also include TLVs that are
different fromthe PCEP TLVs (e.g., the TLVs defined in [ RFC6003]).

‘o4 oo+ o= =—===+
| Bw Spec Type | Name | Reference |
[ oo el el e e e e o)
| 2 | I'ntserv | [RFC2210] |
I i I e ] I I I I +
| 4 | SONET/SDH | [ RFC4606] |
I I I Fo-m - - Fo-m - - +
| 5 | G 709 | [RFC4328] |
Fom e e m - - I I I I +
| 6 | Ethernet | [RFC6003] |
I i I e ] I I I I +
| 7 | OINTDM | [RFC7139] |
I I I Fo-m - - Fo-m - - +
| 8 | SSON | [RFC7792] |
Fom e e m - - I I I I +

Tabl e 3: Generalized Bandw dt h and
Reverse Generalized Bandwidth Field
Encodi ng

When a PCC requests a bidirectional path with symretric bandwi dth, it
SHOULD only specify the Generalized Bandwidth field and set the
Reverse Bandwi dth Spec Length to 0. Wen a PCC needs to request a
bidirectional path with asymetric bandwi dth, it SHOULD specify the
different bandwidth in the forward and reverse directions with
General i zed Bandwi dth and Reverse Ceneralized Bandwi dth fiel ds.

The procedure described in [ RFC5440] for the PCRep is unchanged: a
PCE MAY include the BANDW DTH objects in the response to indicate the



BANDW DTH of the path.

As specified in [ RFC5440], in the case of the reoptimzation of a TE-
LSP, the bandwi dth of the existing TE-LSP MJST al so be included in
addition to the requested bandwidth if and only if the two val ues
differ. The object type 4 MAY be used instead of the previously
specified object type 2 to indicate the existing TE-LSP bandw dt h,
which was originally specified with object type 3. A PCC that
requested a path with a BANDW DTH obj ect of object type 1 MJST use
object type 2 to represent the existing TE-LSP bandwi dt h.

Optional TLVs MAY be included within the object body to specify nore
speci fic bandw dth requirenments. No TLVs for object types 3 and 4
are defined by this docunent.

.4. LOAD BALANCI NG Obj ect Extensions

The LQAD- BALANCI NG obj ect [RFC5440] is used to request a set of at
most Max-LSP TE-LSPs having in total the bandw dth specified in
BANDW DTH, with each TE-LSP having at |east a specified mninmum
bandwi dt h. The LOAD- BALANCI NG obj ect foll ows the bandw dth encodi ng
of the BANDW DTH obj ect; thus, the existing definition from|[RFC5440]
does not describe enough details for the bandwi dth specification
expected by GWLS.

Simlar to the BANDW DTH obj ect, a new object type is defined to
allow a PCC to represent the bandw dth types supported by GWLS
net wor ks.

Thi s docunent defines object type 2 (Ceneralized Load Bal anci ng) for
the LOAD- BALANCI NG obj ect. The Generalized Load Bal anci ng obj ect
type has a variabl e | ength.

The format of the Generalized Load Bal anci ng object type is as
fol | ows:

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Bandwi dt h Spec Length | Reverse Bandw dth Spec Length |
R et e s i o e s i i
| Bw Spec Type | Max-LSP | Reserved |
B i s T T i i o S o T Ji I
| M n Bandwi dt h Spec |
i i i T i I S i e s o o i i
| M n Reverse Bandwi dth Spec (optional) |
R et e s i o e s i i
I
I
+-

Optional TLVs ~
R s s o o R i i R TR T S S T s S S S S O e i e ol B

Bandwi dt h Spec Length (16 bits): the total length of the Mn
Bandwi dth Spec field. The length MJST be strictly greater than O.

Rever se Bandwi dth Spec Length (16 bits): the total length of the Mn
Reverse Bandwi dth Spec field. It MAY be equal to O.

Bw Spec Type (8 bits): the bandwi dth specification type; it
corresponds to RSVP-TE SENDER TSPEC ((Object O ass 12) C Types.

Max-LSP (8 bits): the maxi num nunber of TE-LSPs in the set.

M n Bandwi dth Spec (variable): specifies the m nimum bandw dth
speci fication of each el enment of the TE-LSP set.



M n Reverse Bandwi dth Spec (variable): specifies the mninmmreverse
bandwi dth specification of each el ement of the TE-LSP set.

The encoding of the M n Bandwi dth Spec and M n Reverse Bandw dth Spec
fields is the sane as in the RSVP-TE SENDER TSPEC object; it can be
found in Table 3 in Section 2.3 of this docunent.

When a PCC requests a bidirectional path with symretric bandwi dth

whi | e speci fying | oad-bal ancing constraints, it SHOULD specify the

M n Bandwi dth Spec field and set the Reverse Bandwi dth Spec Length to
0. Wen a PCC needs to request a bidirectional path with asymretric
bandwi dt h whil e specifying | oad-bal ancing constraints, it MJST
specify the different bandwi dth in forward and reverse directions
through M n Bandwi dth Spec and M n Reverse Bandwi dth Spec fi el ds.

Optional TLVs MAY be included within the object body to specify nore
speci fic bandwi dth requirements. No TLVs for the Ceneralized Load
Bal anci ng obj ect type are defined by this docunent.

The semantic of the LOAD- BALANCI NG obj ect is not changed. |If a PCC
requests the conputation of a set of TE-LSPs with at nost N TE- LSPs
so that it can carry Ceneralized bandwi dth X, each TE-LSP nust at

| east transport bandwidth B; it inserts a BANDW DTH obj ect specifying
X as the required bandwi dt h and a LOAD- BALANCI NG obj ect with the Max-
LSP and M n Bandwi dth Spec fields set to N and B, respectively. When
the BANDW DTH and M n Bandwi dth Spec can be summari zed as scal ars,
the sumof the bandwidth for all TE-LSPs in the set is greater than
X. The mapping of the X over N path with (at least) bandwidth B is
technol ogy and possibly node specific. Each standard definition of
the transport technology is defining those mappi ngs and are not
repeated in this document. A sinplified exanple for SDH is descri bed
in Appendi x A

In all other cases, including technol ogi es based on statistical
multiplexing (e.g., InterServ and Ethernet), the exact bandwi dth
managenment (e.g., the Ethernet’s Excessive Rate) is left to the PCE s
policies, according to the operator’s configuration. |If required,
further docunents may introduce a new nmechanismto finely express
conpl ex | oad-bal ancing policies wthin PCEP.

The BANDW DTH and LQOAD- BALANCI NG Bw Spec Type can be different
dependi ng on the architecture of the endpoint node. Wen the PCE is
not able to handl e those two Bw Spec Types, it MJIST return a NO PATH
with the bit "LOAD BALANCI NG coul d not be performed with the
bandwi dt h constraints" set in the NO PATH VECTOR TLV.

2.5. END PO NTS Obj ect Extensions
The END- PO NTS object is used in a PCEP request nessage to specify
the source and the destination of the path for which a path
conputation is requested. Per [RFC5440], the source |IP address and
the destination |IP address are used to identify those. A new object
type is defined to address the foll owing possibilities:
* Different source and destination endpoint types.
* Label restrictions on the endpoint.

* Specification of unnunbered endpoints type as seen in GWLS
net wor ks.

The object encoding is described in the follow ng sections.
In path conputation within a GWLS context, the endpoints can:

* Be unnunbered as described in [ RFC3477].



* Have | abels associated to them specifying a set of constraints on
the allocation of |abels.

* Have different switching capabilities.

The 1 Pv4 and | Pv6 endpoints are used to represent the source and
destination |IP addresses. The scope of the |IP address (node or
nunbered link) is not explicitly stated. It is also possible to
request a path between a nunbered |ink and an unnunbered Iink, or a
P2MP pat h between different types of endpoints.

Thi s docunent defines object type 5 (Ceneralized Endpoint) for the
END- PO NTS object. This new type al so supports the specification of
constraints on the endpoint |abel to be used. The PCE mi ght know the
interface restrictions, but this is not a requirenent. This
corresponds to requirenents 6 and 10 in Section 3.1 of [RFC7025].

.5.1. Ceneralized Endpoint Object Type

The Generalized Endpoint object type format consists of a body and a
list of TLVs scoped to this object. The TLVs give the details of the
endpoi nts and are described in Section 2.5.2. For each endpoint

type, a different grammar is defined. The TLVs defined to describe
an endpoi nt are:

1. | PV4- ADDRESS

2. | PV6- ADDRESS

3. UNNUMBERED- ENDPO NT
4. LABEL- REQUEST

5.  LABEL-SET

The LABEL-SET TLV is used to restrict or suggest the | abel allocation
in the PCE. This TLV expresses the set of restrictions that may
apply to signaling. Label restriction support can be an explicit or
a suggested val ue (LABEL-SET describing one |abel, with the L bit
cleared or set, respectively), mandatory range restrictions (LABEL-
SET with the L bit cleared), and optional range restriction (LABEL-
SET with the L bit set). Endpoints |abel restriction nmay not be part
of the RRO or IRO. They can be included when follow ng [ RFC4003] in
signaling for the egress endpoint, but ingress endpoint properties
can be local to the PCC and not signaled. To support this case, the
LABEL- SET al | ows i ndication of which |abels are used in case of
reoptimzation. The |abel range restrictions are valid in GWLS-
control |l ed networks, depending on either the PCC policy or the

swi tching technol ogy used, for instance, on a given Ethernet or ODU
equi pnent having limted hardware capabilities restricting the |abe
range. Label set restriction also applies to WSON networks where the
optical senders and receivers are linmited in their frequency
tunability ranges, consequently restricting the possible |abel ranges
on the interface in GWLS. The END- PO NTS object with the
General i zed Endpoi nt object type is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S

| Reserved | Endpoi nt Type
el i I e i it T e e e e i i T o S e e S e T R R

~ TLVs ~
T S i T o S T i S SEp S A S



Reserved bits SHOULD be set to 0 when a nessage is sent and ignored
when the nmessage i s received.

The val ues for the Endpoint Type field are defined as foll ows:

[} gty e pp—p—p—p—(—(—(—(———(——(————————(—(————————r
| Val ue | Type |
B el e st o}
| O | Point-to-Point |
T T +
| 1 | Point-to-Multipoint with | eaf type 1

S R o e e e e e e e e e e e e e e me oo +
| 2 | Point-to-Miultipoint with |eaf type 2

S TRy . +
| 3 | Point-to-Multipoint with | eaf type 3

T T . +
| 4 | Point-to-Multipoint with | eaf type 4

S R o e e e e e e e e e e e e e e me oo +
| 5-244 | Unassi gned |
S TRy . +
| 245-255 | Experinental Use |
T T e +

Tabl e 4: Generalized Endpoi nt Types

The Endpoint Type field is used to cover both point-to-point and
different point-to-nultipoint endpoints. A PCE nay only accept
endpoi nt type 0; endpoint types 1-4 apply if the PCE inplenentation
supports P2MP path cal cul ation. The |leaf types for P2MP are as per

[ RFC8306]. A PCE not supporting a given endpoint type SHOULD respond
with a PCErr with Error-Type=4 (Not supported object) and Error-

val ue=7 (Unsupported endpoint type in END PO NTS Ceneralized Endpoi nt
obj ect type). As per [RFC5440], a PCE unable to process Ceneralized
Endpoi nts may respond with Error-Type=3 (Unknown Object) and Error-
val ue=2 (Unrecogni zed object type) or with Error-Type=4 (Not
supported object) and Error-val ue=2 (Not supported object Type). The
TLVs present in the request object body MJUST foll ow the granmar per

[ RFC5511] :

<general i zed- endpoi nt-tlvs>:: =
<p2p- endpoi nt s> | <p2np-endpoi nt s>

<p2p- endpoi nts> ::=
<endpoi nt > [ <endpoi nt-restriction-1list>]
<endpoi nt > [ <endpoint-restriction-1list>]

<p2np- endpoi nts> :: =
<endpoi nt > [ <endpoi nt-restriction-1list>]
<endpoi nt > [ <endpoint-restriction-1list>]
[ <endpoi nt> [ <endpoint-restriction-list>]]..

For endpoint type Point-to-Point, two endpoint TLVsS MJST be present
in the nessage. The first endpoint is the source, and the second is
the destinati on.

For endpoint type Point-to-Miltipoint, several END PO NTS objects MAY
be present in the nmessage, and the exact neani ng depends on the
endpoi nt type defined for the object. The first endpoint TLV is the
root, and other endpoint TLVs are the | eaves. The root endpoint MJST
be the sane for all END PO NTS objects for that P2MP tree request.

If the root endpoint is not the sane for all END-PONTS, a PCErr with
Error-Type=17 (P2MP END- PO NTS Error) and Error-val ue=4 (The PCE
cannot satisfy the request due to inconsistent END PO NTS) MJST be
returned. The procedure defined in [ RFC8306], Section 3.10 al so
applies to the Generalized Endpoint with Point-to-Miltipoint endpoint



types.

An endpoint is defined as follows:

<endpoi nt >: : =<| PV4- ADDRESS>| <| PV6- ADDRESS>| <UNNUVBERED- ENDPOl NT>
<endpoint-restriction-list> ::= <endpoint-restriction>
[ <endpoint-restriction-1list>]

<endpoint-restriction> ::=
[ <LABEL- REQUEST>] [ <l abel -restriction-Iist>]

<l abel -restriction-list> ::= <l abel-restriction>
[<l abel -restriction-list>]
<| abel -restriction> ::= <LABEL-SET>

The different TLVs are described in the followi ng sections. A PCE
MAY support any or all of the | PV4- ADDRESS, | PV6-ADDRESS, and
UNNUVBERED- ENDPOI NT TLVs. When receiving a PCReq, a PCE unable to
resolve the identifier in one of those TLVs MJST respond by using a
PCRep with NO PATH and setting the bit "Unknown destination" or
"Unknown source" in the NO PATH VECTOR TLV. The response SHOULD

i nclude the END- PO NTS object with only the unsupported TLV(S).

A PCE MAY support either or both of the LABEL- REQUEST and LABEL- SET
TLVs. If a PCE finds a non-supported TLV in the END PO NTS, the PCE
MUST respond with a PCErr nessage with Error-Type=4 (Not supported
obj ect) and Error-val ue=8 (Unsupported TLV present in END PO NTS
General i zed Endpoi nt object type), and the nessage SHOULD i ncl ude the
END- PO NTS obj ect in the response with only the endpoi nt and endpoi nt
restriction TLV it did not understand. A PCE supporting those TLVs
but not being able to fulfill the | abel restriction MJST send a
response with a NO PATH object that has the bit "No endpoi nt | abel
resource” or "No endpoint |abel resource in range" set in the NO
PATH VECTOR TLV. The response SHOULD i ncl ude an END- PO NTS obj ect
containing only the TLV(s) related to the constraints the PCE coul d
not meet.

2.5.2. END- PO NTS TLV Ext ensi ons

Al'l endpoint TLVs have the standard PCEP TLV header as defined in
[ RFC5440], Section 7.1. For the Ceneralized Endpoint object type,
the TLVs MJST foll ow the ordering defined in Section 2.5.1.

2.5.2.1. |PV4- ADDRESS TLV

The | PV4- ADDRESS TLV (Type 39) represents a nunbered endpoint using
| Pv4 nunbering. The format of the TLV value is as follows:

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| | Pv4 address |
R et e s i o e s i i

This TLV MAY be ignored, in which case a PCRep with NO PATH SHOULD be
returned, as described in Section 2.5.1.

2.5.2.2. |PV6- ADDRESS TLV

The |1 Pv6- ADDRESS TLV (Type 40) represents a numbered endpoi nt using
| PV6 nunmbering. The format of the TLV value is as foll ows:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| | Pv6 address (16 bytes) |



I I

I I

I I

i e R i e i i i e i i St S N e S
This TLV MAY be ignored, in which case a PCRep with NO PATH SHOULD be
returned, as described in Section 2.5.1.

2.5.2.3. UNNUMBERED- ENDPO NT TLV

The UNNUMBERED- ENDPO NT TLV (Type 41) represents an unnunbered
interface. This TLV has the sane semantic as in [RFC3477]. The TLV
val ue i s encoded as foll ows:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| LSR s Router ID |
B i s T T i i o S o T Ji I
| Interface ID (32 bits) |
R e L o i e e e  h th o i R SR

This TLV MAY be ignored, in which case a PCRep with NO PATH SHOULD be
returned, as described in Section 2.5.1.

2.5.2.4. LABEL- REQUEST TLV

The LABEL- REQUEST TLV (Type 42) indicates the switching capability
and encoding type of the following |abel restriction list for the
endpoint. The value format and encoding is the sane as described in
Section 3.1 of [RFC3471] for the Generalized Label Request. The LSP
Encodi ng Type field indicates the encoding type, e.g., SONET, SDH,

G gE, etc., of the LSP with which the data is associated. The
Switching Type field indicates the type of switching that is being
requested on the endpoint. The Ceneralized Protocol I|dentifier
(GPID) field identifies the payload. This TLV and the foll owi ng one
are defined to satisfy requirenent 13 in Section 3.1 of [ RFC7025] for
the endpoint. It is not directly related to the TE-LSP | abel

request, which is expressed by the SW TCH LAYER obj ect .

On the path cal cul ation request, only the GENERALI ZED- BANDW DTH and
SW TCH- LAYER need to be coherent; the endpoint |abels could be
different (supporting a different LABEL- REQUEST). Hence, the | abel
restrictions include a Generalized Label Request in order to
interpret the labels. This TLV MAY be ignored, in which case a PCRep
with NO PATH SHOULD be returned, as described in Section 2.5. 1.

2.5.2.5. LABEL-SET TLV

Label or |abel range restrictions can be specified for the TE-LSP
endpoints. Those are encoded using the LABEL-SET TLV. The | abe

val ue needs to be interpreted with a description on the encoding and
switching type. The REQ ADAP- CAP object [RFC8282] can be used in
case of a nono-layer request; however, in case of a multi-Iayer
request, it is possible to have nore than one object, so it is better
to have a dedicated TLV for the | abel and | abel request. These TLVs
MAY be ignored, in which case a response with NO PATH SHOULD be
returned, as described in Section 2.5.1. Per [RFC5440], the LABEL-
SET TLV is encoded as follows. The type of the LABEL-SET TLV is 43.
The TLV Length is variable, and the value encoding foll ows

Section 3.5 of [RFC3471], with the addition of a Ubit, Obit, and L
bit. The L bit is used to represent a suggested set of |abels,
followi ng the semantic of Suggested Label as defined by [ RFC3471].

0 1 2 3
01234567890123456789012345678901



B i s T T i i o S o T Ji I
| Action Reserved |L|Q U Label Type |
R e s T o T S R El ok i R e e S S e o o s
| Subchannel 1 |
I : I

T S i T o S T i S SEp S A S

T e T T T R i e S a
| Subchannel N |

T S i T o S T i S SEp S A S

A LABEL- SET TLV represents a set of possible |abels that can be used
on an interface. |If the L bit is cleared, the | abel allocated on the
first endpoint MJUST be within the | abel set range. The Action
parameter in the LABEL-SET indicates the type of |ist provided.

These parameters are described by [RFC3471], Section 3.5.1.

The U O and L bits are defined as foll ows:

U Upstream direction. Set for the upstream (reverse) direction
in case of bidirectional LSP.

O ad label. Set when the TLV represents the old (previously
al l ocated) label in case of reoptimzation. The R bit of the
RP object MUST be set to 1. |If the L bit is set, this bit
SHOULD be set to 0 and ignored on receipt. Wen this bit is
set, the Action field MJIST be set to O (Inclusive List), and
the LABEL- SET MJST contai n one subchannel .

L: Loose | abel. Set when the TLV indicates to the PCE that a
set of preferred (ordered) |abels are to be used. The PCE
MAY use those | abels for | abel allocation.

Several LABEL_SET TLVs MAY be present with the O bit cleared;
LABEL_SET TLVs with the L bit set can be conbined with a LABEL SET
TLV with the L bit cleared. There MJUST NOT be nore than two

LABEL _SET TLVs present with the Obit set. |If there are two
LABEL_SET TLVs present, there MJUST NOT be nore than one with the U
bit set, and there MJUST NOT be nore than one with the U bit cleared.
For a given U bit value, if nore than one LABEL_SET TLV with the O
bit set is present, the first TLV MJST be processed, and the
following TLVs that have the sane U and O bits MJST be ignored.

A LABEL-SET TLV with the Oand L bits set MJST trigger a PCErr
message with Error-Type=10 (Reception of an invalid object) and
Error-val ue=29 (Wong LABEL-SET TLV present with Oand L bits set).

A LABEL- SET TLV that has the O bit set and an Action field not set to
0 (I'nclusive List) or that contains nore than one subchannel MJST
trigger a PCErr nessage with Error-Type=10 (Reception of an invalid
obj ect) and Error-val ue=30 (Wong LABEL-SET TLV present with O bit
set and wong format).

If a LABEL-SET TLV is present with the Obit set, the Rbit of the RP
obj ect MJST be set; otherwi se, a PCErr nessage MJST be sent with
Error-Type=10 (Reception of an invalid object) and Error-val ue=28
(LABEL- SET TLV present with O bit set but without R bit set in RP).

2.6. | RO Ext ensi on

The 1RO as defined in [ RFC5440] is used to include specific objects
in the path. RSVP-TE allows the inclusion of a |label definition. In
order to fulfill requirement 13 in Section 3.1 of [RFC7025], the IRO
needs to support the new subobject type as defined in [ RFC3473]:



[ gl oo pj gt o}
| Type | Subobject |

[ bl bty

| 10 | Label |

+------ R +
Table 5

The Label subobject MJST foll ow a subobject identifying a Iink,
currently an | P address subobject (Type 1 or 2) or an interface ID
(Type 4) subobject. |If an |IP address subobject is used, then the
given | P address MJST be associated with a |link. Mre than one Labe
subobj ect MAY fol |l ow each subobject identifying a link. The
procedure associated with this subobject is as follows.

If the PCE is able to allocate |abels (e.g., via explicit |abe
control), the PCE MJUST allocate one | abel fromw thin the set of

| abel values for the given link. |f the PCE does not assign |abels,
then it sends a response with a NO PATH obj ect, containing a NO PATH
VECTOR TLV with the bit "No | abel resource in range" set.

2.7. XRO Extension

The XRO as defined in [ RFC5521] is used to exclude specific objects
in the path. RSVP-TE allows the exclusion of certain | abels

[ RFC6001]. In order to fulfill requirenent 13 in Section 3.1 of

[ RFC7025], the PCEP's XRO needs to support a new subobject to enable
| abel excl usion.

The encodi ng of the XRO Label subobject follows the encoding of the
ERO Label subobject defined in [ RFC3473] and the XRO subobj ect
defined in [ RFC5521]. The XRO Label subobject (Type 10) represents
one | abel and is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| X| Type=10 | Length | Y Reserved | C Type |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Label |
I - I

T S S S T S S S S it S S SEp DI S S

X (1 bit): See [RFC5521]. The X bit indicates whether the exclusion
is mandatory or desired. O indicates that the resource specified
MUST be excluded fromthe path conputed by the PCE. 1 indicates
that the resource specified SHOULD be excluded fromthe path
computed by the PCE, but it MAY be included subject to the PCE
policy and the absence of a viable path that neets the other
constraints and excl udes the resource.

Type (7 bits): The type of the XRO Label subobject is 10.

Length (8 bits): See [RFC5521]. The total |ength of the subobject
in bytes (including the Type and Length fields). The length is
al ways divisible by 4.

U(1l bit): See [RFC3471], Section 6.1

C-Type (8 bits): The C Type of the included Label object as defined
in [ RFC3473].

Label : See [RFC3471].

The Label subobject MJST foll ow a subobject identifying a |ink,



currently an | P address subobject (Type 1 or 2) or an interface ID
(Type 4) subobject. |If an |IP address subobject is used, the given IP
address MJST be associated with a Iink. Mre than one |abe

subobj ect MAY follow a subobject identifying a |Iink

[ oo~ ]
| Type | Subobject |
[ gl oo pj gt o}
| 10 | Label |
Foommo- S +
Table 6
2.8. LSPA Extensions
The LSPA carries the LSP attributes. 1In the end-to-end recovery

context, this also includes the protection state information. A new
TLV is defined to fulfill requirenment 7 in Section 3.1 of [RFC7025]
and requirenent 3 in Section 3.2 of [RFC7025]. This TLV contains the
i nformati on of the PROTECTI ON obj ect defined by [ RFC4872] and can be
used as a policy input. The LSPA object MAY carry a PROTECTI OMN

ATTRI BUTE TLV (Type 44), which is defined as follows:

0 1 2 3
01234567890123456789012345678901

el i I e i it T e e e e i i T o S e e S e T R R
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| SIPINNO Reserved | LSP Flags | Reserved | Link Flags

B T I e R i i i T S S e e I e ik oI I S S e S S
| TR Reserved | Seg. Fl ags | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R

The content is as defined in [ RFC4872], Section 14 and [ RFC4873],
Section 6. 1.

The LSP (protection) Flags field or the Link Flags field can be used
by a PCE i npl ementation for routing policy input. The other
attributes are only neaningful for a stateful PCE

This TLV is OPTIONAL and MAY be ignored by the PCE. [|f ignored by
the PCE, it MJST NOT include the TLV in the LSPA of the response.
VWhen the TLV is used by the PCE, an LSPA object and the PROTECTI O\
ATTRI BUTE TLV MJST be included in the response. Fields that were not
consi dered MJST be set to O.

2.9. NO PATH bj ect Extension

The NO PATH object is used in PCRep messages in response to an
unsuccessful Path Conputati on Request (the PCE could not find a path
satisfying the set of constraints). |In this scenario, the PCE MJST
i nclude a NO PATH object in the PCRep nessage. The NO PATH obj ect
MAY carry the NO PATH VECTOR TLV that specifies nore information on
the reasons that led to a negative reply. 1In case of GWLS networKks,
there could be some additional constraints that led to the failure
such as protection msnmatch, |ack of resources, and so on. Severa
new fl ags have been defined in the 32-bit Flag field of the NO PATH
VECTOR TLV, but no nodifications have been nmade in the NO PATH

obj ect .

2.9.1. Ext ensi ons to NO PATH VECTOR TLV

The nodi fied NO PATH VECTOR TLV carrying the additional infornation
is as foll ows:

Bit number 18: Protection Msmatch (1 bit). Specifies the



3.

m smat ch of the protection type in the PROTECTI ON- ATTRI BUTE TLV
in the request.

Bit nunmber 17: No Resource (1 bit). Specifies that the resources
are not currently sufficient to provide the path.

Bit number 16: G anularity not supported (1 bit). Specifies that
the PCE is not able to provide a path with the requested
granul arity.

Bit number 15: No endpoint |abel resource (1 bit). Specifies
that the PCE is not able to provide a path because of the
endpoi nt | abel restriction

Bit nunber 14: No endpoint |abel resource in range (1 bit).
Specifies that the PCE is not able to provide a path because of
the endpoint |abel set restriction

Bit number 13: No | abel resource in range (1 bit). Specifies
that the PCE is not able to provide a path because of the | abel
set restriction.

Bit number 12: LQAD BALANCI NG coul d not be performed with the
bandwi dt h constraints (1 bit). Specifies that the PCE is not
able to provide a path because it could not map the BANDW DTH
into the parameters specified by the LOAD- BALANCI NG

Addi tional Error-Types and Error-Val ues Defined

A PCEP- ERRCR object is used to report a PCEP error and is
characterized by an Error-Type that specifies the type of error and
an Error-value that provides additional information about the error
An additional Error-Type and several Error-values are defined to
represent sone of the errors related to the newy identified objects,
which are related to GWLS networks. For each PCEP error, an Error-
Type and an Error-value are defined. Error-Types 1 to 10 are already
defined in [ RFC5440]. Additional Error-values are defined for Error-
Types 4 and 10. A new Error-Type 29 (Path conputation failure) is
defined in this docunent.

Error-Type 29 (Path conputation failure) is used to reflect
constraints not understood by the PCE, for instance, when the PCE is
not able to understand the Generalized bandwidth. |If the constraints
are understood, but the PCE is unable to find those constraints, NO
PATH is to be used.

| Error-Type | Meaning | Error-value |
[} e ——— pp—p——_—————————— Ll —_—(———(———r
| 4 | Not supported | |
| | obj ect | |
- . TS +

| | | 6: BANDW DTH obj ect type 3 |
| | | or 4 not supported |

| | | 7: Unsupported endpoint type
| | | in END-PO NTS Generalized |
| | | Endpoi nt object type |

| | | 8: Unsupported TLV present |
| | | in END-PQO NTS Generalized |
| I | Endpoint object type |

| | | 9: Unsupported granularity |
| | | in the RP object flags |



| 10 | Reception of | |
| | an invalid | |
| | obj ect | |
- . TS +
| | | 24: Bad BANDW DTH obj ect |
| | | type 3 or 4 |
R T o e e e e e e e e e o +

| I | 25: Unsupported LSP |
I | | Protection Flags in |
| | | PROTECTI ON- ATTRI BUTE TLV |

| | | 26: Unsupported Secondary |
| | | LSP Protection Flags in
I | | PROTECTI ON- ATTRI BUTE TLV |

| | | 27: Unsupported Link |
| I | Protection Type in |
| | | PROTECTI ON- ATTRI BUTE TLV |

| | | 28: LABEL-SET TLV present |
I I | with Obit set but without R |
I | | bit set in RP |

| | | 29: Wong LABEL- SET TLV |
| | | present with Oand L bits |
| | | set |

| | | 30: Wong LABEL-SET TLV |
I | | present with Obit set and |
| I | wrong format |

R T o e e e e e e e e e o +
| | | 31: M ssing GWLS- CAPABI LITY |
I I | TLV I
S oo - e +
| 29 | Path | |
| | computation | |
| | failure | |
R S o e e e e e e e e e +
| | | 0: Unassigned |
S oo - o m oo +
| | | 1: Unacceptabl e request |
| | | nmessage |
R T o e e e e e e e e e o +

I | | 2: Generalized bandwi dth |
I | | val ue not supported |

I | | 3: Label set constraint |
| I | could not be net |

R T o e e e e e e e e e o +

| | | 4: Label constraint could |

| | | not be net |

Fom e e o - o o e e e e e e e i e +
Table 7

4. Manageability Considerations
This section follows the guidance of [RFC6123].

4.1. Control of Function through Configuration and Policy
Thi s docunent nakes no change to the basic operation of PCEP, so the
requi renents described in [ RFC5440], Section 8.1 also apply to this

docunent. In addition to those requirements, a PCEP inplenentation
may allow the configuration of the follow ng paraneters:
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4.

4.

* Accepted RGin the RP object.
* Default RGto use (overriding the one present in the PCReq).

* Accepted BANDW DTH obj ect type 3 and 4 paraneters in the request
and default mapping to use when not specified in the request.

* Accepted LOAD- BALANCI NG obj ect type 2 paraneters in request.

* Accepted endpoint type and allowed TLVs in object END-PO NTS with
the object type Generalized Endpoint.

* Accepted range for label restrictions in END-PO NTS or | RO XRO
obj ect s.

* Acceptance and suppressi on of the PROTECTI ON- ATTRI BUTE TLV.
The configuration of the above paraneters is applicable to the

different sessions as described in [ RFC5440], Section 8.1 (by
default, per PCEP peer, etc.).

2. Information and Data Model s

Thi s docunent nakes no change to the basic operation of PCEP, so the
requi renents described in [ RFC5440], Section 8.2 also apply to this
docunent. This docunment does not introduce any new ERO subobj ects;
the ERO information nodel is already covered in [ RFC4802].
3. Liveness Detection and Mnitoring

Thi s docunent nakes no change to the basic operation of PCEP, so
there are no changes to the requirenments for |iveness detection and
monitoring in [ RFC4657] and [ RFC5440], Section 8. 3.

4. Verifying Correct Operation

Thi s docunent nakes no change to the basic operations of PCEP and the
consi derations described in [RFC5440], Section 8.4. New errors
defined by this docunment should satisfy the requirenent to log error
events.

5. Requirements on Gther Protocols and Functional Conponents

No new requirenents on other protocols and functional conponents are
made by this docunent. This docunent does not require ERO object
extensions. Any new ERO subobject defined in the TEAS or CCAMP
Wor ki ng Groups can be adopted w thout nodifying the operations
defined in this docunent.

6. Inpact on Network Operation

Thi s docunent nakes no change to the basic operations of PCEP and the
consi derations described in [ RFC5440], Section 8.6. In addition to
the limt on the rate of messages sent by a PCEP speaker, a limt MAY
be placed on the size of the PCEP messages.

| ANA Consi der ati ons

I ANA assigns values to PCEP objects and TLVs. | ANA has nade

all ocations for the newly defined objects and TLVs defined in this
docunent. In addition, | ANA manages the space of flags that have
been newly added in the TLVs.

.1. PCEP bjects

New obj ect types are defined in Sections 2.3, 2.4, and 2.5.1. |ANA



has made the foll owi ng Object-Type allocations in the "PCEP Objects”
subregistry.

[ oo e s e s ey oot 3
| Object-Cass | Name | Object-Type | Reference |
| Val ue | | | |
[ bbbl s s s sl s sl s e
| 5 | BANDW DTH | 3: Generalized | RFC 8779, |
| | | bandwi dth | Section |
I I I | 2.3 I
o e e e e L o e e e o oo e mmmee oo - +
| | | 4: Generalized | RFC 8779, |
| | | bandwi dth of an | Section |
| | | existing TE-LSP | 2.3 |
| | | for which a | |
| | | reoptinization | |
| | | is requested | |
S oo o - o e e e e oo - N +
| 14 | LOAD- BALANCI NG | 2: Ceneralized | RFC 8779, |
| | | Load Bal ancing | Section |
I I I | 2.4 I
o e e e e e L o mee oo Fommmmee - +
| 4 | END- PO NTS | 5: Generalized | RFC 8779, |
| | | Endpoi nt | Section |
| | | | 2.5 |
R S o e e e e oo S +
Table 8

5.2. Endpoint Type Field in the Generalized END- PO NTS (bj ect
| ANA has created a new "Generalized Endpoi nt Types" registry to
manage t he Endpoint Type field of the END-PO NTS object, the object
type Ceneralized Endpoint, and the code space.
New endpoi nt types in the Unassigned range are assigned by Standards
Action [RFC8126]. Each endpoint type should be tracked with the
followi ng attributes:
*  Val ue
*  Type
* Defining RFC

New endpoint types in the Experinmental Use range will not be
registered with 1 ANA and MUST NOT be nentioned by any RFCs.

The foll owi ng val ues are defined by this docunent (see Table 4 in
Section 2.5.1):

| Value | Type |
| O | Point-to-Point |
R o e e e e e e e e e e m e ao- - +
| 1 | Point-to-Multipoint with |leaf type 1 |
S o m m e e e e e e e e e e e e eaao o +
| 2 | Point-to-Multipoint with |eaf type 2 |
B o m e e e e e e e e e e e e e e e e e e o +
| 3 | Point-to-Multipoint with |eaf type 3 |
R o e e e e e e e e e e m e ao- - +
| 4 | Point-to-Multipoint with |eaf type 4 |
S o m m e e e e e e e e e e e e eaao o +
| 5-244 | Unassigned |



| 245-255 | Experinental Use

Table 9
5. 3. New PCEP TLVs

| ANA nmanages a registry for PCEP TLV code points (see [ RFC5440]),
which is maintained as the "PCEP TLV Type Indicators" subregistry of
the "Path Conputation El ement Protocol (PCEP) Nunbers" registry.

| ANA has all ocated the followi ng per this docunent:

[ ettty e ——(————————(——(—(—_ Ll pp—p—r o
| Value | Meaning | Reference |
[ el sty e ey
| 39 | | PV4- ADDRESS | RFC 8779, Section 2.5.2.1 |
S o o e e e e e e e e e e oo - +
| 40 | | PV6- ADDRESS | RFC 8779, Section 2.5.2.2 |
R, T o e e e e e +
| 41 | UNNUMVBERED- ENDPOI NT | RFC 8779, Section 2.5.2.3 |
Fomm o - g e e e e e e e eaea oo n +
| 42 | LABEL- REQUEST | RFC 8779, Section 2.5.2.4 |
S o o e e e e e e e e e e oo - +
| 43 | LABEL- SET | RFC 8779, Section 2.5.2.5 |
R, T o e e e e e +
| 44 | PROTECTI ON- ATTRI BUTE | RFC 8779, Section 2.8 |
Fomm o - g e e e e e e e eaea oo n +
| 45 | GWPLS- CAPABI LI TY | RFC 8779, Section 2.1.2 |
S o o e e e e e e e e e e oo - +
Tabl e 10

5.4. RP bject Flag Field

A new flag is defined in Section 2.2 for the Flags field of the RP
object. |ANA has made the followi ng allocation in the "RP Object
Flag Fi el d" subregistry:

[ el sy e ey

| Bit | Description | Reference |

| 15-16 | Routing Granularity (RG | RFC 8779, Section 2.2 |

R, S o e e e e +
Table 11

5.5. New PCEP Error Codes

New PCEP Error-Types and Error-values are defined in Section 3. |ANA
has made the following allocations in the "PCEP- ERROR bj ect Error
Types and Val ues" registry:

B oo s sy oo s ey e g
| Error-Type | Meaning | Error-value | Reference

B e e e s s s s s el e e
| 4 | Not | | [ RFC5440] |
| | supported | | |
I | object I I I
I I i I I I I +

| | | 6: BANDW DTH object type | RFC 8779
| | | 3 or 4 not supported | |

| | | 7: Unsupported endpoint |
| | | type in END PO NTS |
[ | | Generalized Endpoint |
| | | object type |



| Reception
| of an

| invalid

| object

| Path

| failure

8: Unsupported TLV |
present in END PO NTS |
General i zed Endpoi nt |
obj ect type |

9: Unsupported |
granularity in the RP |
obj ect flags |

24: Bad BANDW DTH obj ect |
type 3 or 4 |

25: Unsupported LSP |
Protection Flags in
PROTECTI ON- ATTRI BUTE TLV |

26: Unsupported |
Secondary LSP Protection |
Fl ags i n PROTECTI O\ |
ATTRI BUTE TLV |

27: Unsupported Link |
Protection Type in |
PROTECTI ON- ATTRI BUTE TLV |

28: LABEL- SET TLV |
present with O bit set |
but without R bit set in |
RP |

29: Wong LABEL-SET TLV |
present with Oand L |
bits set |

30: Wong LABEL-SET TLV |
present with O bit set |
and wrong format |

31: Mssing GWLS- |
CAPABI LI TY TLV |

1: Unacceptabl e request |
message |

2: Ceneralized bandwi dth |
val ue not supported |

3: Label set constraint |
coul d not be mnet |

4: Label constraint |
could not be net |



Table 12
5.6. New Bits in NO PATH VECTOR TLV
New NO- PATH- VECTOR TLV bits are defined in Section 2.9. 1. | ANA has

made the followi ng allocations in the "NO PATH VECTOR TLV Fl ag Fi el d"
subregistry:

[ bt el ety o}
| Bit | Description | Reference

| 18 | Protection M smatch | RFC 8779
+--m - - o e m e e e e e e e e e e e e e e me e R +
| 17 | No Resource | RFC 8779
e O S +
| 16 | Ganularity not supported | RFC 8779 |
Hommm- Fem e m e e eemeeeeieeaeeccicemeaccaeaaaas S IR +
| 15 | No endpoint |abel resource | RFC 8779 |
+--m - - o e m e e e e e e e e e e e e e e me e R +
| 14 | No endpoint |abel resource in range | RFC 8779 |
e O g S +
| 13 | No | abel resource in range | RFC 8779
Hommm- Fem e m e e eemeeeeieeieeccieemeaccaeaaaas S IR +
| 12 | LQAD BALANCI NG coul d not be perfornmed | RFC 8779

| | with the bandw dth constraints | |
+----- o e m e e e e e e e e e e e e mo oo S +

Tabl e 13
5.7. New Subobject for the Include Route hject

| ANA has added a new subobject in the "I RO Subobjects" subregistry of
the "Path Conputation El enment Protocol (PCEP) Nunbers" registry.

| ANA has added a new subobject that can be carried in the RO as

fol | ows:
B Sl Lty el
| Value | Description | Reference
[ el Lty g p—j—p—t o}
| 10 | Label | RFC 8779 |
+------- I R +
Tabl e 14

5.8. New Subobject for the Exclude Route Object

| ANA has added a new subobject in the "XRO Subobjects" subregistry of
the "Path Computation El ement Protocol (PCEP) Nunbers" registry.

| ANA has added a new subobject that can be carried in the XRO as

fol |l ows:
[ e oo e oo s b e )
| Value | Description | Reference
B Sl Lty el
| 10 | Label | RFC 8779 |
+------- I I +
Tabl e 15

5.9. New GWLS-CAPABILITY TLV Flag Field

| ANA has created a new "GWLS- CAPABI LI TY TLV Flag Fiel d* subregistry
within the "Path Conputation El enent Protocol (PCEP) Nunbers"
registry to manage the Flag field of the GWLS- CAPABI LI TY TLV.



New bit nunbers are to be assigned by Standards Action [ RFC8126].
Each bit should be tracked with the followi ng qualities

* Bit nunber (counting frombit O as the mpbst significant bit)
* Capability description
* Defining RFC

The initial contents of the subregistry are enpty, with bits 0-31
mar ked as Unassi gnhed.

Security Considerations

GWPLS controls nultiple technol ogi es and types of network el enents.
The LSPs that are established using GWLS, whose paths can be
comput ed using the PCEP extensions to support GWLS described in this
docunent, can carry a high volunme of traffic and can be a critica
part of a network infrastructure. The PCE can then play a key role
in the use of the resources and in determ ning the physical paths of
the LSPs; thus, it is inportant to ensure the identity of the PCE and
PCC, as well as the comunication channel. In nany depl oynents,
there will be a conpletely isolated network where an external attack
is of very |low probability. However, there are other depl oynent
cases in which the PCC PCE comuni cation can be nore exposed, and
there could be nore security considerations. There are three nain
situations in case an attack in the GWLS PCE context happens:

PCE Identity theft: A legitimte PCC could request a path for a
GWLS LSP to a malicious PCE, which poses as a legitimte PCE
The response may be that the LSP traverses sone geographica
pl ace known to the attacker where confidentiality (sniffing),
integrity (traffic nodification), or availability (traffic
drop) attacks could be perfornmed by use of an attacker-
controll ed m ddl ebox device. Also, the resulting LSP can omit
constraints given in the requests (e.g., excluding certain
fi bers and avoi ding some SRLGs), which could nake the LSP that
will be set up later |ook perfectly fine, but it will be in a
risky situation. Also, the result can lead to the creation of
an LSP that does not provide the desired quality and gives |ess
resources than necessary.

PCC Identity theft: A malicious PCC, acting as a legitimte PCC
requesting LSP paths to a legitimte PCE can obtain a good
know edge of the physical topology of a critica
infrastructure. It could | earn enough details to plan a later
physi cal attack

Message inspection: As in the previous case, know edge of an
infrastructure can be obtained by sniffing PCEP nessages.

The security mechani sms can provi de authentication and
confidentiality for those scenarios where PCC- PCE comuni cation
cannot be completely trusted. [RFC8253] provides origin
verification, message integrity, and replay protection, and it
ensures that a third party cannot deci pher the contents of a nessage.

In order to protect against the malicious PCE case, the PCC SHOULD
have policies in place to accept or not accept the path provided by
the PCE. Those policies can verify if the path follows the provided
constraints. In addition, a technol ogy-specific data-plane mechani sm
can be used (follow ng [ RFC5920], Section 5.8) to verify the data-

pl ane connectivity and deviation from constraints.

The usage of Transport Layer Security (TLS) to enhance PCEP security
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is described in [RFC8253]. The docunent describes the initiation of
TLS procedures, the TLS handshake mechani snms, the TLS net hods for
peer authentication, the applicable TLS ciphersuites for data
exchange, and the handling of errors in the security checks. PCE and
PCC SHOULD use the mechanismin [ RFC8253] to protect against

mal i ci ous PCC and PCE.

Finally, as mentioned by [RFC7025], the PCEP extensions that support
GWPLS shoul d be consi dered under the same security as current PCE
work, and this extension will not change the underlying security

i ssues. However, given the critical nature of the network

i nfrastructures under control by GWLS, the security issues described
above shoul d be seriously considered when depl oyi ng a GWLS- PCE- based
control plane for such networks. For an overview of the security
consi derations, not only related to PCE/ PCEP, and vul nerabilities of
a GWLS control plane, see [RFC5920].
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Appendi x A, LOAD BALANCI NG Usage for SDH Virtual Concatenation

As an example, a request for one co-signaled n x VC-4 TE-LSP will not
use LOAD-BALANCING. In case the VC-4 conponents can use different
pat hs, the BANDWDTH with object type 3 will contain the conplete n x
VC-4 traffic specification, and the LOAD BALANCI NG object will
contain the nininmumco-signaled VC-4. For an SDH network, a request
for a TE-LSP group with 10 VC-4 containers, with each path using at
m nimum 2 x VC-4 containers, can be represented with a BANDW DTH
object with object type 3, the Bw Spec Type set to 4, and the content
of the Generalized Bandwidth field with ST=6, RCC=0, NCC=0, NVC=10,
and Mr=1. The LQOAD-BALANCI NG with object type 2 with the Bw Spec
Type set to 4 and Max-LSP=5, M n Bandw dth Spec is ST=6, RCC=0,
NCC=0, NVC=2, Mr=1. The PCE can respond with a maxi nrum of 5 paths,
wi th each path having a BANDW DTH obj ect type 3 and a CGenerali zed
Bandwi dth field matching the M n Bandw dth Spec fromthe LOAD
BALANCI NG obj ect of the correspondi ng request.
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