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I ntroduction

On a multi-access LAN (such as an Ethernet) with one or nore PIM SM
(PI' M Sparse Mdde) [RFC7761] routers, one of the PIMSMrouters is

el ected as a Designated Router (DR). The PIM DR has two
responsibilities in the PIMSM protocol. For any active sources on a
LAN, the PIMDR is responsible for registering with the Rendezvous
Point (RP) if the group is operating in PPMSM Also, the PMDR is
responsi ble for tracking local nulticast |isteners and forwarding
data to these listeners if the group is operating in Pl M SM

Consi der the following LAN in Figure 1:

(core networks)
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Figure 1: LAN with Receivers

Assume Rl is elected as the DR According to the PIM SM protocol, Rl
will be responsible for forwarding traffic to that LAN on behal f of
all local menbers. |In addition to keeping track of memnbership
reports, Rl is also responsible for initiating the creation of source
and/ or shared trees towards the senders or the RPs. The nenbership
reports would be IGW or Milticast Listener Discovery (M.D) nessages.
This applies to any versions of the | GW and M.D protocols. The nost
recent versions are | GWv3 [ RFC3376] and M.Dv2 [ RFC3810].

Having a single router acting as DR and bei ng responsi ble for data-
pl ane forwarding | eads to several issues. One of the issues is that
the aggregated bandwidth will be limted to what RL can handle with
regards to capacity of incoming links, the interface on the LAN, and
total forwarding capacity. It is very common that a LAN consists of
switches that run | GW/ MLD or PI M snoopi ng [ RFC4541]. This all ows



the forwarding of multicast packets to be restricted only to segments
| eading to receivers that have indicated their interest in nulticast
groups using either 1GwW or MLD. The energence of the switched

Et hernet all ows the aggregated bandwi dth to exceed, sonetines by a

| arge number, that of a single link. For exanple, let us nodify
Figure 1 and introduce an Ethernet switch in Figure 2

(core networks)
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Figure 2: LAN with Ethernet Switch

Let us assunme that each individual link is a G gabit Ethernet. Each
router (R1, R2, and R3) and the swi tch have enough forwarding
capacity to handl e hundreds of gigabits of data.

Let us further assune that each of the hosts requests 500 Mops of

unique nulticast data. This totals to 1.5 Gops of data, which is

| ess than what each switch or the conbined uplink bandw dth across
the routers can handl e, even under failure of a single router.

On the other hand, the Iink between Rl and switch, via port gil, can
only handle a throughput of 1 Gops. And if RL is the only DR (the
PI M DR el ected using the procedure defined by [RFC7761]), at |east
500 Mops worth of data will be |ost because the only link that can be
used to draw the traffic fromthe routers to the switch is via gil

In other words, the entire network’s throughput is limted by the
singl e connection between the PIMDR and the switch (or LAN, as in
Figure 1).

Anot her inportant issue is related to failover. If RLis the only
forwarder on a shared LAN, when Rl goes out of service, multicast
forwarding for the entire LAN has to be rebuilt by the newWwy elected
PIM DR  However, if there were a way that allowed nmultiple routers
to forward to the LAN for different groups, failure of one of the
routers would only lead to disruption to a subset of the flows,
therefore inproving the overall resilience of the network.

Thi s docunent specifies a nodification to the PIM SM protocol that
all ows nore than one of these routers, called G oup Designated
Routers (CGDRs), to be selected so that the forwarding | oad can be
di stributed anong a nunber of routers.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Wth respect to PIMSM this docunent follows the tern nol ogy that
has been defined in [ RFC7761].

Thi s docunent al so introduces the foll owi ng new acronyns:
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GDR G oup Designated Router. For each multicast flow, either a
(*, Q@ for Any-Source Multicast (ASM or an (S, G for Source-
Specific Milticast (SSM [RFC4607], a hash algorithm (described
below) is used to select one of the routers as a GDR The GDR is
responsible for initiating the forwarding tree buil ding process
for the corresponding nmulticast flow

GDR Candidate: a router that has the potential to becone a GDR
There m ght be multiple GDR Candi dates on a LAN, but only one can
becone the GDR for a specific nulticast flow

Applicability

The extension specified in this docunent applies to PIMSMrouters
acting as last-hop routers (there are directly connected receivers).
It does not alter the behavior of a PIMDR or any other routers on
the first-hop network (directly connected sources). This is because
the source tree is built using the I P address of the sender, not the
| P address of the PIM DR that sends PIMregisters towards the RP

The | oad bal anci ng between first-hop routers can be achieved
naturally if an | GP provides equal cost multiple paths (which it
usual ly does in practice). Also, distributing the |oad to do source
registration does not justify the additional conplexity required to
support it.

Functi onal Overvi ew

In the PIMDR el ection as defined in [RFC7761], when nmultiple routers
are connected to a nmulti-access LAN (for exanple, an Ethernet), one
of themis elected to act as PPM DR The PIMDR is responsible for
sendi ng | ocal Join/Prune nessages towards the RP or source. In order
to elect the PIM DR, each PIMrouter on the LAN exam nes the received
PI M Hel |l o nessages and conpares its own DR priority and | P address
with those of its neighbors. The router with the highest DR priority
isthe PMDR If there are nultiple such routers, their IP
addresses are used as the tiebreaker, as described in [RFC7761].

In order to share forwarding | oad anong | ast-hop routers, besides the
normal PIM DR el ection, one or nore GDRs are elected on the nulti-
access LAN. There is only one PIMDR on the multi-access LAN, but
there might be nultiple GDR Candi dates.

For each multicast flow, that is, (*,G for ASMand (S, G for SSM a
hash al gorithm (Section 5.1) is used to select one of the routers to
be the GDR.  The new DR Load-Bal anci ng Capability (DRLB-Cap) PIM
Hello Option is used to announce the Capability, as well as the hash
algorithmtype. Routers with the new DRLB-Cap Option advertised in
their PIMHello, using the sane GDR el ection hash al gorithm and the
same DR priority as the PIM DR, are considered as CGDR Candi dat es.

Hash nasks are defined for Source, Goup, and RP, separately, in
order to handle PIM ASM SSM  The nmasks, as well as a sorted |ist of
GDR Candi dat e addresses, are announced by the DR in a new DR Load-
Bal anci ng List (DRLB-List) PIMHello Option.

A hash al gorithm based on the announced Source, G oup, or RP nasks
all ows one GDR to be assigned to a corresponding nmulticast state.
That CDR is responsible for initiating the creation of the multicast
forwarding tree for multicast traffic.

&R Candi dat es

GDR is the new concept introduced by this specification. GDR

Candi dates are routers eligible for GDR election on the LAN. To
become a GDR Candi date, a router nust have the same DR priority and
run the sane GDR el ection hash algorithmas the DR on the LAN.
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For exanple, assunme there are 4 routers on the LAN. Rl, R2, R3, and
R4, each announcing a DRLB-Cap Option. Rl, R2, and R3 have the sane
DR priority, while R&’s DR priority is less preferred. 1In this
exanple, R4 will not be eligible for GDR el ection, because R4 will
not become a PIMDR unless all of Rl, R2, and R3 go out of service.

Furt hernore, assume router RL wins the PIMDR el ection, Rl and R2
advertise the same hash algorithmfor GDR election, while R3
advertises a different one. In this case, only RL and R2 will be
eligible for GCDR election, while R3 will not.

As a DR RL will include its own Load-Bal anci ng Hash Masks and the
identity of RL and R2 (the CGDR Candidates) in its DRLB-List Hello

Opt i on.
Prot ocol Specification
1. Hash Mask and Hash Al gorithm

A hash mask is used to extract a nunber of bits fromthe
corresponding | P address field (32 for |Pv4, 128 for |Pv6) and

cal cul ate a hash value. A hash value is used to select a GDR from
GDR Candi dates advertised by the PIM DR  Hash masks all ow for
certain flows to always be forwarded by the sanme GDR, by ignoring
certain bits in the hash val ue cal culation, so that the hash val ues
are the sane. For exanple, 0.0.255.0 defines a hash mask for an | Pv4
address that masks the first, second, and fourth octets, which means
that only the third octet will influence the hash val ue conput ed.
Note that the masks need not be a contiguous set of bits. For
exanple, for |IPv4, 15.15.15.15 would be a valid nmask

In the text below, a hash nask is, in sone places, said to be zero.

A hash mask is zero if no bits are set, that is, 0.0.0.0 for |IPv4 and
. for IPv6. Also, a hash mask is said to be an all-bits-set mask if
it is 255.255.255.255 for |Pv4d or

ffff.ffff: ffff . ffff:ffff:feff.ffff:ffff for |Pv6.

There are three hash nmasks defined:
* RP Hash Mask

* Source Hash Mask

* G oup Hash Mask

The hash nasks need to be configured on the PIMrouters that can
potentially become a PIM DR, unless the inplenmentation provides
default hash mask val ues. An inplenentati on SHOULD have default hash
mask values as follows. The default RP Hash Mask SHOULD be zero (no
bits set). The default Source and Group Hash Masks SHOULD both be
all-bits-set masks. These default values are likely acceptable for
nmost depl oynents and sinplify configuration. There is only a need to
use other masks if one needs to ensure that certain flows are
forwarded by the sane GDR

The DRLB-List Hello Option contains a |ist of GDR Candidates. The
first one listed has ordinal nunmber 0, the second |isted ordinal
nunber 1, and the last one has ordinal nunber N- 1 if there are N
candidates listed. The hash value conmputed will be the ordinal
nunber of the CGDR Candidate that is acting as GDR for the flow in
questi on.

The input to be hashed is deternined as foll ows:

* |If the group is in ASM node and the RP Hash Mask announced by the
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PIMDR is not zero (at |east one bit is set), calculate the val ue
of hashvalue RP (Section 5.2) to deternmine the GDR

* |If the group is in ASM node and the RP Hash Mask announced by the
PIMDR is zero (no bits are set), obtain the val ue of
hashval ue_G oup (Section 5.2) to determ ne the GDR

* |f the group is in SSM node, use hashval ue_SG (Section 5.2) to
determ ne the GDR

A sinpl e nodul o hash algorithmis defined in this document. However,
to all ow another hash algorithmto be used, a 1-octet "Hash
Algorithnt field is included in the DRLB-Cap Hell o Option to specify
the hash al gorithm used by the router.

If different hash algorithns are advertised among the routers on a
LAN, only the routers advertising the same hash algorithmas the DR
(as well as having the sane DR priority as the DR) are eligible for
GDR el ecti on.

Modul o Hash Al gorithm

As part of conputing the hash, the notation LSZC(hash_mask) is used
to denote the nunber of zeroes counted fromthe | east significant bit
of a hash mask hash_mask. As an exanple, LSZC(255.255.128) is 7 and
LSZC(ffff:8000::) is 111. If all bits are set, LSZC will be 0. |If
the mask is zero, then LSZC will be 32 for | Pv4 and 128 for | Pv6.

The nunber of GDR Candidates is denoted as GDRC.

The idea behind the nmodul o hash algorithmis, in sinple terms, that
the corresponding mask is applied to a value, then the result is
shifted right LSZC(nmask) bits so that the least significant bits that
were masked out are not considered. Then, this result is nasked by
oxffffffff, keeping only the last 32 bits of the result (this only
makes a difference for 1Pv6). Finally, the hash value is this result
modul o the number of GDR Candi dates (GDRC).

The nodul o hash algorithm for conputing the val ues hashval ue_RP,
hashval ue_G oup, and hashvalue SG is defined as foll ows.

hashval ue_RP is cal cul ated as:
(((RP_address & RP_mask) >> LSZC(RP _nask)) & Oxffffffff) % GDRC

RP_address is the address of the RP defined for the group, and
RP_mask is the RP Hash Mask.

hashval ue_G oup is cal cul ated as:

(((Group_address & Group_nask) >> LSZC(Group_mask)) & Oxffffffff)
% CGDRC

Group_address is the group address, and Group_nask is the Goup
Hash Mask.

hashval ue_SG i s cal cul ated as:
((((Source_address & Source_nmask) >> LSZC(Source_mask)) &
oxffffffff) ~ (((Goup_address & G oup_mask) >> LSZC(G oup_nask))
& Oxffffffff)) % CGDRC

Group_address is the group address, and Group_nask is the Goup
Hash Mask.

1. Modul o Hash Al gorithm Exanpl es



To help illustrate the algorithm consider this exanple. Router X
with | Pv4 address 203.0.113.1 receives a DRLB-List Hello Option from
the DR that announces RP Hash Mask 0.0.255.0 and a list of GDR

Candi dates, sorted by IP addresses fromhigh to | ow 203.0.113. 3,
203.0.113.2, and 203.0.113.1. The ordinal number assigned to those
addresses woul d be:

0 for 203.0.113.3; 1 for 203.0.113.2; 2 for 203.0.113.1 (Router X).

Assunme there are 2 RPs: RP1 192.0.2.1 for G oupl and RP2 198.51. 100. 2
for Group2. Follow ng the nmodul o hash al gorithm

* LLSZC(0.0.255.0) is 8 and GDRCis 3. The hashvalue RP for G oupl
with RP RP1 is:

(((192.0.2.1 & 0.0.255.0) >> 8) & Oxffffffff % 3)
=2 %3

=2

Thi s matches the ordi nal nunber assigned to Router X. Router X
will be the GDR for G oupl.

* The hashvalue_RP for Goup2 with RP RP2 is:

(((198.51.100.2 & 0.0.255.0) >> 8) & Oxffffffff % 3)
= 100 % 3
=1

This is different fromthe ordinal number of Router X (2). Hence,
Router X will not be GDR for G oup2.

For | Pv6, consider this exanple, sinmlar to the above. Router X with
| Pv6 address fe80::1 receives a DRLB-List Hello Option fromthe DR

t hat announces RP Hash Mask ::ffff:ffff:ffff:0 and a Iist of GDR
Candi dates, sorted by IP addresses fromhigh to |l ow fe80::3,

fe80::2, and fe80::1. The ordinal nunber assigned to those addresses
woul d be:

O for fe80::3; 1 for feB0::2; 2 for fe80::1 (Router X).

Assume there are 2 RPs: RP1 2001:db8::1:0:5678:1 for G oupl and RP2
2001: db8::1:0:1234:2 for Goup2. Follow ng the nodul o hash
al gorithm

* LSzC(::ffff:ffff:ffff:0) is 16, and GDRC is 3. The hashval ue_RP
for Goupl with RP RP1 is:

(((2001:db8::1:0:5678:1 & ::ffff:ffff:ffff:0) >> 16) &
Oxffffffff % 3)

((::1:0:5678:0 >> 16) & Oxffffffff 9 3)

(::1:0:5678 & Oxffffffff % 3)

115678 % 3

2

Thi s matches the ordi nal nunber assigned to Router X. Router X
will be the GDR for G oupl.

* The hashvalue_RP for Goup2 with RP RP2 is:

(((2001:db8::1:0:1234:1 & ::ffff:ffff:ffff:0) >> 16) &
Oxffffffff % 3)

((::1:0:1234:0 >> 16) & Oxffffffff 9% 3)

(::1:0:1234 & Oxffffffff % 3)

111234 % 3

1



This is different fromthe ordinal nunber of Router X (2). Hence,
Router X will not be GDR for G oup2.

5.2.2. Limtations

The nodul o hash al gorithm has poor failover characteristics when a
shared LAN has nore than two GDRs. |n the case of nore than two GDRs
on a LAN, when one GDR fails, all of the groups may be reassigned to
a different GDR even if they were not assigned to the failed GDR
However, many depl oyments use only two routers on a shared LAN for
redundancy purposes. Future work may define new hash al gorithns
where only groups assigned to the fail ed GDR get reassigned.

The nodul o hash algorithmw Il use, at nost, 32 consecutive bits of
the i nput addresses for its conputation. Exactly which bits are used
of the source, group, or RP addresses depend on the respective masks.
This limtation my be an issue for | Pv6 depl oynments, since not al
bits of the I Pv6 addresses are considered. |If this causes
operational issues, a new hash algorithmwoul d need to be defined.

5.3. PIMHello Options

PIMrouters include a new option, called "Load-Bal ancing Capability
(DRLB-Cap)", in their PIMHell o nmessages.

Besides this DRLB-Cap Hello Option, the elected PIMDR al so includes
a new "DR Load-Bal ancing List (DRLB-List) Hello Option". The DRLB-
List Hello Option consists of three hash masks, as defined above, and
also a list of GDR Candi date addresses on the LAN. It is recomended
that the GDR Candi date addresses are sorted in descendi ng order

Thi s ensures that when using algorithnms, such as the nodul o hash
algorithmin this docunent, that it is predictable which GDRis
responsi bl e for which groups, regardless of the order the DR | earned
about the candi dates.

5.3.1. PIMDR Load-Bal ancing Capability (DRLB-Cap) Hello Option

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type = 34 | Length = 4 |
B T S i T s i i e e SEI S
| Reserved | Hash Al gorithm |
I S i o T s S S S e s s T

Figure 3: PIM DR Load-Bal anci ng Capability Hello Option

Type: 34

Length: 4

Reserved: Transmitted as zero, ignored on receipt.

Hash Al gorithm Hash algorithmtype. A value listed in the | ANA
"PlI M Desi gnat ed Router Load-Bal anci ng Hash Al gorithns" registry. 0O
is used for the hash algorithmdefined in this docunent.

This DRLB-Cap Hell o Opti on MUST be advertised by routers on all

interfaces where DR Load Bal ancing is enabled. Note that the option

i s included, at nost, once.

5.3.2. PIMDR Load-Bal ancing List (DRLB-List) Hello Option

0 1 2 3
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01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type = 35 | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| G oup Mask |
i T s i o S i i S R I S I S S S M
| Sour ce Mask |
B T S i T s i i e e SEI S
| RP Mask |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| GDR Candi dat e Address(es) |
i T s i o S i i S R I S I S S S M

Figure 4: PIM DR Load-Bal ancing List Hello Option
Type: 35

Length: (3 + n) x (4 or 16) bytes, where n is the nunber of CGDR
Candi dat es.

Group Mask (32/128 bits): Mask applied to group addresses as part of
hash conput ati on.

Source Mask (32/128 bits): Mask applied to source addresses as part
of hash conputati on.

RP Mask (32/128 bits): Mask applied to RP addresses as part of hash
comput ati on.

Al'l masks MUST have the same number of bits as the | P source address
in the PIMHello | P header.

GDR Candi date Address(es) (32/128 bits): List of GDR Candi date(s)

Al'l addresses MJST be in the sane address fanmily as the PIMHello
I P header. It is recommended that the addresses are sorted in
descendi ng order.

If the "Interface ID'" option, as specified in [RFC6395], is
present in a GDR Candidate’s PIM Hell o nessage and the "Router
Identifier" portion is non-zero:

* For |1Pv4, the "CGDR Candi date Address” will be set directly to
the "Router ldentifier".

* For |IPv6, the "GDR Candi date Address"” will be 96 bits of
zeroes, followed by the 32 bit Router Identifier.

If the "Interface ID'" option is not present in a GDR Candidate’s
PIMHell o nessage or if the "Interface ID'" option is present but
the "Router Identifier" field is zero, the "GDR Candi date Address"
will be the IPv4d or | Pv6 source address of the PIM Hell o nessage.

This DRLB-List Hello Option MJST only be advertised by the el ected
PIMDR It MJST be ignored if received froma non-DR  The option
MUST al so be ignored if the hash masks are not the correct nunber
of bits or GDR Candi date addresses are in the wong address
fam|ly.

Pl M DR Operati on

The DR el ection process is still the sane as defined in [ RFC7761].
The DR advertises the new DRLB-List Hello Option, which contains nmask
val ues fromuser configuration (or default values), followed by a
list of GDR Candi date addresses. Note that if a router included the
"Interface ID' option in the hell o nessage and the Router ID is non-



zero, the Router IDwll be used to formthe GDR Candi dat e address of
the router, as discussed in the previous section. It is reconmended
that the list be sorted fromthe highest value to the | owest val ue.
The reason for sorting the list is to nake the behavi or
determnistic, regardl ess of the order in which the DR | earns of new
candi dates. Note that, as for non-DR routers, the DR al so advertises
the DRLB-Cap Hello Option to indicate its ability to support the new
functionality and the type of GDR el ection hash algorithmit uses.

If a PIMDR receives a nei ghbor DRLB-Cap Hell o Option that contains
the same hash algorithmas the DR and the neighbor has the sane DR
priority as the DR, PIM DR SHOULD consi der the nei ghbor as a GDR
Candi date and insert the GDR Candidate’s Address into the list of the
DRLB-Li st Option. However, the DR nmay have policies linting which
or the nunber of CGDR Candidates to include. Likew se, the DR SHOULD
include itself in the list of GDR Candidates, but it is pernissible
not to do so, for instance, if there is sone policy restricting the
candi dat e set.

If a PIMneighbor included in the |ist expires, stops announcing the
DRLB-Cap Hell o Option, changes DR priority, changes hash al gorithm
or ot herw se becones ineligible as a candi date, the DR SHOULD

i medi ately send a triggered hello with a newlist in the DRLB-Li st
option, excluding the nei ghbor.

If a new router becones eligible as a candidate, there is no urgency
in sending out an updated list. An updated |ist SHOULD be incl uded
in the next hello.

5.5. PIM GDR Candi date Operation

When an | GW/ MLD report is received, a hash algorithmis used by the
GDR Candi dates to determ ne which router is going to be responsible
for building forwarding trees on behalf of the host.

The router MJUST include the DRLB-Cap Hello Option in all PIMHello
messages sent on the interface. Note that the presence of the DRLB-
Cap Option in the PIMHell o does not guarantee that the router wll
be considered as a GDR Candidate. Once the DR election is done, the
DRLB-List Hello Option is received fromthe current PIM DR containing
a list of the selected GDR Candi dat es.

A router only acts as a GDR Candidate if it is included in the GDR
Candidate list of the DRLB-List Hello Option. See next section for
detail s.

5.6. DRLB-List Hello Option Processing

Thi s section discusses processing of the DRLB-List Hello Option,
including the case where it was received in the previous hello but
not in the current hello. Al routers MJST ignore the DRLB-List
Hello Option if it is received froma PIMrouter that is not the DR
The option MIUST only be processed by routers that are announcing the
DRLB-Cap Option and only if the hash al gorithm announced by the DR is
the sanme as the | ocal announcement. All CGDR Candi dates MJST use the
hash nasks advertised in the Option, even if they differ fromthose
the candi date was configured with. The DR MJST al so process its own
DRLB-Li st Hello Option.

A router stores the latest option contents that were announced, if
any, and del etes the previous contents. The router MJST al so conpare
the new contents with any previous contents and, if there are any
changes, continue processing as below. Note that if the option does
not pass the above checks, the bel ow processi ng MIST be done as if
the option was not announced.



If the contents of the DRLB-List Option, the masks, or the candidate
list differ fromthe previously saved copy, it is received for the
first tine, or it is no |longer being received or accepted, the option
MJUST be processed as bel ow.

1. |If the local router is included in the "GDR Candi date
Address(es)" field, it will look for its own address, or if it
announces a non-zero Router ID, its own Router ID. For each of
the groups or source and group pairs, if the group is in SSM node
with | ocal receiver interest, the router MJST run the hash
algorithmto determ ne which of themis for the GCOR

* |f there is no change in the GDR status, then no further
action is required.

* |f the router becones the new GDR, then a nulticast forwarding
tree MUST be built [RFC7761].

* |f the router is no longer the GDR then it uses an Assert as
explained in Section 5.7.

2. |If one of the follow ng occurs:

* the local router is not included in the "GR Candi date
Address(es)" field,

* the DRLB-List Hello Option is no longer included in the DR s
Hel I o, or

* the DR s Neighbor Liveness Tiner expires [RFC7761],

then for each group (or each source and group pair if the group
is in SSM node) with | ocal receiver interest, for which the
router is the GCDR the router uses an Assert as explained in
Section 5.7.

L 7. PI M Assert Modification

GDR changes nmay occur due to configurati on change, GDR Candi dat es

goi ng down, and al so new routers coning up and beconm ng GDR

Candi dates. This may occur while flows are being forwarded. |If the
GDR for an active flow changes, there is likely to be sone

di sruption, such as packet |oss or duplicates. By using asserts,
packet loss is mnimzed while allowing a small anobunt of duplicates.

When a router stops acting as the GDR for a group, or source and
group pair if SSM it MJIST set the Assert netric preference to

maxi mum (Ox7fffffff) and the Assert netric to one | ess than maxi num
(oxfffffffe). That is, whenever it sends or receives an Assert for
the group, it nust use these values as the netric preference and
metric rather than the values provided by the unicast routing

pr ot ocol .

The rest of this section is just for illustration purposes and not
part of the protocol definition.

To illustrate the behavi or when there is a GDR change, consider the
followi ng scenario where there are two flows: Gl and Q. Rl is the
GDR for Gl, and R2 is the GCDR for Q. Wwen R3 conmes up, it is

possi bl e that R3 becomes GDR for both GL and &2; hence, R3 starts to
build the forwarding tree for GL and &. |If Rl and R2 stop

forwardi ng before R3 conpl etes the process, packet |oss mght occur.
On the other hand, if RL and R2 continue forwarding while R3 is
buil ding the forwarding trees, duplicates might occur.

When the rol e of GDR changes as above, instead of imrediately
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stopping forwarding, RL and R2 continue forwarding to GL and &
respectively, while, at the sane tine, R3 build forwarding trees for
Gl and &. This will lead to PIM Asserts.

For Gl, using the functionality described in this document, Rl and R3
determ ne the new GDR, which is R3. Wth the nodified Assert
behavior, Rl sets its Assert netric to the near naxi mum val ue, as

di scussed above. That will make R3, which has normal netric inits
Assert, the Assert w nner.

Backward Conpatibility

In the case of a hybrid Ethernet shared LAN (where some PIMrouters
support the functionality defined in this docunment and sone do not):

* |f the DR does not support the new functionality, then there wll
be no | oad bal anci ng.

* |f non-DR routers do not support the new functionality, they wll
not be considered as GDR Candidate and will not take part in |oad
bal anci ng. Load bal ancing may still happen on the |ink

Oper ational Considerations

An admi ni strator needs to consider what the total bandw dth
requirenents are and find a set of routers that together have enough
avai | abl e capacity while naking sure that each of the routers can
handle its part, assuming that the traffic is distributed roughly
equal ly anpbng the routers. ldeally, one should al so have enough
bandwi dth to handl e the case where at | east one router fails. Al
routers should have reachability to the sources and RPs, if
applicable, that are not via the LAN

Care nust be taken when choosi ng what hash nasks to configure. One
woul d typically configure the sanme nmasks on all the routers so that
they are the same, regardl ess of which router is elected as DR  The
default masks are likely suitable for nost deploynment. The RP Hash
Mask must be configured (the default is no bits set) if one wi shes to
hash based on the RP address rather than the group address for ASM
The default nmasks will use the entire group addresses, and source
addresses if SSM as part of the hash. An adm nistrator may set

ot her masks that mask out part of the addresses to ensure that
certain flows always get hashed to the same router. How this is
achi eved depends on how the group addresses are all ocat ed.

Only the routers announcing the same hash algorithmas the DR woul d
be considered as GDR Candi dates. Network adninistrators need to make
sure that the desired set of routers announce the sanme al gorithm

M gration between different algorithns is not considered in this
docunent .

| ANA Consi der ati ons

| ANA has made these assignnents in the "PIMHello Options" registry:
value 34 for the PIM DR Load- Bal anci ng Capability (DRLB-Cap) Hello
Option (with Length of 4), and value 35 for the PIM DR Load-Bal anci ng
List (DRLB-List) Hello Option (with variable Length).

Per this docunent, |ANA has created a registry called "PlI M Desi gnat ed
Rout er Load- Bal anci ng Hash Al gorithnms" in the "Protocol |ndependent
Multicast (PIM" branch of the registry tree. The registry lists
hash al gorithns for use by PIM Desi gnated Router Load Bal anci ng.
Initial Registry

The initial content of the registry is as foll ows.
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| Type | Nane | Reference |

E el s oo e el oo oo e -1

| O | Mbdul o | RFC 8775 |

+------- R R +

| 1-255 | Unassigned | |

+------- I i F-- - - - +
Table 1

2. Assignnment of New Hash Al gorithns

Assi gnnent of new hash algorithnms is done according to the "I ETF
Revi ew' procedure; see [ RFC8126].

Security Considerations

Security of the new DR Load-Bal ancing PIM Hello Options is only
guaranteed by the security of PIMHello nessages, so the security
considerations for PIMHello nessages, as described in PIMSM

[ RFC7761], apply here.

If the DR is subverted, it could omit or add certain GDRs or announce
an unsupported algorithm |If another router is subverted, it could
be nmade DR and cause sinilar issues. Wile these issues are specific
to this specification, they are not that different from existing
attacks, such as subverting a DR and |owering the DR priority,
causing a different router to beconme the DR

If, for any reason, the DR includes a GDR in the announced |ist that
announces a different algorithmfromwhat the DR announces, the GDR
is required to ignore the announcenent, and there will be no router
acting as the DR for the flows that hash to that GDR

If a GDRis subverted, it could potentially be nmade to stop
forwarding all the traffic it is expected to forward. This is also
simlar today to if a DR is subverted.

An adm ni strator nmay be able to achieve the desired | oad bal anci ng of
known flows, but an attacker may send a single high rate flowthat is
served by a single GDR or send multiple flows that are expected to be
hashed to the sane GDR
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