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The Quant um Bug
Abstract

The age of quantum networking is upon us, and with it cones

"entangl enent": a procedure in which a state (i.e., a bit) can be
transferred instantly, with no neasurabl e del ay between peers. This
will lead to a perceived round-trip time of zero seconds on sone
Internet paths, a capability which was not predicted and so not
included as a possibility in many protocol specifications. Wrse
than the m |1l ennium bug, this unexpected value is bound to cause
serious Internet failures unless the specifications are fixed in
time.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8774
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I ntroduction

[ RFC6921] discusses faster-than-light conmunication, where packets
arrive before they are sent. Wiile it is anusing to entertain the
possibility of tinme travel, we have to accept the cold facts: tine
travel will never work (or it would already have been used). Quantum
net wor ki ng, however, is an entirely different natter -- comerci al
products are already avail abl e, and quantum networks will w thout a
doubt becone the prevalent Internet |ink-layer technol ogy across the
globe within the next five to ten years.

Wth the hel p of entanglenent, inplenented in quantum repeaters,
quant um networks can transfer information faster than ever before: a
state can be transmtted over a long distance instantly, with no
delay. This is so cool that it is also called (and, by sone,

m staken for) teleportation. |If a path between a sender and a
receiver is fully quantumized, the neasured one-way delay (OMD) will
be zero. What’s nore, assuming that there are blazing fast quantum
conputers involved on both ends, the processing tinme will be well

bel ow anyt hi ng neasurabl e; hence, even the round-trip time (RTT) wll
be zero in these scenari os.

In today’s Internet, only very few protocols are prepared for such
"0-RTT" situations (e.g., TCP with "TCP Fast Open" (TFO [RFC7413],
TLS 1.3 [RFCB446], and QU C [QU CG-TRANS]). Many others will fail in
interesting ways; we coin the term"Quantum Bug" for such fail ures.
In the follow ng section, we will discuss sone exanples of Quantum
Bugs.

Prot ocol s and Protocol Mechani sns That WI I Fai

The nunber of protocols and protocol nechanisns that will fail in the
face of a zero RTT is too large to report here; we are truly heading
towards something close to an Internet nmeltdown. W can only provide
some gui dance to those who hunt for the Quantum Bug, by discussing
exanpl es of specification mstakes that will need to be fixed.

LEDBAT

The Low Extra Del ay Background Transfer (LEDBAT) congestion contro
mechani sm [ RFC6817] is a very interesting failure case: designed to
"get out of the way" of other traffic; it will end up sending as fast
as possible. Specifically, when the algorithmdescribed in

Section 2.4.2 of [RFC6817] obtains a delay sanple, it updates a |ist
of base delays that will all becone 0 and current delays that wll

al so all become 0. It calculates a queuing delay as the difference
between the current delay and the base delay (resulting in 0) and
keeps increasing the Congestion Wndow (cwnd) until the queui ng del ay
reaches a predefined paraneter value TARCGET (100 nilliseconds or

| ess).

A TARGET value of 100 milliseconds will never be reached, because the
queui ng del ay does not grow when the sender increases its cwnd; this
means that LEDBAT woul d endl essly increase its cwnd, linmted only by

the nunber of bits that are used to represent cwnd. However, given
that TARGET=0 is also allowed, this paraneter choice nmay seemto be a
way out. Always staying at the target neans that the sender woul d
maintain its initial cwnd, which should be set to 2. This nay seem
like a small nunber, but remenber that cwnd is the nunber of bytes
that can be transmitted per RTT (which is 0). Thus, irrespective of
the TARGET val ue, the sender will send data as fast as it can

Mul tipath TCP (MPTCP)



The coupl ed congestion control mechani sm proposed for MPTCP in

[ RFC6356] requires calculating a value called "al pha". Equation 2 in
[ RFC6356] contains a termwhere a value called "cwnd_i" is divided by
the square of the RTT, and another termwhere this value is divided
by the RTT. Enough said.

. 3. RTP Circuit Breakers

The RTP Circuit Breakers [RFC8083] require calculation of a well-
known equation which yields the throughput of a TCP connection

) T
Tr*sqrt(2*b*p/ 3) +(t _RTO * (3*sqrt(3*b*p/8) * p * (1+32*p*p)))

where Tr is the RTT and t _RTO is the retransm ssion tinmeout of TCP
(we don’t need to care about the other variables). As we wll
discuss in Section 3, t RTOis |ower-bounded with 1 second;
therefore, it saves us froma division by zero. However, there is
also a sinplified version of this equation

Tr*sqrt (2*b*p/ 3)

Unfortunately, [RFCB083] states: "It is RECOVMMENDED that this
sinmplified throughput equation be used since the reduction in

accuracy is small, and it is nmuch sinpler to calculate than the ful
equation.” Due to this sinplification, many nul ti nedi a applications
will crash.

What can be done?

Fear not: when everything else fails, TCP will still work. Its
retransm ssion tinmeout is |ower-bounded by 1 second [ RFC6298].
Moreover, while its cwnd may grow up to the nmaxi mum st orabl e nunber,
data transmission is limted by the Receiver Wndow (rwnd). This
means that flow control will save TCP fromfailing

Fromthis, we can learn two sinple rules: |ower-bound any val ues
calculated fromthe RTT (and, obviously, do not divide by the RTT),

and use flow control. Specifications will need to be updated by
fixing all RTT-based cal cul ati ons and introducing flow contro
everywhere. For exanple, UDP will have to be extended with a

recei ver window, e.g., as a UDP option [UDP-OPT].
Concl usi on

We are in trouble, and there is only one way out: develop a
conprehensive list of all RFCs containing "O-RTT" m stakes (taking

[ RFC2626] as a guideline), and update all code. This needs to happen
fast, the clock is ticking. Luckily, if we are too slow, we wll
still be able to use TCP to access the specifications. Wth DNS over
TCP [ RFC7766], nane resolution to find the server containing the
speci fications should al so worKk.

| ANA Consi derati ons
Thi s document has no | ANA acti ons.

Security Considerations

Fl ow control nust be used on O-RTT paths, or else an attacker can
conpl etely overwhelma sender with data in a denial-of-service (DoS)

attack within an instant. Flow control will need to be added to
protocols that do not currently have it, such as UDP or ICWP. |Pv6



wi |l not save us.
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