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Host Router Support for OSPFv2
Abstract

The Open Shortest Path First Version 2 (OSPFv2) protocol does not
have a mechanismfor a node to repel transit traffic if it is on the
shortest path. This docunent defines a bit called the Host-bit
(Hbit). This bit enables a router to advertise that it is a non-
transit router. This docunent also describes the changes needed to
support the Hbit in the domain. |In addition, this docunent updates
RFC 6987 to advertise Type 2 External and Not- So- St ubby Area (NSSA)
Link State Advertisenents (LSAs) (RFC 3101) with a high cost in order
to repel traffic effectively.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8770
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I ntroduction

The OSPFv2 protocol specifies a Shortest Path First (SPF) al gorithm
that identifies transit vertices based on their adjacencies.
Therefore, OSPFv2 does not have a mechanismto prevent traffic
transiting a participating node if it is a transit vertex in the only
existing or shortest path to the destination. The use of nmetrics to
make the node undesirable can help to repel traffic only if an
alternative better route exists.

A mechanismto nove traffic away fromthe shortest path is
particularly useful for a nunber of use cases:

1. Guaceful isolation of a router, to avoid bl ackhol e scenari os when
there is a reload and possi bl e | ong reconvergence tines.

2. (Coset switches that are not usually used for transit traffic but
need to participate in the topol ogy.

3. Overloaded routers that could use such a capability to
tenmporarily repel traffic until they stabilize.

4. BGP route reflectors, known as virtual Route Reflectors, that are
not in the forwarding path but are in central |ocations such as
data centers. Such route reflectors are typically used for route
distribution and are not capable of forwarding transit traffic.
However, they need to learn the OSPF topol ogy to perform SPF
computation for optimal routes and reachability resolution for
their clients [BGP-ORR].

Thi s docunent describes the functionality provided by the Host-bit
(Hbit); this functionality prevents other OSPFv2 routers from using
the host router by excluding it in path calculations for transit
traffic in OSPFv2 routing domains. |If the Hbit is set, then the
calculation of the shortest-path tree for an area, as described in
Section 16.1 of [RFC2328], is nodified by including a check to verify
that transit vertices DO NOT have the Hbit set (see Section 4).
Furthernore, in order to repel traffic effectively, this docunent
updat es [ RFC6987] so that Type 2 External and Not- So- St ubby Area
(NSSA) Link State Advertisements (LSAs) [RFC3101] are advertised with
a high cost (see Section 6). OSPFv3 [ RFC5340] defines an option bit,
known as the R-bit, for router-LSAs; the H bit supports simlar
functionality.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Host - Bit Support

This docunment defines a new router-LSA bit, known as the Host-bit or
the Hbit. An OSPFv2 router advertising a router-LSA with the Hbit
set indicates that it MJUST NOT be used as a transit router (see
Section 4) by other OSPFv2 routers in the area that support the Hbit
functionality.



If the Hbit is not set, then backward conpatibility is achieved, as
the behavior will be the sane as in [ RFC2328].
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Figure 1: OSPF Router-LSA
Bit His the high-order bit of the CSPF flags, as shown bel ow
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Figure 2: OSPF Router-LSA Option Bits

When the Hbit is set, the OSPFv2 router is a host (non-transit)
router and is incapable of forwarding transit traffic. In this node,
the other OSPFv2 routers in the area MJUST NOT use the host router for
transit traffic but may send traffic to its local destinations.

An OSPFv2 router originating a router-LSA with the Hbit set MJST
advertise all its non-stub links with a link cost of MaxLinkMetric
[ RFC6987] .

When the Hbit is set, an Area Border Router (ABR) MJST advertise the
same Hbit setting in its self-originated router-LSAs for all
attached areas. The consistency of the setting will prevent
inter-area traffic transiting through the router by suppressing
advertisenents of prefixes fromother routers in the area inits
summary-LSAs. Only I Pv4 prefixes associated with its | ocal
interfaces MJUST be advertised in sumary-LSAs to provide reachability
to end hosts attached to a router with the Hbit set.

When the Hbit is set, the host router cannot act as an Autononous
System Border Router (ASBR). Indeed, ASBRs are transit routers to



prefixes that are typically inmported through redistribution of
prefixes fromother routing protocols. Therefore, non-local |Pv4
prefixes, e.g., those inported fromother routing protocols, SHOULD
NOT be advertised in AS-external -LSAs if the Hbit is set. Sonme use
cases, such as an overloaded router or a router being gracefully

i sol ated, may benefit from continued advertisenents of non-|oca
prefixes. |In these cases, the Type 2 netric in AS-external-LSAs MJST
be set to LSInfinity [RFC2328] to repel traffic (see Section 6 of
this docunent).

SPF Modi fications

The SPF cal cul ation described in Section 16.1 of [RFC2328] is

nodi fied to ensure that the routers originating router-LSAs with the
Hbit set will not be used for transit traffic. Step (2) is nodified
to include a check on the Hbit, as shown below. (Please note that
all of the sub-procedures of Step (2) remain unchanged and are not
included in the excerpt bel ow)

(2) Call the vertex just added to the tree "vertex V'. Exam ne
the LSA associated with vertex V. This is a |ookup in
Area A's link state database based on the Vertex ID. |If this

is arouter-LSA, and the Hbit of the router-LSA is set, and
vertex Vis not the root, then the router should not be used
for transit and Step (3) should be executed inmediately. |If
this is a router-LSA and bit V of the router-LSA (see
Appendi x A 4.2) is set, set Area A's TransitCapability to
TRUE. In any case, each link described by the LSA gives the
cost to an adjacent vertex. For each described link (say it
joins vertex V to vertex W:

Aut odi scovery and Backward Conpatibility

To reduce the possibility of any routing | oops due to parti al
depl oynent, this docunent defines an OSPF Router Information (RI) LSA
capability bit [RFC7770]. See Section 7 (Table 2).

The RI LSA MJUST be area-scoped.

Aut odi scovery via announcenent of the OSPF Host Router capability
(Section 7) ensures that the Hbit functionality and its associated
SPF changes MUST only take effect if all the routers in a given OSPF
area support this functionality.

In normal operation, it is possible that the RI LSAwll fail to
reach all routers in an area in a tinmely manner. For exanple, if a
new router without Hbit support joins an area that previously had
only Hbit-capable routers with the Hbit set, then it may take sone
time for the Rl LSA to propagate to all routers. Wile it is
propagating, the routers in the area will gradually detect the
presence of a router that does not support the capability and will
revert back to the normal SPF cal culation. During the propagation
time, the area as a whole is unsure of the status of the new router;
this type of situation can cause tenporary transient |oops.

The foll owing recormendations will nmitigate transient routing |oops:

* | nplenmentations are RECOVWENDED to provide a configuration
paraneter to manually override enforcenent of the Hbit
functionality in partial deployments where the topol ogy guarantees
that OSPFv2 routers not supporting the Hbit do not compute routes
resulting in routing | oops.

* Al routers with the Hbit set MIST advertise all of the router’s
non-stub links with a nmetric equal to MaxLinkMetric [RFC6987] in
its LSAs in order to prevent OSPFv2 routers (unless a last-resort
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pat h) that do not support the Hbit fromattenpting to use the
non-stub links for transit traffic.

* Al routers supporting the Hbit MIST check the RI LSAs of al
nodes in the area to verify that all nodes support the Hbit
before actively using the Hbit feature. |If any router does not
advertise the OSPF Host Router capability (Section 7), then the
SPF nodi fications described in Section 4 MJUST NOT be used in the
ar ea.

OSPF AS-External -LSAs / NSSA-LSAs with Type 2 Metrics

VWhen cal culating the path to a prefix in an OSPF AS-external -LSA or
NSSA- LSA [ RFC3101] with a Type 2 netric, the advertised Type 2 netric
is taken as nore significant than the OSPF intra-area or inter-area
path. Hence, advertising the links with MaxLinkMetric as specified
in [ RFC6987] does not discourage transit traffic when cal cul ati ng AS-
external or NSSA routes with Type 2 metrics.

Consequently, this docunent updates [ RFC6987] so that the Type 2
metric in any self-originated AS-external -LSAs or NSSA-LSAs is
advertised as LSInfinity-1 [RFC2328]. |If the Hbit is set, then the
Type 2 metric MJUST be set to LSInfinity.

| ANA Consi der ations

| ANA has registered the following value in the "OSPFv2 Router
Properties Registry".

B S, o e e e e o - o m e e e - +
| Value | Description | Reference
[ gttty ———————————— Ll pppp—p——————
| O0x80 | Host (Hbit) | RFC 8770
- e . +

Table 1: HBit

I ANA has registered the following in the "OSPF Router Informationa
Capability Bits" registry.

S . S +
| Bit Nunmber | Capability Name | Reference

[} e ——— e ——————————————— _ppp—p—p—_—(————r L
| 7 | OSPF Host Router | RFC 8770 |
S TR S +

Tabl e 2: OSPF Host Router Capability Bit
Security Considerations

Thi s docunent introduces the Hbit, which is a capability feature
that restricts the use of a router for transit, while only its |oca
destinations are reachable. This is a subset of the operations of a
normal router and therefore should not introduce new security

consi derati ons beyond those already known in OSPFv2 [ RFC2328]. The
feature introduces the advertisenment of host router capability
information to all OSPFv2 routers in an area. This information can
be |l everaged for discovery and verification that all routers in the
area support the capability before the feature is turned on. 1In the
event that a rogue or buggy router incorrectly advertises its
capability, possible scenarios are as foll ows:

* The router does not have the capability but sends the Hbit set in
its LSAs. In this case, a routing loop is possible. However,
this is mitigated by the fact that this router should be avoided
anyway. Mreover, the link metrics cost (MaxLinkMetric) of this



router will mtigate this situation. |In any case, a router
advertising the Hbit capability without its link netrics cost
equal to MaxLinkMetric could be a rogue router and should be
avoi ded.

* The router has the capability but sends the Hbit clear inits
LSAs. In this case, the router merely prevents the support of
other Hbit routers in the area and prevents all the routers from
running the nodified SPF. Any inpacts are also mitigated in this
scenario, as other Hbit routers in the area also advertise the
MaxLi nkMetric cost, so they will still be avoided unless they are
the last-resort path.

* The rogue router is on the only transit path for some destinations
and sends the Hbit set (for no good/valid reason) in its LSAs,
and effectively partitions the network. This case is
i ndi stinguishable fromthe nornmal case where an operator may
consciously decide to set the Hbit to perform nmai ntenance on a
router that is on the only transit path. The OSPF protocol wll
continue to function within the partitioned donains.
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