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Crypt ographi c Message Syntax (CMS) Content Types for Concise Binary
hj ect Representation (CBOR)
Abst ract

Conci se Binary Object Representation (CBOR) is becom ng a w dely used
met hod of doi ng content encoding. The Cryptographic Message Syntax

(Cwvs) is still a widely used nmet hod of doi ng nmessage-based security.
Thi s docunent defines a set of content types for CM5 that hold CBOR
content.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8769

Copyright Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Conci se Binary Object Representation (CBOR) [CBOR] is a conpact self-



descri bi ng binary encoding formation that is starting to be used in
many di fferent applications. One of the primary uses of CBORis in
the Internet of Things, the constrained nature of which nmeans that
havi ng m ni mal size of encodi ngs beconmes very inportant. The

Crypt ographi c Message Syntax (CM5) [CM5] is still one of the nost
common met hods for providi ng message-based security, although in many
cases, the CBOR (bject Signing and Encryption (COSE) [ COSE] nessage-
based security systemis starting to be used. Gven that CBOR is
going to be transported using CM5, it nmakes sense to define CVB
content types for the purpose of denoting that the enbedded content
is CBOR. This docunment defines two new content types: CBOR content
type and CBOR Sequence content type [ CBOR- SEQ) .

CBOR Content Type

[ CBOR] defines an encoded CBOR item This section defines a new
content type for wrapping an encoded CBOR itemin a CM5 object.

The followi ng object identifier identifies the CBOR content type:

i d-ct-cbor OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) usa(840)
rsadsi (113549) pkcs(1l) pkcs9(9) smine(16) ct(1) 44}

The CBOR content type is intended to refer to a single object encoded
usi ng the CBOR encoding format [CBOR]. Nothing is stated about the
specific CBOR object that is included. CBOR can al ways be decoded to
a tree, as the encoding is self descriptive.

The CBOR content type is intended to be encapsulated in the signed
data and aut h-envel oped data, but it can be included in any CVB
wrapper. It cannot be predicted whether the conpressed CVS
encapsul ation will provide conpression, because the content may be
bi nary rather than text.

[ RFC7193] defined an optional paraneter, "innerContent", to allow for
identification of what the inner content is for an application/cns
medi a type. This docunent defines the string "cbor" as a new val ue
that can be placed in this paraneter when a CBOR content type is
used.

CBOR Sequence Content Type

[ CBOR- SEQJ defines a CBOR Sequence as a concatenation of zero or nore
CBOR objects. This section defines a new content type for wapping a
CBOR Sequence in a CM5 object.

The foll owing object identifier identifies the CBOR Sequence content
type:

i d-ct-cbor Sequence OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
usa(840) rsadsi (113549) pkcs(1l) pkcs9(9) smine(1l6) ct(1)
45 }

The CBOR Sequence content type is intended to refer to a sequence of
obj ects encoded using the CBOR encoding format. The objects are
concat enated without any markers delimting the individual CBOR
objects. Nothing is stated about the specific CBOR objects that are
i ncluded. CBOR can al ways be decoded to a tree, because the encoding
is self descriptive.

The CBOR Sequence content type is intended to be encapsul ated in the
si gned data and aut h-envel oped data, but it can be included in any
CVB wapper. |t cannot be predicted whether the conpressed CVB
encapsul ation will provide conpression, because the content nmay be
bi nary rather than text.



[ RFC7193] defined an optional paraneter, "innerContent”, to allow for
identification of what the inner content is for an application/cns
medi a type. This docunent defines the string "cborSequence" as a new
val ue that can be placed in this paraneter when a CBOR Sequence
content type is used.

ASN. 1 Modul e

Cbor Cont ent Types { iso(1l) nmenber-body(2) usa(840)
rsadsi (113549) pkcs(1l) pkcs9(9) smine(16) nodul es(0)
i d- nod- cbor-2019(71) }

DEFI NI TIONS EXPLICI T TAGS ::= BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smime(16) nodul es(0) id-nod-cns-2009(58) }
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i d-ct-cbor OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smne(16) ct(1)
44 }

i d-ct-cbor Sequence OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smne(16) ct(1)
45 }

-- Content is encoded directly and does not have any ASN. 1
-- structure
ct- Cbor CONTENT-TYPE ::= { |DENTIFIED BY id-ct-chor }

-- Content is encoded directly and does not have any ASN. 1
-- structure
ct - Chor Sequence CONTENT- TYPE :: = {
| DENTI FI ED BY i d- ct - cbor Sequence
}

END
I ANA Consi derations
I ANA has registered the following in the "SM Security for S/IM M

Modul e Identifier (1.2.840.113549.1.9.16.0)" subregistry within the
SM Nunbers registry:

S T . S +

| Decimal | Description | References

[ ety e ——————————————— Ll pp—p—p—————r L

| 71 | id-nod-cbor-2019 | RFC 8769 |

S TRy S TR +
Table 1

| ANA has registered the following in the "SM Security for S/M Me CVB
Content Type (1.2.840.113549.1.9.16.1)" subregistry within the SM
Nunbers registry:

S T R S +
| Decimal | Description | References

[ ety e ———————————————(—— = p—p—p—_—————r L
| 44 | id-ct-cbor | RFC 8769 |
S TRy S TR +
| 45 | id-ct-cborSequence | RFC 8769 |



Table 2

| ANA has registered the following in the "CM5 | nner Content Types"
subregistry within the "M ME Medi a Type Sub-Paraneter Registries":

o e e e e o - o m e e e e e e e e m e ao- o m e e e - +
| Narme | Object ldentifier | Reference |
[} gttt ———— Ll ———————————————————————— Ll pp—p—p———
| cbor | 1.2.840.113549.1.9.16.1.44 | RFC 8769 |
oo s o e e e e e i eee oo n Fom e oo +
| cborSequence | 1.2.840.113549.1.9.16.1.45 | RFC 8769 |
o e e e e o - o m e e e e e e e e m e ao- o m e e e - +
Tabl e 3

6. Security Considerations

Thi s docunent only provides identification for content types; it does
not introduce any new security issues by itself. The new content
types nean that id-data does not need to be used to identify these
content types; they can therefore reduce confusion.
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