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Abst r act

The Domai n Nanme System (DNS) was designed to return nmatching records
efficiently for queries for data that are relatively static. Wen
those records change frequently, DNS is still efficient at returning
the updated results when polled, as long as the polling rate is not
too high. But, there exists no nechanismfor a client to be
asynchronously notified when these changes occur. This docunent
defines a mechanismfor a client to be notified of such changes to
DNS records, called DNS Push Notifications.
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1. Introduction

Domai n Nanme System (DNS) records may be updated usi ng DNS Update

[ RFC2136]. O her nechani sns such as a Discovery Proxy [ RFC8766] can
al so generate changes to a DNS zone. This docunent specifies a
protocol for DNS clients to subscribe to receive asynchronous
notifications of changes to RRsets of interest. It is inmediately
rel evant in the case of DNS-based Service D scovery [RFC6763] but is
not limted to that use case; it provides a general DNS nechani sm for
DNS record change notifications. Famliarity with the DNS protocol
and DNS packet formats is assuned [ RFC1034] [RFCL1035] [ RFC6895].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Fatal Errors

Certain invalid situations are described in this specification, such
as a server sending a Push Notification subscription request to a
client, or a client sending a Push Notification response to a server
These shoul d never occur with a correctly inplenmented client and
server, and if they do occur, then they indicate a serious

i mpl ementation error. 1In these extrene cases, there is no reasonabl e
expectation of a graceful recovery, and the recipient detecting the
error should respond by unilaterally aborting the session without
regard for data |l oss. Such cases are addressed by havi ng an engi neer
investigate the cause of the failure and fixing the problemin the
sof tware

Where this specification says "forcibly abort", it means sending a
TCP RST to term nate the TCP connection and the TLS session running
over that TCP connection. |In the BSD Sockets API, this is achieved
by setting the SO LI NGER option to zero before closing the socket.

2. Mdtivation
As the dommi n nane system continues to adapt to new uses and changes

in deploynent, polling has the potential to burden DNS servers at
many | evel s throughout the network. Oher network protocols have



successful ly depl oyed a publish/subscribe nodel follow ng the
oserver design pattern [OBS]. Extensible Messaging and Presence
Prot ocol (XMPP) Publish-Subscribe [ XEPO060] and Atom [ RFC4287] are
exanples. \While DNS servers are generally highly tuned and capabl e
of a high rate of query/response traffic, adding a publish/subscribe
model for tracking changes to DNS records can deliver nore tinely
notifications of changes with reduced CPU usage and | ower network
traffic.

The gui ding design principle of DNS Push Notifications is that
clients that choose to use DNS Push Notifications, instead of
repeated polling with DNS queries, will receive the sane results as
they could via sufficiently rapid polling, except nore efficiently.
This neans that the rules for which records match a gi ven DNS Push
Notification subscription are the sane as the al ready established
rules used to determine which records match a gi ven DNS query

[ RFC1034]. For exanpl e, nane conparisons are done in a case-
insensitive manner, and a record of type CNAME in a zone matches any
DNS TYPE in a query or subscription

Mul ticast DNS [ RFC6762] inpl enentations always |isten on a well-known
link-local IP multicast group address, and changes are sent to that
mul ticast group address for all group nenbers to receive. Therefore,
Mul ticast DNS al ready has asynchronous change notification
capability. When DNS-based Service D scovery [RFC6763] is used
across a wi de area network using Unicast DNS (possibly facilitated
via a Discovery Proxy [RFC8766]), it would be beneficial to have an
equi val ent capability for Unicast DNS in order to allowclients to

| earn about DNS record changes in a tinely manner without polling.

The DNS Long-Lived Queries (LLQ mechani sm|[RFC8764] is an existing
depl oyed sol ution to provide asynchronous change notifications; it
was used by Apple’'s Back to My Mac [ RFC6281] service introduced in
Mac OS X 10.5 Leopard in 2007. Back to My Mac was designed in an era
when the data center operations staff asserted that it was inpossible
for a server to handle | arge nunmbers of TCP connections, even if
those connections carried very little traffic and spent nost of their
time idle. Consequently, LLQ was defined as a UDP-based protocol,
effectively replicating nmuch of TCP' s connection state nmanagenent
logic in user space and creating its own imtation of existing TCP
features like flow control, reliability, and the three-way handshake.

Thi s docunent builds on experience gained with the LLQ protocol, wth
an i nproved design. |Instead of using UDP, this specification uses
DNS Stateful Operations (DSO [RFC8490] running over TLS over TCP
and therefore doesn’'t need to reinvent existing TCP functionality.
Using TCP al so gives long-lived lowtraffic connections better

| ongevity through NAT gateways w t hout depending on the gateway to
support NAT Port Mapping Protocol (NAT-PMP) [RFC6886] or Port Control
Prot ocol (PCP) [ RFC6887], or resorting to excessive keepalive
traffic.

Overvi ew

A DNS Push Notification client subscribes for Push Notifications for
a particular RRset by connecting to the appropriate Push Notification
server for that RRset and sendi ng DSO nmessage(s) indicating the

RRset (s) of interest. Wen the client |oses interest in receiving
further updates to these records, it unsubscri bes.

The DNS Push Notification server for a DNS zone is any server capable
of generating the correct change notifications for a nane. It may be
a prinmary, secondary, or stealth nane server [RFC8499].

The " _dns-push-tls. _tcp.<zone>" SRV record for a zone MAY reference
the sane target host and port as that zone's



_dns-update-tls. _tcp.<zone>" SRV record. Wen the same target host
and port is offered for both DNS Updates and DNS Push Notifications,
a client MAY use a single DSO session to that server for both DNS
Updat es and DNS Push Notification subscriptions. DNS Updates and DNS
Push Notifications may be handl ed on different ports on the sane
target host, in which case they are not considered to be the "same
server"” for the purposes of this specification, and comunications
with these two ports are handl ed i ndependently. Supporting DNS
Updat es and DNS Push Notifications on the sane server is OPTIONAL. A
DNS Push Notification server is not required to support DNS Update.

Standard DNS Queries MAY be sent over a DNS Push Notification (i.e.,
DSO) session. For any zone for which the server is authoritative, it
MUST respond authoritatively for queries for nanes falling within
that zone (e.g., the " _dns-push-tls. tcp.<zone>" SRV record) both for
normal DNS queries and for DNS Push Notification subscriptions. For
names for which the server is acting as a recursive resolver (e.g.
when the server is the local recursive resolver) for any query for
which it supports DNS Push Notification subscriptions, it MJST al so
support standard queri es.

DNS Push Notifications inpose |ess |oad on the respondi ng server than
rapid polling would, but Push Notifications do still have a cost.
Therefore, DNS Push Notification clients MJST NOT recklessly create
an excessive nunber of Push Notification subscriptions.

Specifically:

(a) A subscription should only be active when there is a valid
reason to need live data (for exanple, an on-screen display is
currently showing the results to the user), and the subscription
SHOULD be cancel ed as soon as the need for that data ends (for
exanpl e, when the user dism sses that display). |In the case of
a device |like a smartphone that, after sone period of
inactivity, goes to sleep or otherw se darkens its screen, it
shoul d cancel its subscriptions when darkening the screen (since
the user cannot see any changes on the display anyway) and
reinstate its subscriptions when reawakening from di splay sl eep

(b) A DNS Push Notification client SHOULD NOT routinely keep a DNS
Push Notification subscription active 24 hours a day, 7 days a
week, just to keep a list in nenory up to date so that if the
user does choose to bring up an on-screen display of that data,
it can be displayed really fast. DNS Push Notifications are
designed to be fast enough that there is no need to pre-load a
"warnl list in nmenory just in case it nmight be needed | ater

General ly, as described in the DNS Stateful Operations specification
[ RFC8490], a client nust not keep a DSO session to a server open
indefinitely if it has no subscriptions (or other operations) active
on that session. A client should begin closing a DSO sessi on

i mediately after it becones idle, and then, if needed in the future,
open a new session when required. Alternatively, a client may

specul atively keep an idle DSO session open for sone tinme, subject to
the constraint that it nmust not keep a session open that has been
idle for nore than the session’s idle tinmeout (15 seconds by default)
[ RFC8490] .

Note that a DSO session that has an active DNS Push Notification
subscription is not considered idle, even if there is no traffic

flowing for an extended period of time. |In this case, the DSO
inactivity timeout does not apply, because the session is not
i nactive, but the keepalive interval does still apply, to ensure the

generation of sufficient messages to naintain state in m ddl eboxes
(such at NAT gateways or firewalls) and for the client and server to
periodically verify that they still have connectivity to each other
This is described in Section 6.2 of the DSO specification [ RFC8490].



4.

St ate Consi derati ons

Each DNS Push Notification server is capable of handling sonme finite
nunber of Push Notification subscriptions. This nunmber will vary
fromserver to server and is based on physical machine
characteristics, network capacity, and operating systemresource
allocation. After a client establishes a session to a DNS server,
each subscription is individually accepted or rejected. Servers may
enpl oy various techniques to linmit subscriptions to a nmanageabl e
level. Correspondingly, the client is free to establish sinultaneous
sessions to alternate DNS servers that support DNS Push Notifications
for the zone and distribute subscriptions at the client’s discretion
In this way, both clients and servers can react to resource
constraints.

Transport

O her DNS operations |ike DNS Update [RFC2136] MAY use either DNS
over User Datagram Protocol (UDP) [RFCO768] or DNS over Transni ssion
Control Protocol (TCP) [RFCO793] as the transport protocol, provided
they follow the historical precedent that DNS queries nust first be
sent using DNS over UDP and only switch to DNS over TCP if needed

[ RFC1123]. This requirement to prefer UDP has subsequently been

rel axed [ RFC7766] .

In keeping with the nore recent precedent, DNS Push Notification is
defined only for TCP. DNS Push Notification clients MJST use DNS
Stateful Operations [ RFC8490] running over TLS over TCP [ RFC7858].

Connection setup over TCP ensures return reachability and alleviates
concerns of state overload at the server, a potential problemwth
connectionl ess protocols, which can be nore vul nerable to being

expl oited by attackers using spoofed source addresses. Al
subscribers are guaranteed to be reachabl e by the server by virtue of
the TCP three-way handshake. Flooding attacks are possible with any
protocol, and a benefit of TCP is that there are already established
i ndustry best practices to guard agai nst SYN flooding and sim | ar
attacks [SYN [ RFC4953].

Use of TCP also allows DNS Push Notifications to take advantage of
current and future devel opments in TCP such as Miltipath TCP ( MPTCP)
[ RFC8684], TCP Fast Open (TFO [RFC7413], the TCP RACK fast |oss
detection algorithm|[TCPRACK], and so on

Transport Layer Security (TLS) [RFC8446] is well understood and is
used by many application-layer protocols running over TCP. TLS is
designed to prevent eavesdropping, tanpering, and nmessage forgery.
TLS is REQUI RED for every connection between a client subscriber and
server in this protocol specification. Additional security mneasures
such as client authentication during TLS negoti ati on may al so be
enpl oyed to increase the trust relationship between client and
server.

Pr ot ocol Operation

The DNS Push Notification protocol is a session-oriented protocol and
makes use of DNS Stateful Operations (DSO [RFC8490].

For details of the DSO nessage format, refer to the DNS Statefu
Operations specification [ RFC8490]. Those details are not repeated
here.

DNS Push Notification clients and servers MJST support DSO A single
server can support DNS Queries, DNS Updates, and DNS Push
Notifications (using DSO) on the same TCP port.



A DNS Push Notification exchange begins with the client discovering
the appropriate server, using the procedure described in Section 6.1,
and then naking a TLS/ TCP connection to it.

After making the TLS/ TCP connection to the server, a typical DNS Push
Notification client will then inmrediately issue a DSO Keepal i ve
operation to establish the DSO session and request a session tineout
and/ or keepalive interval |onger than the 15-second default val ues,
but this is not required. A DNS Push Notification client MAY issue
other requests on the session first, and only issue a DSO Keepal i ve
operation later if it determ nes that to be necessary. Sending
either a DSO Keepalive operation or a Push Notification subscription
request over the TLS/ TCP connection to the server signals the
client’s support of DSO and serves to establish a DSO session

In accordance with the current set of active subscriptions, the
server sends rel evant asynchronous Push Notifications to the client.
Note that a client MJST be prepared to receive (and silently ignore)
Push Notifications for subscriptions it has previously renoved, since
there is no way to prevent the situation where a Push Notification is
in flight fromserver to client while the client’s UNSUBSCRI BE
message canceling that subscription is sinultaneously in flight from
client to server.

.1. Discovery

The first step in establishing a DNS Push Notification subscription
is to discover an appropriate DNS server that supports DNS Push
Notifications for the desired zone.

The client begins by opening a DSO session to its nornmal configured
DNS recursive resol ver and requesting a Push Notification
subscription. This connection is made to TCP port 853, the default
port for DNS over TLS [RFC7858]. |If the request for a Push
Notification subscription is successful, and the recursive resol ver
doesn’t al ready have an active subscription for that name, type, and
class, then the recursive resolver will nmake a correspondi ng Push
Notification subscription on the client’s behalf. Results received
are relayed to the client. This is closely anal ogous to how a client
sends a normal DNS query to its configured DNS recursive resol ver,
which, if it doesn’t already have appropriate answer(s) in its cache,
i ssues an upstream query to satisfy the request.

In many contexts, the recursive resolver will be able to handl e Push
Notifications for all nanes that the client nay need to follow. Use
of VPN tunnels and Private DNS [ RFC8499] can create some additiona
complexity in the client software here; the techni ques to handl e VPN
tunnel s and Private DNS for DNS Push Notifications are the sane as
those already used to handle this for normal DNS queri es.

If the recursive resolver does not support DNS over TLS, or supports
DNS over TLS but is not listening on TCP port 853, or supports DNS
over TLS on TCP port 853 but does not support DSO on that port, then
the DSO session establishment will fail [RFC8490].

If the recursive resolver does support DSO on TCP port 853 but does
not support Push Notification subscriptions, then when the client
attenpts to create a subscription, the server will return the DSO
error code DSOTYPEN (11).

In sone cases, the recursive resolver may support DSO and Push
Notification subscriptions but may not be able to subscribe for Push
Notifications for a particular name. |In this case, the recursive
resol ver should return SERVFAIL to the client. This includes being
unabl e to establish a connection to the zone’s DNS Push Notification



server or establishing a connection but receiving a non-success
response code. |n sone cases, where the client has a pre-established
trust relationship with the owner of the zone (that is not handl ed
via the usual mechanisns for VPN software), the client nay handl e
these failures by contacting the zone’s DNS Push Notification server
directly.

In any of the cases described above where the client fails to
establish a DNS Push Notification subscription via its configured
recursive resolver, the client should proceed to discover the
appropriate server for direct comruni cation. The client MJST al so
determ ne on which TCP port the server is listening for connections,
whi ch need not be, and often is not, TCP port 53 (traditionally used
for conventional DNS) or TCP port 853 (traditionally used for DNS
over TLS)

The di scovery al gorithm described here is an iterative algorithm
which starts with the full nane of the record to which the client

wi shes to subscribe. Successive SOA queries are then issued,
trimm ng one | abel each tine, until the closest enclosing
authoritative server is discovered. There is also an optim zation to
enable the client to take a "short cut" directly to the SOA record of
the closest enclosing authoritative server in many cases.

1. The client begins the discovery by sending a DNS query to its
| ocal resolver, with record type SOA [ RFC1035] for the record
nane to which it wishes to subscribe. As an exanple, suppose the
client wishes to subscribe to PTR records with the nane
" _ipp._tcp. headof fice. exanpl e.com (to discover Internet Printing
Protocol (IPP) printers [RFC8010] [ RFC8011] being advertised in
the head office of Example Conpany). The client begins by
sendi ng an SOA query for " _ipp._tcp. headoffice. exanple.com to
the local recursive resolver. The goal is to deternine the
server that is authoritative for the name
"_ipp._tcp. headoffice. exanpl e.cont. The closest encl osing DNS
zone contai ning the nane " _ipp. _tcp. headoffice. exanpl e.com coul d
be "exanpl e. com', or "headoffice. exanpl e.cont, or
" _tcp. headof fice. exanpl e. con', or even
_ipp. _tcp. headof fice.exanpl e.cont'. The client does not know in
advance where the closest enclosing zone cut occurs, which is why
it uses the iterative procedure described here to discover this
i nformati on.

2. If the requested SOA record exists, it will be returned in the
Answer Section with a NOCERROR response code, and the client has
succeeded in discovering the information it needs.

(This language is not placing any new requirements on DNS
recursive resolvers. This text nmerely describes the existing
operation of the DNS protocol [RFC1034] [RFC1035].)

3. If the requested SOA record does not exist, the client will get
back a NOERROR/ NODATA response or an NXDOVAI N/ Nanme Error
response. |In either case, the local resolver would normally
include the SOA record for the closest enclosing zone of the
requested nane in the Authority Section. |If the SOA record is
received in the Authority Section, then the client has succeeded
in discovering the information it needs.

(This language is not placing any new requirements on DNS
recursive resolvers. This text nmerely describes the existing
operation of the DNS protocol regarding negative responses

[ RFC2308] .)

4. 1f the client receives a response containing no SOA record, then
it proceeds with the iterative approach. The client strips the



| eading | abel fromthe current query name, and if the resulting
name has at least two labels init, then the client sends an SCA
query for that new name and processing continues at step 2 above,
repeating the iterative search until either an SOA is received or
the query name consists of a single label, i.e., a Top-Leve
Domain (TLD). In the case of a single-label nane (TLD), this is
a network configuration error, which should not happen, and the
client gives up. The client may retry the operation at a |ater
time of the client’s choosing, such as after a change in network
attachnent.

5. Once the SQA is known (by virtue of being seen either in the
Answer Section or in the Authority Section), the client sends a
DNS query with type SRV [ RFC2782] for the record nane
" _dns-push-tls. tcp.<zone>", where <zone> is the owner nane of
the di scovered SOA record.

6. If the zone in question is set up to offer DNS Push
Notifications, then this SRV record MIST exist. (If this SRV
record does not exist, then the zone is not correctly configured
for DNS Push Notifications as specified in this docunent.) The
SRV "target" contains the name of the server providing DNS Push
Notifications for the zone. The port number on which to contact
the server is in the SRV record "port" field. The address(es) of
the target host MAY be included in the Additional Section,
however, the address records SHOULD be authenticated before use
as described in Section 7.2 and in the specification for using
DNS- Based Aut hentication of Nanmed Entities (DANE) TLSA Records
with SRV Records [RFC7673], if applicable.

7. Mre than one SRV record may be returned. 1In this case, the
"priority" and "weight" values in the returned SRV records are
used to deternine the order in which to contact the servers for
subscription requests. As described in the SRV specification
[ RFC2782], the server with the lowest "priority" is first
contacted. |If more than one server has the same "priority", the
"wei ght" indicates the weighted probability that the client
shoul d contact that server. Higher weights have higher
probabilities of being selected. |If a server is not willing to
accept a subscription request, or is not reachable within a
reasonabl e tinme, as deternined by the client, then a subsequent
server is to be contacted

Each tinme a client nmakes a new DNS Push Notification subscription, it
SHOULD repeat the discovery process in order to determ ne the
preferred DNS server for that subscription at that tinme. |If a client
al ready has a DSO session with that DNS server, the client SHOULD
reuse that existing DSO session for the new subscription; otherw se,
a new DSO session is established. The client MJST respect the DNS
TTL values on records it receives while performng the discovery
process and store themin its local cache with this lifetinme (as it
will generally do anyway for all DNS queries it perforns). This
means that, as long as the DNS TTL val ues on the authoritative
records are set to reasonabl e val ues, repeated application of the

di scovery process can be conpleted practically instantaneously by the
client, using only locally stored cached dat a.

. 2. DNS Push Notificati on SUBSCRI BE

After connecting, and requesting a |longer idle timeout and/or
keepalive interval if necessary, a DNS Push Notification client then
indicates its desire to receive DNS Push Notifications for a given
domai n nane by sending a SUBSCRI BE request to the server. A
SUBSCRI BE request is encoded in a DSO nessage [ RFC8490]. This
specification defines a DSO Primary TLV for DNS Push Notification
SUBSCRI BE Requests (DSO Type Code 0x0040).



DSO nessages with the SUBSCRIBE TLV as the Primary TLV are pernmitted
in TLS early data, provided that the precautions described in
Section 7.3 are foll owed.

The entity that initiates a SUBSCRI BE request is by definition the
client. A server MIUST NOT send a SUBSCRI BE request over an existing
session froma client. |[If a server does send a SUBSCRI BE request
over a DSO session initiated by a client, this is a fatal error and
the client MJUST forcibly abort the connection inmediately.

Each SUBSCRI BE request generates exactly one SUBSCRI BE response from
the server. The entity that initiates a SUBSCRI BE response i s by
definition the server. A client MJST NOT send a SUBSCRI BE r esponse.
If a client does send a SUBSCRI BE response, this is a fatal error and
the server MJUST forcibly abort the connection inmediately.

.2.1. SUBSCRI BE Request

A SUBSCRI BE request begins with the standard DSO 12-byte header
[ RFC8490], followed by the SUBSCRIBE Prinmary TLV. A SUBSCRI BE
request is illustrated in Figure 1.

The MESSAGE ID field MIUST be set to a unique value that the client is
not using for any other active operation on this DSO session. For
the purposes here, a MESSAGE IDis in use on this session if either
the client has used it in a request for which it has not yet received
a response, or if the client has used it for a subscription that it
has not yet cancel ed using UNSUBSCRIBE. In the SUBSCRI BE response,
the server MJST echo back the MESSAGE | D val ue unchanged.

The ot her header fields MJIST be set as described in the DSO
specification [ RFC8490]. The DNS OPCODE field contains the OPCODE
value for DNS Stateful Operations (6). The four count fields nust be
zero, and the corresponding four sections nust be empty (i.e.,
absent) .

The DSO TYPE i s SUBSCRI BE (0x0040).

The DSO- LENGTH is the | ength of the DSO DATA that follows, which
specifies the name, type, and class of the record(s) being sought.

1 1 1 1 1 1
01 2 3 45 6 7 8 9 0 1 2 3 4 5
T
| MESSAGE | D | \
L i SN S S S e
| QR OPCODE(6) | Z | RCODE |

T o T T Tl (T e S SR S
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T e L e e LR T > HEADER
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T I S o S e e T
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T o T T Tl (T e S SR S
| ARCOUNT ( MUST BE ZERO | /
e T S e I R epu Ry
| DSO TYPE = SUBSCRI BE (0x0040) |
T I S o SR e R e o
| DSO- LENGTH (number of octets in DSO DATA) |
T i i S S e o T\

\ NANVE \ \
T S |
| TYPE | > DSO- DATA

L i SN S S S e |
| CLASS |/
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Fi gure 1: SUBSCRI BE Request

The DSO DATA for a SUBSCRI BE request MJUST contain exactly one NAME
TYPE, and CLASS. Since SUBSCRI BE requests are sent over TCP
mul ti pl e SUBSCRI BE DSO request messages can be concatenated in a
single TCP stream and packed efficiently into TCP segnents.

If accepted, the subscription will stay in effect until the client
cancel s the subscription usi ng UNSUBSCRI BE or until the DSO session
between the client and the server is closed.

SUBSCRI BE requests on a given session MJIST be unique. A client MJST
NOT send a SUBSCRI BE nessage that duplicates the nane, type and cl ass
of an existing active subscription on that DSO session. For the
purpose of this matching, the established DNS case insensitivity for
US-ASCI| letters [RFC0020] applies (e.g., "exanple.com and

"Exanpl e.comt' are the sane). |If a server receives such a duplicate
SUBSCRI BE nessage, this is a fatal error and the server MJST forcibly
abort the connection immediately.

DNS wi |l dcarding is not supported. That is, an asterisk character
("*") in a SUBSCRI BE message matches only a literal asterisk
character ("*") in a name and nothing else. Simlarly, a CNAME in a
SUBSCRI BE nmessage mat ches only a CNAME record with that name in the
zone and no other records with that nane.

A client may SUBSCRIBE to records that are unknown to the server at
the tinme of the request (providing that the name falls within one of
the zone(s) the server is responsible for), and this is not an error
The server MUST NOT return NXDOMAIN in this case. The server MJST
accept these requests and send Push Notifications if and when

mat chi ng records are found in the future.

If neither TYPE nor CLASS are ANY (255), then this is a specific
subscription to changes for the given nane, type, and class. |If one
or both of TYPE or CLASS are ANY (255), then this subscription

mat ches all types and/or all classes as appropriate.

NOTE: A little-known quirk of DNS is that in DNS QUERY requests,
QI'YPE and QCLASS 255 mean "ANY", not "ALL". They indicate that the
server should respond with ANY mat ching records of its choosing, not
necessarily ALL matching records. This can |lead to sone surprising
and unexpected results, where a query returns sone valid answers, but
not all of them and nmakes QTYPE = 255 (ANY) queries |less useful than
peopl e soneti mes i magi ne.

When used in conjunction with SUBSCRI BE, TYPE 255 and CLASS 255
should be interpreted to mean "ALL", not "ANY". After accepting a
subscription where one or both of TYPE or CLASS are 255, the server
MUST send Push Notification Updates for ALL record changes that match
the subscription, not just sone of them

.2.2. SUBSCRI BE Response

A SUBSCRI BE response begins with the standard DSO 12- byt e header
[RFC8490]. The QR bit in the header is set indicating it is a
response. The header MAY be followed by one or nore optiona

Addi tional TLVs such as a Retry Delay Additional TLV. A SUBSCRI BE
response is illustrated in Figure 2

The MESSAGE ID field MJUST echo the value given in the MESSAGE | D
field of the SUBSCRIBE request. This is how the client knows which
request is being responded to.



The ot her header fields MJST be set as described in the DSO
specification [ RFC8490]. The DNS OPCODE field contains the OPCODE
value for DNS Stateful Operations (6). The four count fields nust be
zero, and the corresponding four sections nust be empty (i.e.,
absent).

A SUBSCRI BE response nessage MJST NOT include a SUBSCRIBE TLV. If a
client receives a SUBSCRI BE response nessage contai ning a SUBSCRI BE
TLV, then the response nessage is processed but the SUBSCRI BE TLV
MUST be silently ignored.
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Fi gure 2: SUBSCRI BE Response

In the SUBSCRI BE response, the RCODE indicates whether or not the
subscription was accepted. Supported RCODEs are as foll ows:

Fom e Fomm o - o m e e e e e e e e mee oo s +
| Miemonic | Value | Description |
| NOERROR | 0 | SUBSCRI BE successful . |
R R, o e e e e e e e e e e e e e o m o +
| FORMERR | 1 | Server failed to process request |
| | | due to a mal fornmed request. |
Fom e oo Fomm o - S +
| SERVFAIL | 2 | Server failed to process request |
| | | due to a problemw th the server. |
R R, o e e e e e e e e e e e e e o m o +
| NOTI MP | 4 | Server does not inplenment DSO |
Fom e Fomm o - o m e e e e e e e e mee oo s +
| REFUSED | 5 | Server refuses to process request |
| | | for policy or security reasons. |
N N o e e e e e e e e e e mmmemao - +
| NOTAUTH | 9 | Server is not authoritative for |
| | | the requested nane. |
Fom e Fomm o - o m e e e e e e e e mee oo s +
| DSOTYPEN | 11 | SUBSCRI BE operation not |
| | | support ed. |
N N o e e e e e e e e e e mmmemao - +

Tabl e 1. SUBSCRI BE Response Codes

Thi s docunent specifies only these RCODE val ues for SUBSCRI BE
Responses. Servers sendi ng SUBSCRI BE Responses SHOULD use one of
these values. Note that NXDOVAIN is not a valid RCODE in response to
a SUBSCRI BE Request. However, future circunstances may create
situations where other RCODE val ues are appropriate in SUBSCRI BE
Responses, so clients MJST be prepared to accept and handl e SUBSCRI BE
Responses wi th any other nonzero RCCDE error val ues.

If the server sends a nonzero RCODE in the SUBSCRI BE response, that



nmeans:

a. the client is (at least partially) msconfigured, or
b. the server resources are exhausted, or
c. there is sone other unknown failure on the server

In any case, the client shouldn't retry the subscription to this
server right away. |If nultiple SRV records were returned as
described in Section 6.1, Paragraph 9, Item 7, a subsequent server
MAY be tried inmediately.

If the client has other successful subscriptions to this server,
these subscriptions remain even though additional subscriptions may
be refused. Neither the client nor the server is required to close
the connection, although either end may choose to do so.

If the server sends a nonzero RCODE, then it SHOULD append a Retry
Del ay Additional TLV [RFC8490] to the response specifying a del ay
before the client attenpts this operation again. Reconmrended val ues
for the delay for different RCODE val ues are given below. These
recomrended val ues apply both to the default values a server should
place in the Retry Delay Additional TLV and the default values a
client should assune if the server provides no Retry Delay Additiona
TLV.

For RCODE = 1 (FORMERR), the delay nmay be any val ue sel ected by
the inplementer. A value of five mnutes is RECOWENDED to reduce
the risk of high | oad fromdefective clients.

For RCODE = 2 (SERVFAIL), the delay should be chosen according to
the | evel of server overload and the anticipated duration of that
overload. By default, a value of one mnute is RECOWENDED. |If a
nore serious server failure occurs, the delay nmay be longer in
accordance with the specific probl em encountered.

For RCODE = 4 (NOTI MP), which occurs on a server that doesn’'t

i mpl ement DNS Stateful Operations [RFC8490], it is unlikely that
the server will begin supporting DSO in the next few m nutes, so
the retry delay SHOULD be one hour. Note that in such a case, a
server that doesn't inplement DSOis unlikely to place a Retry
Del ay Additional TLV in its response, so this recomended value in
particul ar applies to what a client should assume by default.

For RCODE = 5 (REFUSED), which occurs on a server that inplenents
DNS Push Notifications but is currently configured to disallow DNS
Push Notifications, the retry delay nmay be any val ue sel ected by
the inplementer and/or configured by the operator

If the server being queried is listed in a

" _dns-push-tls. tcp.<zone>" SRV record for the zone, then this is
a msconfiguration, since this server is being advertised as
supporting DNS Push Notifications for this zone, but the server
itself is not currently configured to performthat task. Since it
is possible that the m sconfiguration my be repaired at any tinme,
the retry delay should not be set too high. By default, a value
of 5 minutes i s RECOMVENDED.

For RCODE = 9 (NOTAUTH), which occurs on a server that inplenents
DNS Push Notifications but is not configured to be authoritative
for the requested nanme, the retry delay may be any val ue sel ected
by the inplenenter and/or configured by the operator

If the server being queried is listed in a

" _dns-push-tls. tcp.<zone>" SRV record for the zone, then this is
a msconfiguration, since this server is being advertised as
supporting DNS Push Notifications for this zone, but the server



itself is not currently configured to performthat task. Since it
is possible that the m sconfiguration my be repaired at any tine,
the retry delay should not be set too high. By default, a value
of 5 minutes is RECOMVENDED.

For RCODE = 11 (DSOTYPEN ), which occurs on a server that

i mpl ement s DSO but doesn’t inplenment DNS Push Notifications, it is
unlikely that the server will begin supporting DNS Push
Notifications in the next few mnutes, so the retry delay SHOULD
be one hour.

For other RCODE values, the retry delay should be set by the
server as appropriate for that error condition. By default, a
value of 5 minutes is RECOMVENDED

For RCODE = 9 (NOTAUTH), the tine delay applies to requests for other
names falling within the sane zone. Requests for names falling
within other zones are not subject to the delay. For all other
RCODEs, the time delay applies to all subsequent requests to this
server.

After sending an error response, the server MAY allow the session to
remai n open, or MAY follow it with a DSO Retry Del ay operation (using
the Retry Delay Primary TLV) instructing the client to close the
session as described in the DSO specification [RFC8490]. dients
MUST correctly handl e both cases. Note that the DSO Retry Del ay
operation (using the Retry Delay Primary TLV) is different to the
Retry Del ay Additional TLV nentioned above.

.3. DNS Push Notification Updates

Once a subscription has been successfully established, the server
generates PUSH nessages to send to the client as appropriate. In the
case that the answer set was al ready non-enpty at the nonent the
subscription was established, an initial PUSH nessage will be sent

i medi ately foll owi ng the SUBSCRI BE Response. Subsequent changes to
the answer set are then comunicated to the client in subsequent PUSH
messages.

A client MJUST NOT send a PUSH nessage. If a client does send a PUSH
message, or a PUSH nessage is sent with the QR bit set indicating
that it is a response, this is a fatal error and the receiver MJST
forcibly abort the connection i mmediately.

6.3.1. PUSH Message

A PUSH uni di rectional message begins with the standard DSO 12-byte
header [ RFC3490], followed by the PUSH Primary TLV. A PUSH nessage
is illustrated in Figure 3.

In accordance with the definition of DSO unidirectional nessages, the
MESSAGE ID field MUST be zero. There is no client response to a PUSH
nessage

The ot her header fields MJST be set as described in the DSO
specification [ RFC8490]. The DNS OPCODE field contains the OPCODE
value for DNS Stateful Operations (6). The four count fields nust be
zero, and the corresponding four sections nust be empty (i.e.,
absent).

The DSO- TYPE is PUSH (0x0041).

The DSO- LENGTH is the | ength of the DSO DATA that follows, which
speci fies the changes bei ng conmuni cat ed.

The DSO- DATA contains one or nore change notifications. A PUSH



Message MUST contain at | east one change notification. |f a PUSH
Message is received that contains no change notifications, this is a
fatal error and the client MJUST forcibly abort the connection

i mredi atel y.

The change notification records are formatted simlarly to how DNS
Resource Records are conventionally expressed in DNS nmessages, as
illustrated in Figure 3, and are interpreted as descri bed bel ow

The TTL field holds an unsigned 32-bit integer [RFC2181]. |If the TTL
isinthe range 0 to 2,147, 483,647 seconds (0 to 27(31) - 1, or
OX7FFFFFFF), then a new DNS Resource Record with the given nane,

type, class, and RDATA is added. Type and class MJST NOT be 255
(ANY). If either type or class are 255 (ANY), this is a fatal error
and the client MJUST forcibly abort the connection imediately. A TTL
of O means that this record should be retained for as long as the
subscription is active and shoul d be discarded i medi ately the nonent
the subscription is cancel ed.

If the TTL has the val ue OxFFFFFFFF, then the DNS Resource Record
with the given nanme, type, class, and RDATA is renoved. Type and
class MUST NOT be 255 (ANY). If either type or class are 255 (ANY),
this is a fatal error and the client MJUST forcibly abort the
connection imredi ately.

If the TTL has the val ue OXFFFFFFFE, then this is a 'collective
renove notification. For collective renove notifications, RDLEN MJST
be zero, and consequently, the RDATA MJUST be enpty. |f a change
notification is received where TTL = OxFFFFFFFE and RDLEN i s not

zero, this is a fatal error and the client MJST forcibly abort the
connection inredi ately.

There are three types of collective renove notification. For
collective renove notifications:

* |If CLASS is not 255 (ANY) and TYPE is not 255 (ANY), then for the
gi ven nanme, this renoves all records of the specified type in the
speci fied cl ass.

* |f CLASS is not 255 (ANY) and TYPE is 255 (ANY), then for the
gi ven nane, this renoves all records of all types in the specified
cl ass.

* |f CLASS is 255 (ANY), then for the given nanme, this renoves al

records of all types in all classes. |In this case, TYPE MJIST be
set to zero on transnission and MJST be silently ignored on
reception.

Sunmary of change notification types:

* Renpve all RRsets froma nane in all classes:
TTL = OXFFFFFFFE, RDLEN = 0, CLASS = 255 (ANY).

* Renmove all RRsets froma nanme in given class:
TTL = OxFFFFFFFE, RDLEN = 0, CLASS gives class, TYPE = 255 (ANY).

* Renove specified RRset froma nane in given class:
TTL = OxFFFFFFFE, RDLEN = O,
CLASS and TYPE specify the RRset being renoved.

*  Renmpve an individual RR froma name:
TTL = OxFFFFFFFF
CLASS, TYPE, RDLEN, and RDATA specify the RR being renoved.

* Add individual RR to a nane:
TTL >= 0 and TTL <= Ox7FFFFFFF



CLASS, TYPE, RDLEN, RDATA, and TTL specify the RR bei ng added.

Note that it is valid for the RDATA of an added or renmoved DNS
Resource Record to be enpty (zero length). For exanple, an Address
Prefix List Resource Record [ RFC3123] may have enpty RDATA.

Therefore, a change notification with RDLEN = 0 does not
automatically indicate a renove notification. |f RDLEN = 0 and TTL
is in the range 0 to Ox7FFFFFFF, this change notification signals the
addition of a record with the given nane, type, class, and enpty
RDATA. If RDLEN = 0 and TTL = OxFFFFFFFF, this change notification
signals the renoval specifically of that single record with the given
nane, type, class, and enpty RDATA.

If the TTL is any val ue other than OxFFFFFFFF, OxFFFFFFFE, or a val ue
in the range 0 to Ox7FFFFFFF, then the receiver SHOULD silently
ignore this particular change notification record. The connection is
not term nated and other valid change notification records within
this PUSH nmessage are processed as usual

In the case where a single change affects nore than one active
subscription, only one PUSH nessage is sent. For exanple, a PUSH
message adding a given record may match both a SUBSCRI BE request with
the same TYPE and a different SUBSCRI BE request with TYPE = 255
(ANY). It is not the case that two PUSH nessages are sent because
the new record matches two active subscriptions.

The server SHOULD encode change notifications in the nost efficient
manner possible. For exanple, when three AAAA records are renoved
froma given nane, and no other AAAA records exist for that name, the
server SHOULD send a "Renove specified RRset froma nanme in given

cl ass” PUSH nessage, not three separate "Renove an individual RR from
a nane" PUSH nessages. Simlarly, when both an SRV and a TXT record
are renoved froma given nane, and no other records of any kind exi st
for that nanme in that class, the server SHOULD send a "Renove al
RRsets froma nane in given class" PUSH nmessage, not two separate
"Remove specified RRset froma nane in given class" PUSH nmessages.

For efficiency, when generating a PUSH nessage, rather than sending
each change notification as a separate DSO nessage, a server SHOULD
i nclude as nmany change notifications as it has imredi ately avail abl e
to send to that client, even if those change notifications apply to
different subscriptions fromthat client. Conceptually, a PUSH
message is a session-level mechanism not a subscription-I|eve
mechanism Once it has exhausted the |ist of change notifications

i medi ately available to send to that client, a server SHOULD t hen
send the PUSH nessage i medi ately rather than waiting specul atively
to see if additional change notifications beconme avail abl e.

For efficiency, when generating a PUSH nessage a server SHOULD use
standard DNS name conpression, with offsets relative to the begi nning
of the DNS nessage [ RFC1035]. Wen nultiple change notifications in
a single PUSH nessage have the same owner nane, this name conpression
can yield significant savings. Name conpression should be performed
as specified in Section 18.14 of the Miulticast DNS specification

[ RFC6762]; nanely, owner nanmes should al ways be compressed, and nanes
appearing w thin RDATA shoul d be conpressed for only the RR types
|isted bel ow

NS, CNAME, PTR, DNAME, SOA, MX, AFSDB, RT, KX, RP, PX, SRV, NSEC

Servers may generate PUSH nmessages up to a maxi mum DNS nmessage | ength
of 16,382 bhytes, counting fromthe start of the DSO 12-byte header
Including the two-byte length prefix that is used to frame DNS over a
byte streamlike TLS, this makes a total of 16,384 bytes. Servers
MUST NOT generate PUSH nessages larger than this. \Were the

i medi atel y avail abl e change notifications are sufficient to exceed a



DNS nessage | ength of 16, 382 bytes, the change notifications MJST be
conmmuni cated in separate PUSH nessages of up to 16,382 bytes each
DNS nanme conpressi on becones | ess effective for nessages |arger than
16,384 bytes, so little efficiency benefit is gained by sending
messages |l arger than this.

If a client receives a PUSH nessage with a DNS nessage | ength | arger
than 16,382 bytes, this is a fatal error and the client MJST forcibly
abort the connection immediately.
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Figure 3: PUSH Message

VWhen processing the records received in a PUSH Message, the receiving
client MJUST validate that the records bei ng added or renoved
correspond with at |east one currently active subscription on that
session. Specifically, the record nane MUST match the nanme given in
the SUBSCRI BE request, subject to the usual established DNS case-
insensitivity for US-ASCII letters. For individual additions and
renovals, if the TYPE in the SUBSCRI BE request was not ANY (255),
then the TYPE of the record must either be CNAME or match the TYPE
given in the SUBSCRI BE request, and if the CLASS in the SUBSCRI BE
request was not ANY (255), then the CLASS of the record nust match
the CLASS given in the SUBSCRI BE request. For collective renovals,
at | east one of the records being renoved nust match an active
subscription. |If a matching active subscription on that session is
not found, then that particular addition/renoval record is silently
i gnored. The processing of other additions and renoval records in
this nessage is not affected. The DSO session is not closed. This
is to allow for the unavoi dable race condition where a client sends
an out bound UNSUBSCRI BE whi | e i nbound PUSH nessages for that



subscription fromthe server are still in flight.

The TTL of an added record is stored by the client. Wile the
subscription is active the TTL is not decremented, because a change
to the TTL woul d produce a new update. For as long as a rel evant
subscription remains active, the client SHOULD assune that when a
record goes away, the server will notify it of that fact.
Consequently, a client does not have to poll to verify that the
record is still there. Once a subscription is cancel ed
(individually, or as a result of the DSO session being closed),
record aging for records covered by the subscription resunes and
records are renmoved fromthe | ocal cache when their TTL reaches zero.

6.4. DNS Push Notification UNSUBSCRI BE

To cancel an individual subscription without closing the entire DSO
session, the client sends an UNSUBSCRI BE nmessage over the established
DSO session to the server.

The entity that initiates an UNSUBSCRI BE nessage is by definition the
client. A server MJST NOT send an UNSUBSCRI BE nessage over an
existing session froma client. If a server does send an UNSUBSCRI BE
message over a DSO session initiated by a client, or an UNSUBSCRI BE
message is sent with the QR bit set indicating that it is a response,
this is a fatal error and the receiver MIST forcibly abort the
connection i nmedi ately.

6.4.1. UNSUBSCRI BE Message

An UNSUBSCRI BE uni di rectional message begins with the standard DSO
12- byt e header [RFC8490], followed by the UNSUBSCRI BE Primary TLV.
An UNSUBSCRI BE nessage is illustrated in Figure 4.

In accordance with the definition of DSO unidirectional nessages, the
MESSAGE ID field MUST be zero. There is no server response to an
UNSUBSCRI BE nessage.

The ot her header fields MJUST be set as described in the DSO
specification [ RFC8490]. The DNS OPCODE field contains the OPCODE
value for DNS Stateful Operations (6). The four count fields nust be
zero, and the corresponding four sections nust be empty (i.e.,
absent) .

The DSO TYPE is UNSUBSCRI BE (0x0042).

The DSO LENGTH field contains the value 2, the length of the 2-octet
MESSAGE | D contained in the DSO DATA.

The DSO- DATA contains the value previously given in the MESSAGE I D
field of an active SUBSCRIBE request. This is how the server knows
whi ch SUBSCRI BE request is being canceled. After receipt of the
UNSUBSCRI BE nessage, the SUBSCRI BE request is no |onger active.

It is allowable for the client to i ssue an UNSUBSCRI BE nessage for a
previ ous SUBSCRI BE request for which the client has not yet received
a SUBSCRI BE response. This is to allow for the case where a client
starts and stops a subscription in |ess than the round-trip tinme to
the server. The client is NOT required to wait for the SUBSCRI BE
response before issuing the UNSUBSCRI BE nessage.

Consequently, it is possible for a server to receive an UNSUBSCRI BE
message that does not match any currently active subscription. This
can occur when a client sends a SUBSCRI BE request, which subsequently
fails and returns an error code, but the client sent an UNSUBSCRI BE
message before it becanme aware that the SUBSCRI BE request had fail ed.
Because of this, servers MJIST silently ignore UNSUBSCRI BE nmessages



that do not match any currently active subscription.
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Fi gure 4: UNSUBSCRI BE Message
6.5. DNS Push Notificati on RECONFI RM

Sonetinmes, particularly when used with a Di scovery Proxy [ RFC8766], a
DNS Zone may contain stale data. Wen a client encounters data that
it believes may be stale (e.g., an SRV record referencing a target
host +port that is not responding to connection requests), the client
can send a RECONFI RM nessage to ask the server to re-verify that the

data is still valid. For a Discovery Proxy, this causes it to issue
new Miul ticast DNS queries to ascertain whether the target device is
still present. How the Discovery Proxy causes these new Milticast

DNS queries to be issued depends on the details of the underlying
Mul ticast DNS inplenentation being used. For exanple, a Discovery
Proxy built on Apple’s dns_sd.h APl [SD-API] responds to a DNS Push
Noti fi cati on RECONFI RM nessage by calling the underlying API’s
DNSSer vi ceReconfirmRecord() routi ne.

For other types of DNS server, the RECONFIRM operation is currently
undefi ned and SHOULD result in a NOERROR response, but it need not
cause any other action to occur.

Frequent use of RECONFI RM operations may be a sign of network
unreliability, or sone kind of nisconfiguration, so RECONFI RM
operations MAY be | ogged or otherw se communi cated to a hunman
adm nistrator to assist in detecting and renedyi ng such network
probl ens.

If, after receiving a valid RECONFI RM nessage, the server determ nes
that the disputed records are in fact no longer valid, then
subsequent DNS PUSH Messages will be generated to informinterested
clients. Thus, one client discovering that a previously advertised
device (like a network printer) is no |onger present has the side
effect of informng all other interested clients that the device in
guestion i s now gone.

The entity that initiates a RECONFI RM nessage is by definition the
client. A server MJUST NOT send a RECONFI RM nessage over an existing
session froma client. |If a server does send a RECONFI RM nessage
over a DSO session initiated by a client, or a RECONFI RM nessage i s
sent with the QR bit set indicating that it is a response, this is a
fatal error and the receiver MJST forcibly abort the connection



i medi at el y.
6.5.1. RECONFI RM Message

A RECONFI RM uni di rectional nessage begins with the standard DSO
12- byt e header [RFC3490], followed by the RECONFIRM Primary TLV. A
RECONFI RM nessage is illustrated in Figure 5

In accordance with the definition of DSO unidirectional nessages, the
MESSAGE ID field MUST be zero. There is no server response to a
RECONFI RM nmessage.

The ot her header fields MJST be set as described in the DSO
specification [ RFC8490]. The DNS OPCODE field contains the OPCODE
value for DNS Stateful Operations (6). The four count fields nust be
zero, and the corresponding four sections nust be empty (i.e.,
absent).

The DSO TYPE i s RECONFI RM (0x0043) .

The DSO- LENGTH is the | ength of the data that follows, which
specifies the nanme, type, class, and content of the record being
di sput ed.

A DNS Push Notifications RECONFI RM nessage contains exactly one
RECONFI RM Primary TLV. The DSO DATA in a RECONFIRM Primary TLV MUST
contain exactly one record. The DSO DATA in a RECONFIRM Primary TLV
has no count field to specify nore than one record. Since RECONFI RM
messages are sent over TCP, nultiple RECONFI RM nmessages can be
concatenated in a single TCP stream and packed efficiently into TCP
segnments. Note that this nmeans that DNS nane conpression cannot be
used between different RECONFI RM nessages. However, when a client is
sendi ng mul ti pl e RECONFI RM nessages this indicates a situation with
serious network problens, and this is not expected to occur
frequently enough that optinizing efficiency in this case is

i mportant.

TYPE MUST NOT be the value ANY (255) and CLASS MJUST NOT be the val ue
ANY (255).

DNS wi | dcarding is not supported. That is, an asterisk character
("*") in a RECONFI RM message matches only a literal asterisk
character ("*") in a name and nothing else. Simlarly, a CNAME in a
RECONFI RM nessage nmatches only a CNAME record with that name in the
zone and no other records with that nane.

Note that there is no RDLEN field, since the I ength of the RDATA can
be inferred from DSO- LENGIH, so an additional RDLEN field would be
redundant .

Fol | owi ng the same rules as for PUSH nmessages, DNS nanme conpression
SHOULD be used within the RDATA of the RECONFI RM nmessage, with
of fsets relative to the begi nning of the DNS nessage [ RFC1035].

1 1 1 1 1 1
01 2 3 45 6 7 8 9 0 1 2 3 4 5
T

| MESSAGE | D (MJST BE ZERO) | \
LT S S S S e
| QR OPCODE(6) | Z | RCODE |

S Sy S
| QDCOUNT ( MUST BE ZERO) |
e S > HEADER
| ANCOUNT ( MUST BE ZERO) | |
T R S |
| NSCOUNT ( MUST BE ZERO) | |



T o T T Tl (T e S SR S |
| ARCOUNT ( MJUST BE ZERO | /
e T S e I R epu Ry

| DSO TYPE = RECONFI RM (0x0043) |

T I S o SR e R e o

| DSO- LENGTH (number of octets in DSO DATA) |
T i i S S e o T\

\ NAVE \ \
T S e |

| TYPE | |
T e S > DSO DATA
| CLASS | |
S Sy S |

\ RDATA \ /

e e e i R e el I R SRR SRR S
Fi gure 5: RECONFI RM Message
6.6. DNS Stateful Operations TLV Context Sunmary

Thi s docunent defines four new DSO TLVs. As recomended in
Section 8.2 of the DNS Stateful Operations specification [ RFC8490],
the valid contexts of these new TLV types are summari zed bel ow.

The client TLV contexts are:

C-P. dient request nmessage, Primary TLV

CU dient Unidirectional message, primary TLV

C- A dient request or unidirectional nessage, Additional TLV
CRP: Response back to client, Primary TLV

CRA: Response back to client, Additional TLV

Fommm e e e e e oo Fo-m-- Fo-m-- Fo-m-- Fo-m-- Fo-m-- +
| TLV Type | GP | GU| CGA| CRP| CRA |
[ e pe e e gl St S bt S pjent e pejep o pp U
|  SUBSCRIBE | X | | | | |
F-- - - - - - +----- +----- +----- +----- +----- +
I PUSH | I I I I I
Fommm e e e e e oo Fo-m-- Fo-m-- Fo-m-- Fo-m-- Fo-m-- +
| UNSUBSCRI BE | | X | | | |
Fomm e Fommm - Fommm - Fommm - Fommm - Fommm - +
| RECONFI RM | | X ] | | |
F-- - - - - - +----- +----- +----- +----- +----- +

Table 2: DSO TLV dient Context Summary
The server TLV contexts are:

S-P:  Server request message, Primary TLV

S-U.  Server Unidirectional nessage, primary TLV

S-A:  Server request or unidirectional nmessage, Additional TLV
SRP: Response back to server, Primary TLV

SRA: Response back to server, Additional TLV

F-- - - - - - +----- +----- +----- +----- +----- +
| TLV Type | SP| SU| SA| SRP| SRA |
N ety iy ey ety bty ey
|  SUBSCRI BE | | | | | |
I i +----- +----- +----- +----- +----- +
I PUSH | [ X | I I I
F-- - - - - - +----- +----- +----- +----- +----- +
| UNSUBSCRI BE | | | | | |
L i +----- +----- +----- +----- +----- +
| RECONFI RM | | | | | |



Table 3: DSO TLV Server Context Summary
6.7. dient-Initiated Term nation

An individual subscription is term nated by sendi ng an UNSUBSCRI BE
TLV for that specific subscription, or all subscriptions can be
cancel ed at once by the client closing the DSO session. Wen a
client term nates an individual subscription (via UNSUBSCRI BE) or al
subscriptions on that DSO session (by ending the session), it is
signaling to the server that it is no longer interested in receiving
those particular updates. It is informng the server that the server
may rel ease any state information it has been keeping with regards to
these particul ar subscriptions.

After terminating its |ast subscription on a session via UNSUBSCRI BE
a client MAY close the session imediately or it nmay keep it open if
it anticipates performng further operations on that session in the
future. If a client wishes to keep an idle session open, it MJST
respect the maximumidle tinme required by the server [RFC3490].

If aclient plans to term nate one or nore subscriptions on a session
and doesn’t intend to keep that session open, then as an efficiency
optimization, it MAY instead choose to sinmply close the session

which inplicitly termnates all subscriptions on that session. This
may occur because the client conmputer is being shut down, is going to
sl eep, the application requiring the subscriptions has term nated, or
sinmply because the | ast active subscription on that session has been
cancel ed.

When closing a session, a client should performan orderly cl ose of
the TLS session. Typical APIs will provide a session close nethod
that will send a TLS close notify alert as described in Section 6.1
of the TLS 1.3 specification [RFC8446]. This instructs the recipient
that the sender will not send any nore data over the session. After
sending the TLS close_notify alert, the client MJST gracefully close
t he underlying connection using a TCP FIN so that the TLS
close_notify is reliably delivered. The nmechanisns for gracefully
closing a TCP connection with a TCP FIN vary dependi ng on the
networ ki ng API. For exanple, in the BSD Sockets API, sending a TCP
FIN is achieved by calling "shutdown(s, SHUT WR)" and keepi ng the
socket open until all remaining data has been read fromit.

If the session is forcibly closed at the TCP | evel by sending a RST
fromeither end of the connection, data nmay be | ost.

6.8. dient Fallback to Polling

There are cases where a client may exhaust all avenues for
establishing a DNS Push Notification subscription w thout success.
This can happen if the client’s configured recursive resol ver does
not support DNS over TLS, or supports DNS over TLS but is not
listening on TCP port 853, or supports DNS over TLS on TCP port 853
but does not support DSO on that port, or for some other reason is
unabl e to provide a DNS Push Notification subscription. 1In this
case, the client will attenpt to conmunicate directly with an
appropriate server, and it may be that the zone apex discovery fails,
or there is no " _dns-push-tls. tcp.<zone>" SRV record, or the server
indicated in the SRV record is nisconfigured, overloaded, or is

unr esponsi ve for some ot her reason

Regardl ess of the reason for the failure, after being unable to
establish the desired DNS Push Notification subscription, it is

likely that the client will still wish to know the answer it seeks,
even if that answer cannot be obtained with the tinely change
notifications provided by DNS Push Notifications. In such cases, it

is likely that the client will obtain the answer it seeks via a
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1.

conventional DNS query instead, repeated at some interval to detect
when the answer RRset changes.

In the case where a client responds to its failure to establish a DNS
Push Notification subscription by falling back to polling with
conventional DNS queries instead, the polling rate should be
controlled to avoid pl aci ng excessive burden on the server. The

i nterval between successive DNS queries for the sane nane, type, and
cl ass SHOULD be at | east the mni mum of 900 seconds (15 m nutes) or
two seconds nore than the TTL of the answer RRset.

The reason that for TTLs up to 898 seconds the query shoul d not be
reissued until two seconds _after_ the answer RRset has expired, is
to ensure that the answer RRset has al so expired fromthe cache on
the client’s configured recursive resolver. Qherwise (particularly
if the clocks on the client and the recursive resolver do not run at
precisely the same rate), there’'s a risk of a race condition where
the client queries its configured recursive resolver just as the
answer RRset has one second remaining in the recursive resolver’s
cache. The client would receive a reply telling it that the answer
RRset has one second renmaining; the client would then requery the
recursive resol ver again one second later. |If by this time the
answer RRset has actually expired fromthe recursive resolver’s
cache, the recursive resolver would then i ssue a new query to fetch
fresh data fromthe authoritative server. Wiiting until the answer
RRset has definitely expired fromthe cache on the client’s
configured recursive resolver avoids this race condition and any
unnecessary additional queries it causes.

Each time a client is about to reissue its query to discover changes
to the answer RRset, it should first nake a new attenpt to establish
a DNS Push Notification subscription using previously cached DNS
answers as appropriate. After a tenporary nisconfiguration has been
remedied, this allows a client that is polling to return to using DNS
Push Notifications for asynchronous notification of changes.

Security Considerations

The Strict Privacy profile for DNS over TLS is REQU RED for DNS Push
Notifications [RFC8310]. Ceartext connections for DNS Push
Notifications are not permissible. Since this is a new protocol,
transition nechani sns fromthe Opportunistic Privacy profile are
unnecessary.

Al so, see Section 9 of the docunment Usage Profiles for DNS over
(D) TLS [ RFC8310] for additional recomendations for various versions
of TLS usage.

As a consequence of requiring TLS, client certificate authentication
and verification nmay al so be enforced by the server for stronger
client-server security or end-to-end security. However,
recomrendations for security in particular deploynent scenarios are
out side the scope of this docunent.

DNSSEC i s RECOMVENDED f or the authentication of DNS Push Notification
servers. TLS al one does not provide conplete security. TLS
certificate verification can provide reasonabl e assurance that the
client is really talking to the server associated with the desired
host name, but since the desired host nane is | earned via a DNS SRV
query, if the SRV query is subverted, then the client may have a
secure connection to a rogue server. DNSSEC can provi de added
confidence that the SRV query has not been subverted.

Security Services

It is the goal of using TLS to provide the follow ng security



servi ces

Confidentiality: Al application-layer comunication is encrypted
with the goal that no party should be able to decrypt it except
the i ntended receiver.

Data integrity protection: Any changes made to the comuni cation in
transit are detectable by the receiver

Aut hentication: An endpoint of the TLS communication is
authenticated as the intended entity to comunicate wth.

Anti-replay protection: TLS provides for the detection of and
prevention agai nst nessages sent previously over a TLS connection
(such as DNS Push Notifications). |If prior nessages are re-sent
at a later tinme as a formof a man-in-the-mddle attack, then the
receiver will detect this and reject the replayed nessages.

Depl oyment reconmmendati ons on the appropriate key | engths and ci pher
suites are beyond the scope of this docunent. Please refer to the
current TLS Recommendati ons [BCP195] for the best current practices.
Keep in nmind that best practices only exist for a snapshot in tineg,
and recommendations will continue to change. Updated versions or
errata may exist for these recommendati ons.

7.2. TLS Name Aut hentication

As described in Section 6.1, the client discovers the DNS Push
Notification server using an SRV | ookup for the record nane

" _dns-push-tls. _tcp.<zone>". The server connection endpoint SHOULD
then be authenticated using DANE TLSA records for the associated SRV
record. This associates the target’s nanme and port nunber with a
trusted TLS certificate [ RFC7673]. This procedure uses the TLS
Server Name |ndication (SNI') extension [ RFC6066] to informthe server
of the nane the client has authenticated through the use of TLSA
records. Therefore, if the SRV record passes DNSSEC validation and a
TLSA record matching the target nanme is usable, an SN extension nust
be used for the target nane to ensure the client is connecting to the
server it has authenticated. |If the target nane does not have a
usabl e TLSA record, then the use of the SNI extension is optional

See Usage Profiles for DNS over TLS and DNS over DTLS [ RFC8310] for
nmore i nformati on on authenticating domai n nanes.

7.3. TLS Early Data

DSO nessages with the SUBSCRIBE TLV as the Primary TLV are pernmitted
in TLS early data. Using TLS early data can save one network round
trip and can result in the client obtaining results faster.

However, there are sone factors to consider before using TLS early
dat a.

TLS early data is not forward secret. |In cases where forward secrecy
of DNS Push Notification subscriptions is required, the client should
not use TLS early data.

Wth TLS early data, there are no guarantees of non-replay between
connections. |If packets are duplicated and del ayed in the network,
the later arrivals could be mistaken for new subscription requests.
CGenerally, this is not a major concern since the anmount of state
generated on the server for these spurious subscriptions is small and
short lived since the TCP connection will not conplete the three-way
handshake. Servers MAY choose to inplenent rate-limting nmeasures
that are activated when the server detects an excessive nunber of
spurious subscription requests.



For further guidance on use of TLS early data, please see discussion
of zero round-trip data in Sections 2.3 and 8, and Appendi x E. 5, of
the TLS 1.3 specification [ RFC8446].

7.4. TLS Session Resunption

TLS session resunption [ RFC8446] is perm ssible on DNS Push
Notification servers. However, closing the TLS connection term nates
the DSO session. Wen the TLS session is resumed, the DNS Push
Notification server will not have any subscription state and wl|
proceed as with any other new DSO session. Use of TLS session
resunption may allow a TLS connection to be set up nore quickly, but
the client will still have to recreate any desired subscriptions.

8. | ANA Consi derati ons
Thi s docunent defines a new service nanme, only applicable for the TCP

protocol, which has been recorded in the | ANA "Servi ce Nane and
Transport Protocol Port Nunmber Registry" [RFC6335] [ SRVTYPE].

R L TR +-eme - R TR Fommmme e +
| Nane | Port | Val ue | Section |
[ oo oo sy oo s e
| DNS Push Notification | None | "_dns-push-tls. _tcp" | 6.1 |
| Service Type | | | |
o e e e e oo oo [ o e e e e o o - R S —— +

Table 4: | ANA Service Type Assignnents

Thi s docunent defines four new DNS Stateful Operation TLV types,

whi ch have been recorded in the | ANA "DSO Type Codes" registry

[ RFC8490] [ DSOTYPE] .
T Fommmmm o Fom o L LR Fom e +
| Nare | Value | Early Data | St at us | Section |
[ bl ool sl s el ool
| SUBSCRIBE | 0x0040 | (014 | Standards Track | 6.2 |
S E Fom e m oo - - R R S —— +
| PUSH | 0x0041 | NO | Standards Track | 6.3 |
T Fommmmm o Fom o L LR Fom e +
| UNSUBSCRI BE | 0x0042 | NO | Standards Track | 6.4 |
o e e e e oo o B S o e e e e e o B S +
| RECONFIRM | 0x0043 | NO | Standards Track | 6.5 |
S E Fom e m oo - - R R S —— +

Table 5: | ANA DSO TLV Type Code Assi gnnents
Thi s docunment defines no new DNS OPCCODEs or RCODEs.
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