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1. Introduction

Devel opment and depl oynent of the Two-Way Active Measurenent Protoco

(TWAMP) [ RFC5357] and its extensions (e.g., [RFC6038], which defines

Symmetrical Size for TWAMP) provided inval uabl e experience. Severa

i ndependent inpl enentations of both TWAMP and TWAMP Li ght exist, have
been depl oyed, and provide inportant operational performance

neasur enent s.

At the same tinme, there has been noticeable interest in using a nore
straightforward mechani smfor active performance nonitoring that can
provi de determ ni stic behavior and i nherent separation of contro
(vendor-specific configuration or orchestration) and test functions.
Recent work on "Performance Measurenent from | P Edge to Custoner

Equi pment using TWAMP Li ght" [BBF. TR-390] by the Broadband Forum
demonstrates that interoperability among inpl enentations of TWAMP
Light is difficult because the conposition and operation of TWAMP

Li ght were not sufficiently specified in [RFC5357]. According to

[ RFC8545], TWAMP Light includes a subset of TWAMP-Test functi ons.
Thus, to have a conprehensive tool to nmeasure packet | oss and del ay
requires support by other applications that provide, for exanple,
control and security.

Thi s docunent defines an active performance neasurenent test
protocol, Sinple Two-way Active Measurenment Protocol (STAMP), that
enabl es nmeasurenent of both one-way and round-trip performance
metrics, like delay, delay variation, and packet |oss. Support of
some optional TWAMP extensions, e.g., [RFC7750], is discussed in

[ STAMP- OPTI QN .

2. Conventions Used in This Document

2.1. Termi nol ogy

STAMP: Si npl e Two-way Active Measurenment Protoco
NTP: Net wor k Ti me Pr ot ocol

PTP: Preci sion Tine Protoco

HVAC: Hashed Message Aut hentication Code

OMNAMVP: One-\Way Active Measurenent Protocol

TWAMP: Two- Wy Active Measurenent Protoco

VBZ: Must be Zero

PDU: Protocol Data Unit

2.2. Requirenments Language



The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Operation and Managenent of Performance Measurenment Based on STAMP

Figure 1 presents the Sinple Two-way Active Measurenent Protoco
(STAMP) Session-Sender and Session-Reflector with a neasurenent
session. In this docunent, a neasurenent session, also referred to
as a "STAMWP session", is the bidirectional packet flow between one
speci fic Session-Sender and one particul ar Session-Reflector for a
time duration. The configuration and managenent of the STAWMP
Sessi on- Sender, Session-Reflector, and sessions are outside the scope
of this docunment and can be achi eved through various neans. A few
exanmpl es are Command Line Interface, tel ecommuni cation services
Operational Support System (OSS) / Business Support System (BSS)
SNWVP, and NETCONF/ YANG based Software-Defined Networking (SDN)
controllers.
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Figure 1. STAWMP Reference Mde
Theory of Qperation

The STAMP Session-Sender transmts test packets over UDP transport
toward the STAMP Session-Reflector. The STAMP Session- Refl ector

recei ves the Session-Sender’s packet and acts according to the
configuration. Two nodes of the STAMP Session-Reflector characterize
t he expected behavi or and, consequently, perfornmance netrics that can
be measur ed:

St at el ess:
The STAMP Session-Refl ector does not namintain test state and will
use the value in the Sequence Number field in the received packet
as the value for the Sequence Nunber field in the reflected
packet. As a result, values in the Sequence Number and Sessi on-
Sender Sequence Nunber fields are the same, and only round-trip
packet | oss can be calculated while the reflector is operating in
st at el ess node.

Stat eful :
STAMP Session-Refl ector maintains the test state, thus allow ng
the Session-Sender to determne directionality of |oss using the
conbi nation of gaps recognized in the Session Sender Sequence
Nunber and Sequence Nunber fields, respectively. As a result,
bot h near-end (forward) and far-end (backward) packet |oss can be
computed. That inplies that the STAMP Session-Refl ector MJST
mai ntain a state for each configured STAMP-Test session, thereby
uni quel y associ ati ng STAMP- Test packets with one such session
i nstance and, thus, enabling the addition of a sequence nunber in
the test reply that is individually increnmented by one on a per-
sessi on basi s.

STAMP supports two aut hentication nodes: unaut henticated and



aut henticated. Unauthenticated STAMP-Test packets, defined in
Sections 4.2.1 and 4.3.1, ensure interworking between STAMP and TWAMP
Li ght, as described in Section 4.6 regardi ng packet fornmats.

By default, STAMP uses symetrical packets, i.e., the size of the
packet transmtted by the Session-Reflector equals the size of the
packet received by the Session-Refl ector.

.1. UDP Port Nunmbers in STAMP Testing

A STAMP Sessi on- Sender MJST use UDP port 862 ( TWAMP- Test Recei ver
Port) as the default destination UDP port nunber. A STAMP

i npl ement ati on of the Session-Sender MJST be able to be used as the
destination UDP port nunbers fromthe User Ports (aka Registered
Ports) and Dynamic Ports (aka Private or Epheneral Ports) ranges
defined in [RFC6335]. Before using nunbers fromthe User Ports
range, the possible inpact on the network MJUST be carefully studied
and agreed on by all users of the network domain where the test has
been pl anned.

By default, an inplenentation of the STAMP Sessi on-Refl ector MJST
recei ve STAMP-Test packets on UDP port 862. An inplenentation of the
Sessi on-Refl ector that supports this specification MIST be able to
define the port nunber to receive STAMP-Test packets from User Ports
and Dynamic Ports ranges, which are defined in [ RFC6335]. STAMP
defines two different test packet formats: one for packets
transmtted by the STAMP Sessi on-Sender and one for packets
transmtted by the STAMP Sessi on- Refl ect or

. 2. Session-Sender Behavi or and Packet For mat

A STAMP Sessi on- Refl ector supports the symmetrical size of test
packets, as defined in Section 3 of [RFC6038], as the default
behavior. A reflected base test packet includes information fromthe
Session-Refl ector and, thus, is larger. To maintain the symetry
bet ween base STAMP packets, the base STAMP Sessi on- Sender packet

i ncludes the Must-Be-Zero (MBZ) field to match to the size of a base
refl ected STAMP test packet. Hence, the base STAMP Sessi on- Sender
packet has a mninum size of 44 octets in unauthenticated node (see
Figure 2) and 112 octets in the authenticated node (see Figure 4).
Generating variable length of a test packet in STAMP is defined in

[ STAMP- OPTI QN .

.2.1. Session-Sender Packet Format in Unauthenticated Mde

0 1 2 3

012345678901234567890123456789¢01
B i s T T i i o S o T Ji I
| Sequence Nunber |
T T i s T b I S S S e o
Ti mest anp

i S T S T o S S e e it Sl S S e S S S

Error Estimate |
R ik I R S e S i e ol it i

I I
I I
+- +
| |
+- +
I I
I I
| MBZ (30 octets) |
I I
| |
I I
I I
+- +

T S S T

Figure 2: STAMP Sessi on- Sender Test Packet Format in



Unaut henti cat ed Mbde

The fields are defined as foll ow ng:

*

4. 2.

2.
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The Sequence Number field is four octets long. For each new
session, its value starts at zero and is increnmented by one with
each transmtted packet.

The Tinestanp field is eight octets Iong. The STAMP node MUST
support the Network Tine Protocol (NTP) version 4 64-bit tinestanp
format [ RFC5905], the format used in [ RFC5357]. The STAMP node
MAY support the | EEE 1588v2 Precision Tinme Protocol (PTP)
truncated 64-bit tinmestanp format [|EEE. 1588. 2008], the format
used in [RFC8186]. The use of the specific format, NTP or PTP, is
part of configuration of the Session-Sender or the particul ar test
sessi on.

The Error Estimate field is two octets long with the fornmat
di splayed in Figure 3:

0 1

0123456789012345
e T e ik o oI S R B T
| S| Z| Scal e | Multiplier |
B il s S S S S I S i

Figure 3: Error Estimte Fornat

The S, Scale, and Miultiplier fields are interpreted as they are
defined in Section 4.1.2 of [RFC4656]. The Z field is interpreted
as it is defined in Section 2.3 of [RFC8186]:

0: NTP 64-bit format of a tinestanp
1: PTPv2 truncated format of a tinestanp

The default behavior of the STAMP Sessi on- Sender and Sessi on-

Refl ector is to use the NTP 64-bit timestanp format (Z field val ue
of 0). An operator using configuration/nmanagenent function MAY
configure the STAMP Sessi on- Sender and Session-Reflector to use
the PTPv2 truncated format of a tinestanp (Z field value of 1).
Note that an inplenentation of a Session-Sender that supports this
speci fication MAY be configured to use the PTPv2 format of a

ti mestanp even though the Session-Reflector is configured to use
NTP for mat.

The MBZ field in the Session-Sender unauthenticated packet is 30
octets long. It MIST be all zeroed on the transm ssion and MJST
be ignored on receipt.

Sessi on- Sender Packet Format in Authenticated Mdde

1 2 3
1234567890123456789012345678901
i T S S S T i T i I S I S S

Sequence Numrber |
R s i o e i ol S e S e T ik ik T S e T S T S

MBZ (12 octets) |

i T S S S T i T i I S I S S
Ti mest anp |

T o e i e S e e R b ok ok b NI T R
Error Estimate | |



i i S S e S S S i S o
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Figure 4: STAWMP Sessi on- Sender Test Packet Format in
Aut henti cat ed Mode

The field definitions are the same as the unauthenticated node,
listed in Section 4.2.1. A so, MBZ fields are used to nake the
packet length a multiple of 16 octets. The value of the field MJST
be zeroed on transm ssion and MJST be ignored on receipt. Note, that
both MBZ fields are used to cal cul ate a key hashed nessage

aut henti cation code (HVAC) [ RFC2104] hash. Al so, the packet includes
an HVAC hash at the end of the PDU. The detail ed use of the HVAC
field is described in Section 4. 4.

4.3. Session-Reflector Behavi or and Packet For mat

The Session-Refl ector receives the STAVP-Test packet and verifies it.
If the base STAMP-Test packet is validated, the Session-Reflector
that supports this specification prepares and transnits the reflected
test packet symretric to the packet received fromthe Session-Sender
copyi ng the content beyond the size of the base STAWP packet (see
Section 4.2).

4.3.1. Session-Reflector Packet Format in Unauthenticated Mde

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Sequence Number |
I i I S S i I ik i SRR N SRR S
Ti mest anp |
I

i T S S S T i T i I S I S S
Error Estimate | vBZ
T T o T e i ol s S SR S S S e e s it eI SR R T S R S
Recei ve Ti nestanp

+-
+-
i T s T i T S S I S i (T S S S e S
| Sessi on- Sender Sequence Number

R e s T e e S e in i i e e e e R e
| Sessi on- Sender Ti nest anp

+-

+-

+-

- +— +— +—

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
Sessi on- Sender Error Estimte | vVBZ |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
Ses- Sender TTL | vBZ |
R e e o et i S T S S e S i o st S SR S S e R R TR

Figure 5: STAMP Session-Refl ector Test Packet Format in
Unaut hent i cat ed Mbde

Fi el ds are defined as the foll ow ng:

* The Sequence Nunmber field is four octets long. The value of the
Sequence Nunber field is set according to the node of the STAWP



4. 3.

2

Sessi on- Ref |l ect or:

- In the statel ess node, the Session-Refl ector copies the val ue
fromthe recei ved STAMP- Test packet’'s Sequence Nunber field.

- In the stateful node, the Session-Reflector counts the
transmtted STAMP-Test packets. It starts with zero and is
i ncremented by one for each subsequent packet for each test
session. The Session-Reflector uses that counter to set the
val ue of the Sequence Nunber field.

The Tinestanp and Receive Tinmestanp fields are each eight octets
long. The format of these fields, NIP or PTPv2, is indicated by
the Z field of the Error Estimate field, as described in

Section 4.2.1. Receive Tinmestanp is the tine the test packet was
received by the Session-Reflector. Tinestanp is the tine taken by
the Session-Reflector at the start of transmtting the test

packet .

The Error Estimate field has the sane size and interpretation as
described in Section 4.2.1. It is applicable to both Ti nestanp
and Receive Ti nestanp.

The Session- Sender Sequence Nunber, Session-Sender Ti nestanp, and
Sessi on-Sender Error Estimate fields are copies of the
corresponding fields in the STAMP- Test packet sent by the Session-
Sender .

The Session-Sender TTL field is one octet long, and its value is
the copy of the TTL field in IPv4 (or Hop Limit in IPv6) fromthe
recei ved STAMP- Test packet.

The MBZ fields are used to achieve alignnent of fields within the
packet on a four-octet boundary. The value of each MBZ field MJST
be zeroed on transmi ssion and MJST be ignored on receipt.

Sessi on- Refl ect or Packet Format in Authenticated Mde
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Figure 6: STAMP Session-Refl ector Test Packet Format in
Aut hent i cat ed Mode

The field definitions are the same as the unaut henti cated node,
listed in Section 4.3.1. Additionally, the MBZ field is used to make
the packet length a nultiple of 16 octets. The value of the field
MUST be zeroed on transm ssion and MJST be ignored on receipt. Note
that the MBZ field is used to cal cul ate the HVAC hash value. Al so,
the STAMP Session-Refl ector test packet format in authenticated node
i ncl udes the HVAC [ RFC2104] hash at the end of the PDU. The detailed
use of the HVAC field is in Section 4.4.

4.4. Integrity Protection in STAW

Aut henti cated node provides integrity protection to each STAMWP
message by addi ng Hashed Message Authentication Code (HVAC). STAWP
uses HVAC- SHA- 256 truncated to 128 bits (simlarly to the use of it
in | Psec defined in [ RFC4868]); hence, the length of the HVAC field
is 16 octets. In the authenticated nobde, HVAC covers the first six
bl ocks (96 octets). HVAC uses its own key, which may be uni que for
each STAMP-Test session; key managenent and the nechanisns to
distribute the HVAC key are outside the scope of this specification.
One exanple is to use an orchestrator to configure the HVAC key based
on the STAMP YANG data nodel [STAMP-YANG. HVAC MJST be verified as
early as possible to avoid using or propagating corrupted data.

Future specifications may define the use of other, nore advanced
cryptographi c al gorithns, possibly providing an update to the STAMP
YANG dat a nmodel [ STAMP- YANQ .

4.5. Confidentiality Protection in STAW

If confidentiality protection for STAMP is required, a STAMP-Test
session MJUST use a secured transport. For exanple, STAMP packets
could be transmtted in the dedicated | Psec tunnel or share the |Psec
tunnel with the nonitored flow. Al so, the Datagram Transport Layer
Security protocol would provide the desired confidentiality
protection.

4.6. Interoperability with TWAMP Li ght

One of the essential requirenents to STAMP is the ability to
interwork with a TWAMP Li ght device. Because STAMP and TWAMP use
different algorithns in authenticated node (HVAC- SHA- 256 versus HVAC
SHA-1), interoperability is only considered for unauthenticated node.
There are two possi bl e conbinations for such a use case:



*  STAMP Session-Sender with TWAMP Li ght Sessi on- Refl ect or
*  TWAMP Li ght Session-Sender with STAMP Sessi on- Refl ect or

In the forner case, the Session-Sender m ght not be aware that its
Sessi on- Ref | ect or does not support STAMP. For exanple, a TWAMP Light
Sessi on- Refl ector may not support the use of UDP port 862, as
specified in [ RFC8545]. Thus, Section 4 pernmits a STAMP Sessi on-
Sender to use alternative ports. |f any of STAMP extensions are
used, the TWAMP Light Session-Reflector will view them as the Packet
Paddi ng field.

In the latter scenario, if a TWAMP Li ght Sessi on- Sender does not
support the use of UDP port 862, the test managenent system MJST set
the STAMP Session-Reflector to use UDP port nunber, as permtted by
Section 4. The Session-Reflector MJST be set to use the default
format for its timestanps, NTP.

A STAMP Session-Reflector that supports this specification wll
transmt the base packet (Figure 5) if it receives a packet smaller
than the STAMP base packet. |If the packet received fromthe TWAMP
Sessi on- Sender is |larger than the STAMP base packet, the STAWP
Sessi on-Refl ector that supports this specification will copy the
content of the remainder of the received packet to transnmit a

refl ected packet of symetrical size.

Oper ational Considerations

STAMP is intended to be used on production networks to enable the
operator to assess service | evel agreenents based on packet del ay,
del ay variation, and |loss. Wen using STAMP over the Internet,
especi al |y when STAMP- Test packets are transnmitted with the
destination UDP port number fromthe User Ports range, the possible
i npact of the STAMP-Test packets MJST be thoroughly analyzed. The
use of STAMP for each case MJST be agreed by users of nodes hosting
the Session-Sender and Session-Refl ector before starting the STAMP-
Test session.

Al so, the use of the well-known port nunber as the destination UDP
port nunber in STAMP-Test packets transmitted by a Sessi on- Sender
woul d not inpede the ability to neasure performance in an Equal - Cost
Mul tipath environment, and analysis in Section 5.3 of [RFC8545] fully
applies to STAWP

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

[ RFC5357] does not identify security considerations specific to
TWAMP- Test but refers to security considerations identified for OMM
in [RFC4656]. Since both OMMP and TWAMP i ncl ude control -pl ane and
dat a- pl ane conponents, only security considerations related to OMMP-
Test discussed in Sections 6.2 and 6.3 of [RFC4656] apply to STAWP

STAMP uses the well-known UDP port nunber allocated for the OMMP-
Test/ TWAMP- Test Receiver Port. Thus, the security considerations and
measures to mtigate the risk of the attack using the registered port
nunber docunented in Section 6 of [RFC8545] equally apply to STAMP
Because of the control and nmanagenent of a STAMP-Test being outside
the scope of this specification, only the nore general requirenment is
set:

To mitigate the possible attack vector, the control and nanagenent



of a STAMP-Test session MJST use the secured transport.

The | oad of the STAMP-Test packets offered to a network MJST be
carefully estimated, and the possible inpact on the existing
servi ces MJUST be thoroughly anal yzed before |aunching the test

sessi on.

Section 3.1.5 of [RFC8085] provides guidance on handling

network | oad for UDP-based protocol. VWhile the characteristic of
test traffic depends on the test objective, it is highly
recomrended to stay in the limts, as provided in [ RFC8085].

Use of HMAGC- SHA-256 in the authenticated node protects the data
integrity of the STAMP-Test packets.
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